3 GENESYS
400 Series IP Phones

Administrator's Guide
Version 2.2.12



The information contained herein is proprietary and confidential and cannot be disclosed or
duplicated without the prior written consent of Genesys Telecommunications Laboratories, Inc.
Copyright © 2018 Genesys Telecommunications Laboratories, Inc. All rights reserved.

About Genesys

Genesys powers 25 billion of the world's best customer experiences each year. Our
success comes from connecting employee and customer conversations on any channel,
every day. Over 10,000 companies in 100+ countries trust our #1 customer experience
platform to drive great business outcomes and create lasting relationships. Combining
the best of technology and human ingenuity, we build solutions that mirror natural
communication and work the way you think. Our industry-leading solutions foster true
omnichannel engagement, performing equally well across all channels, on-premise and
in the cloud. Experience communication as it should be: fluid, instinctive and profoundly
empowering. Go to www.genesys.com for more information.

Each product has its own documentation for online viewing at the Genesys
Documentation website or on the Documentation Library DVD, which is available from
Genesys upon request. For more information, contact your sales representative.

Notice

Although reasonable effort is made to ensure that the information in this document is
complete and accurate at the time of release, Genesys Telecommunications
Laboratories, Inc. cannot assume responsibility for any existing errors. Changes and/or
corrections to the information contained in this document may be incorporated in future
versions.

Your Responsibility for Your System’s Security

You are responsible for the security of your system. Product administration to prevent
unauthorized use is your responsibility. Your system administrator should read all
documents provided with this product to fully understand the features available that
reduce your risk of incurring charges for unlicensed use of Genesys products.

Trademarks

Genesys and the Genesys logo are registered trademarks of Genesys
Telecommunications Laboratories, Inc. All other company names and logos may be
trademarks or registered trademarks of their respective holders. © 2018 Genesys
Telecommunications Laboratories, Inc. All rights reserved.

Technical Support from VARs

If you have purchased support from a value-added reseller (VAR), please contact the
VAR for technical support.

Ordering and Licensing Information

Complete information on ordering and licensing Genesys products can be found in the
Genesys Licensing Guide.

Released by: Genesys Telecommunications Laboratories, Inc.
http://www.genesys.com/

Document Version : 400_IP_Phone_Administrator's_Guide_01-2018_2.2.121.00

2 Genesys 420HD and 405 IP Phones


http://www.genesys.com/
http://docs.genesys.com/Special:Repository/80g_licensing.pdf?id=a95e98ad-c306-4294-9aa5-a605c3beee92
http://www.genesys.com/

Administrator's Guide Contents

Table of Contents

L INtrOAUCTION e 18
(@701 81T LU 1= 1a [0 o N 0 1] SRR
2 IP Phone User INTErface .....cooooiiiiiiiiie e 20
2.1 Accessing the Administration MenU .............ccooiiiiiiiiiiii i 20

2.2 Changing Display LanQUage ............oouuuiiiiii e 21

3 WED INTEITACE ... eeaae 22
3.1 Accessing Web INterface ..........uuoiiiiiiiiiicce e 22

3.2 Getting Started with the Web ... 23

3.3 Configuring the Web Interface's Port...........ccoooiiiiiiiiiiiii e, 24

3.4 Configuring User Login Credentials.............ccoooiiiiiiiiiiiiiii e 24

4 CoNfIQUIAtioON Fil@ ... ..uueiiiiiiiiiii e 26
S T 1 g1 1o T [ Ui 1T o IO 26

O 1 15T 01 = ) G 26

4.3 LiNKING MUIIPIE FIlES .....uiiiiiiiiiiiiiiiiiiiiiiiiieiiii e 26

4.4 Downloading the Configuration File from the Phone...............cccccoiiiiiiiiiiiiiiiiiiinns 27

4.5 Creating Configuration Files using VolProvision Utility .................euuiiiiiiiiiiiiiiinnnn. 27
451 Configuration File FOrmat ..o 27

4.5.2 Global Configuration File ............ocuiiiiiiiii e 27

4.5.3  VOIProvision Utility OVEIVIEW ..........coiiiiiiiiiiiiiie et 28

A.5.4  CSV FIle ettt e e e e e 28

455 Template File ..o 28

456 Generated Configuration Files............ooiiiiiiii e 28

4.5.7 Starting the VoIProvision ULility ...........cooooii e 29

o T U F = o RPN 29

4.6  Using the ENCryption TOOI ..........uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiieiiieeeeeeeseeeeeeeneennanees 29
4.6.1 Encrypting Configuration Files ............oo e 29

4.6.2 Encrypting Passwords in the Configuration File ..., 30

5 [P Phone Management SEIVEN ........ccooiviiiiiiiie e e e eeaaans 32
AULOMALIC PrOViSIONING iiieeeuuncciissrrrrernmnnsssssssrrsrsnnnnsssssssssessessnnsssssssssssmessnnnnnsssssssssnnns
G 1 1 4 o Yo ¥ 4 o 1 o 36
7 Updating the Configuration File Manually.............ccccooiiiiiiiiii e 38
8 Setting up Network for AutO ProVviSioning ............eeeeeeeeiiiimiiiiiiiiiiiiiiiinieniennnn. 40
9 Obtaining Firmware and Configuration Files.............cccooiiiiiiiiiiiin e, 42
9.1 Provisioning HUNt Order...........ooouiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeee e 42

9.2  Dynamic URL ProviSioniNg.........cuuuuuiiiiiiiiiiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeee e 42
9.2.1  Provisioning using DHCP Option 160 ...........coiiiiiiiiiiiiie e 45

9.2.2  Provisioning using DHCP Option B6/67 .............cccvieiiiiiieiiieee e 46

9.2.3 Provisioning using DHCP Option 43 ... 46

9.2.4  Provisioning using the User-Class Option ...........ccccoiiiiiiiiiiii e 47

9.2.5 SIP SUBSCRIBE and NOTIFY MeESSAQES. ... uuutiaiiiiiiiiiieeee e eeeeeeeee e 55

9.2.6 Hardcoded Domain Name for Provisioning Server...........cccccoiviivieinieie e 58

9.2.7 Cached Address of Last Provisioning Server Used...........ccccccoviiiiiiiiiii e, 58

LS I S B (= To [ 1= Tor ST Y= SRS 59

9.3  Static URL ProviSioning .........cciiiiiiiiiiicce et 60

Administrator’s Guide Version 2.2.12 3



%o GENESYS Contents

L H T o QY= U o
IO 10 T o Q=] AU | o 64
NEIWOTKING tereeeemnnnsissserrrrnnnnssssssssssrresnnnsssssssssssrrennnnnssssssssssemennnnnssssssssssssessnnnnnssssssssnnnns
(R A oo [V Yo {0 ] o PO TP PPPP PPN 68
12 Configuring Date and Time Manually ..., 70
12.1 Configuring Daylight Saving TiMe .........uiiiiiiiice e 71
12.2 Configuring the NTP SEIVEr ........cooviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 74
12.3 Configuring NTP Server via DHCP.........cooviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee 76

13 Configuring IP NetWork SettingsS....ccooeeieiiiiiiiiiie e 78
13.1 Configuring Static IP ADAress .........coouvviiiiiiiiiiiiiiiiiiiiiieiiieeeeeeeeeeeeeeeeeeeeeeeeeeee 78
13.1.1 Configuring Static IP Address using the Phone's LCD ........cccccooviciiiiiieeeieiciieee, 78

13.1.2 Configuring IP Network Settings .........cccuviiiiiiiiiiiiie e 79

13.2 Configuring Partial DHCP ... 81

14 Configuring LAN and PC Port Settings ........uucieiiiiiiiiieeiieeee e 84
15 Configuring VLAN SettiNgsS ..cooovviiiiiiiiee e 86
15.1 Configuring Manual or Automatic VLAN AsSSignment............cccuuvveiviiiiiiiiiiiiiiiennne. 87
15.1.1 Configuring Manual VLAN Assignment to the IP Phone ...........ccccceiviiiiiins 87

15.1.2 Configuring Automatic VLAN Assignment to the IP Phone ..........cccccccvveiiiiinnee. 87

15.1.3 Configuring VLAN via DHCP Provisioning Path .............cccccccoiiiiiiii, 87

VOIP SEUINGS uuuuuuununnnnnnnnnns s
16 Configuring SIP SettiNgS ...ccooiiiiiiiii e e 90
16.1 Configuring General SIP SettingS..........ccuuvviiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeee 90
16.2 Configuring Proxy and Registration...............couuiviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeieeeeeeee 94
16.2.1 Configuring Proxy RedUNAANCY .........cocuiiiiiiiiiiiiiiiee et 98

16.2.2 Device Registration Failover/Failback ..............cccvveiiiiiiiiiiiieee e 101

LR I 0o o} ile Uy 1Yo JE= T N 1= 103
16.4 Configuring Shared Call APPEAranCe ...........cevvveeiiiiiiiiiiiieieiieieeieeeeeeeeeeeeeee e 104
16.5 Configuring SIP TIMErS .....cooviiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeee et 105
16.6 Configuring SIP QOS ... s 107
16.7 Configuring SIP Reject COde ...........uiiiiiiiiiiiiii e 108

17 Configuring Dialing ....coooeeieiiee e 110
17.1 Configuring General Dialing Parameters .............cooeeiiiiiiiiiiiiiiieee 110
17.2 Configuring Auto Redial ..........cooiiiiiiii e 112
17.3 Configuring Dial TONES.......ceiiiiiiiiiitiee e 113
17.4 Configuring DTIMF ......oooiiiiiiiiiiiiiieeeeeeeeeeeeeeee ettt 115
17.5 Configuring Digit Maps and Dial Plans ... 116
17.6 Configuring Headset LED to Stay On........cooovviiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeee 118
17.7 Configuring Default Audio DeViCe............ccouvviiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeee 119

18 Configuring RING TONES ... 120
18.1 Configuring Distinctive RINg TONES .......uoiiiiiiiiiceee e 120
18.1.1 Example of Configuring a Distinctive RiNg..........ccccccooviiiiiiiiieiiiee e 121

18.2 Configuring CPT Regional Settings..........ccooiiiiiiiiiiiiieeeee e 122
18.3 Uploading RiNG TONES.......ccoiiiiiiiiiiiiiiiiiiiiieee ettt 124

4 Genesys 400 Series IP Phones



Administrator’s Guide Contents

18.4 Configuring Beeps to Headsets when a Call Comes in to a Call Center............. 125

18.5 Configuring the Phone to play Fast Busy Tone if Automatically Disconnected on Remote
Side 126

19 Configuring Media SettingsS .....coovvviiiiiiiie e 128
19.1 Configuring Media Streaming...........couvviiiiiiiiiiiccc e 128
19.2 Configuring RTP Port Range and Payload Type .........coovvviiiiiiciii i 129
19.3 Configuring RTP QOS .....cooiiiiiiiiiieiiieeeeeeeeeeeeeeee e 130
19.4 Configuring COUECS........couiiiiiie e 131

20 Configuring VOICE SetliNgS....ccoiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeee e 134
20.1 Configuring Gain CoNtrol..........ccoiiiiiiiiece e 134
20.2 Configuring Jitter BUFfer ...........ooiii e 134
20.3 Configuring Silence COMPreSSION .........uvuuiiiiiiieiiieecee e 135
20.4 Configuring Noise RedUCHION...........ccuviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 136
20.5 Configuring Echo Cancellation ... 137

21 Configuring EXtENSION LINES .....uuiiiii i 138
21.1 UsSing the Phone LCD .......oooiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeee e 138
21.2 Using the Web Interface and Configuration File ..............ccccovviiiiiiiiiiiiiiiiiiiiinnn. 138

22 Configuring Supplementary SErviCeS.......cviiiiiiiieeeiiieiiiee e 142
22.1 Selecting the Application SErver............ouuiiiiiiiiiice e 142
22.2 Configuring Call Waiting..........coeviiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeeeeeee et 143
22.3 Configuring Call FOrwarding...........couueeiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeee e 144
22.4 Configuring @ CONfErENCE .......ccevviiiiiiiiiiiieeeeeeeeeeeeeee et 146
22.5 Allowing the Initiator to Drop out of a Conference .............coovvvvvviviiiiiiiiiiieieeeeee. 146
22.6 Configuring Automatic Dialing ........ccovvviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee e 147
22.7 Configuring AutOMAtiC ANSWET ........ooviiiiiiiiiieiieieeeeeeeeeeeeeee et 147
22.8 Configuring Do Not Disturb (DND) ........covvviiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 150
22.9 Configuring Message Waiting Indication ..o 151
22.10Configuring Advice of Charge ...........ouuiuiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 152
22.11Disabling the HOLD KEY ......cciiiiiiiiiiiiiieei et 153
22.12Configuring Ringing on the Default Audio Device.............ccovvvveviiiiiiiiiiiiiiiiiieeee, 154
22.13Allowing an Incoming Call when the Phone is Locked.............ccccccoiiiiiiiiinnnnen. 155
22.14Allowing Call Center Agents to Record Welcome Greetings............cococvvieeeeeen. 155
22.15Enabling the Electronic HOOK SWItCh...........ccooviiiiiiiiiiiiiiiieee 156
22.16Disabling the Hard Mute Key on the Phone.............coooovviiiiiiiiiiiiiiiiiiiiiiiiiiieiee 157
22 .17 Configuring Attended and Semi-Attended Call Transfer.........ccccccvvvvviiiiiiiiinnnnn. 158
22.18Configuring BliNd TranSfer............oouviiiiiiiiiieeeeeeeeeeeeeeeee 158
22.19Creating a Speed Dial File for Configuration File..............cccccvviiiiiiiiiiiiiiiiiiiinnn. 159

23 Configuring Volume LEVEIS ... 160
23.1 Configuring Gain CONrOl...........cuuiiiiiiiiiiiiiiiiiiiei e 160
23.2 Configuring TONE VOIUME .......cooiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeee e 163
23.3 Configuring RINGEr VOIUME .......ciiiiiiice et 164
23.4 Configuring Speaker VOIUME ........cccoiiiiiiiiiiei et 165
23.5 Configuring Handset VOIUME ............ooiiiiiiii e 168
23.6 Configuring Headset VOIUME ...........ouiiiiiiiii e 170

Administrator’s Guide Version 2.2.12 5



%o GENESYS Contents

Advanced PhONe SetliNgS . .uiciiiiirrerrnnnsssssssssssesssnssssssssssssesssnssssssssssessessnnnsssssnsns 173
24 Configuring the PhoNe DIir€CLOIY .....cccoviiviiiiiiie e 174
241 Configuring the Corporate DireCtory............oouvvviiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeee 174
24.1.1 Configuring the LDAP-based Corporate DireCtory ..........cccceeeeiiieeiiiiiieeiiniieees 174
24.1.2 Loading a Text-based Corporate Directory File..........ccccoveveeiiiiiiiiiiieeee e, 176
24.2 Modifying the Local Phone DireCtory ... 178
25 CoNFIQUITNG KBY S ..oiiiiiiiiii et e e e e e e e e e e et e a e e 180
25.1 Configuring Speed Dials ...........coooiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeee e 180
25.1.1 420HD and 405 Phone MOdEIS.........cooiiiiiiiiiiiieee e 180
25.1.2 Deleting Speed DIials .........c.eeeiiiiiiiiiiiii e 181
25.1.3 Saving Configured Speed DialS .........c.oeiiiiiiiiiiiiiii e 181
25.1.4 Creating a Speed Dial File for the Configuration File ...........cccoociiiiiiiiiiiciee. 182
25.2 Configuring SOftKEYS .....ccoiiiiiiiei e 183
25.2.1 Configuring Programmable Softkeys (PSK) ........cooiiiiiiiiiiiiieeee e 186
25.3 Configuring Navigation Control Button Positions............................ccccol. 187
25.3.1 Saving Configured KEYS .......ccoi it 188
25.3.2 Loading Saved Keys t0 PhONES..........cccoiiiiiiiiiiiie e 188
26 Configuring MUlticast PagiNg ......ccooeeeeiiiiiiiiii e 190
26.1 Configuring using the Web Interface ... 190
PG I B = = o = R OPUPPPPPPRR 191
26.2 Configuring Using the Configuration File.............cccccoceeiiiiiii e, 192
27 Configuring Feature Key Synchronization ..........cccccevvviiiiiiieeececceieee e 194
T2 o B |
28 Implementing X.509 Authentication...........cccceooiiiiiiiiiic e 198
28.1 Factory-Set Certificates and AudioCodes Trusted Root CA ........ccooeeeviiiiiiiinnnnnn. 198
28.2 User-Generated Certificates.........oooviiiiiiiiiii e 199
28.3 External Trusted ROOL CAS.......ciiii it e e 200
29 Loading @ CertifiCate ......ccceiiiiieiie e 202
29.1 Loading the Trusted Root CA Certificate to the Phone..........cccccceeeiiiiiiiiiinnnnn. 202
29.1.1 Loading Trusted Root CA Certificate Using Configuration File ...............ccccccee. 202
29.2 Loading the Client Certificate to the Phone ............cccccooiiii 203
29.2.1 Loading the Client Certificate to the Phone using the Configuration File ............. 203
29.2.2 Enabling Server-side Authentication (Mutual Authentication) ..............ccccocceeee 204
29.3 Generating a Certificate Signing Request ..............coooiiiiiie 205
29.4 Using Previously Loaded Certificates...........oooiuiiiiiiiiiiiiiiieieee 206
30 CoNnfIGUIING SIP TLS.. ittt eaeaaees 208
30.1 Configuring TLS ... 208
30.1.1 Configuring SIP TLS using the Web Interface............cccoooiiiiiiiie 208
31 CoNfIGUIING 802Z.1X ..eiiiiiiieeiiiie e e e e e e et e e e e e e e e e aeees 210
31.1 Configuring 802.1x using the Phone's LCD ...........covviiiiiiiiiiiceee e, 210
31.1.1 Configuring EAP-MDS5 MOUAE .......ouviiiiiieiieiiieee et 211
31.1.2 Configuring EAP-TLS MOGE .......cuviiiiiiieeie et 211
31.2 Configuring 802.1x Using Web and Configuration File ..............ccoociiiiiiinnn. 211
31.2.1 Configuring EAP MD5 MOUE.........coiiiiiiiiiiiiie e 211
6 Genesys 400 Series IP Phones



Administrator’s Guide Contents

31.2.2 Configuring EAP TLS MOQE........c.cuuiiiiiee ittt 212
32 CoNfIGUIING SRTP...uiiii e e e e e e e e e e e eeeeaeanes 214
33 Configuring HTTP/S .o 216
34 Logging into a Remote HTTP/S Server using the Phone LCD.................... 218
35 Securing the Web Interface using HTTP/S ... 220
35.1 ProOVISIONING .. .coiiiiiiieiei et e e 220
36 MAC-Based AUthEeNtICAtION .........uuuiiiiiiiiiiiiiiiiiiiii e 222
YT == o o Y 224
37 Changing Administrator Login Credentials ..........cccccoeviiieiiiiiiiiiiiieeeeeeeee, 225
38 RESIArtiNG PRONES ....iiiiiiiiiiiiiiiiiiiii bbb 228
38.1 Restarting from the Phone's LCD ...........oouviiiiiiiiicce e 228
38.2 Restarting the Phone using the Web Interface ..........ccccooooiiiiiiiiii i, 229
39 Restoring Phone DefaultS.........uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiee 230
39.1 Restoring Factory Defaults from the Phone's LCD ...........coooviiiiiiiiiiiiiiiiiin. 230
39.2 Restoring Factory Defaults using the Web Interface...........ccccccoveeeiiiiiiiiiiiiinnnnnn. 231
StatusS aNd MONITOTING ceeuueeeieeierrerennnnssssessrrrernnnnssssssssserresnnsnssssssssseseennnnssssssssssssesnnnnnns 233
40 Determining NetWOrk StatUS........ccoiiiiiiiiiiiiie e e e e eeaaens 234
40.1 Determining LAN StatUS...........uuuuuueiiiiiiiiiiiiiiiiiiiiiiiiiiiieeiieeiiiieeiseeeeseseeeeneeeenenaeeee 234
40.2 Determining Port StAtUS ...........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiii e 234
40.3 Determining 802.1X StAtUS .........uuuuiuiiiiiiiiiiiiiiiiiieiiiiiiieieeiee e 234
41 Determining VOIP STAtUS .......oiiiii it e e e e eeenens 237
41.1 Determining Phone Status ..............uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeees 237
41.2 Determining LiN€ STatusS...........uuuiiiiiiiiiiiiiiiiiiiiiiiiiii e 237
41.3 Determining MemOry STatUS.........uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiee e 238
41.4 Viewing Current Call INformation................uuuuueiiiiiiiiiiiiiiiiiiiiiieees 239
42 VieWwing Call HISTOTY ...coooiiiiiiiie e e e e e eeaanns 241
43 Accessing System INformation ..........ccooveiiiiiii i, 243
43.1 Accessing Phone Firmware VErsioN...............uuuueuuuueuiiiiiiiiiiiiiiiienieinenenenennnnnnnnnnns 243
43.1.1 Accessing Firmware Version using the Web Interface .........ccccccooeiiiiniiinnn, 243
43.1.2 Accessing Firmware Version from the Phone's LCD..........cccccoiiiiiiiiiiiiiiiee, 243
43.2 Viewing Phone Firmware Release Information...................uueuiimiiiiiiiiiiiiiiiiiiiinns 244
43.2.1 Viewing Firmware Release Information in the Web Interface...........cc...cceunnnnee. 244
43.2.2 Viewing Firmware Release Information in the Phone's LCD...........cccccccovviinneen. 245
44 Monitoring Quality Of EXPEIri€NCEe ........uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiees 247
441 Configuring Remote Voice Quality Monitoring ...........cccooviiiiiiiiiiiiiiiiiiiieeeeen 247
44.1.1 Configuring RTCP Extended Report.........cooiiiiiiiiiiiiiiee e 247
44.1.2 Configuring Voice Quality Monitoring ...........cceoiiiiiiiiiiiic e 248
Diagnostics and TroubleSNOOtiNgG cuuuieeeeccriiiiiirirrreessssss e e s es s s e s e s s snnnnsssssseenens 250
45 Diagnosing Phone HardWare..........ooouuuuuiiiiiiice e ee e e e e e eenaens 251
45.1 Testing Keypad and HOOK ............uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiie e 252

Administrator’s Guide Version 2.2.12 7



%o GENESYS Contents

452 Testing HandSel.......coooiiiii e 253
45.3 Testingthe Headset..........uviiiiiiiii e 253
454 Testing Hands Free. ...t 253

46 RECOVEITNG FIMMWAIE ....uuiiiiiiiiiiiiiiiiiiiiiiiii e bbeeeeeeneee 255
47 Configuring System Logging (SYSI0Q) ....ueuuuuuummmimiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiniennns 257
47.1.1 Analyzing and Debugging Traffic using Regular Syslog..........cccvuviiiiiiiiiininnen, 257

47.1.2 Analyzing and Debugging Traffic using 'Lightweight Syslog'............cccccveiiiinnnn. 258

48 Viewing Error Messages Displayed in Phone LCD.........ccoovvviiviiiiiiiieeieeeens 259
49 Debugging using Packet Recording Parameters............ccccvvvvvvieiiiieeeeeeennnn, 261
50 Creating a Crash DUMP File.. ..o 263
51 Configuring POrt MirrOriNG ......oiee e e e e e e e e eennes 265
52 ENADIING TIACING .euttitiiiiiiiiiiiiiiiiiiiieiiieeesbe bbb ebeeeeeneee 267
APPENAICES e ——————————
A Configuring Phones in Server-Specific Deployments ............cccccceeeiiiiiiiiiiiiinnnnnn. 271

A1 Genesys SIP Server for Contact Centers..........ccccoovviiiiiieeee e 271

B Configuring Automatic Call Distribution (ACD) .....ccooeeiiieeeeeee 286

C Recovering Genesys’ [P PhONE ...........oouiiiiiiiiiicce e 290

C.1 Identifying that the Phone is in Recovery Mode ..........cccccoooviiiiiiiecciiiiiiiieeeee, 290

Cc.2 Verifying that the Phone is in Recovery Mode............ccooiiiiieiiiciiiiiiiiiieeee e, 290

C.3 Recovering the PhONE ... 292

C4 Verifying that the Phone is Downloading the Image File ...........cccooiiiis 294

D Deploying Genesys IP Phones - Use Case.............uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieens 298

D.1 Preparing Configuration (cfg) Files for the Enterprise Customer ......................... 298

D.2 Preparing the DHCP Server to Automatically Provision IP Phones .................... 302

D.3 Making Sure Phones are Correctly Provisioned............ccccooiiiiiiiiiiiiiiiiiiiiieeeeenn 302

E Supported SIP RFCs and HEaders ...........coiiiiiiiiiiiiceee e 304

E.1 SIP Compliance TabIes .........cooiiiiiiiii e 306

F Parameters Requiring Reload / REDOOL..............uuuiiiiiiiiiiiiiiiiiiiiiees 310

G SPECITICALIONS ...t 312

H RTCP-XR Parameters.........oouuuiiiiiiiiiee et e e e eenaes 316

| Example SIP - PUBLISH MeESSAQe........ccoiiuuiiiiiiiiaeeiiiiiieeee e 318

Genesys 400 Series IP Phones



Administrator’s Guide Contents

List of Figures

FIGUIE 2-1: LANQUAGE ....coiiiiiiiei ittt e bt e e e bt e e e e b et e e e bbe e e e aabbeeeeaanbeeeeaan 21
Figure 3-1: Web Interface LOGIN ...t 22
Figure 3-2: Web INterface ArCaS ........c.ueii ittt 23
Figure 3-3: Web Interface - USer ACCOUNT ..........cuuiii i 24
Figure 7-1: Web Interface - Configuration File .............oooiiiiii e 38
Figure 7-2: Web Interface - Load New Configuration File ... 38
Figure 9-1: Web Interface - Automatic Provisioning — Dynamic URL ..........c..ccccoeiiiiiiiiiieiiec e, 42
Figure 9-2: Web Interface - Automatic Provisioning - DHCP Option 160...........cc..cccoeviiiieieeeeeeecciiee, 45
Figure 9-3: Provisioning using DHCP Option 43 in the DHCP Server .........ccccccvveiiiiiiiiiieeeeeeeeeee 46
Figure 9-4: DHCP Options Assigned t0 IPV4 AdAreSSES ........ccooiiuiiiiiiiie et 48
Figure 9-5: DefiniNg USEr ClaSSES.....uuiiiii ittt ettt e e e e e e e e e e e e e e nrnaees 48
Figure 9-6: DHCP USEI CIASSES.......uuuiiiieeiiieiiiiie ettt e e e e e ettt e e e e e e e et e e e e e e e e e e naraaeeas 48
FIGUIE 9-7: NEW ClASS ...ceiiiiiiiiiitiie ettt ettt e e e b e e e e b bt e e e ebe e e e e e anbe e e e aanbeeeeaanbeeeeaans 49
Figure 9-8: Packet ByteS WINUOW .........oiiiiiiiii ettt e e e 49
FIgure 9-9: DHCP USEI ClaSSES.....ccciuiiiiiiiiiie ittt ettt ettt e ettt e sttt e e e sbb e e e abee e e e aanbeeeeaans 50
Figure 9-10: Set Predefined OPLiONS ........oiiuiiiiiii et reee e 50
Figure 9-11: Predefined Options and ValUEs ............ocuiiiiiiiiiiiii e 51
Figure 9-12: Option Type — Add AudioCodes 160 OPtioN ..........cueeiiiiiiiiiiiiiee e 51
Figure 9-13: Predefined Options and Values — Add IP Phone Management Server Location ............. 52
Figure 9-14: 'Scope Leased' Folder - Configure OptioNS ..........cccccviiiiiiiiiiiiiieeee e 52
Figure 9-15: Configure OPLIONS 1 .......eeiiii i e e e e e e e e e e e e e araaeeas 53
Figure 9-16: Configure OPLIONS 2 ........ooiii i e e e e et e e e e e e e araaeeas 53
FIgure 9-17: SErver OPLIONS .....cccoiiiieiiie et e e e e e e e e e e e e e et a e e e e e e e e e e nsraaeeas 54
Figure 9-18: Three Scope Options Created ..........cooiiiiiii i 54
Figure 9-19: Redirect Server Configuration ProCess..........cuuiiiiiiiiiiiiiiee e 59
Figure 9-20: Web Interface - Automatic Provisioning — Static URL............cccccoiiiiiiiiiiiiii e 60
Figure 10-1: Web Interface - QUICK SELUD ......cooiiiiiiiiiiiie e 64
Figure 12-1: Web Interface - Date and TiMeE ......c.ueii it 70
Figure 12-2: Web Interface - NTP & Time SettingsS ........cooiiiiiiiiiiiiiiii e 71
Figure 12-3: Web Interface — Daylight Saving Time..........oooiiiiiiii e 71
Figure 12-4: Web Interface - NTP & Time Settings .........uueiiiiiiiii e 74
Figure 12-5: Web Interface - NTP and Time Settings ........ooouiiiiiiiiiii e 76
Figure 13-1: Web Interface - Network Settings .........oooueeiiiiii oo 79
Figure 14-1: Web Interface - Network Settings - Port Mode .............oooiiiiiiii e, 84
Figure 15-1: Web Interface - Network Settings - VLAN Settings.......ccooviiiiiiiiiiiiiiiiieeeeeee 86
Figure 16-1: Web Interface - Signaling Protocols- SIP General............cccooouiiiiiiiiiiiiiiie e 90
Figure 16-2: Web Interface - SIP Proxy and Registrar.............coouiiiiiiiiiiiieie e 94
Figure 16-3: Web Interface - Proxy REAUNANCY ..........cooiiiiiiiiiiiiii e 98
Figure 16-4: Web Interface - Line SettNgS .......coouiiiiiiiiiieiie e 103
FIGUre 16-5: LiNe SEtlNGS. ... .oiiiiiiiiiiiiiiie ettt ettt ettt e et e e e et e e e anneeeeeanneeeens 103
Figure 16-6: Shared Call APPEAIraNCE ........coiiuuiiiieee ettt e e et e e e e e e e e e nneeeeeaaeeeaannes 104
Figure 16-7: Web Interface - Signaling Protocols - SIP Timers............ooiiiiiiiiieeeieeee e 105
Figure 16-8: Web Interface - Quality Of SEIrVICE .........ccoeiiiiiiiiii e 107
Figure 16-9: Web Interface - General Parameters - Reject Code.........oiiiiiiiiiiiiiiiiiieeee e 108
Figure 17-1: Web Interface Dialing ........ccooo o e e e e e e 110
Figure 17-2: Automatic Redial On BUSY ..o a e e e 112
Figure 17-3: Dialing Page - TONES.......ueiiiiiiiiiite e e e e 113
Figure 17-4: Web Interface - Services Page - TONES .......coiiiiiiiiiiiiiieee e 113
Figure 17-5: Web Interface - DTMF TransSport MOGE .........c.ueiiiiiiiiieiiiiee e 115
Figure 17-6: Web Interface - Digit Map and Dial Plan..............cooiiiiiiiiiiiie e 116
Figure 17-7: Web Interface - Default AUAIO DEVICE ..........coiuiiiiiiiiiiie e 119
Figure 18-1: Web Interface — Distinctive RINGING ......ocveiiiiiiii e 120
Figure 18-2: Web Interface — Distinctive RINGING .....ooouviiiiiiiii e 121
Figure 18-3: Example of the Alert-Info Header...........cooiiiiiiiii e 121
Figure 18-4: Web Interface - Tones - Regional Settings ............ccueviiiiiiiiiiiic e 122
Figure 18-5: Web Interface - Upload RiNGING TONE ..o 124
Figure 19-1: Web Interface - Media Streaming ..........cc.eoviiiiiiiiiiiii e 129
Figure 19-2: Web Interface - Quality Of SEIrVICE .........cueiiiiiiiiii e 130

Administrator’s Guide Version 2.2.12 9



%o GENESYS Contents

Figure 19-3:
Figure 19-4:
Figure 20-1:
Figure 20-2:
Figure 20-3:
Figure 21-1:
Figure 22-1:
Figure 22-2:
Figure 22-3:
Figure 22-4:
Figure 22-5:
Figure 22-6:
Figure 22-7:
Figure 22-8:
Figure 22-9:
Figure 23-1:
Figure 24-1:
Figure 24-2:
Figure 24-3:
Figure 25-1:
Figure 25-2:
Figure 25-3:
Figure 25-4:
Figure 26-1:
Figure 26-2:
Figure 28-1:
Figure 29-1:
Figure 29-2:
Figure 29-3:
Figure 30-1:
Figure 31-1:
Figure 31-2:
Figure 32-1:
Figure 35-1:
Figure 35-2:
Figure 37-1:
Figure 38-1:
Figure 38-2:
Figure 39-1:
Figure 39-2:
Figure 40-1:
Figure 40-2:
Figure 40-3:
Figure 41-1:
Figure 41-2:
Figure 41-3:
Figure 41-4:
Figure 41-5:
Figure 42-1:
Figure 43-1:
Figure 43-2:
Figure 44-1:
Figure 45-1:
Figure 45-2:
Figure 45-3:
Figure 47-1:
Figure 49-1:
Figure 50-1:
Figure 51-1:
Figure 52-1:

Web Interface - Media Streaming - COAECS..........uueiiiiiiiiiiiiiiieie e 131
Web Interface - Media Streaming - COECS ........ocuuiiiiiiiiiiiiiiiiie e 132
Web Interface - Voice — Jitter BUffer ... 134
Web Interface - Voice - Silence COMPreSSIiON ........ccooeiiiiiiiiiiiiiee e e eieeea e 135
Web Interface - Voice - Noise RedUCHON ............uuiiiiiiiiie e 136
Web Interface - LiNe SEtNGS.......uuiiiiiiiiiiiiie e 139
WeD INterface - SEIVICES ... ..ueiiiiiieee e e e e e e e e 142
Web Interface - Services - Call Waiting .........cccocuiiieiieciiiccee e 143
Web Interface - Services - Call FOrward .............ococeeiiiiiiiiiiiiie e 144
Web Interface - Services - CONfErENCE ........cuueiiiiiiiiie et 146
Web Interface - Dialing - Automatic Dialing ...........cceveeiiiiiiiiiieice e 147
Web Interface - SErviCes - DND .......oooiiiiiiiiiiiie e 150
Web Interface - Services - MWI .........oouiiiiiiiiie e 151
Web Interface - Services — AOC SUPPOIt ......oeieiiiiiiee e e e 152
Web Interface - VoIP- Services — General Parameters ........cccccceevviiiiiieiee e, 156
Web Interface - Voice - Gain CONIOl .........cooiiiiiiiieiie e 160
Web INterface - LDAP ... .. ettt e e e e ee e e e e an 174
Web Interface - Corporate DIr€CLOrY ..........cocuuiiiiiiiiiii i 177
Web Interface - Directory - Add CONtacCt............oooiiiiiiiiiiiie e 178
Web Interface — Personal Settings — Speed Dials (420HD and 405Phones)................. 180
Web Interface — Softkeys (420HD and 405Ph0oNE)..........cccviiiiiiiiiiieeiiiiieeesieee e 184
Web Interface - Navigation KEYS...........ueeeiiiiiiiiiiieiee e 187
Web Interface — Load @nd SAVE..........ccuiiiiiiiiiiiiiiie et 188
Web Interface — Enable Paging ............ueeeiiiiiiiiie e 190
Web Interface — Enable Barge-in ..o 192
LY 11T (- SES 200
Web Interface — ROOt CA CertifiCate ........ouveriiiiiiieie e 202
Web Interface — Client CertifiCate ...........ooveiiiiiiii e 203
Web Interface — Certificate Signing ReqUest...........cooiiiiiiiiiiii e 205
Web Interface — Signaling Protocols - SIP General ...........c.cccooiiiiiiiiiiiiiieeee e 208
Web Interface —801.1X Settings - EAP-MDS ... 211
Web Interface —801.1X Settings - EAP-TLS ... ..o 212
Web Interface - SRTP ... e 214
Securing Web Interface Management with HTTP/S ..., 220
Web Interface — Automatic ProviSioning ...........cc.eueeeiiiiiiiii e 221
Web Interface — Users — Administrator ACCOUNt ..........oooiiiiiiiiiiiiieeeee e 225
Web Interface —Restart System ... 229
(070 ] 0114 4 F= 1110 ] 1 = o ) PSR 229
Web Interface —Restore Defaults ...........oooviiiiiiiiiiei e 231

Submit ConfirmMation BOX .........c.ueiiiiiiiiieiiie et 231
Web Interface - LAN INfOrmation..........c.oooiiiiiiiiiii e 234
Web Interface — Port Mode Status ... 234
Web Interface - 802.1X StatUS ......oooieiieee e 234
Web Interface - VoIP Status - Phone Status...........coooiiiee e, 237
Web Interface — Line Status.......ooooi i 237
Web Interface — Memory Status............ueiiiiiiii e 238
Web Interface — Memory Status — Linux meminfo Command — Displayed Information . 239
Web Interface —Line 1 Call Information..............ooouiiiiiiiiiiii e 239
Web Interface — Call HISTOTY .......ouuiiiiiiiee e 241
Web Interface - System Information—Firmware Version ............ccccceeviiiiiiiiiiee e 243
Web Interface - System Information — Release Information ............ccccccceveeiiiiiiiiinnneenn. 244
Web Interface - Media Streaming - RTCP-XR ........ooiiiiiiiii e 247
Diagnostic Tests Displayed in Phone LCD .........cooiiiiiiiiiiiieiiiee e 251
Keypad and HOOk Test— On-HOOK ............ueiiiiiiie e 252
Keypad Test — Off-HOOK. ... 252
Web Interface —System LOGgiNG ......ccoiiiiiiiiiiiii i 257
Web Interface — RECOIAING ......coiiiiiiiiiiiiie e 261

Web Interface - Crash DUMP ..ooooi i e e 263
Web Interface —Port MirrOriNg .........eeiiiiiiee e 265
Tracing System Key BEhavior............ooiiiiiiiiiiieieiee et 267

10

Genesys 400 Series IP Phones



Administrator’s Guide Contents

Figure A-2: Web Interface - Signaling Protocol — SIP Proxy and Registrar..........c.ccccooevivieeiieeinnnn, 273
Figure A-3: Web Interface - Signaling Protocol — SIP Proxy and Registrar — Secondary Proxy......... 274
Figure A-4: Registering a Phone on the Redundant Genesys Server .............ccccooooiiiiiiiiiiiiciieee 283
Figure B-1: Web INterface - ACD ...ttt 287
Figure B-2: Web Interface — ACD — Unavailable Reason Code..........cceiiiiiiiiiiiiiiiiiiiie e 287
Figure C-1: Identifying RECOVErY MOGE .........ooiiiiiiiiiiieiii e 290
Figure C-2: Verifying Recovery Mode in Wireshark ..........occeeiiiiiiiiiii e 291
Figure C-3: Source Ethernet MAC Address in Wireshark Identical to Phone Base's ..........cc............. 291
Figure C-4: Recovering the Phone - Configure the PC NIC to which the Phone is Connected.......... 292
Figure C-5: Verifying with Wireshark that the Phone is Downloading Phone .img File...................... 294
Figure C-6: Verifying .img File Download with Wireshark — Filtering by TFTP .........ccooiiiiiiiieeeeiiinns 295
Figure C-7: Verifying .img File Download using titpd64 ..............coooiiiiiiiie e 295
Figure C-8: Verifying .img File Download using titpd64 ..............coociiiiieiie e 296
Figure C-9: Verifying .img File Download from the Phone LCD ..........cccoiiiiiiiiiiieee e 296

Administrator’s Guide Version 2.2.12 11



%o GENESYS Contents

List of Tables

Table 2-1:
Table 3-1:
Table 3-2:
Table 4-1:
Table 5-1:
Table 9-1:
Table 9-2:
Table 9-3:

Language Display Parameters ...t 21
Web Interface - Port Parameters. ..........oooiiiiiiiiiie e 24
User Name and Password Parameters...........ooo i 24
EXample Of CSV Fle ...ttt e e e e e e e e e e e e e ennes 28
IP Phone Management Server Parameters ..o 32
DHCP Automatic Provisioning Parameters ... 43

Auto Provisioning via DHCP Option B6/67 ............ccoiiiiiuiiiiieeee e 46
DHCP User Class Entry for Each AudioCodes Phone Model Deployed ...........cccccceeeeennnnn. 50

Table 9-4: Static URL Automatic Provisioning Parameters..........ccccccooiiiiiiiiieie i 61
Table 12-1: Date Display FOrmat.......ccoooi oo 70
Table 12-2: Daylight Saving Time Parameters.............ciiviiiiiiiiiiieece et 71
Table 12-3: NTP Server ParametersS ..........uiiiiiiiie ittt et ee e e e enbee e e e nbae e e e e 74
Table 12-4: NTP Server and GMT Parameters ...........eeviveeiiiiiiiiiieeee e eeieie e e e seeee e e e e e s snnnneeeeeeaeeas 77
Table 13-1: Network Settings Parameters. ... ... 80
Table 13-2: Partial DHCP Parameters .........ooovi ittt ee e e e e e s snnnaeeeaeeeeas 81
Table 14-1: POrt SEHINGS .. eei it e e e e e e 84
Table 15-1: VLAN SeHINGS ...ttt e e e e e e e ennes 86
Table 16-1: SIP General Parameters ..........eeiiii it e e e e e e e e e e e s ennaeeeeaeeeean 91
Table 16-2: Proxy and Registrar Parameters........ccooooiiioiiiiiiiiieeeeeeeeeeee e 94
Table 16-3: SIP Proxy Server Redundancy Parameters............ccccoeeiiiiiiiiiiieic e 99
Table 16-4: Device Registration Failover Parameters..........coooooioiiiiiiiiiiiiicecccecccece e 101
Table 16-5: Device Registration Failback Parameter...........ccoooooooiiiiiiiiiiiieeeeeeeeeeee e 102
Table 16-6: SIP TiMers Parameters ..........ooiiiiiiiiiiiiie ettt ettt e e e aee e e e 105
Table 16-7: SIP QOS Parameters........cocuuiiiiiee ettt e et e e e e e e e st e e e e e e e ennnneeeeeeeeean 107
Table 16-8: Reject Code Parameter..........ooo it 108
Table 17-1: Dialing ParameEters .........cooo it 110
Table 17-2: Automatic Redial On Busy Parameters..........ccooiiiiiiiiiiii e 112
Table 17-3: Dial TONES Parameters...........uuiiiiiiiiiiiiie ettt e e e e e e e e e e e e snnaeeeeeaae s 113
Table 17-4: DTMF TranSport MOGE .........uueiiiiiiiie ettt e e e e 115
Table 17-5: Digit Map and Dial Plan Parameters ... 116
Table 17-6: Headset LED Parameter ..... ...t 118
Table 17-7: Audio DeVviCe Parameter ...........ooo e 119
Table 18-1: Distinctive Ringing Parameters ... 120
Table 18-2: Regional Parameters. ... ... it e e 122
Table 18-3: RiNg TONE Parameters ...........ueiiiiiiiiii et e e e e e 125
Table 18-4: Configuring Beeps to be Played to Headsets when Calls Come in ........cccccooeccviieeneennn. 125
Table 18-5: Configuring the Phone to Play a Fast Busy Tone when Automatically Disconnected

ON REMOLE SIAE ... e e e e e e e e e e e e e e s nnnaneeeaaeean 126
Table 19-1: Media Streaming Parameters...........coocuuiiiiiiiiiiiiiie e 128
Table 19-2: RTP Port Range and Payload Type Parameters ..o 129
Table 19-3: RTP QOS Parameter ...ttt e e e e e e e eeeaaeeas 130
Table 19-4: CodeC Parameters .........oooo it e e e e e e e e e e e e eeeaaeeas 131
Table 20-1: Jitter Buffer Parameters ....... ..o 134
Table 20-2: Silence Compression Parameters.........ccoooiiiiiiiiiiii e 135
Table 20-3: Noise Reduction Parameters ....... ..o 136
Table 21-1: LiN€ ParameEters ... ...ttt e e e e e e e e e e e e e e e nnneeeeeaae s 139
Table 22-1: General Supplementary Services Parameters............cocceviiiieiiiiiie e 142
Table 22-2: Call Waiting Parameters...........cooiiiiiiiiie et 143
Table 22-3: Call FOrward Parameters ...........ooiiiiiiiiiiiiiie ettt e e e ee e e e e e s snnneeeaeaeeeas 144
Table 22-4; ConferenCe ParameEtersS ..........ueiiiiiiiiiiiiiiie ettt e e e e e e e e e e e e s eennareeeeaee s 146
Table 22-5: Allowing a Conference Initiator to Drop Out when On-HooKiNg..........ccccevviiiieiiiieeeeee, 146
Table 22-6: Automatic Dialing Parameters...........ccuuiiiiiiiiii e 147
Table 22-7: Automatic ANSWeEr Parameters .. ... ... e e 147
Table 22-8: Do Not Disturb Parameters ....... ... 150
Table 22-9: MW ParameEters. ... ..ottt e e e e et e e e e e e e et e e e e e e e e e nnneeeeeaaeeas 151
Table 22-10: AOC ParameEters ......oooo oottt e e e e e e e e e e e e e e et e e e e e e e e e e nnneeeeeaaeeas 152
Table 22-11: Disabling the HOLD KEY .......ccoiiiiiiiiiiii e 153
Table 22-12: Configuring Ringing on the Default Audio DevVicCe.............ccooveiiiiiiiiiiiiie e 154
12 Genesys 400 Series IP Phones



Administrator’s Guide Contents

Table 22-13: Allowing an Incoming Call when the Phone is Locked...........ccccccooviiiiiieiici i, 155
Table 22-14: Letting Call Center Agents Record Welcome Greetings ........ccoeevviiiiiiieieeeeiiiciieieeeennn 155
Table 22-15: EHS Parameter ...... ..ottt e e e e e ee e e e e e e e eeaaaeeas 156
Table 22-16: Disabling the Hard Mute Key on the Phone ... 157
Table 22-17: Configuring a Softkey with Attended and Semi-Attended Call Transfer Functionality ... 158
Table 22-18: Configuring a Softkey with Blind Transfer Functionality............ccccccooiiiinin, 158
Table 23-1: Automatic Gain Control Parameters ..o 160
Table 23-2: Tone VOolumMe Parameter ..........ooi e 163
Table 23-3: Ringer Volume Parameters .......cccooieiiieiiii e 164
Table 23-4: Speaker PArameters .........cccuviiiiiiiii et e e e e e e e e 165
Table 23-5: Handset Gain Parameters..........cceiiiiiiiiiiiiiie ettt 168
Table 23-6: Headset Gain Parameters..........ccuiiiiiiiiii it 170
Table 24-1: LDAP PArameEters .........ooo ittt et e e e e e s ee e e s 174
Table 24-2: Provisioning Parameters ..........cooouiiiiiiiiiiiiie et 177
Table 25-1: Speed Dials Parameters ... 181
Table 25-2: Default SOftKEYS ......coiiiiieiiii e 183
Table 25-3: Softkeys Parameters (420HD/405/405HD PhONE) ........cooiiiiiiiiiiiiiieiiee e 184
Table 25-4: SoftKey Parameters ........ooo i 185
Table 26-1: Paging Function Key Parameters ..........coooiiiiiiiiiiiie e 191
Table 26-2: Barge-in Parameters .......coooo oo 192
Table 26-3: Paging Parameters. ......cccoooiiiiii e 192
Table 27-1: Feature Key Synchronization Parameters .............ccccoooiiiiiiiiiiicc e 194
Table 29-1: Root CA Certificate Parameters .........ccuviiiiiiiiiiiie et 202
Table 29-2: Client Certificate Parameters ...........ooiiiiiiiiiiii et 203
Table 29-3: Server-side AUThENtICAtIoN ..........cuuiiiiiiii e 204
Table 30-1: SIP-0VEr-TLS Parameters ........coocuiiiiiiiiiie ettt 208
Table 31-1: EAP MD5 Parameters ........uuueiiiiiieiiiiiiie ettt e e et e e e e e e e et e e e e e e e s snnnneeeaeeaeean 212
Table 32-1: SRTP PArameters ......ocooooiiiiiiiiee ettt e e e e e e e e et e e e e e e e snnnneeeeeaaeeas 214
Table 34-1: HTTP/S Login AUThentiCation ............oooiiiiiiiie e 218
Table 36-1: AUthENTICAtION..........eiiiie e e e e e e e e e e e e e s nnneeeeeaae s 222
Table 37-1: Username and Password Parameters ... 225
Table 41-1: Memory Status — LINUX COMMANAS ........oiiiiiiiiiiiiiiiii e e e 238
Table 44-1: RTCP_XR Parameters ......cccoooiiiiiieceeeeeee ettt 248
Table 44-2: Voice Quality Monitoring Parameters. ..o 248
Table 47-1: SySIOg ParameEters ........ooo it e e e e e e eee e e 257
Table 48-1: Error Messages Displayed in Phone LCD ..........c.uuiiiiiiiii e 259
Table 49-1: Recording Parameters ...........ooi it 261
Table 50-1: Crash DUMP Parameters..........coouiiiiiiiiiieie et 263
Table 51-1: Port Mirroring Parameters ..ot 265
Table 52-1: TraCing Parameters .........ooo ittt e e e 268
Table A-1: SIP Proxy and Registrar Parameters............cccooiiiiiiiiiiie e 274
Table A-2: Disabling the Web INterface............oooi e 277
Table A-3: Forcing a Reboot 0N ProviSioniNg ........c.eueiiiii oo 277
Table A-4: Enabling Agents to Sign in with Phone Numbers ... 278
Table A-5: Locking Agents Phones Alphabetical Keys ..o 278
Table A-6: Playing a Beep on an Incoming Call ... 279
Table A-7: Enabling Proactive MULE ....... ... 279
Table A-8: AULOMAtIC ANSWET .. ... e e aen 280
Table A-9: Regulating the 'Logged Out’' MESSAQJE .......uuiiiiiiiiiiiiiiiie e 280
Table A-10: 3PCC Par@meterS.........ccoiiiiiiiiiie ettt e e e e e et ee e e e e e e e s eanb e e e e e e s snnnnreeeeaaeeas 281
Table A-11: ENAbliNg 3P CC CallS .....cooiiiiiiiiiiiie ettt e e e e e e 281
Table A-12: BroadSoft Server - Shared Call Appearance Add .........cccooceeieiiiiiee i 282
Table A-13: Displaying @ Message in AgENts' LCDS ........uiiiiiiiiie et 283
Table A-14: Redundant Genesys Server - Parameters...........eeiiiii i 283
Table A-15: Retransmission Timer T1 - Parameter..........ooooiiiiiiiiie e 284
Table B-1: ACD Parameters .........oooi oottt e e e et e e e e e e e e e e e e e e e e e e nnneeeeeaaeeas 288
Table 52-2: Configuring tpdB4 Settings .......ccueiiiiiii e 292
Table D-1: CSV File DESCIIPHION .....cee ettt e e e e e e e e e e e e e e e e e e nnneeeeeeaeeas 299
Table E-1: Supported IETF RFCS ... et e e e e e e eeeaee s 304
Table E-2: Supported SIP MethOAS ...........uviiiiiiiiiiieee et e e e e e e e eaeaae s 306

Administrator’s Guide Version 2.2.12 13



%o GENESYS Contents

Table E-3: SUPPOrted SIP HEAAEIS ...........uiiiiiiiei ittt e e e e e ee e e e 307
Table G-1: IP Phone SpecCifiCationS............eiiiiiiii e e e e eee e e 312
Table H-1: RTCP-XR Parameters ...ttt ee e e e e e e eeeaee s 316

14 Genesys 400 Series IP Phones



Administrator’'s Guide Notices

00,

GENESYS

Preface

Welcome to the 400 Series IP Phones Administrator's Guide. This guide shows system

administrators how to configure Genesys 420HD and 405 IP Phone to operate with Genesys
SIP

Server in a Genesys contact center.

Note: Pursuant to the WEEE EU Directive, electronic and electrical waste must not be
disposed of with unsorted waste. Please contact your local recycling authority for
disposal of this product.

About 420HD and 405 IP Phones

Genesys IP phones are based on advanced voice technology, providing clarity and a rich
audio experience in Voice-over-IP (VolP) calls. The phones are fully-featured telephones
that provide voice communication over an IP network, allowing you to place and receive
phone calls, put calls on hold, transfer calls, make conference calls, and so on.

The phone offers a wide variety of management and configuration tools:

e Phone’s LCD display user interface - easy-to-use, menu-driven display screen,
providing basic phone configuration and status capabilities

e Web interface - provides a user-friendly Web interface that runs on a Web browser
(Microsoft® Internet Explorer is the recommended browser).

e Configuration file - text-based file (created using any plain text editor such as
Microsoft's Notepad) containing configuration parameters and which is loaded to the
phone using the Web interface or a TFTP, FTP, HTTP or HTTPS server.

e TR-069 for remote configuration and management

e CLIover Telnet

Making Comments on This Document

If you especially like or dislike anything about this document, feel free to e-mail your

comments to 1 eChpubs.webadmin@genesys.com.
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When you send us comments, you grant Genesys a nonexclusive right to use or distribute
your comments in any way it believes appropriate, without incurring any obligation to you.

Contacting Genesys Customer Care

If you have purchased support directly from Genesys, please read the GENES VS
Care Support Guide for On-Premises for complete information on

how and when to contact Customer Care.

Document Version Number

A version number appears at the bottom of the inside front cover of this document. Version
numbers change as new information is added to this document. Here is a sample version
number:

400_IP_Phone_Administrator’s_Guide_ 01-2018v8.5.002.00(v2.2.12.172)

You will need this number when you are talking with Genesys Customer Care about this
product.
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Related Documentation

Document Name

420HD IP Phone User's Manual
420HD IP Phone Quick Guide
405 IP Phone User's Manual
405 IP Phone Quick Guide

Document Revision Record

LTRT Description

11947 Version 2.2.2.

11948 Version 2.2.4. 405 model added. Call Center features: Supervisor Listen, Select Ring Audio
Device, Disable Hands-Free Mode, Greeting Recording, BroadSoft-based ACD Hoteling,
SHA2 Support, Blind Transfer, Drop From Local Conference, Factory-Set Certificates and
AudioCodes Trusted Root CA, Factory-Installed Certificates Status Displayed, Send DTMF
via SIP and via RTP Together, HTTP/S Provisioning, CDP Enhanced, Restoring Phone
Settings to Defaults; Slovak, Czech and Turkish added.

11949 Version 2.2.8 - preliminary. Proxy and Registrar parameter values, Headset LED, ring-tone
parameters, RTP Port Range (media_port) parameter, Codec Type updated, Media
Streaming — Codecs updated, DnD Activate, second and third pages of Function Keys,
Firmware Release Information fields, RTCP-XR, Disabling Handset Mode, Displaying a
Message in Agents' LCDs, hide ACW softkey, 3PCC restored.

11950 Version 2.2.8 - official. Multiple lines. Dual registration (Genesys), 3PCC. voip/talk_event.
unregister_on_voip_reload. Lightweight Syslog. Recovering phone.

11951 Version 2.2.12. 3DES. Multiple Lines. system/syslog/mode. Locking A-B keys —
applicability. User-Class. Distinctive Ring Tone.

[ ] indicate Configuration File parameters. Web interface parameters are displayed in

f: Note: In the tables in this document, boldened parameters enclosed in square brackets
regular font above their counterparts.
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é GENESYS 1. Introduction

Introduction

This manual is intended for the system administrator responsible for setting up and
configuring the 420HD and 405 IP Phones.

Genesys’ IP phones are based on the proprietary High Definition (HD) voice technology,
providing clarity and a rich audio experience in Voice-over-IP (VolP) calls. The phones are
fully-featured telephones that provide voice communication over an IP network, allowing you
to place and receive phone calls, put calls on hold, transfer calls, make conference calls, and
so on.

The phone offers a wide variety of management and configuration tools:

B Phone's LCD display user interface - easy-to-use, menu-driven display screen,
providing basic phone configuration and status capabilities

B Web interface - provides a user-friendly Web interface that runs on a Web browser
(Microsoft® Internet Explorer is the recommended browser).

B Configuration file - text-based file (created using any plain text editor such as
Microsoft's Notepad) containing configuration parameters and which is loaded to the
phone using the Web interface or a TFTP, FTP, HTTP or HTTPS server.

B |IP Phone Management Server (refer to IP Phone Management Server Administrators
Manual).

For a detailed description on hardware installation and for operating the phone's call features,
refer to the User's Manual.
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3 GENESYS 2. IP Phone User Interface

2 IP Phone User Interface
The IP phone provides a Liquid Crystal Display (LCD) based screen, offering an intuitive,

menu-driven interface for configuring the phone. The administrative tasks are performed in
the phone's Administration menu.

2.1  Accessing the Administration Menu

This section shows how to access the Administration menu from the IP phone LCD.

Note:

login password, use the phone's Web interface or Configuration file.
e After entering the password, the access session is applied to all the submenus.

e To change the Administration menu's login password, use the phone's Web
interface or use the configuration file.

,j e The phone is password protected. The default password is 1234. To change the

> To access the Administration menu:

1. Inidle display, press the MENU key on the phone; the Menu list is displayed. Navigate
down to the Administration option.

[EiHen T,
3. Keys Configuration -
4. Settings
5. Status
E. Adrninistration

open it. For example, after pressing the MENU key, you can press the 6 key on the phone

f Note: After pressing the MENU key, you can press the number of a menu item to directly
to directly open the item.

2. Press the Select softkey; you are prompted for a password.
175

Pazsuard ¢

3. Enter your password, and then choose OK. When entering the password, you can
change between numerals and letters by pressing pound (#).
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2.2 Changing Display Language
This section shows how to change the language in the phone LCD. Language can be
configured using the Web interface or Configuration File.
» To choose alanguage using the Web interface:
1. Access the Language page (Configuration tab > Personal Settings menu >
Language).
Figure 2-1: Language

Language

wlanguage
Phone Display Language: |Eng|ish V|

2. Select the language according to the parameter in the table below, and then click
Submit; the phone reboots and changes the LCD display language accordingly.

» To choose alanguage using the Configuration File:

° Use the table below as reference.

Table 2-1: Language Display Parameters

Parameter Description

Phone Display Language Determines the LCD user interface language.
- languages supported.

[personal_settings/lcd_contrast] Determines the contrast of the LCD screen.
Configure to a level that is comfortable for the
user. Range:

0-30 (420HD). The default value depends on
the hardware revision.
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3

3.1

Web Interface

This section describes the phone's Web interface. You can use the Web interface to
configure the device.

Accessing Web Interface

You can use any standard Web browser (such as Microsoft Internet Explorer) to access the
phone's Web interface. The IP address used for accessing the Web interface is the phone's
IP address, received from a DHCP server or manually configured (static IP address).

>
1.

To access the phone's Web interface:

Connect the LAN port of your phone to the IP network (using the Cable or ADSL modem
from your Internet Service Provider).

Determine the phone's IP address obtained from the DHCP server, using the phone's
LCD screen as described in Section 41 on page 234 (in the 'IP Address' field).

Open a Web browser, and then in the URL address field, enter the phone's IP address
(for example, http://192.168.1.2 or https://192.168.1.2), as displayed below:

| heprioz.aes.nz  |@] hips:pisz 68,1 2
The Web login window appears:

Figure 3-1: Web Interface Login

Windows Security @

The server 10.13.22.16 at IP Phone requires a username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

| admin |

[ Remember my credentials

| ok || Ccancel

Note: The administrator's default login user name and password are admin and 1234
respectively.

Alternatively, if your DHCP and DNS servers are synchronized, you can access the
phone Web browser by using the following method:

http://<Phone Model>-<MAC Address>.<Domain Name>

E.g. http://440hd-001122334455.corp.YourCompany.com

Enter the User name and Password, and then click OK.
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3.2  Getting Started with the Web

The areas of the Web interface are shown below:

Figure 3-2: Web Interface Areas

Toolbar ENESY ‘ I TP
. . Serderm Debyeeeatiom
Navigation F—— -
Bar aaime
a5 = b g A . 3
C .’ i 0:00
# W Vouce Ounr 1P - e qrad
Navigation i oty
Tree ¢ g Maarced Appiamt

The Web interface is composed of the following main areas:
B Toolbar: displays AudioCodes logo and provides the following buttons:

e "% Home: opens the Home page

° 5 Log off: closes the Web interface
B Navigation bar: provides tabs for accessing the configuration menus:

e Configuration: provides menus for configuring the phone.

e Management: provides menus for various management tasks such as firmware
upgrade and changing the login username and password.

e  Status& Diagnostics: provides menus for displaying information on the status of
the phone, such as call history.

B Navigation tree: tree-like, hierarchical structure of menus pertaining to the selected
tab on the Navigation bar.

B Configuration pane: displays the configuration parameters pertaining to a selected
menu in the Navigation tree.
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3.3 Configuring the Web Interface's Port

This section shows how to assign a port number to the Web interface, using the Configuration
File.

» To configure the Web interface port using the Configuration File:

° Use the table below as reference.

Table 3-1: Web Interface - Port Parameters
Parameter Description

[system/http_server_port] Assigns a port number to the Web interface.
The HTTP server by default uses port number 80.
Range: 0-65535.

[system/https_server_port] Assigns a port number to the Web interface.
The HTTPS server by default uses port number 443.
Range: 0-65535.

3.4  Configuring User Login Credentials

This section shows how to configure the phone user's name and password.

» To configure the phone user's name and password using the Web interface:

1. Access the User Account page (Management menu > Administration > Users):

Figure 3-3: Web Interface - User Account

User account

Username |user |

Password | |

Confirm Password ‘ |

v
Submit
2. Configure using the table below as reference, and click Submit.
» To configure using the Configuration File:
e Use the table below as reference.
Table 3-2: User Name and Password Parameters
Parameter Description
Username The phone user name. Default: admin.
Password The encrypted phone password. Default: 1234.
[system/web_user_password] Applies only to the Web interface, and LCD.
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4

4.1

4.2

4.3

Configuration File

This section describes the configuration file and the parameters you can configure in it.

Introduction

The configuration file can be loaded to the phone using the automatic provisioning
mechanism, or manually from your local computer using the Web interface. The subsections
below describe configuration file syntax and linking additional configuration files to a
configuration file.

File Syntax

The configuration file can be created using a standard ASCII, text-based program such as
Notepad. The configuration file is a .cfg file with the file name being the phone's MAC
address: <phone's MAC address>.cfg.

The syntax of the configuration file is as follows:

<parameter name>=<value>

Ensure that the configuration file adheres to the following guidelines:
B No spaces on either side of the equals (=) sign.
B Each parameter must be on a new line.

Below is an example of part of a configuration file:
system/type=420HD
voip/line/0/enabled=1
voip/line/0/id=1234
voip/line/0/description=420HD
voip/line/0/auth name=1234
voip/line/0/auth password=4321

Linking Multiple Files

The Configuration file allows you to include links (URL and/or file name) to other
Configuration files that provide additional parameter settings. This is especially useful in
deployments with multiple phones, where the phones share common configuration but where
each phone has some unique settings. In such a scenario, a phone's Configuration file can
include unique parameter settings as well as links to additional Configuration files with
settings common to all phones.

Linking additional files is achieved by using the include function in the phone's Configuration
file. For example, the below Configuration file provides links to additional Configuration files
(shown in bolded font):

system/type=420HD

include 420HD <MAC> voip.cfg

include vlan conf.cfg

include network conf.cfg

include provisioning conf.cfg
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4.4

4.5

45.1

452

In addition, the Configuration file can provide URL paths (FTP, TFTP, HTTP, or HTTPS) to
where the additional files are located, as shown in the example below (shown in bolded font):

system/type=420HD

include http://10.10.10.10/440HD <MAC> voip.cfg
include https://remote-pc/vlan conf.cfg

include tftp://10.10.10.10/420HD <MAC> network.cfg
include ftp://remote-pc/provisining conf.cfg

Note: If no URL is provided in the Configuration file, the files are retrieved according to
the provisioning information (e.g. DHCP Option 160 as well as Option 66/67).

Downloading the Configuration File from the Phone

For more information, see Maintenance.

Creating Configuration Files using VolProvision
Utility

When installing Genesys’ IP Phones, the integrator or IT manager typically wishes to
configure each installed IP phone automatically. Using DHCP options or other methods, the
IP phone can be instructed to download a configuration file. This file is typically unique to
each IP phone, based on the MAC address. This MAC-specific configuration file is generated
with IP phone specific configuration parameters; such as, the extension ID, name and
authentication password.

Not all of the iPBX and SoftSwitch vendors (and especially the full solution vendors) include
provisioning in their interoperability programs. Therefore, Genesys, as an IP Phone vendor,
provides a standalone provisioning tool that will enable the provisioning of our phones in
such environments.

Genesys now provides a tool that assists in the automatic generation of such configuration
files. These files can be generated for the initial configuration of the IP phones and then later
regenerated for subsequent configuration updates as desired.

Configuration File Format

The detailed format of the IP Phones configuration files are described in the appendix.
The following is an output example of an automatically generated MAC-specific file:
system/type=420HD

voip/line/0/enabled=1

voip/line/0/id=56832432

voip/line/0/auth name=3423fdwer2tre

voip/line/0/auth password=123456

include global.cfg

Global Configuration File

In addition to the MAC-specific files, it is recommended to maintain a single global
configuration file, which contains parameters that are common to all IP phones in the specific
site. The MAC-specific files can call the global file (using the 'include' method) as illustrated
in the above example. For more information, see 'Linking Additional Files using “Include™ in
the Administrator's Manual.
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453 VolProvision Utility Overview
The VolProvision utility is a generic tool that automatically generates multiple MAC-specific
configuration files (.cfg). The utility generates a separate .cfg file for each IP phone.
To execute the utility, the user needs to prepare a csv file and a template file. The csv file
contains the tagged records for each IP phone and the template file maps these tagged
records to a configuration file format, which can be read by the IP Phone.

454 CSVFile
The csv file contains a list of tags and a list of the tag's values. The first line in the file contains
the list of tags (comma-separated) and each of the other lines contains a list of values, where
each line record represents an individual IP phone.
The csv file is usually exported from the customer's IP-PBX or some other database and
typically contains the list of IP phones (e.g. MAC, extension ID, user name and password of
each IP phone).

Table 4-1: Example of CSV File
[mac] [name] [id] [password]
00908F123456 Jonathan 4071 12345
00908F123457 David 4418 12345

When opened as a text file, the csv file appears similar to the example below:
[mac], [name], [1d], [password]
00908F123456, Jonathan,4071,12345
00908F123457,David, 4418,12345

455 Template File
The template file defines the format of the generated configuration files, but contains tags
instead of actual values. The VolProvision utility reads the template file and replaces each
tag with actual values from the csv file.
Example of a template file:
system/type=420HD
voip/line/0/enabled=1
voip/line/0/id=[1id]
voip/line/0/auth name=[name]
voip/line/0/auth password=[password]
include global.cfg

45.6 Generated Configuration Files
The generated configuration (.cfg) files use a similar format to the template file; however the
tags are replaced with the actual values that are read by the VolProvision utility from the csv
file. One of the tags defined in the csv file, should be used as the .cfg file name (in order for
the VolProvision utility to generate a separate .cfg file for each line record in the csv file).
Typically the tag which defines the MAC address is used as the .cfg file name.
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4.5.7

4.5.8

4.6

46.1

Starting the VolProvision Utility

The VolProvision utility can run on both the Linux and Windows platforms. The VolProvision
utility initially parses the csv file to generate the list of tags. The VolProvision then reads each
line record of values in the csv file and for each line record, does the following:

B Parses the line record to create a list of values

B Opens the template file

B Generates the .cfg file name and create a new .cfg file
|

Reads the template file, associates the mapped tags with actual values from the csv
file and writes the result to the .cfg file

B Closes the .cfg file and template file

Usage

USAGE: VoIProvision<csv file><template file><.cfg file>

Note the following:

B The first line of the csv file contains the list of tags (e.g.,
[mac],[name],[id]).

B The remainder of the csv file contains a line record per .cfg file (e.g.
00908f112233,4071,Ethan).

B There is no restriction on the format of the tags (e.g., [tag] or @tag@).

B The template file defines the .cfg file format. During VolProvision
run-time, the mapped tags in the template file are associated to actual
values that are read from the csv file.

B Currently only a single tag can be defined per line record in the
template file.

B The .cfg file name should represent the string of one of the predefined
tags in order to generate a separate .cfg file per csv line record
(e.g., [mac].cfg).

Using the Encryption Tool

Genesys’ IP phones use the Triple Data Encryption Standard (3DES) algorithm for
encryption. This section shows how to use the encryption tool.

Encrypting Configuration Files

This section shows how to encrypt the Configuration File. For example, you may wish to
encrypt the configuration file when it is send over an unsecure network.

» To encrypt the configuration file:

B Atthe command line prompt, specify the following:
encryption tool.exe —-f <filename>.cfg

where <file name>.cfg specifies the name of the Configuration file that you wish to
encrypt.

Once the Configuration file is encrypted, it receives the suffix '.cfx' (e.g. Conf.cfx). This
is the file that you should specify in the 'Configuration URL' and the 'Dynamic
Configuration URL' fields when performing automatic provisioning (see Part I
'‘Automatic Provisioning').
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4.6.2

Encrypting Passwords in the Configuration File

This section shows how to encrypt IP phone passwords used in the configuration process,
for example, the 'System' password and the 'SIP Authentication' password.

>
1.

To encrypt passwords:

At the command line prompt, specify the following:
encryption tool.exe -s <password string>

where <password_string> specifies the string of the password that you wish to
encrypt.

Once the password is encrypted, a string is generated with the following syntax:
{"<encrypted string>"}

For example:

{"O0grNRpSJ6aE="}

Copy the generated string (including the {“ “}) with the syntax specified above to the
relevant parameter in the Configuration file.

For example, if you encrypted the SIP authentication password, the following is
displayed in the relevant line in the configuration file:

voip/line/0/auth password={"OgrNRpSJ6aE="}

Note: It's recommended to encrypt the 'System' password using this procedure. If you
choose not to, the 'System' password is by default encrypted using MD5.
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5

IP Phone Management Server

Administrators can provision an enterprise's IP phones using Genesys’ IP Phone
Management Server. This section shows how to set up the IP Phone Management Server.

» To configure the server using the Configuration File:

1. Open the Configuration File page in the Web interface (Management tab > Manual
Update > Configuration File).

2. Configure the server parameters using the table below as reference.

Table 5-1: IP Phone Management Server Parameters

Parameter Description

[ems_server/keep_alive_period] The server sends a keep alive message at a configured

interval to verify that its link with the network is
operating. If no reply is received, the link is determined
to be down or not working.

Default: 60 seconds

[ems_server/provisioning/url] Defines the URL of the EMS Server, for example,
http://10.1.8.23:8081

[ems_server/user_name] Defines the username of the administrator who'll use
the EMS Server for provisioning, for example, John
Smith.

[ems_server/user_password] Defines the password (encrypted) of the administrator

who'll use the EMS Server for provisioning, for
example, {"Y6QYmMP53BDkoTvulFjEBuQ=="}
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6 Introduction

By default, the IP phone is ready for out-of-the-box deployment using its automatic
provisioning capabilities.

The IP phone offers a built-in mechanism for automatically upgrading its software image and
updating its configuration. This method is used to upgrade the phone firmware and update
its configuration, by remotely downloading an updated software image and configuration file.
The automatic update mechanism helps you keep your software image and configuration
up-to-date, by performing routine checks for newer software versions and configuration files,
as well as allowing you to perform manual checks.

The automatic update mechanism is as follows:

Before connecting the phone, verify that the provisioning server is running and that the
firmware and configuration files are located in the correct location.

Connect your phone to the IP network, and then connect the phone to the power
outlet.

During DHCP negotiation, the phone requests for DHCP options 66/67/160 to receive
provisioning information. The DHCP server should respond with Option 160 providing
the provisioning URL or Options 66 and 67 providing the TFTP IP address and
firmware file name respectively.

The phone then checks whether new firmware is available by checking the firmware
file header. If the version is different from the one currently running on the phone, the
phone downloads the complete image and burns it to its flash memory.

If a new firmware is unavailable, the phone then checks whether a new configuration
is available. If a configuration file is available on the server, the phone downloads it
and updates the phone's configuration after verifying that the configuration file is
related to the phone model. When a configuration update is needed, the phone might
reboot.

Note:

In the DHCP Discover message, the phone publishes its model name in Option
fields 60 and 77 (e.g. 420HD). If the administrator wants to provide different
provisioning information to different phone models, the administrator can set up a
policy in the DHCP server according to the phone model name.

If the phone is powered off for some reason during the firmware upgrade process,
the phone will be unusable and the recovery process must be performed.

You can only use firmware files with an .img extension and configuration files with a
.cfg extension.

To "force" the firmware or configuration file to be retrieved immediately regardless
of the 'Check Period' value, click the Check Now button on the relevant page on
the Web interface.

An additional auto-provisioning mechanism is supported if the provisioning
environment does not provide all the required information (e.g. DHCP options).
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7 Updating the Configuration File Manually

The phone enables you to view, save, and load its configuration file to backup and restore
the current configuration.
» To manually update the Configuration File:

1. Access the Configuration File page (Management tab > Manual Update menu >
Configuration File). The current configuration file settings are displayed in the text
pane.

Figure 7-1: Web Interface - Configuration File

Display modified canfiguration fiedds only

Configuraton Fle

Loading new Configuration Fdz | Save Current Configuration File || Refrash

2. Click the Loading new Configuration File button; the following page appears:

Figure 7-2: Web Interface - Load New Configuration File

Load new Configuration File

File Location: I Browse... |

N
Subrmit
3. Click the Browse button and then select the required configuration file located on your
local PC; the phone verifies that the configuration file is related to the phone model. The
configuration file is then loaded to the phone. Once loaded, the phone reboots (indicated
by a message displayed on the phone's screen). The phone is now updated with the
new configuration.

}/'\ Note: The configuration file name must have the extension .cfg.
»
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» To save the Configuration File:

B In the Configuration File page, click the Saving Current Configuration File button,
and then save the current phone configuration file to a folder on your local PC.

Note: When creating a new configuration file, make sure the system/type parameter in
the configuration file is set to the correct phone model
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8 Setting up Network for Auto Provisioning

The phone supports dynamic VLAN discovery, dynamic IP addressing (DHCP), and NTP (as
client).

}/'\ Note: For manual configuration of Network Settings, see Section 13.
»
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9

Obtaining Firmware and Configuration
Files

The Web interface allows you to:
B Automatically update firmware and configuration files
B Manually update firmware and configuration files

9.1  Provisioning Hunt Order
The IP phone always attempts to use the first provisioning method listed below (DHCP
Option 160). If it cannot use this method, it attempts to use the second method listed below,
and so on, until it reaches a successful provisioning method. This is called the provisioning
'hunt order'. The 'hunt order' is:
1. DHCP Option 160 (see Section 9.2.1)
2. DHCP Options 66-67 (see Section 9.2.2)
3. DHCP Options 43 (see Section 9.2.3)
4. SIP SUBSCRIBE and NOTIFY Messages (see Section 9.2.5)
5. Static and Globally Accessible Domain (see Section 9.2.6)
6. Cached Addresses of the Last Provisioning Server Used on Reboots (see Section
9.2.7)
7. AudioCodes Redirect server (see Section 9.2.8)
9.2 Dynamic URL Provisioning
Dynamic Host Configuration Protocol (DHCP) can be used to automatically provision the
phone. The DHCP feature can be configured using the Web interface or Configuration File.
» To configure DHCP using the Web interface:
1. Access the Automatic Update page (Management tab > Automatic Update menu >
Automatic Provisioning).
Figure 9-1: Web Interface - Automatic Provisioning — Dynamic URL
2. Configure the parameters using the table below as reference, and then click Submit.
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» To configure DHCP using the Configuration File:

o Use the table below as reference.

Table 9-1: DHCP Automatic Provisioning Parameters

Parameter Description
Provisioning Method Defines the provisioning method:
[provisioning/method] = [Disable] Disable - Automatic update is disabled.
The phone attempts to upgrade its firmware and
configuration

= [Dynamic] DHCP Options (Dynamic URL)
(default) - Using DHCP option 160 as well as
option 66/67 for provisioning

= [Static] Static URL - Using Static URL for

provisioning
DHCP Option Value Determines the DHCP option number to be used for

The default value is 160.

The phone supports DHCP Option 160 for complete
URL as well as Options 66/67 for TFTP usage.
Option 160 has the highest priority and if absent,
Options 66/67 are used.

The following syntax is available for DHCP option
160:

= <protocol>://<server IP address or host name>

= <protocol>://<server IP address or host
name>/<firmware file name>

= <protocol>://<server IP address or host
name>/<firmware file name>;<configuration file
name>

= <protocol>://<server IP address or host
name>/;<configuration file name>

Where <protocol> can be one of the following: ftp,
tftp, http or https.

For example:

= ftp://192.168.2.1 — retrieved firmware file
is420HD.img and the configuration file name is
<MAC address>.cfg. For example,
001122334455.cfg

= tftp://192.168.2.1/different_firmware_name.img
- retrieved firmware file is
Different_Firmware_Name.img and the
configuration file name is <MAC address>.cfg. For
example, 001122334455.cfg

= http://192.168.2.1/different_firmware_name.img
; <MODEL>_<MAC>_conf.cfg - retrieved
firmware file is different_firmware_name.img and
the configuration file name is <Model
type> <MAC address>_conf.cfg. For example,
420HD_001122334455 conf.cfg

e https://192.168.2.1/;<MODEL>_<MAC>_conf.cfg -
if the model is 420HD, the retrieved firmware file is
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Parameter

Random Provisioning Time
[provisioning/random_provisioning_time]

Check Period
[provisioning/period/type]

Every (Check Period = Hourly)
[provisioning/period/hourly/hours_interval]

Every day at
[provisioning/period/daily/time]

Description

420HD.img and the configuration file name is

420HD_<MAC Address>_conf.cfg.

For example, 420HD_ 001122334455 conf.cfg
The following syntax is available for DHCP Options
66/67:
= Option 66 must be a valid IP address or host

name of a TFTP server only.
= Option 67 must be the firmware name.

If Option 67 is absent, the phone requests for the

420HD.img image file. For example:

= Option 66: 192.168.2.1 or myTFTPServer

= Option 67: 420HD_2.2.2.img

Note:

= This parameter is applicable only when method is
configured to Dynamic.

= |tis recommended to leave the parameter at its
default value to avoid conflict with other DHCP
options settings.

Defines the maximum random number to start the
provisioning process.

This is used for periodic checking of firmware and
configuration files to avoid multiple devices from
starting the upgrade process at the same time. When
the device is meant to start the upgrade, the device
randomly selects a number between 1 and the value
set for random_provisioning_time and performs the
check only after the random time.

The valid range is 0-65535. The default value is 120.

Defines the period type for automatic provisioning:
= [hourly] Hourly - Sets an interval in hours.
= [daily] Daily (default) - Sets an hour in the day.

= [weekly] Weekly - Sets a day in the week and an
hour in the day.

= [powerup] On Power-up Only - The phone tries to
upgrade only after power-up.

The interval in hours for automatically checking for

new firmware and configuration files.

The valid range is 1 to 168. The default is 24.

Note: This parameter is applicable only when type
is configured to hourly.

The hour in the day for automatically checking for
new firmware and configuration files.

The format of this value is hh:mm, where hh is hour
and mm is minutes. For example, 00:30.

The default time is 00:00.

Note: This parameter is applicable only when type is
configured to daily.
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Parameter Description
Every (Check Period = Day) The day in the week for automatically checking for
[provisioning/period/weekly/day] new firmware and configuration files.

= [Sunday] Sunday (default)
= [Monday] Monday
= [Tuesday] Tuesday
= [Wednesday] Wednesday
= [Thursday] Thursday
= [Friday] Friday
= [Saturday] Saturday
Note: This parameter is applicable only when type is
configured to weekly.
Every (Check Period = Weekly) The hour in the day for automatically checking for

[provisioning/period/weekly/time] new firmware and configuration files.
The format of this value is: hh:mm, where hh is hour
and mm is minutes. For example: 00:30

The default time is 00:00.

Note: This parameter is applicable only when type is
configured to weekly.

9.2.1 Provisioning using DHCP Option 160

Phones can get a provisioning URL from DHCP Option 160, 66/67 or 43. Option 160 has the
highest priority, following by Option 66/67, and then Option 43. DHCP Option 160 can be
configured using the Web interface.

» To configure DHCP Option 160 using the Web interface:

1. Access the Automatic Update page (Management tab > Automatic Update menu >
Automatic Provisioning).

Figure 9-2: Web Interface - Automatic Provisioning - DHCP Option 160

$he pravinsmeng URL wes groveed Chuth Naw

N vebd prosmameg URL was srovded Check Now

From the 'Provisioning Method' dropdown, select DHCP Option (Dynamic URL).
In the 'DHCP Option Value' field, enter 160.
Configure the remaining parameters, and then click Submit.

2.
3.
4,
5.

After reboot, confirm that the firmware and configuration files have been updated.
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9.2.2 Provisioning using DHCP Option 66/67
Phones can get a provisioning URL from DHCP Option 66/67. Option 160 has the highest
priority, following by Option 66/67, and then Option 43. The table below shows the behaviors
for Option 66/67.
Table 9-2: Auto Provisioning via DHCP Option 66/67
Option 66 Option 67 Result Comment
1 Doesn't exist or empty Any No URL from Option 66/67 When Option 66

2 | Server address exists but there is no
protocol header such as TFTP, FTP,

http:// genesys.com/efg.cfg ignored.
.cfg
» To operate with DHCP Options 66 and 67:
B Configure DHCP Options 66 and 67 in the DHCP server, instead of configuring Option
160. See the DHCP server related documentation for detailed information.
9.2.3 Provisioning using DHCP Option 43

HTTP, HTTPS.
File names do not exist.

Non-existent

Firmware URL:

Tftp://genesys.com/<hardware
type>.img

Configuration file url:

Tftp:// genesys.com/.<mac>cfg

Example: )

. Contains names. Firmware URL:
Audiocodes.com Tt fabe.i
192.168.0. 11 p:// genesys.com/abc.img

Server address exists
File names do not exist.

Example:
http://Audiocodes.com
http://192.168.0.11

Server address exists.
File names exist.

Example:

http://Audiocodes.com/abc.image;efg

Example:
abc.img;efg.cfg

Non-existent

Contains names.

Example:
abc.img;efg.cfg

Any

Configuration file URL:
Tftp:// genesys.com/efg.cfg

Firmware URL:

http:// genesys.com/<hardware
type>.img

Configuration file URL:
http:// genesys.com/.<mac>cfg

Firmware URL:

http:// genesys.com/abc.img
Configuration file URL:
http:// genesys.com/efg.cfg

Firmware URL:
http:// genesys.com/abc.img
Configuration file URL:

doesn't exist, or
it's empty, the
phone cannot get
a URL from Option
66/67.

When protocol is
not specified, tftp
is added as the
default protocol.

If any file name
exists in Option
66, the names in
Option 67 are

Phones can get a provisioning URL from DHCP Option 43. Option 160 has the highest
priority, following by Option 66/67, and then Option 43.

» To operate with DHCP Options 43:

B Configure DHCP Options 43 in the DHCP server. Use the example in the figure below

as reference.

Figure 9-3: Provisioning using DHCP Option 43 in the DHCP Server
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Scope Options ﬂ |

General I Advanced I

Ayvailable Optiong | Description :l

[ 040 KIS Domain Mame MHarne of Me

O 041 WIS Servers Addresses o

042 MTP Servers Addreszes c

043 Wendor Specific Info Embedded « -

q | o
—D'ata entry

Data; Binary; ASCI;

oooo Dl|2? 74 66 74 YO 3& EF . 'tEtp:/f
000g ZF 31 3% 32 ZE 31 36 3§ /192,168

ooLn 2E 32 30 32 Z2E 31 30 33 .202.103
00la 2F 74 65 Y3 74 ZE 6% 60 Jtest.im
nnzo 67 3B 74 65 73 74 ZE 63 gitest.c
n0za 66 67 ol

(0] I Cancel Apply

Note:

e 01 is the sub option
e 27 is the length (in HEX) of the provisioning path string that you configured
e The remainder is the provisioning path, in ASCII code.
Example: tftp://192.168.202.103/test.img;test.cfg

9.2.4 Provisioning using the User-Class Option

Provision using the User-Class Option if vendor phones other than those of Genesys are
deployed in the same enterprise as Genesys’ phones and a DHCP Option cohabitation issue
consequently occurs.

This section shows how to configure provisioning of Genesys phones using the User-Class
Option when other vendor phones in the enterprise point to the same DHCP server and use
one of the standard DHCP Options described in the previous sections.

» To configure provisioning of Genesys phones using the User-Class Option:

1. Determine the DHCP server hosting the phones.
2. Determine if DHCP Options are assigned to IPv4 or IPv6 addresses.

Note:
A e The examples below show DHCP server acrtplab-ad.audiocodes.local
e The examples below show IPv4 addresses
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Figure 9-4: DHCP Options Assigned to IPv4 Addresses

¥ DHCP

File  Action

{} Address Pool
@ Address Leases

51| Reservations
., Scope Options

.3 Server Options

F| Filters
= & Pvé
.3 Server Options

E || Scope [172.17.0.0] Leased

View Help
I = ENEIE 1
DHCP Contents of DHCP Server
j acrtplab-ad. audiocodes. local | Scope [172.17.0.0] Leased
= E

. Server Options
| Filters

3.

Define a separate User Class for each Genesys phone model deployed (420HDand

405 phone models): Right-click the IPv4 server icon and from the popup menu, select

Define User Classes...

Figure 9-5: Defining User Classes

¥ pHCp

File  Action

MNew Multicast Scope...

View Help
&= | 2mE o= | HiE
D_HCP Contents of DHCP Server
j acrtplab-ad.audiocodes. local | Scope [172.17.0.0] Leased
=] i E-Jisplay per—— 3 Server Options
= T Filters
New Scope...
Mew Superscope...

Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options. ..

View

3

The DHCP User Classes screen opens.

Figure 9-6: DHCP User Classes

DHCP User Classes

Available classes:

21|

MName

|Descri ion

| d

Default Routing and R...

Default BOOTF Class

User class for remate access cli...
Default Network Acces... Default special user class for Re...

User class for BOOTP Clierts

Edit...

Femaye

I

Close

4. Click the Add... button.
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Figure 9-7: New Class
2

Dhsplay nsme

“j2oH0

Descrption:

;}ammm-umpm

D: Brany ASCI:
foboo 24 32 30 4¢ 44 42080

[ ] cme |

5. Inthe New Class screen, enter Display name and Description as shown in the figure
above, and then in the ASCII field, enter the User Class Phone Type (see the Packet
Bytes window in Wireshark below for an example of the 420HD phone, and see the
table below for the other AudioCodes phone models) to be sent from the phone during
DHCP Discover via Option 77 (supported by DHCP Server 2008). Do this for each
AudioCodes phone model so that a User Class entry for each model deployed will exist
when completed.

Figure 9-8: Packet Bytes Window

0 Torm teetin Dotrasom en Prtiow Lingh o L
140 2015-06-01 13:55:12.413405000 0.0.0.0 255.255,255. 255 67 DHCP 590 DWCP Discovar - Transaction 1D Oxd42c3RF43 4
141 2035-06-01 15:58:12 436587000 10.7,14 252 10.7.14,82 68 DICP 363 Nl OF e fransaction ID Ox42¢58743
142 2015-00-01 1%:58:12.441290000 10./.14._251 10.7.14. 82 68 DHCP 301 DRCP Offer = Transaction ID Oxd42c58fa)

143 2015-08-01 1%:58:12.473420000 0.0.0.0 255.255.255. 255 67 DHCP 590 OMCP Reguést - Transaction ID UxA2c58f41
144 2015-06-01 15:58:12 485196000 20,7, 14,251 10.7,14 82 68 DHCP  36] DWCH MK = Tramsaction 1D Ox42¢58143
145 2015-06-01 15:58:12 485309000 10.7.14.252 10.7.14_82 68 DHCP 363 DBCP ACK = Transaction ID OxA2c38fal -

HOST Naee: 42000 - 0006 IHC 566 *
Option: (60) vendor class fdentifier

Length: 11

vendar Class fdentifier: CPf -0CPHON

Langth: 5
user Clu: Lm\olk: 5! L

[Expert Info (Ercor/Protocol): user Class Information: saiformed option]
[User Class Information: salformed option]
[Sevority level: Error]
[Group: Protocel]
» Option: (35) Parameter Request List

M0 AF 43 50 a8 aF de &5 7 B 5 113 a9 ot
0150 MEREL SR 24 28 2 2 2% an f
UL 00 Ol 00 00 00 Do OO Do DD DU YO U Do A6 e
JOLIIY) 00 U DO 00 00 0O 08 L0 0 B 00 00 DO
180 ¥ 00 00 GO O 09 O O o000 B0 00 o O 00 o0
EIM 00 00 G0 00 00 00 00 00 00 00 00 00 00 0O 00 00
tall 00 00 O 00 O 0O 0 G 00 OD 00 00 an 00 00 0

6. Make sure one DHCP User Class entry exists for each AudioCodes phone model
deployed in the enterprise.
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Figure 9-9: DHCP User Classes
DHCP User Classes ed |

X

Available classes:

MName | Description | Add... I
Default Routingand R...  User class for remote access cli. .

Default Metwork Acces... Default special user class for Re... Edit... |
Default BOOTP Class User class for BOOTP Clients

420HD AudioCodes 420HD IP Phaone Hemowve |
430HD AudioCodes 430HD IP Phone

440HD AudioCodes 440HD IP Phone

Close

J

Table 9-3: DHCP User Class Entry for Each AudioCodes Phone Model Deployed

Display Name Description ASCII
420HD Genesys 420HD IP Phone 420HD
405 Genesys 405 IP Phone 405

7. Configure Scope Option 160. This is not a standard Scope Option, so it needs to be
created. To create it on the server, select the IP version (IPv4) and select Set
Predefined Options...

Figure 9-10: Set Predefined Options
Sonce

File  Action View Help

e A e s NERERESN [

DHCP Contents of DHCP Server
o acrtplab-ad.audiocodes. local | Scope [172.17.0.0] Leased
SN G : i
i Display Statistics. .. ;__anarver Options
B F| Filters
MNew Scope...

MNew Superscope. ..
MNew Multicast Scope. ..

Define User Classes...
*  Define Vendor Classes...

Recondle All Scopes...

Set Predefined Options...

View 3

Refresh
Export List...

LI __ Properties |
Add, remc Help defined list

8. From the 'Option class' dropdown, select DHCP Standard Options, and then click the
Add... button.
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Figure 9-11: Predefined Options and Values

Predefined Options and Values el
Option class: IDHCP Standard Options j
QOption name: IDDQ Time Offset j

Add. | Ed. | Deler |
Description: IUCT offset in seconds
—WValue
Long:
(0}

OK Cancel

9. Add the AudioCodes 160 Option as shown below, and then click OK.

Figure 9-12: Option Type — Add AudioCodes 160 Option

Class: Global

Name: [AudioCodes 160 Option

Data type: | String | I Amy

Code: | 160

Description: IAudioCodes 160 Option for Provisioning Server
ok ]| e

10. Add the IP Phone Management Server location using HTTP. In the figure below, it's
http://[<EMS IP address>/firmwarefiles;ipp/dhcpoption160.cfg. See the IP Phone
Management Server Administrator’s Manual for detailed information.
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ﬁ Note: Ensure you defined http://<EMS IP address>/firmwarefiles;ipp/dhcpoption160.cfg

Figure 9-13: Predefined Options and Values — Add IP Phone Management Server Location

Predefined Options and Values ed |
Oiption class: DHCP Standard Options j
Oiption name:

Diescription: AudioCodes 160 Option for Provisioning Server
—Value
String:

hittp://172.17.0.123fimwarefiles ipp/dhcpoption 160.cfg

0K I Cancel

for DHCP Option 160 in the enterprise's DHCP server.

11. Decide if the DHCP Scope Option needs to be assigned to phones in a specific VLAN
(Scope), or to the entire server (acrtplab-ad.audiocodes.local) for IPv4 addresses.

VLAN Scope
12. Assign to a specific VLAN (Scope of IP addresses such as the Scope below 172.17.0.0,
or to multiple Scopes, to be performed separately on each Scope).

a. If selecting a VLAN, expand the 'Scope Leased' folder, select 'Scope Options',
and then select Configure Options from the popup menu.

Figure 9-14: 'Scope Leased' Folder - Configure Options

File Acton View Help

L EEE 1=

_EI 160 AudioCodes 160 Option Standard
7 160 AudicCodes 160 Option Standard
3 160 AudioCodes 160 Option Standard

DHCP Option Name I endor | W)
5 actplab-ad.audiocodes.local |i=| D02 Time Offset Standard 0|
B &P 1] 003 Router Standard 1
=24 Scope [172.17.0.0] Leased | |:| 42 NTP Servers Standard 1
i Address Pool 5] 119 DNS Search List Standard 3
@ Address Leases .3 001 UCIdentifier MSUCClient 4
Eil Reservations 5| 002 URL Scheme MSUCClient 6
_ﬂ S;VEF or Configure Options... 'eb Server FQDN MSUCClient B
= — |meServer Standard 1
¥ Filters View .
a i Fv6 brt . MSUCCIfent 3
3 Server Op Refresh Elative Path for Cert Prov MSUCClient 2
Export List... S Servers Standard 1
—— N5 Domain Name Standard El
Help endor Spedfic Info Standard 4
3 120 Sip Server Standard 0j
h
h
h
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-OR-

b. Select the collapsed folder 'Scope Leased' and in the main screen, right-click
'Scope Options' and select Configure Options...

Figure 9-15: Configure Options 1
P

File Action View Help

L M el e 7 I

DHCP Contents of Scope
3 acrtplab-ad.audiocodes. local i} Address Pool
El g Pva @ Address Leases
| Scope [172.17.0.0] Leased | Reservations
¥ Filters onfigure Options. ..
B BPwe Refresh

3 Server Options

Help

-OR-
Server Option

13. If assigning to the entire server (acrtplab-ad.audiocodes.local), select the 'Server

Options' folder under server IPv4, right-click 'Server Options' and select Configure
Options...

Figure 9-16: Configure Options 2

File Action View Help

&= F=le=H=

DHCP Option Mame I Vendaor
& acrtplab-ad.audiocodes. local £5| D01 UCIdentifier MsUCClient
B & Pvd +3 002 Time Offset Standard
=l [ Seope [172.17.0.0] Leased | 5 gp2 URL Scheme MSUCClient
{1} Address Pool .5 003 Web Server FQDN MSUCClient
@ Address Iteases _EI 004 Time Server Standard
£l Reservations +=| D04 Port MsUCClient
., g 3c0pe Options .5 005 Relative Path for Cert Prov MSUCClient
_;ﬂ Filters Configure Options. .. Servers Standard
= o Domain Mame Standard
=B IE;SServer Optia R i’ Servers Standard
Refresh Hor Spedific Info Standard
Export List... erver Standard
Help

14. In the Server Options page (or Scope Options page) that opens, select the Advanced
tab, ensure that DHCP Standard Options remains selected, and select 420HD User
Class for the first phone model to be defined. Scroll through the Available Options (all
are cleared) and select only 160 AudioCodes 160 Option.

The figure below shows the Server Options page. The Scope Options page is identical.
Note that the String value you defined for Scope Option 160 is automatically
populated, so it's unnecessary to change it. Note also that if additional DHCP Options
are required (such as DNS or time server) that are different from the Servers Options

for the rest of the Scopes on the server, they can also be selected, but this is typically
not needed.
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Figure 9-17: Server Options

Server Options 2|

"General Advanced |

e | DHCP Standard Options i
User class:
Available Options | Description ;l
[0 121 Classless Static Routes Destination,
160 AudiaCodes 160 Option AudioCod
4| | »
~ Data entry
String value:

|hﬂp:f,-’1 0.1.8.23/configliles/dhcp_option.cfg

ok | Canced | mepy |

15. Click Apply and then follow the same procedure to add the 405 user classes. After
adding them, click the OK button.

You have successfully created three separate Scope Options that will only allow
AudioCodes phones to connect to the IP Phone Manager when they boot up and will
not allow other vendor phones from receiving AudioCodes' IP Phone Management
Server as their configuration server.

Figure 9-18: Three Scope Options Created

File Acton View Help

&= ZEld=HE

DHCP Option Mame | Vendor | Value | Class
| acrtplab-ad. audiocodes. local 3 001 UCTdentifier M5UCClient 40 532d 5543 2d436c696568 74 MNone
= is IP_V4 j 002 Time Offset Standard Oxffffc7ed Mone
=[] Scope [172.17.0.0] Leased | 3 002 URL Scheme MsLCClient 68 7474 70 73 None
{; Address Pool 7] 003 Web Server FQDN MSUCClient 6163727470 606162 2d 66 65 2e... Mone
@ Address Leases 3 004Time Server Standard 172.17.0.10 None
4| Reservations 5| 004 Port MsUCClient 3434 33 None
. Biiope Ootions 5| 005 Relative Path for Cert Prov MSUCClient 2f 4365727450 726 76 2f 4365... None
_';ﬂ Filters __j 006 DNS Servers Standard 172,17.0.10 Mone
= i IP_VG _j 015 DMS Domain Mame Standard audiocodes. local Mone
._.ﬂ Server Options _j 042 NTP Servers Standard 172.17.0.10 Mone
j 043 Vendor Specific Info Standard 4d 53 2d 55 43 2d 43 4c 49 45 4= 54 Maong
j 120 Sip Server Standard 000b61637274706c61622d66.., Mone

j 160 AudioCodes 160 Option Standard http:ff10.1.8. 23fconfigfiles/dhcp_o...  430HD

j 160 AudioCodes 160 Option Standard http:/f10. 1.8, 23/configfiles/dhcp_o...  440HD

j 160 AudioCodes 160 Option Standard http:ff10.1.8. 23/configfiles/dhcp_o...  420HD
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9.25

SIP SUBSCRIBE and NOTIFY Messages

If the provisioning information (e.g. Option fields 66/67/160) is not provided by the DHCP
server, the phone sends a SIP SUBSCRIBE message to the multicast address
224.0.1.75:5060 as shown below.

Note: If the provisioning server supports using SIP SUBSCRIBE and NOTIFY messages
and the device receives the provisioning URL in the NOTIFY message, the automatic
provisioning mechanism then periodically tries to retrieve a new firmware/configuration
according to the information provided.

SUBSCRIBE sip:224.0.1.75:5060 SIP/2.0

From: <sip:00000001@10.13.2.37:5060>;tag=87a5a8-25020d0a-13c4-
50029-386d4398-66dc40c-386d4398

To: <sip:224.0.1.75:5060>
Call-ID: 8884c8-25020d0a-13c4-50029-386d4398-3e2bcb8e-386d4398
CSeg: 1 SUBSCRIBE

Via: SIP/2.0/UDP 10.13.2.37:5060;rport;branch=z9hG4bK-386d4398-
6ad00ca2-7ca3606e

Expires: O

Event: ua-profile;profile-
type="application";model="440HD";version="2.2.2"
Max-Forwards: 70

Supported: replaces,100rel

Accept: application/url

Contact: <sip:00000001@10.13.2.37:5060>
User-Agent: AUDC-IPPhone/2.2.2

Content-Length: 0

The provisioning server or any other entity replies with a 200 OK message to the
SUBSCRIBE message (see below) and sends a NOTIFY SIP message with the provisioning
URL in the message body as shown below. (The provisioning URL can be in any format as
described in the Administrator's Manual).

If no response is received by the provisioning server, the phone resends SUBSCRIBE
messages for five seconds.

With the above method, the phone uses its built-in auto-provisioning mechanism while the
provisioning information is retrieved through the NOTIFY message.

The following code describes SIP 200 OK Response on the SUBSCRIBE Message:
SIP/2.0 200 OK

Via: SIP/2.0/UDP 10.13.2.37:5060;rport;branch=z9hG4bK-386d4398-
6ad00ca2-7ca3606e

Contact: <sip:10.13.2.37:5060>
To: <sip:224.0.1.75:5060>

From: <sip:00000001@10.13.2.37:5060>;tag=87a5a8-25020d0a-13c4-
50029-386d4398-66dc40c-386d4398

Call-ID: 8884c8-25020d0a-13c4-50029-386d4398-3e2bcb8e-386d4398
CSeqg: 1 SUBSCRIBE

Expires: O

Content-Length: 0

The following code describes SIP NOTIFY Message with Provisioning Information.

Administrator’s Guide Version 2.2.12 55



3 GENESYS 9. Obtaining Firmware and Configuration Files

NOTIFY sip:10.13.2.37:5060 SIP/2.0

Via: SIP/2.0/UDP 10.13.2.37:5060; rport;branch=z9nG4bK-386d4398-
6ad00ca2-7ca3606e

Max-Forwards: 20
Contact: <sip:10.13.4.121:5060>
To: <sip:224.0.1.75:5060>

From: <sip:00000001@10.13.2.37:5060>;tag=87a5a8-25020d0a-13c4-
50029-386d4398-66dc40c-386d4398

Call-ID: 8884c8-25020d0a-13c4-50029-386d4398-3e2bcb8e-386d4398
CSeg: 1 NOTIFY

Content-Type: application/url

Subscription-State: terminated;reason=timeout

Event: ua-profile;profile-
type="application";model="440HD";version="2.2.2"
Content-Length: 18

tftp://10.13.4.121

The following code describes SIP SUBSCRIBE Message to Obtain Provisioning
Information.

SUBSCRIBE sip:224.0.1.75:5060 SIP/2.0

From: <sip:00000001@10.13.2.37:5060>;tag=87a5a8-25020d0a-13c4-
50029-386d4398-66dc40c-386d4398

To: <sip:224.0.1.75:5060>
Call-ID: 8884c8-25020d0a-13c4-50029-386d4398-3e2bcb8e-386d4398
CSeq: 1 SUBSCRIBE

Via: SIP/2.0/UDP 10.13.2.37:5060; rport;branch=z9hG4bK-386d4398-
6ad00ca2-7ca3606e

Expires: O

Event: ua-profile;profile-
type="application";model="440HD";version="2.2.2"
Max-Forwards: 70

Supported: replaces,100rel

Accept: application/url

Contact: <sip:00000001@10.13.2.37:5060>
User-Agent: AUDC-IPPhone/2.2.2

Content-Length: 0

The provisioning server or any other entity replies with a 200 OK message to the
SUBSCRIBE message (see below) and sends a NOTIFY SIP message with the provisioning
URL in the message body as shown below. (The provisioning URL can be in any format as
described in the Administrator's Manual).

If no response is received by the provisioning server, the phone resends SUBSCRIBE
messages for 5 seconds.

With the above method, the phone uses its built-in auto-provisioning mechanism while the
provisioning information is retrieved through the NOTIFY message.

The following code describes SIP 200 OK Response on the SUBSCRIBE Message.
SIP/2.0 200 OK

Via: SIP/2.0/UDP 10.13.2.37:5060;rport;branch=z9hG4bK-386d4398-
6ad00caz2-7ca3606e

Contact: <sip:10.13.2.37:5060>
To: <sip:224.0.1.75:5060>
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From: <sip:00000001@10.13.2.37:5060>;tag=87a5a8-25020d0a-13c4-
50029-386d4398-66dc40c-386d4398

Call-ID: 8884c8-25020d0a-13c4-50029-386d4398-3e2bcb8e-386d4398
CSeqg: 1 SUBSCRIBE

Expires: 0

Content-Length: 0

The following code describes SIP NOTIFY Message with Provisioning Information.
NOTIFY sip:10.13.2.37:5060 SIP/2.0

Via: SIP/2.0/UDP 10.13.2.37:5060;rport;branch=z9hG4bK-386d4398-
6ad00ca2-7ca3606e

Max-Forwards: 20
Contact: <sip:10.13.4.121:5060>
To: <sip:224.0.1.75:5060>

From: <sip:00000001@10.13.2.37:5060>;tag=87a5a8-25020d0a-13c4-
50029-386d4398-66dc40c-386d4398

Call-ID: 8884c8-25020d0a-13c4-50029-386d4398-3e2bcb8e-386d4398
CSeqg: 1 NOTIFY

Content-Type: application/url

Subscription-State: terminated;reason=timeout

Event: ua-profile;profile-
type="application";model="440HD";version="2.2.2"
Content-Length: 18

tftp://10.13.4.121
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9.2.6

9.2.7

Hardcoded Domain Name for Provisioning Server

If no higher-priority provisioning method applied, the phone automatically searches in the
DNS server for the domain named "ProvisioningServer". After the DNS server gives the
domain IP address, the phone contacts the provisioning server. The phone tries to retrieve
firmware and configuration files using URL tftp://ProvisioningServer/<Phone Model
Name>/

For example:

B The phone tries to obtain the following firmware file:
tftp://ProvisioningServer/420HD.img

where 420 is optional; if omitted, the phone will try to retrieve the firmware file
according to its model name.

B The phone tries to obtain the following configuration file:
tftp://ProvisioningServer/<MAC address>.cfg

where MAC address is optional; if omitted, the phone will try to retrieve the
configuration file according to its MAC address.

(e.g. tftp://ProvisioningServer/440HD/001122334455.cfg)

The network administrator must configure a DNS entry called "ProvisioningServer" on the
DNS server and set it to the TFTP server IP address.

Note: If Generic Domain Name is used, the automatic provisioning mechanism
periodically tries to retrieve new firmware/configuration from Provisioning Server domain
name.

Cached Address of Last Provisioning Server Used

These are the addresses of the last provisioning servers used, stored in cache memory.

When the device starts up and connects to the provisioning server, it can pull firmware,
configuration and private label files from the provisioning server using the cached address
of the last provisioning server used.

After the IP phone creates a successful connection with a provisioning server, this server's
address is cached by the IP phone. The next time the IP phone is rebooted, if it doesn't
receive provisioning details, the device performs provisioning using the cached IP address.
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9.2.8

Redirect Server

You can use the AudioCodes Redirect server to direct you to the appropriate Provisioning
server URL to download the relevant configuration and firmware files.

Once the IP phone is powered up and network connectivity is established, it automatically
request for provisioning information. In case it does not obtain these files according to the
regular provisioning hunt order methods, it sends an HTTPS request to the AudioCodes
HTTPS Redirect server. The server responds to the IP phone with an HTTPS Redirect
response containing the URL of the Provisioning server where the firmware and configuration
files are located. Once the IP phone has successfully connected to the Provisioning server
URL, the Automatic Update mechanism can commence.

Note:

e The MAC addresses of the IP phones and the Provisioning server's URL are pre-
configured on the HTTPS Redirect server. For more information, contact
AudioCodes support.

e The default URL of the Redirect server is:
provisioning/redirect_server_url=https://redirect.audiocodes.com
This address can be reconfigured if required.

Figure 9-19: Redirect Server Configuration Process

Extorpriss P priones AudioCodes

oo

1. Device sends HTTPS request to AudioCodes HTTPS Redirect server.
2. Redirect server sends HTTPS response with redirect URL of the Provisioning server.
3. IP phone sends request to redirected URL (i.e., Provisioning server).
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For security, communication between the IP phone and the HTTPS Redirect server is
encrypted (HTTPS) and uses the pre-installed AudioCodes factory-set certificate to
authenticate itself with the HTTPS Redirect server and to verify authenticity of the latter. If
the redirect URL (where the configuration file is stored) also uses the HTTPS protocol, the
IP phone can use a regular certificate or the AudioCodes factory-set certificate to
authenticate itself and to validate the server’s certificate if a trusted root certificate (regular)
is configured.

Note: The IP phone repeats the redirect process whenever it undergoes a reset to factory
Z : 5 defaults.

9.3  Static URL Provisioning

This section shows how to configure the phone using the Static URL method.

» To configure static provisioning information using the Web interface:

1. Access the Automatic Provisioning page (Management tab > Automatic Update menu
> Automatic Provisioning).

Figure 9-20: Web Interface - Automatic Provisioning — Static URL

Prmanrs LS LS 32 Sipllot 430 5my .| Chuch Naw

Coue Naw

2. Configure the parameters using the table below as reference, and then click Submit.
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» To configure static provisioning information using the Configuration File:

e Use the table below as reference.
Table 9-4: Static URL Automatic Provisioning Parameters

Parameter

Provisioning Method
[provisioning/method]

Firmware URL
[provisioning/firmware/url]

Configuration URL
[provisioning/configuration/url]

Description

Defines the provisioning method:
= [Disable] Disable - Automatic update is disabled. The
phone attempts to upgrade its firmware and configuration

= [Dynamic] DHCP Options (Dynamic URL) (default) -
Using DHCP Option 160 and Options 66/67 for
provisioning

= [Static] Static URL - Using Static URL for provisioning

The static URL for checking the firmware file. The URL must

be entered using one of the following syntax options:

= <protocol>://<server IP address or host name>

= <protocol>://<server IP address or host name>/<firmware
file name>

Where<protocol> can be one of the following protocols: ftp,

tftp, http or https. For example:

= {ftp://192.168.2.1 — retrieved firmware file is420HD.img

= ftp://192.168.2.1/Different_Firmware_Name.img - retrieved
firmware file is Different_Firmware_Name.img

Note: This parameter is applicable only when 'method' is
configured to Static.

The static URL for checking the configuration file. The URL

must be entered using one of the following syntax options:

= <protocol>://<server IP address or host name>

= <protocol>://<server IP address or host
name>/<configuration file name>

Where<protocol> can be one of the following protocols: "ftp",

"tftp", "http" or "https". For example:

= http://192.168.2.1 - configuration file name is <MAC
Address>.cfg, for example, 001122334455.cfg

» https://192.168.2.1/420HD_<MAC>_conf.cfg - retrieved
configuration file name is 440HD_<MAC
Address>_conf.cfg, for example,
420HD_001122334455_conf.cfg

Note: This parameter is applicable only when 'method' is

configured to Static.
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10

A

QUiCk Set

Quick Setup

The Web interface provides a Quick Setup page that lets you configure basic features to
quickly set up your IP Phone to operational level.

(VolP Features).

Note: For Quick Setup parameters descriptions, see Part IV (Networking) and Part V

» To quickly set up your phone:

1. Access the Quick Setup page (Configuration tab >Quick Setup menu >Quick Setup).

Figure 10-1: Web Interface - Quick Setup

= LAN Setup

IP Type

IP Address

Subret Mask:

Default Gateway Address.
Primary DNS:

Secondary DNS:

wSiP Proxy and Registrar

Use SIP Praxy:

Proxy I Address or Host Namo

Proxy Port

Use SIP Praxy 1P and Port for Registratan

Uie SIP Regestrar

= Une Settings

une Number

Une | Activate

Une 1 Display Name!

Une 1 User [D

Line 1 Authenticstion User Name
Uné 1 Authentication Password:

Lne 1 Mode

Static [P '® Automatic [P (DHCP)

Enabie v
10374204
5060

Enadbla v

Desablo v

1 v
Enable v
alian
7000
7000
“oen

Privata v

2. For a description of the parameters on this page, refer to the following:

e  Parameters under the LAN Setup group, see Section 13.1.2.
e  Parameters under the SIP Proxy and Registrar group see Section 16.2.
e  Parameters under the Line Settings group, see Section 21.
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11 Introduction

This section shows how to configure network settings manually, if required.

Note: By default, the network settings are set for automatic provisioning. However, if you
need to change them, you can do so manually, as described in this section.
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12

A\

Date And Time

Configuring Date and Time Manually

Note: By default, date and time settings are automatically provisioned via the enterprise
DHCP server when the phone is connected to the Internet and to the power supply, but
you can manually change them if required. This section shows how.

The phone automatically retrieves date and time from a Network Time Protocol (NTP) server
when connected to the internet. To configure the NTP server for automatic provisioning of
date and time, see Section 12.2. NTP is a protocol for distributing Coordinated Universal
Time (UTC) by synchronizing the clocks of computer systems over packet-switched,
variable-latency data networks. Date/time can also be manually configured in the Web
interface.

» To manually configure date and time using the Web interface:

1. Access the Date and Time page (Configuration tab > Advanced Applications menu
> Date and Time).

Figure 12-1: Web Interface - Date and Time

wNTP & Time Settings

Active : [V

Set System Time: [2015 ]-[03 |-[23 |[15 |: 49 | ovev-Mm-DD HH:MM)
Time Display Format:

Date Display Format: lm‘

Configure the 'Set System Time' parameter.

Set the 'Time Display Format' to 24 Hours or 12 Hours

Set the 'Date Display Format' to European or American. Refer to the table below.
Click Submit.

S S

» To configure date and time using the Configuration File:

° Use the table below as reference.

Table 12-1: Date Display Format

Parameter Description
Date Display Format Select either:
[system/ntp/date_display_format] = EUROPEAN (default)
= AMERICAN

The European date format is DDMMYYYY.
The American format is MMDDYYYY.
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12.1

Configuring Daylight Saving Time
You can configure Daylight Saving Time using the Web interface or Configuration File.

» To configure Daylight Saving Time using the Web interface:

1. Access the Date and Time page (Configuration tab > Advanced Applications menu
> Date and Time) as described above.

2. Set the 'Active’ parameter to Enable; the page shown below opens.

Figure 12-2: Web Interface - NTP & Time Settings

»NTP & Time Settings

Update Interval:

Active : Enable w
Obtain Time Zone from DHCP :
Primary Server: |ntp.uc5d.edu[US] Vl
Secondary Server: |ntp.cis.slrath.ac.uk[UK] Vl

0 |:|12 |[Da~_.fs:chur5:|

Time Display Format: 24 Hours »

Date Display Format: European %

3. Set the 'Obtain Time Zone from DHCP' parameter to Disable; the Daylight Saving Time
page shown below opens:

Figure 12-3: Web Interface — Daylight Saving Time

Date And Time

wDaylight Saving Time
Active : Enable w
Date Format :
Start Time : [Jan ~][1 v]lo2  |:[o0 |
End Time : [Jan w]|[1 v|lo2  |:|o0 |
Offset : Minutes

4. Configure the settings using the table below as reference.

» To configure Daylight Saving Time using the Configuration File:

° Use the table below as reference.

Table 12-2: Daylight Saving Time Parameters

Parameter Description
Active Determines whether the phone automatically

selected Time Zone.
= [DISABLE] Disable (default)
» [ENABLE] Enable
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Parameter

Start Time
[system/daylight_saving/start_date]

Start Time
[system/daylight_saving/start_date/month]

Start Time
[system/daylight_saving/start_date/day]
Start Time
[system/daylight_saving/start_date/hour]
Start Time
[system/daylight_saving/start_date/minute]

End Time
[system/daylight_saving/end_date]

End Time
[system/daylight_saving/end_date/month]

End Time
[system/daylight_saving/end_date/day]
End Time
[system/daylight_saving/end_date/hour]

End Time
[system/daylight_saving/end_date/minute]

Description

This subsection defines the starting day for the
daylight saving offset.

= [month] - defines specific month in year
= [day] - defines specific day in month

= [hour] - defines specific hour in day

= [minute] - defines specific minute in hour

Example: To configure the phone to start
daylight savings with a specific offset on
February 22n at 14:30, set the following:

system/daylight_saving/start_date/month=2
system/daylight_saving/start_date/day=22
system/daylight_saving/start_date/hour=14
system/daylight_saving/start_date/minute=30

The month in a year.
The valid range is 1 to 12.

The day in a month.
The valid range is 1 to 31.

The hour in the day.
The valid range is 0 to 23.

The minute in an hour.

The valid range is 0 to 59.

This subsection defines the ending day for the
daylight saving offset.

= [month] - defines the specific month in a
year

= [day] - defines the specific day in a month
= [hour] - defines the specific hour in a day

= [minute] - defines the specific minute in an
hour

For example: To configure the phone to end the
daylight savings on July 16t at 22:15, set the
following:

system/ntp/daylight_saving/end_date/month=7
system/ntp/daylight_saving/end_date/day=16
system/ntp/daylight_saving/end_date/hour=22
system/ntp/daylight_saving/end_date/minute=15

The month in a year.
The valid range is 1 to 12.

The day in a month.
The valid range is 1 to 31.

The hour in the day
The valid range is 0 to 23.

The minute in an hour.
The valid range is 0 to 59.
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Parameter Description
Offset The offset value for the daylight saving.
[system/daylight_saving/offset] The valid range is 0 to 180. The default offset is
60.
[system/daylight_saving/mode] Configures the daylight saving mode.

Valid values are

[FIXED]= Date is specified as: Month, Day of
month.

[DayOfWeek]= Date is specified as: Month,

Week of month, Day of week.
[system/daylight_saving/start_date/week] Relevant to 'Day of week' mode:

The week of month (values 1-5) for start of

daylight saving time.
[system/daylight_saving/start_date/day_of_week] Relevant to 'Day of week' mode:

The day of week for daylight saving time start

Valid values :

[SUNDAY]

[MONDAY]

[TUESDAY]

[WEDNESDAY]

[THURSDAY]

[FRIDAY]

[SATURDAY]

[system/daylight_saving/end_date/week] Relevant to 'Day of week' mode:

The week of month (values 1-5) for end of

daylight saving time.
[system/daylight_saving/end_date/day_of_week] = Relevant to 'Day of week' mode:

The day of week for daylight saving time start

Valid values :

[SUNDAY]

[MONDAY]

[TUESDAY]

[WEDNESDAY]

[THURSDAY]

[FRIDAY]

[SATURDAY]

Administrator’s Guide Version 2.2.12 73



3 GENESYS

12. Configuring Date and Time Manually

12.2 Configuring the NTP Server

The Network Time Protocol (NTP) server can be configured using the Web interface or
Configuration File. When activated, date and time are automatically obtained from the NTP

server.

» To configure the NTP server using the Web interface:

1. Access the Date and Time page (Configuration tab > Advanced Applications menu

> Date and Time).

2. Configure the parameters using the table below as reference, and then click Submit.

Figure 12-4: Web Interface - NTP & Time Settings

Date And Time

wNTP & Time Settings
Active :
Obtain Time Zone from DHCP :
Primary Server: | ntp.ucsd.edu[US] v|
Secondary Server: [ntp_cis.strath.ac uk[UK] v|
Update Interval: |G | : |12 | (Days:Hours)
Time Display Format:

» To configure the NTP server using the Configuration File:

° Use the table below as reference.

Table 12-3: NTP Server Parameters

Parameter

Active
[system/ntp/enabled]

Primary Server
[system/ntp/primary_server_address]

Secondary Server
[system/ntp/secondary_server_address]

Update Interval
[system/ntp/sync_time]

Description

Enables the NTP server from which the phone
automatically retrieves the date and time.

= [O] Disable
= [1] Enable — obtains the time information

automatically from a configured NTP server
(default)

Defines the address of the main NTP server (this
can be a domain name, for example,
tick.nap.com.ar).

Defines the address of the secondary NTP server.

This sub-section defines how often the phone must
perform an update with the NTP server.

= [days] -defines the number of days
= [hours] - defines the number of hours

For example: To configure the phone to perform an
update with an NTP server every 1 day and 6 hours,
set the following:

system/ntp/sync_time/days=1
system/ntp/sync_time/hours=6
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Parameter Description
Update Interval The number of days.
[system/ntp/sync_time/days] The valid range is 0 to 7. The default of days is 0.
Update Interval The number of hours.
[system/ntp/sync_time/hours] The valid range is 0 to 24. The default is 12.
Time Display Format The format of the time displayed on the LCD screen.
[system/ntp/time_display_format] = [24Hour] (default)

= [12Hour]
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12.3

A\

Configuring NTP Server via DHCP

If the phone is set to obtain GMT offsets and NTP servers via DHCP (default), it receives the
following fields in the DHCP options:

B Primary Server and Secondary Server — (Option 4 or 42).

Note: If both options (4 and 42) are received, priority is given to Option 42.

B Time Zone — (Option 2)

The phone sends an NTP request to the Primary NTP server. If there is no response, the
NTP request is sent to the Secondary NTP server.

After obtaining the time from the server, it adds the GMT offset in Option 2. This is the
updated system time.
» To manually configure NTP / GMT offset via DHCP using Web interface:

1. Access the Date and Time page (Configuration tab > Advanced Applications menu
> Date and Time).

2. From the 'Obtain Time Zone From DHCP' drop-down list, select Disable.

Figure 12-5: Web Interface - NTP and Time Settings

Date And Time

wDaylight Saving Time

Active : Disable »
|«NTP & Time Settings
Active :
Obtain Time Zone from DHCP : W
121{';:12 | {(GMT 00:00) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London, Casablanca Monrovia v
Primary Server: |ntp.ucsd_edu[US] V|
Secondary Server: |ntp.cis.strath.ac.uk[UK] v|
Update Interval: |CI | 8 |12 | {Days:Hours)
Time Display Format:

A\

3. Configure the NTP and Time Settings according to the parameters in the table below,
and then click Submit.

Note: These values will have no affect if TimeZone is set to be obtained from DHCP. If
Time Zone and NTP server are manually set, the phone acts as described above but the
values are obtained from the Configuration File and not from DHCP.
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Table 12-4: NTP Server and GMT Parameters

Parameter

[system/ntp/gmt_offset]

Description

Default: 00:00

Enables the NTP server from which the phone
retrieves the date and time.
= [O] Disable (default)

= [1] Enable — obtains the time information
from a configured NTP server
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13

13.1

13.11

Configuring IP Network Settings

The following section shows how to configure IP Network Settings including:

B  Static IP Address
B Partial DHCP

Configuring Static IP Address

The static IP address can be configured using the following:

B Phone LCD

B Web interface and Configuration File

Configuring Static IP Address using the Phone's LCD

This section shows how to configure Static IP Address on the phone using the phone's LCD.

The LAN connection interface can be manually defined (static IP address) or automatically
provisioned using a DHCP server from where the LAN IP address is obtained.

» To configure the phone's LAN connection type:

1. Access and select the LAN Connection Type option (MENU key > Administration >

Network Settings).

(5 Bdriiniztration
1. Netwark Ssttings
c. SIF Accounts
3. Restore Defaults
4. Restart

[ Metwork Settings
1. LAM Connection Type
2. B02.1H Settings
3. VLA Settings
4 PC Port

2. Navigate to and select Static IP or Automatic IP (DHCP) IP addressing scheme.

3. If you select Static IP, continue with the next step (Step 4); else skip to Step 5.
4. Define a static IP addressing scheme:

c. Press the Edit softkey; the Static IP screen appears:

C 5 tatic IF PR
IP Addre=s

Edit Saue

d. To configure each required network parameter, i.e., IP Address, Netmask,
Gateway, Primary DNS and Secondary DNS, navigate to and choose the
parameter, and then press the Edit softkey, for example, navigate to IP Address
and press the Edit softkey:

A5 tatic IF P
IP Address
0.0.0.0

Metmazk
0.0.0.0
Edit Saue Back

e. Enter the new address in dotted-decimal notation, using the following keys:
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+ Navigation control: moves the cursor left or right in the IP address
¢ Clear softkey: deletes the digit to the left of the cursor.
f.  Press the Save and then Apply softkey.
5. Press the Save softkey.

13.1.2 Configuring IP Network Settings

This section shows how to configure IP Network settings using the Web interface or
Configuration File.

The phone's LAN configuration includes defining the method for obtaining an IP address.
The phone's IP address can be static whereby the IP address is manually entered, or
automatic whereby the IP address is acquired from a DHCP server. For Automatic IP, you
can manually define some of the main parameters.

» To define the phone's LAN settings using the Web interface:

1. Access the LAN Settings page (Configuration tab > Network Connections menu >
Network Settings).

Figure 13-1: Web Interface - Network Settings

whletwork Settings

IP Type: Q' Static IP Automatic IP (DHCP)
Domain Name: Manual
IP Address: 10.13.10.10 Manual
Subnet Mask: 255.255.0.0 Manual
Default Gateway Address: 10.13.0.1 Manual
Primary DNS: 0.0.0.0 Manual
Secondary DNS: 0.0.0.0 Manual

MAC Address:
LAN Port Mode: Auto Negotiation .
PC Port Mode: Auto Negotiation v

2. Configure the LAN parameters using the table below as reference, and then click
Submit.
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» To define the phone's LAN settings using the Configuration File:

o Use the table below as reference.

Table 13-1: Network Settings Parameters

Parameter

IP Type
[network/lan_type]

network/lan/fixed_ip

IP Address
[network/lan/fixed_ip/ip_address]

Subnet Mask
[network/lan/fixed_ip/netmask]
Default Gateway Address
[network/lan/fixed_ip/gateway]
Domain Name
[network/lan/fixed_ip/domain_name]
Domain Name Server (DNS)

Primary DNS
[network/lan/fixed_ip/primary_dns]

Secondary DNS
[network/lan/fixed_ip/secondary_dns]

Description

Defines the IP addressing method:

= [STATIC] Static IP (default)- Phone's IP address is
defined manually

= [DHCP] Automatic IP DHCP - Phone's IP address
is acquired automatically from a DHCP server

This subsection defines the relevant parameters if
'lan_type' is configured to STATIC or the
corresponding 'network/lan/dhcp’ parameter is set to
1.

The LAN IP address.

The subnet mask address.

The IP address of the default gateway.

The domain name.

The primary DNS server address.

The secondary DNS server address. The phone
connects to this server if the primary DNS server is
unavailable.
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13.2 Configuring Partial DHCP

Partial DHCP can be configured with the following parameters:

Table 13-2: Partial DHCP Parameters

Parameter
Partial DHCP

network/lan/dhcp

Domain Name - Manual
[network/lan/dhcp/domain_name/enabled]

IP Address - Manual
[network/lan/dhcp/ip_address/enabled]

Subnet Mask - Manual
[network/lan/dhcp/netmask/enabled]

[network/lan/dhcp/gateway/enabled]

Primary DNS - Manual
[network/lan/dhcp/primary_dns/enabled]

Secondary DNS - Manual
network/lan/dhcp/secondary_dns/enabled

Description

This subsection defines the parameters to
configure if 'lan_type' is configured to DHCP.

Enables setting the domain name manually.
= [0] Disable (default)
= [1] Enable

Note: If enabled, network/lan/fixed_ip/domain_name
must be set.

Enables setting the IP address manually.
= [0] Disable
= [1] Enable (default)

Note: If enabled,
network/lan/fixed_ip/ip_address must be set.

Enables setting the network mask manually.
= [0] Disable
= [1] Enable (default)

Note: If enabled, network/lan/fixed_ip/netmask
must be set.

Enables setting the default gateway manually.
= [0] Disable
= [1] Enable (default)

Note: If enabled, network/lan/fixed_ip/gateway
must be set.

Enables setting the primary DNS manually.
= [O] Disable (default)
= [1] Enable

Note: If enabled,
network/lan/fixed_ip/primary_dns must be set.

Enables setting the secondary DNS manually.
= [O] Disable (default)
= [1] Enable

Note:If enabled,
network/lan/fixed_ip/secondary_dns must be
set.
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Parameter Description
DHCP-Related Parameters

network/lan/dhcp/ntp/server_list/enabled Enables prioritization of the NTP server's
information received from the DHCP server
(Option fields 42 or 4), over the static
configuration
(system/ntp/primary_server_address and
system/ntp/secondary_server_address).

= [O] Disable

= [1] Enable (default)
network/lan/dhcp/ntp/gmt_offset/enabled Enables prioritization of the NTP GMT offset

information received from the DHCP server

(Option field 2), over the static configuration

(system/ntp/gmt_offset).

= [0] Disable

= [1] Enable (default)
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14  Configuring LAN and PC Port Settings

Port settings can be configured using the Web interface or Configuration File.

brackets while its corresponding Web values are written outside the square brackets, for

f Note: The optional values of the Configuration File parameters are enclosed in square
example, [1] Enable.

» To configure the phone's port settings using the Web interface:

1. Access the Network Settings page (Configuration tab > Network Connections menu
> Network Settings).

Figure 14-1. Web Interface - Network Settings - Port Mode

LAM Part Mode: Auto Megotiation b

P Port Mode: Auta Megotiation hd

2. Configure the parameters using the table below as reference, and then click Submit.

» To define the phone's port settings using the Configuration File:

° Use the table below as reference.

Table 14-1: Port Settings

Parameter Description
LAN Port Mode Sets the LAN port mode.
[network/lan/port_mode] Valid values are :

[AUTOMATIC] = Auto negotiation.
[FULL_10] = 10Mbps + full duplex
[FULL_100] = 100Mbps + half duplex
[HALF_10] = 10Mbps + full duplex
[HALF_100] = 100Mbps + half duplex
[FULL _ 1Gbps] = 1 Gbit/s port + full duplex

PC Port Mode Sets the computer port mode.
[network/pc/port_mode] See valid values above.
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15

Configuring VLAN Settings

You can configure VLAN settings using the Web interface or Configuration File.

» To configure the phone's VLAN settings using the Web interface:

1. Inthe Web interface access the Network Settings page (Configuration tab > Network
Connections menu > Network Settings).

Figure 15-1;: Web Interface - Network Settings - VLAN Settings

Netwark Settngs

VLAN Discovery Mode
[network/lan/vlan/mode]

wiVetwork Setbngs
¥ Type:
Darman Name
1P Address

Subnet Mask

Dafaust Gateway

Primary DNS
Secancary DNS
MAC Address
LAN Port Mode

PC Port Mode

whort Murornng

Actryste

wVLAN Settings

VLAN Discovery |

Period

PC Port VLAN

Address:

Mode

Activate;

8 static 1P Automatic 1P [DHCP)
v Manus!
v Manual
¥ Manual
v Manusl

0000 ¥ Manual

0000 ¥ Manual

Auto Negotiaton v

Ausio Negotiaton v

D=abls

Manual Configurataon of VLAN

2. Configure the settings using the table below as reference, and then click Submit.

» To configure the phone's VLAN settings using the Configuration File:

Parameter

Use the table below as reference.

Table 15-1: VLAN Settings

Description

Determines how VLAN is assigned to your IP phone, i.e., manually
or automatically, and if automatically, according to which protocol.

Disable [Disable]

Manual Configuration of VLAN [Manual] - If selected, the screen
extends to also display 'VLAN ID' and 'VLAN Priority' (see these
settings below) for static configuration of VLAN ID and priority.
See Section 15.1 below for a detailed explanation.

Automatic Configuration of VLAN (CDP) [CDP] - VLAN discovery
mechanism based on Cisco Discovery Protocol (CDP). See
Section 15.1 below for a detailed explanation.

Automatic Configuration of VLAN (LLDP) [LLDP] - VLAN
discovery mechanism based on LLDP. See Section 15.1 below
for a detailed explanation.

Automatic Configuration of VLAN (CDP+LLDP) [CDP_LLDP]
(default) - VLAN discovery mechanism based on LLDP and CDP.
LLDP is higher priority. See below for a detailed explanation.
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Parameter
Period
[network/lan/vlan/period]

VLAN ID
[network/lan/vlan/id]

Description

The time period, in seconds, between discovery messages when
configured to CDP, LLDP or CDP+LLDP. The default value is 30.

The VLAN ID. The valid range is 0 to 4096. The default is 0.

VLAN Priority The priority of traffic pertaining to this VLAN. The valid range is 0 to
[network/lan/vlan/priority] 7 (where 7 is the highest priority). The default is 0.

PC Port VLAN Activate Default = Disable [0]. Change to Enable (1) for the traffic from the
[network/lan/vlan/pc_port_ PC to the network to be VLAN-tagged.

tagging/enable]

15.1

1511

15.1.2

15.1.3

Configuring Manual or Automatic VLAN Assignment

You can configure the VLAN to be assigned manually or automatically to your IP phone. This
section shows when to configure what, and why.

Configuring Manual VLAN Assignment to the IP Phone

Configure manual assignment of the VLAN in order to set up two separate VLANs in your
enterprise, one for voice (your IP phone) and the other for data (your pc). Security
considerations may require this. If you configure manual assignment, the switch in your
enterprise will assign the VLAN to your IP phone. See Sections 13.1.1 and 13.1.2 for details.

Configuring Automatic VLAN Assignment to the IP Phone

Configure automatic assignment of VLAN if you do not need to separate voice from data,
i.e., if there are no security considerations requiring it. In this case, configure either:

B Automatic Configuration of VLAN (CDP) [CDP]
Automatic Configuration of VLAN (LLDP) [LLDP]-OR-
B Automatic Configuration of VLAN (CDP+LLDP) [CDP_LLDP]

What you select depends on whether the switch deployed in your enterprise supports Cisco-
proprietary Cisco Discovery Protocol (CDP), or LLDP (Link Layer Discovery Protocol) which
is a vendor-neutral protocol used by devices in an IEEE 802 LAN to advertise their identity,
capabilities, and neighbors. Not all switches support CDP. If you are not sure, select
'Automatic Configuration of VLAN (CDP+LLDP)'. LLDP includes enhanced LLDP for Media
Endpoint Devices, i.e., LLDP-MED, to specifically address voice applications.

Configuring VLAN via DHCP Provisioning Path

VLAN can be configured using (1) Link Layer Discovery Protocol (LLDP) (2) Cisco Discovery
Protocol (CDP) (3) DHCP Option 43, sub option 10 and (4) manually.

If (1) is unsuccessful, (2) is attempted.
If (2) is unsuccessful, (3) is attempted.
If (3) is unsuccessful, (4) is attempted.
The capability provides an alternative VLAN configuration option.
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16 Configuring SIP Settings

You can configure the following SIP settings using the Web interface or Configuration File:

General

Proxy and Registration
SIP Timers

SIP QoS

16.1 Configuring General SIP Settings

The

phone's General SIP settings can be configured using the Web interface or

Configuration File.

>
1.

To configure general SIP settings using the Web interface:

Access the Signaling Protocols page (Configuration tab > Voice Over IP menu >
Signaling Protocols).

Figure 16-1: Web Interface - Signaling Protocols- SIP General

w SIP General
SIP Transport Protocol: UOP »
SIP Local Port: 5060
Gateway Name:
PRACHK Mode: Enable +
Enable RPORT: Enable +
Include PTIME in SDP: Disable
Enable Keep Alive using CPTICNS: Disable
Connect Media on 180 Response: Disable
Elock Caller ID on Cutgoing Calls: Disable
Inceming Anenymous Call Blocking: Disable

2. Configure the SIP General parameters using Table 17-1 below as reference, and then

click Submit.
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» e General SIP parameters using the Configuration File:

o Use the table below as reference.

Table 16-1: SIP General Parameters

Parameter Description
SIP Transport Protocol Determines the transport layer for
[voip/signalling/sip/transport_protocol] outgoing SIP calls initiated by the
phone.
= [UDP] UDP (default)
= [TCP] TCP
= [TLS] TLS
TLS Port Defines the local TLS SIP port for
[voip/signalling/sip/tls_port] SIP messages.

The valid range is 1024 to 65535.
The default value is 5061.

[voip/signalling/sip/enable_sips] Relevant for TLS only, if enabled,
the request URI prefix will be
“sips:” otherwise, the prefix will
be “sip:”

Indicates the maximum time (in
milliseconds) that a subscription
waits from receiving 2xx response
for a SUBSCRIBE request, until
receiving the first NOTIFY
request. If the timer expires, the
subscription will be terminated.

SIP Local Port Defines the local SIP port (UDP
[voip/signalling/sip/port] or TCP) for SIP messages.

The valid range is 1024 to 65535.
The default value is 5060.

[voip/signalling/sip/subs_no_notify_timer]

Gateway Name Assigns a name to the phone.
voip/signalling/sip/proxy_gatewa The name is used as the host
Lvolp/sig gisipiproxy_g Y] part of the SIP URI in the From
header.
Note:

= Ensure that the name you
choose is the one with which
the Proxy is configured to
identify the phone.

= If not specified, the phone's IP
address is used (default).

PRACK Mode Determines whether the phone

[voip/signalling/sip/prack/enabled] sends PRACK (Provisional
Acknowledgment) messages

upon receipt of 1xx SIP reliable
responses.

= [O] Disable

= [1] Enable (default)
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Parameter

Enable RPORT
[voip/signalling/sip/rport/enabled]

Include PTIME in SDP
[voip/signalling/sip/sdp_include_ptime]

Enable Keep Alive using OPTIONS
[voip/signalling/sip/keepalive_options/enabled]

Keep Alive Period
[voip/signalling/sip/keepalive_options/timeout]

Connect Media on 180 Response

[voip/signalling/sip/connect_media_on_180]

Block Caller ID on Outgoing Calls
[voip/signalling/sip/block_callerid_on_outgoing_calls]

Description

Determines whether the phone
adds the 'rport' parameter to the
relevant SIP message (in the SIP
Via header).

= [0O] Disable (default)
= [1] Enable

Determines whether the phone
adds the PTIME parameter to the
SDP message body.

= [0O] Disable (default)
= [1] Enable

Determines whether keep-alive is
performed using SIP OPTIONS
messages sent to the Proxy.

= [O] Disable (default)
= [1] Enable

Defines the Proxy keep-alive time
interval (in seconds) between
Keep-Alive messages.

The valid range is 0 to 86400.
The default value is 300.

Determines whether the media is
connected upon receipt of SIP
180, 183, or 200 messages.
When the parameter is disabled,
media is connected upon receipt
of 183 and 200 messages only.

= [O] Disable (default)
= [1] Enable

Can be configured only if the
BroadSoft BroadWorks
application server is used.

When enabled, the outgoing

INVITE message is sent with an

anonymous From header and P-

Asserted-ldentityheader.

= [O] Disable (default)

= [1] Enable

For example:

= FROMheader contains
anonymous URI:
From: "Anonymous"
sip:anonymous@anonymous.i
nvalid

= P-Asserted-ldentityheader:
P-Asserted-ldentity: "1001"
1115551001 @proxy.net
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Parameter Description
Incoming Anonymous Call Blocking Can be configured only if the
[voip/signalling/sip/anonymous_calls_blocking] BroadSoft BroadWorks

application server is used.

When enabled, incoming INVITE
messages with anonymous From
header are rejected.

= [0O] Disable (default)

= [1] Enable

For example:
From:"Anonymous"<sip:anonymo
us@anonymous.invalid>

The phone responds with a SIP
403 "Forbidden" response.

[voip/signalling/sip/auth_retries] Defines the number of times
authenticated register messages
are re-sent if 401 or 407 SIP
responses with a different
"nonce" are received.

The valid range is 0 to 100. The
default value is 4.

[voip/signalling/sip/display_name_in_registration_msg/enabled] Sets the Display Name in the 'To'
and 'From' fields of the SIP
REGISTER message.
= [O] Disable (default)
= [1] Enable

[voip/signalling/sip/semi_transfer_with_no_cancel/enabled] Determines whether semi-
attendant transfer is performed
without sending the SIP CANCEL
message to the remote side.
= [O] Disable (default)
= [1] Enable
Note:
= In this flow ("with_no_cancel"),

the Transferor's User Agent
continues the transfer as an
attended transfer even after
the Transferor hangs up. This

is the recommended flow
defined by

http://tools.ietf.or
g/html/draft-ietf-
sipping-cc-
transfer-03.

= Existing / current behavior is
retained for backward
compatibility (disabled by
default)

Administrator’s Guide Version 2.2.12 93


http://tools.ietf.org/html/draft-ietf-sipping-cc-transfer-03
http://tools.ietf.org/html/draft-ietf-sipping-cc-transfer-03
http://tools.ietf.org/html/draft-ietf-sipping-cc-transfer-03
http://tools.ietf.org/html/draft-ietf-sipping-cc-transfer-03

3 GENESYS 16. Configuring SIP Settings

16.2 Configuring Proxy and Registration

This section shows how to configure Proxy and Registration settings using the Web interface
or Configuration File.
» To configure Proxy and Registration using the Web interface:

1. Access the Signaling Protocol page (Configuration tab > Voice Over IP menu >
Signaling Protocaols).

Figure 16-2: Web Interface - SIP Proxy and Registrar

Signaling Protocol

wSIP Proxy and Registrar
Use SIP Proxy:

m
=]
®
=2
o]
|;

—
=
%]
-~
.
[
=]
=

Proxy IP Address or Host Name:

Proxy Port: 060
Enable Registrar Keep Alive:

Maximum Number of Authentication Retries:
Use SIP Proxy IP and Port for Registration:
Use SIP Registrar:

Registration Expires: Seconds
Registration Failed Expires:

Use SIP Outbound Proxy:

Seconds

Use Redundant Outbound Proxy:

= SIS m 93
g8 == 8 '
oo Cllz|E o .
oo o @ -
| € LI ¢ <

Redundant Proxy Mode: |Disable v|

2. Configure Proxy and Registration parameters using the table below as reference, and
then click Submit.

» To configure Proxy and Registration using the Configuration File:

° Use the table below as reference.

Table 16-2: Proxy and Registrar Parameters

Parameter Description
Use SIP Proxy Determines whether to use a SIP Proxy
[voip/signalling/sip/use_proxy] server.
= [O] Disable (default)
= [1] Enable
[voip/signalling/sip/proxy_address] The IP address or host name of the SIP
proxy server. Default: 0.0.0.0
Proxy Port The UDP or TCP port of the SIP proxy
[voip/signalling/sip/proxy_port] server.

Range: 1024 to 65535. Default: 5060.
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Parameter

Enable Registrar Keep Alive
[voip/signalling/sip/registrar_ka/enabled]

Registrar Keep Alive Period
[voip/signalling/sip/registrar_ka/timeout]

Maximum Number of Authentication Retries
[voip/signalling/sip/proxy_timeout]

Use SIP Proxy IP and Port for Registration

[voip/signalling/sip/use_proxy_ip_port_for_registrar]

Use SIP Registrar
[voip/signalling/sip/sip_registrar/enabled]

Registrar IP Address or Host Name
[voip/signalling/sip/sip_registrar/addr]

Registrar Port
[voip/signalling/sip/sip_registrar/port]

Registration Expires
[voip/signalling/sip/registration_failed_timeout]

Registration Failed Expires
[voip/signalling/sip/registration_failed_timeout]

Description

Determines whether to use the registration
keep-alive mechanism based on SIP
OPTION messages.

= [0O] Disable (default)
= [1] Enable
Note:

= If there is no response from the server, the
timeout for re-registering is automatically
reduced to a user-defined value
(voip/signalling/sip/registration_failed_
timeout)

= When the phone re-registers, the keep-
alive messages are re-sent periodically.

Defines the registration keep-alive time
interval (in seconds) between Keep-Alive
messages.

Range: 40 to 65536. Default: 60.

The SIP proxy server registration timeout (in
seconds).

Range: 0 to 86400. Default: 3600.

Determines whether to use the SIP proxy's IP
address and port for registration. When
enabled, there is no need to configure the
address of the registrar separately.

= [O] Disable (default)
= [1] Enable

Determines whether the phone registers to a
separate SIP Registrar server.

= [O] Disable (default)
= [1] Enable

[Only displayed if the 'Use SIP Registrar’
parameter is enabled.]

The IP address or host name of the Registrar
server. Default: 0.0.0.0

[Only displayed if the 'Use SIP Registrar'
parameter is enabled.] The UDP or TCP port
of the Registrar server.

Range: 1024 to 65535. Default: 5060.

If registration fails, this parameter determines
the interval between the register messages
periodically sent until successful registration.
Range: 1 to 86400. Default: 3600.

If registration fails, this parameter determines
the interval between the register messages
periodically sent until successful registration.
Range: 1 to 86400. Default: 300.
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Parameter

Use SIP Outbound Proxy
[voip/signalling/sip/sip_outbound_proxy/enabled]

Outbound Proxy IP Address or Host Name
[voip/signalling/sip/sip_outbound_proxy/addr]

Outbound Proxy Port
[voip/signalling/sip/sip_outbound_proxy/port]

Use Redundant Outbound Proxy
voip/signalling/sip/redundant_outband_proxy/enabled

Redundant Oubound Proxy Address

[voip/signalling/sip/redundant_outbound_
proxy/address]

Redundant Outbound Proxy Port

[voip/signalling/sip/redundant_outbound_prox
y/port]

Redundant Outbound Proxy Keep Alive Period

[voip/signalling/sip/redundant_outbound_prox
y/keepalive period]

[voip/signalling/sip/register_before_expires_p
ercent]

Description

Determines whether an outbound SIP proxy
server is used (all SIP messages are sent to
this server as the first hop).

= [O] Disable (default)
= [1] Enable

[Only displayed if the 'Use SIP Outbound
Proxy' parameter is enabled.] The IP address
of the outbound proxy. If this parameter is
set, all outgoing messages (including
Registration messages) are sent to this Proxy
according to the Stack behavior. Default:
0.0.0.0.

[Only displayed if the 'Use SIP Outbound
Proxy' parameter is enabled.] The port on
which the outbound proxy listens.

Range: 1024 to 65535. Default: 5060.
Enable this parameter if you want to operate

with an outbound proxy server that will serve
as a backup if the first goes down.

[O] = Disabled
[1] = Enabled
Default: 0

[Only displayed if the 'Use Redundant
Outbound Proxy' parameter is enabled.]
Defines the IP address of the backup
outbound proxy server. Format: 0.0.0.0

[Only displayed if the 'Use Redundant
Outbound Proxy' parameter is enabled.]
Defines the port of the backup outbound
proxy server. If occupied by other enterprise
devices, you can configure another.

Default = 5060.

[Only displayed if the 'Use Redundant
Outbound Proxy' parameter is enabled.]
Defines how often a keep alive signal is sent
by the phone to the redundant outbound
proxy. Default: Every 60 seconds.

Allows administrators to configure the
registration expired time. The registration
expired time is that time that lapses before
the refresh registration message is sent.
Default: 15%. Non-percentage values are 5-
85. These represent the time that must lapse
before the new registration message is sent,
for example, 15% means that if the expiration
time is 100 seconds, the registration refresh
message will be sent after 85% of the
registration expiring timeout. In releases
before version 2.2.12, it was 33%.
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Parameter Description
Redundant Outbound Proxy Symmetric Mode [Only displayed if the 'Use Redundant
[voip/signalling/sip/redundant_outbound_prox = Outbound Proxy' parameter is enabled.]
y/symmetric_mode] [0] = Asymmetric (default) (never switch back

to the primary)
[1] = Symmetric (switch back to the primary
when available)

If asymmetric mode is configured and the
primary outbound server goes down, you'll
operate with the redundant outbound proxy
without ever reverting to the primary unless
the redundant outbound proxy also goes
down.

If symmetric mode is configured and the
primary outbound server goes down, an
attempt will be made to revert to the primary
outbound server.

Redundant Proxy Mode See the next section.
[voip/signalling/sip/redundant_proxy/mode]
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16.2.1 Configuring Proxy Redundancy

The Redundant Proxy feature allows the configuration of a backup SIP proxy server to
increase QoS stability. Once this feature is enabled, the phone identifies cases where the
primary proxy does not respond to SIP signaling messages. In these scenarios, the phone
registers to the redundant proxy and the phone seamlessly continues normal functionality,
without the user noticing any connectivity failure or malfunction with the primary proxy.

The Redundant Proxy feature can operate in one of the following modes:

B Asymmetric mode: The primary proxy is assigned a higher priority for registration
than the redundant proxy. Once the phone is registered to the primary proxy, it sends
keep-alive messages (using SIP OPTIONS messages) to the primary proxy. If the
primary proxy does not respond, the phone registers to the redundant proxy, but
continues sending keep-alive messages to the primary proxy. If the primary proxy
responds to these keep-alive messages, the phone re-registers to the primary
proxy.

B Symmetric mode: Both proxies are assigned the same priority for registration. Once
the phone is registered to a proxy, it sends keep-alive messages to this proxy. The
phone switches proxies only once the proxy to which it has registered, does not
respond.

For more information see the [voip/signalling/sip/redundant_proxy/symmetric_mode]
description in the SIP Proxy Server Redundancy Parameters table below.

Proxy Redundancy can be configured using the Web interface or Configuration file.

» To configure Proxy Redundancy using the Web interface:

1. Access the Signaling Protocol page (Configuration tab > Voice Over IP menu >
Signaling Protocols).

Figure 16-3: Web Interface - Proxy Redundancy

wSIP Proxy and Regestrar
Use SIP Proxy

Use SIP Registrar

Use SIP Outbound Proxy Disable v

Use Redunadant Outbound Praxy: Disabie v
Redundant Proxy Mode i'l‘-"'""’" ,7—, bk b
Redundant Proxy Adoress: 0000

Redundant Proxy Port 5060

Redundant Proxy Keep Alive Period; 60
' Switch back to Primary SIP proxy when avallable

2. Configure the Proxy Redundancy parameters using the table below as reference, and
then click Submit.
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» To configure Proxy Redundancy using the Configuration File:

o Use the table below as reference.

Table 16-3: SIP Proxy Server Redundancy Parameters

Parameter

[voip/signaling/sip/redundant_proxy/enabled]

Redundant Proxy Mode
[voip/signalling/sip/redundant_proxy/mode]

Redundant Proxy Address
[voip/signalling/sip/redundant_proxy/address]

Redundant Proxy Keep Alive Period

voip/signalling/sip/redundant_proxy/keepalive
_period

Redundant Outbound Proxy Port
voip/signalling/sip/redundant_proxy/port

Description

Mandatory for the phone to operate in
redundancy.

Commands the phone to operate with the
other voip/signalling/sip/redundant_proxy
parameters.

Mandatory for the phone to operate in
redundancy. Defines the two proxies' mode of
operation: Primary-Fallback or Simultaneous.
Defines a backup SIP proxy server to
increase QoS stability. Enable the parameter
if you want to operate with a proxy server that
will serve as a backup if the first goes down.

= Disable = (Default) Phone doesn't use
redundant proxy. If set to Disable in the
Web interface, it will set the previously
described ini file parameter
redundant_proxy/enabled as well.

= Primary-Fallback = Phone registered to
redundant proxy if the primary proxy does
not respond to SIP signaling messages.

= Simultaneous = Applies only in some
environments. If selected, dual registration
is performed; the phone registers
simultaneously to both servers. .

[Only displayed if the 'Redundant Proxy
Mode' parameter is enabled (Primary-
Fallback)]

Defines the IP address of the backup proxy
server. Default: 0.0.0.0

[Only displayed if the 'Redundant Proxy
Mode' parameter is enabled (Primary-
Fallback)]

Defines how often a keep alive message is
sent by the phone to the proxy server.
Range: 0 to 300.

Default: Every 60 seconds.

[Only displayed if the 'Redundant Proxy
Mode' parameter is enabled (Primary-
Fallback)]

Defines the UDP or TCP port of the backup
redundant proxy server. If occupied by other
enterprise devices, you can configure
another.

Range: 1024 to 65535. Default = 5060.
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Parameter

Switch back to Primary SIP proxy when available

[voip/signalling/sip/redundant_proxy/symmetri
c_mode]

Description

[Only displayed if the 'Redundant Proxy
Mode' parameter is enabled (Primary-
Fallback)]

The phone identifies cases where the primary
proxy does not respond to SIP signaling
messages. In these scenarios, the phone
registers to the redundant proxy and the
phone seamlessly continues normal
functionality, without the user noticing any
connectivity failure or malfunction with the
primary proxy.

[0] = Asymmetric (default). In this mode, the
primary proxy is assigned a higher priority for
registration than the redundant proxy. Once
the phone is registered to the primary proxy,
it sends keep-alive messages (using SIP
OPTIONS messages) to the primary proxy. If
the primary proxy does not respond, the
phone registers to the redundant proxy, but
continues sending keep-alive messages to
the primary proxy. If the primary proxy
responds to these keep-alive messages, the
phone re-registers to the primary proxy.
Therefore, the phone assigns the primary
proxy a higher priority for registration. If
asymmetric mode is configured and the
primary server goes down, an attempt will be
made to revert to the primary server.

[1] = Symmetric. In this mode, both proxies
are assigned the same priority for
registration. Once the phone is registered to
a proxy, it sends keep-alive messages to this
proxy. The phone switches proxies only once
the proxy to whom it has registered does not
respond. Therefore, the phone assigns both
proxies the same priority for registration. If
symmetric mode is configured and the
primary server goes down, you'll operate with
the redundant proxy without ever reverting to
the primary unless the redundant proxy also
goes down.

In both modes, the following applies:

If the phone is not registered (i.e., if the proxy
server — redundant or primary — to which the
phone currently tries to register does not
respond), the phone attempts to register to
an alternative proxy. These attempts continue
until the phone successfully registers.

If this feature is enabled and the user reboots
the phone, the phone registers to the last
proxy to which it was trying to register, and
not necessarily to the primary proxy.

100

Genesys 400 Series IP Phones



16. Configuring SIP Settings

16.2.2 Device Registration Failover/Failback

16.2.2.1 Failover

This feature enables a secondary server to take over the functions of the primary server on
the enterprise network, if SIP communication between the SIP access device and the primary
proxy server is blocked or delayed or the primary server isn't available.

No phone functionality is lost when the secondary server takes over.

Note:

e For failover to function, the Proxy DNS server must be configured with a list of the
names of the proxies, in order and priority, i.e, SRV record. Before the phone tries to
register, it performs an NAPTR / SRV query (see the table below for an explanation
of these). The DNS server send a prioritized list. The phone sends a Registration
request to the first SIP server; if it isn’t responsive in n time retries (i.e.,
'outgoing_request_no_response_timeout' parameter), it goes to the second, etc.,
until it gets a response.

e SIP Proxy/Outbound Proxy must be configured as the host name.

» To configure failover using the Configuration File:

° Use the table below as reference.

Table 16-4: Device Registration Failover Parameters

Parameter Description
SIP Transport Protocol Either:
[voip/signalling/sip/transport_protocol] = UDP (default)
= TCP

= TLS encryption

In the SIP protocol, Name Authority
Pointers (NAPTRs) are used to map
servers and user addresses. Combined
with Service Records (SRVs), they
enable determining the service types
available for a name, the name to use
for an SRV lookup, and the port and 'A’
DNS records to use to find the IP for the
service.

[voip/signalling/sip/outgoing_request_no_response_timeout_ms] This is the timeout, in milliseconds, that
lapses until the phone failovers to the
secondary proxy. Default: 32000

Outbound Proxy IP Address or Host Name Configure this parameter as an SRV
host name.

Outbound Proxy Port Configure a value of 65535 for this

[voip/signalling/sip/sip_outbound_proxy/port] parameter. Configure the parameter

when you're using an Outbound Proxy.
Either configure this parameter or the
parameter 'Proxy Port'.
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Parameter Description
Proxy IP Address or Host Name Configure this parameter as an SRV
host name.
Proxy Port Configure a value of 65535 for this
[voip/signalling/sip/proxy_port] parameter. Configure the parameter
when you're using a regular Proxy
server.

Either configure this parameter or the
parameter 'Outbound Proxy Port'.

Registrar Port Configure this parameter when you're
[voip/signalling/sip/sip_registrar/port] using a regular Proxy server.

16.2.2.2 Failback

» To configure failback using the Configuration File:

° Use the table below as reference.

Table 16-5: Device Registration Failback Parameter
Parameter Description

[voip/signalling/sip/failback_retry timeout] [Only applies to BroadSoft]. Applies only
if you're operating with the DNS mode of
failover, i.e., with a DNS server.
= [O] Disable (default) — it'll never try to

access back to the first one.

= [n] Time, in seconds, that must lapse
before failback is performed.
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16.3 Configuring a Line

This section shows how to configure a line.

Note: The Web interface page of the 440HD phone are shown here. The Web pages of
the 420HD / 405phones are identical, except:

A e on the 420HD/405phones, 'Line Mode' is not supported
e on the 420HD/405phones, 'Label’ is supported

e on the 420HD/405phones, two lines can be configured

» To configure aline using the Web interface:

1. Access the Line Settings page (Configuration > Voice Over IP > Line Settings):

Figure 16-4: Web Interface - Line Settings

e Settings
wline Settings
Lne Number i1V
une 1 Activate: Enable v
Line 1 Display Name: alien
Line 1 User ID 7000
Line 1 Authentication User Name: 7000
Une 1 Authentication Password seee
Une 1 Mode: Private Vv

2. Configure Line Mode using the table below as reference, and then click Submit.

» To configure line mode using the Configuration File:

° Use the table below as reference.

Parameter
Line Display Name
[voip/line/O/description]

Line Activate
[voip/line/O/enabled]

Line User ID
[voip/line/0/id]

Figure 16-5: Line Settings
Description

Defines the SIP User ID which is sent in “INVITE” packets to
the called party in the “From” field, and should appear to the
called party as “Caller ID”. Default: 400HD

Activates or deactivates the line. See also Section. Error! R
eference source not found..
[O] = Disabled (this is the default for the second line and
higher in the Configuration File)
[1] = Enabled (this is the default for the first line voip/line/0/
in

the Configuration File).
Defines the SIP User ID provided by the SIP server which the
phone attempts to associate itself with during the registration
process. This is also the default ID sent in the “INVITE” if the
Line Display Name above is left blank.

Default: 0
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Parameter Description
Line Authentication User Name Defines the SIP username credential used in the registration
[voip/line/O/auth_name] process when attempting to associate with the above Line ID.
Default: 0
Line Authentication Password Defines the SIP password associated with the above Line ID
[voip/line/O/auth_password] identifier during the registration process.
Default: 0
Line Label o Applies only to the 420HD and 405phone models.
[voip/line/0/extension_display] Defines the label displayed on the LCD screen.

16.4 Configuring Shared Call Appearance

Figure 16-6: Shared Call Appearance

Parameter

[voip/line/O/shared_call_appearance/  Default: 3600
call_info_expiration_timeout]

[voip/line/O/shared_call_appearance/ | Default: 60
call_info_subscription_failed_timeou

t]

[voip/line/O/shared_call_appearance/l Default: 15
ine_seize_expiration_timeout]

[voip/line/O/shared_call_appearance/ Default: 2
speed_dial_delay]

[voip/line/O/shared_call_appearance/ | Default: SILENCE
waiting_to_line_seize_tone]

Description
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16.5 Configuring SIP Timers

SIP Timers can be configured using the Web interface or Configuration File.

» To configure SIP timer settings using the Web interface:

1. Access the Signaling Protocol page (Configuration tab > Voice Over IP menu >
Signaling Protocaols).

Figure 16-7: Web Interface - Signaling Protocols - SIP Timers

v SIP Timers

Retransmission Timer T1: 500
Retransmission Timer T2: 4000
Retransmission Timer T4: 5000
INVITE Timer: 32000
Session-Expires: 1800
Min-SE: 90

2. Configure the SIP Timers parameters using the table below as reference, and then click
Submit.

» To configure SIP timer settings using the Configuration File:

° Use the table below as reference.

Table 16-6: SIP Timers Parameters

Parameter Description
Retransmission Timer T1 The time interval (in msec) between the first
[voip/signalling/sip/sip_t1] transmission of a SIP message and the first
- retransmission of the same message (according to
RFC 3261).
The valid range is 100 to 60000. The default value is
500.

Note: The time interval between subsequent
retransmissions of the same SIP message starts with
SipT1Rtx and is multiplied by two until SipT2Rtx. For
example (assuming that SipT1Rtx = 500 and SipT2Rtx
=4000):

= The first retransmission is sent after 500 msec.

= The second retransmission is sent after 1000
(2*500) msec.

= The third retransmission is sent after 2000 (2*1000)
msec.

= The fourth retransmission and subsequent
retransmissions until SIPMaxRtx are sent after 4000
(2*2000) msec.

Note also:

If dual registration / redundant Genesys server is
configured and the configuration file parameter
'voip/signalling/sip/redundant_proxy/dual_reg/t1' is then
configured, its value will override 'Retransmission Timer
T1'. See also Section A.1.17 and Section A.1.17.1.
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Parameter

[voip/signalling/sip/redundant_proxy/
dual_reg/tl]

Retransmission Timer T2
[voip/signalling/sip/sip_t2]

Retransmission Timer T4
[voip/signalling/sip/sip_t4]

INVITE Timer
[voip/signalling/sip/sip_invite_timer]

Session-Expires
[voip/signalling/sip/session_timer]

Min-SE
[voip/signalling/sip/min_session_interval]

[voip/signalling/sip/unregister_on_vo
ip_reload]

Description

Only relevant if dual registration / redundancy server is
configured. Allows quicker retransmission of SIP
messages than the Web interface parameter
"Transmission Timer T1' and overrides it if configured.
Default: 20 milliseconds. Range: 20-200.

The maximum interval (in msec) between
retransmissions of SIP messages (according to RFC
3261).

The valid range is 4000 to 60000.
The default value is 4000.
Note: The time interval between subsequent

retransmissions of the same SIP message starts with
SipT1Rtx and is multiplied by two until SipT2Rtx.

The SIP T4 retransmission timer according to RFC
3261.

The valid range is 5000 to 60000.
The default value is 5000.

The SIP INVITE timer according to RFC 3261.

The valid range is 0 to 65535. The default value is
32000.

The time (in seconds) at which an element considers
the call timed out if no successful INVITE transaction
occurs beforehand. This value is inserted into every
INVITE in the Session-Expires header unless it is
configured to 0. If the timer option tag is not part of the
supported list, the sessionExpires value is ignored.

The valid range is 0 to 65535. The default value is
1800.

The minimum value for the session interval that the
application is willing to accept.

The valid range is 0 to 65535. The default value is 90.

If the VolIP application needs to be reloaded, the
application by default sends a SIP Registration
message with Expires:0, which means unregister.

By setting this parameter to 1, the application will not
send the unregistration message when its reloaded.

106

Genesys 400 Series IP Phones



16. Configuring SIP Settings

16.6 Configuring SIP QoS

SIP Quality of Service (QoS) can be configured using the Web interface or Configuration
File.

» To configure SIP QoS using the Web interface:

1. Access the Signaling Protocol page (Configuration tab > Voice Over IP menu >
Signaling Protocaols).

Figure 16-8: Web Interface - Quality of Service

wQuality of Service Parameters

Type of Service (ToS): Ox60 Hexx

2. Configure the SIP QoS parameters using the table below as reference, and then click
Submit.

» To configure SIP QoS using the Configuration File:

° Use the table below as reference.

Table 16-7: SIP QoS Parameters
Parameter Description

Type of Service (ToS) QoS in hexadecimal format. This is a part of the IP header that defines
[voip/signalling/sip/tos] the type of routing service to tag outgoing signalling packets originated
from the phone. It informs routers that this packet must receive a
specific QoS.
The default value is 0x60.

Values can be set in decimal (e.g. 96) or hexadecimal (e.g. 0x60).

For information on configuring RTP QoS, see Section 19.3.
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16.7 Configuring SIP Reject Code

Reject Code can be configured using the Web interface or Configuration File.

» To configure Reject Code using the Web Interface:
1. Access the Services page (Configuration tab > Voice Over IP menu > Services >
General Parameters).
Figure 16-9: Web Interface - General Parameters - Reject Code
Reject Code: 603 -
2. Configure 'Reject Code' using the table below as reference, and then click Submit.
» To configure Reject Code using the Configuration File:
e Use the table below as reference.
Table 16-8: Reject Code Parameter
Parameter Description
Reject Code Configures the reject code that the phone sends when the

[voip/services/reject_code]

Reject softkey is pressed or while DND is activated.
Valid values are:

[CODE_603]

[CODE_486]
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17 Configuring Dialing

Dialing parameters can be configured using the Web interface or Configuration File.

17.1 Configuring General Dialing Parameters

General dialing parameters can be configured using the Web interface or Configuration File.

» To configure dialing using the Web interface:

1. Access the Dialing page (Configuration tab > Voice Over IP menu > Dialing).

Figure 17-1: Web Interface Dialing

wOialing Parameters
Dialing Timeout
Phone Number Length
Enable Dialing Complete Xey
Digling Complete Kay

Enable Replace Number Sign With Escape Chae

2. Configure the parameters using the table below as reference, and then click Submit.

» To configure dialing using the Configuration File:

° Use the table below as reference.

Table 17-1: Dialing Parameters

Parameter

Dialing Timeout
[voip/dialing/timeout]

Interdigit Short Timeout

[voip/dialing/interdigit_short_timeout]

Phone Number Length
[voip/dialing/phone_number_max_size]

Description

The duration (in seconds) of allowed inactivity between
dialled digits. When you work with a proxy, the number
you have dialled before the dialing process has timed out
is sent to the proxy as the user ID to be called. This is
useful for calling a remote party without creating a speed
dial entry (assuming the remote party is registered with
the proxy). Range is 0 to 10. Default = 5.

Shorter than 'Dialing Timeout' (see above). Default: 3
seconds. Implemented as 0S for the Dial Map. If a user
wants to make an international call by dialing 00 and
wants to dial the secretary/operator by dialing 0, the user
can do both by adding 0S to the Dial Map. For example, if
the digit map string= *xx|[2-9]11]|0S|[2-
Axxxxxxxxx|1xxx[2-9]xxxxxXx, it has 0S in it. When the
user dials 0, 0 will match 0S and will therefore start the
'Interdigit Short Timeout' timer. After this timeout, 0 is
dialed out. User can dial 00 or 0123 within the 'Interdigit
Short Timeout'. After the 'Dialing Timeout', the string is
dialed out.

The maximum length of shortcut numbers that you can
enter and the maximum number of digits that you can dial

Range is 3 to 32. Default = 32.
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Parameter

Enable Dialing Complete Key
[voip/dialing/dial_complete_key/enabled]

Dialing Complete Key
[voip/dialing/dial_complete_key/key]

No Answer Call Timeout
[voip/dialing/lunanswered_call_timeout]

[voip/dialing/on_hook_dialing]

[voip/dialing/allow_calling_self_extension]

Description

Enables the feature for defining a key to indicate that
dialing has completed. Pressing the Dialing Complete key
(defined below) forces the phone to make a call to the
dialled digits even if there is no match in the dial plan or
digit map.

= [O] Disable

= [1] Enable (default)

Note: This parameter is available only if the parameter
'voip/dialing/dial_complete key/enabled' is set to 1.

Defines the Dialing Complete key. The valid value is a
single character. The default value is the pound (#) key.

Timeout before the phone automatically sends a Cancel
message. When the phone makes a call and the other
side doesn't answer, the phone sends a Cancel after this
timeout. Range: 1 to 300. Default = 60.

Defines the dialing mode when phone is on hook and no
audio device is selected (when user enters digits on idle
state). Valid values are:

[Disable] = Ignore digits press. To initiate a call, users
will have to select audio device by pressing speaker or
headset keys or by picking headset.

[Open_default_audio_device] = default behavior — start
dialing via default audio device (usually speaker)
activated.

[Off_line_dialing] = don’t activate the default audio
device until pressing 'dial' , DTMF tones will not be heard
and dialing related features (such as 'dialing timeout',
'dial complete key', and more) will be disabled.

If disabled (default), calling the self-number (user ID) will
be blocked.

If enabled, the phone will send the invite although it is for
its own extension. (In some proxies this is how you
access voice mail).
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17.2 Configuring Auto Redial

The administrator is responsible for enabling/disabling the auto-redial feature. If enabled
and a called party is unavailable because they're busy (for example), the caller's phone's
LCD prompts Extension Busy. Activate auto redial on busy?

If the caller then activates auto-redial by pressing Yes, the busy extension is automatically

redialed every n seconds.

The administrator is also responsible for configuring this frequency.

» To configure auto redial using the Web interface:

1. In the Dialing page, scroll down until the Automatic Redial On Busy section (VoIP >

Dialing > Automatic Redial On Busy).

Figure 17-2: Automatic Redial On Busy

wAutomatic Redial On Busy

Activate:

Timeout:

Enable w
Seconds

2. Configure the parameters using the table below as reference, and then click Submit.

» To configure dialing using the Configuration File:

° Use the table below as reference.

Table 17-2: Automatic Redial On Busy Parameters

Parameter

Activate

[voip/dialing/automatic_redial_on_busy
/enabled]

Timeout

[voip/dialing/automatic_redial_on_busy
Iretry_timer]

Description

Allows the administrator disable/enable the feature.
[0]=Disabled

[1]=Enabled

Default: 0

Visible only if the feature is enabled. Range: 3-120.
Default: 30. If the feature is activated and the timer
lapses, an outgoing call to the busy destination is
established. If the feature is activated, a countdown
screen is displayed: Dialing <ext> within <x>s (Line
<n>) The screen shows the timer, the remote extension
and the line number.
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17.3 Configuring Dial Tones

Dial Tones settings can be configured using the Web interface or Configuration File.

» To configure Dial Tones using the Web interface:

1. Access the Dialing page (Configuration tab > Voice Over IP menu > Dialing).

Figure 17-3: Dialing Page - Tones

Dial Tone Timeost ) Seconos
Reorder Tone Teneout A0 Seconds
N Answer Call Timeout B0 Seconos
Howler Tong Timeout 120 Seconcs
secondary Dial Tone
Sscondary Dial Tone Key J

DTMF Transport Mode REC 26833 v
Digit Map

Dial ®ian

2. Configure the tones parameters using Table 18-3 below as reference, and then
click Submit.

3. Access the Services page (Configuration tab > Voice Over IP menu > Services)
and scroll down to the General Parameters.

Figure 17-4: Web Interface - Services Page - Tones

Stutter Tone Duration: 2500 meec
Cut of Service Behavior: Reorder Tone
Automatic Disconnect: Enable

4. Configure the tones parameters using Table 18-3 below as reference.

» To configure Dial Tones using the Configuration File:

° Use the table below as reference.

Table 17-3: Dial Tones Parameters
Parameter Description

Dial Tone Timeout Defines the maximum duration of the dial tone (in
seconds) after which the dial tone stops and a
reorder tone is played.

Range:1 to 300. Default: 30.

Reorder Tone Timeout Defines the maximum duration of the reorder
[voip/dialing/warning_tone_timeout] tone (in seconds) after which the reorder tone
- - stops and a howler tone is played.

Range:1 to 300. Default: 40.

Howler Tone Timeout Defines the duration (in seconds) of the howler
[voip/dialing/offhook_tone_timeout] tone. If the limit is exceeded, the howler tone

stops. The howler tone indicates that the phone
has been left in an off-hook state.

Range:1 to 300. Default: 120.

[voip/dialing/dialtone_timeout]
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Parameter

Secondary Dial Tone
[voip/dialing/secondary_dial_tone/enabled]

Secondary Dial Tone Key
[voip/dialing/secondary_dial_tone/key_sequence]

Out of Service Behavior
[voip/services/out_of service_behavior]

Stutter Tone Duration
[voip/services/msg_waiting/stutter_tone_duration]

Automatic Disconnect
[voip/dialing/automatic_disconnect]

Description

Enables the secondary dial tone.
= [O] Disable (default) - Phone doesn't use
secondary dial tone.

= [1] Enable - Phone plays secondary dial tone
if the secondary dial tone key is pressed (first
digit).

Defines the secondary dial tone is played if this is

the first key pressed.

Range:0 to 9. Default: 9.

Note: This parameter is available only if the

parameter 'voip/dialing/secondary_dial_tone/enabled'
is set to 1.

Determines whether a reorder tone is played
instead of a dial tone if you configured a
Registrar IP address and the registration failed.
= [NONE] No Tone

= [REORDER_TONE] Reorder Tone (default)

Defines the duration for which a stutter tone is
played when you have unheard messages.
Range:1000 to 60000.

Default: 2500.

Determines whether the phone automatically
goes idle (i.e. on-hook) when the last remaining
call is disconnected. This is only relevant when
the speaker or headset is used.

= [0] Disable
= [1] Enable (default)
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17.4

Configuring DTMF

Dual-Tone Multi-Frequency (DTMF) signaling can be configured using the Web interface or
Configuration File.

» To configure DTMF using the Web interface:

1. Access the Dialing page (Configuration tab > Voice Over IP menu > Dialing).

Figure 17-5: Web Interface - DTMF Transport Mode

DTMF Transport Mode: RFC 2833 + |

2. You can choose one of three available DTMF transport methods:

Inband

transport type.

4. Configure the parameter using the table below as reference, and then click Submit.

» To configure DTMF using the Configuration File:

° Use the table below as reference.

Table 17-4: DTMF Transport Mode

Parameter Description

DTMF Transport Mode DTMF transport mode.
[voip/media/out_of_band_dtmf] = [INBAND] Inband

- [RFC2833] RFC 2833 (default)
- [VIA_SIP] Via SIP

[voip/media/dtmf_via_sip_force_flag] Must be set to 1 to enable Via SIP as DTMF transport type.

A\

Note:

e The Web interface parameter 'DTMF Transport Mode' and the cfg file parameter
'voip/media/out_of band_dtmf' are related; changing one changes the other.

o |If the cfg file parameter 'voip/media/dtmf_via_sip_force_flag' is enabled, a SIP
message is sent in addition to the RTP message. If it is disabled, only one message
is sent, according to the selected DTMF transport type.
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17.5 Configuring Digit Maps and Dial Plans

Digit maps and Dial plans can be configured using the Web interface or Configuration File.

» To configure digit map and dial plan using the Web interface:

1. Access the Dialing page (Configuration tab > Voice Over IP menu > Dialing).

Figure 17-6: Web Interface - Digit Map and Dial Plan

Digit Map:

Dial Flan:

2. Configure the parameters using the table below as reference, and then click Submit.

» To configure digit map and dial plan using the Configuration File:

° Use the table below as reference.

//l'\ Note: Invalid Tokens will be ignored by the application.
»

Table 17-5: Digit Map and Dial Plan Parameters

Parameter Description
Digit Map Enables the administrator to predefine possible formats (or
[voip/signalling/sip/digit_map] patterns) for the dialed number. A match to one of the

defined patterns terminates the dialed number.
The valid value can be up to 256 characters.

There are two main formats for the digit map configuration.
The formats are distinguished by the separator ';' or '|'.

= Using '|' separator: The following constructs can be
used in each numbering scheme:

v
v

v

Digit: A digit from 0 to 9.

DTMF: A digit, or one of the symbols A, B, C, D, #,
or *. Extensions may be defined.

Wildcard: The symbol x which matches any digit (O
to 9).

* Range: One or more DTMF symbols enclosed
between square brackets ([ and ]).

Sub range: Two digits separated by hyphen (-)
which matches any digit between and including the
two. The subrange construct can only be used inside
a range construct, i.e., between [ and ].

Position: A period (.) which matches an arbitrary
number, including zero, of occurrences of the
preceding construct.

For example: [2-9]11]|0]100|101]011xxx.|9011xxx.[1[2-
IxxxxxxxxX|9 1[2-9]xxxxxxxXxx|9[2-
9oxxxxx|*xx|[8]xxxx|[2-7]xxx

This example includes the following rules:

v

v

[2-9]11: 911 rule: 211, 311, 411, 511, 611, 711, 811,
911 are dialed immediately

0: Local operator rule: After dialing 0 the phone waits
T seconds and then completes the call automatically
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Parameter

Dial Plan
voip/signalling/sip/number_rules

AN N N N U N N YN

L

v

v

v

Description

100: Auto-attendant default extension

101: Voicemail default extension

011xxx.: International rule without prefix

9011xxx.: International rule with prefix
1[2-9]xxxxxxxxx: LD rule without prefix
91[2-9]xxxxxxxxx: LD rule with prefix
9[2-9]xxxxxx: Local call with prefix

*xx: 2-digit star codes

[1-7]xx: A regular 3 digit extension that does not
start with 9 or 8 is dialed immediately

[2-7]xx: A regular 3 digit extension that does not
start with 9 or 8 or 1 is dialed immediately
[2-7]xxx: A regular 4 digit extension that does not
start with 9 or 8 or 1 is dialed immediately

[8]xxx: A 3 digit extension prefixed with an 8 (routes
calls directly to voicemail of extension xxx)
[8]xxxx: A 4 digit extension prefixed with an 8
(routes calls directly to voicemail of extension xxxx)
T: Refers to the Dialing Timeout.

= Using ';' separator: An 'X' in the pattern indicates any
digit. ;' separates between patterns.
For example: '10x;05xXxXxxXxxxX;4xxX'.
In this example, three patterns are defined. A number
that starts with 10 is terminated after the third digit, and
so on. If the user dials a number that does not match any
pattern, the number is terminated using the timeout or
when the user presses the pound ('#') key.

This parameter works in conjunction with the parameter
voip/signalling/sip/digit_map and enables translation of
specific patterns to specific SIP destination addresses.

An 'X' represents any dialed digit. Each backslash at the right
side of the '=' represents one of the dialed digits. Rules are
separated by the character ;.

The valid value can be up to 256 characters.
For example: '4xxx=Line_\\@10.1.2.3'
This rule issues a call to 10.1.2.3 with the SIP ID of Line_

followed by the last three digits of the dialed number.
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17.6 Configuring Headset LED to Stay On

IT administrators can configure the headset LED to stay on when the phone is on standby
and when it is in conversation mode.

Note: Headset must be configured as the default audio device for the feature to
function (see Section 17.7).

» To configure the headset LED to stay on:

o Use the table below as reference.

Table 17-6: Headset LED Parameter
Parameter Description

[voip/highlight_audio_device] Allows the headset LED to stay on when the phone is on
standby and when it is in conversation mode.

Functions only when headset is configured as the default

audio device.

Configure either:

= [NONE] (Default) Headset LED illuminates only when
the phone is in conversation mode.

= [HEADSET] = Headset LED illuminates when the phone
is on standby and when it is in conversation mode
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17.7 Configuring Default Audio Device

The default audio device (speaker or headset) can be configured using the Web interface or
Configuration File.

» To configure default audio device using the Web interface:

1. Access the Dialing page (Configuration tab > Voice Over IP menu > Dialing) and
scroll down to Default Audio Device.

Figure 17-7: Web Interface - Default Audio Device

wDefault Audic Device

Audio Dewvice: Speaker

2. Configure the parameter using the table below as reference and then click Submit.

» To configure default Audio Device using the Configuration File:

° Use the table below as reference.

Table 17-7: Audio Device Parameter

Parameter Description
Audio Device Sets the default audio device to answer or initiate a new call
[voip/answer_device] when no explicit audio device is set.
For example:

= When pressing the Answer softkey.

=  When initiating a call by speed dial key, call history or
phone directory.

= Answering talk event or auto-answer.

=  When starting to dial in 'on hook' mode.
Valid values are:

= [SPEAKER]

= [HEADSET]
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18 Configuring Ring Tones

This section shows how to configure and upload ring tones to the phone.

18.1 Configuring Distinctive Ring Tones

You can configure a phone to ring in a distinct tone per caller, thus facilitating caller
recognition and saving others from unnecessary disruptions to their activities if the phone is
shared.

» To configure a distinctive ring tone using the Web interface:

1. Access the Tones page (Configuration tab > Personal Settings menu > Tones) and
scroll down until 'Distinctive Ringing Setting'.

Figure 18-1: Web Interface — Distinctive Ringing

Distinctive Ringing Setting

10 Ringing Tone Types Ringing Tone Name
Ring01 w
Ring02 w
Ring03 w
Ring04 w

L9, [ B - 45 T L

2. Configure using the table below as a reference.

» To configure a distinctive ring using the Configuration File:

° Use the table below as a reference.

Table 18-1: Distinctive Ringing Parameters

Parameter Description

Ringing Tone Name A name to assign to a distinctive ring tone. The default ring
tone names are Ring01 — Ring11. (Optionally, you can
select and manually upload a customized ring tone — see
Section 18.3). If you do not enter a name, the phone
assigns the tone's filename (without the .wav file
extension) as the name of the tone.

[voip/distinctive_ringing/0-4/ringtone]

Ringing Tone Types This is the 'Alert-Info' header's content in the INVITE

[voip/distinctive_ringing/0-4/type] message. It should be configured in the SIP proxy or
P _ringing yp application server.

Used to distinguish between different calls.
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18.1.1 Example of Configuring a Distinctive Ring

This section shows how to configure a ring tone whose name is Ring05 to ring when the

Alert-Info Header received in the INVITE message contains external_calll.

» Example using the Configuration File:

B Configure parameter 'voip/distinctive_ringing/4/ringtone' to Ring05
B Configure parameter 'voip/distinctive_ringing/4/type' to externall_calll

» Example using the Web interface:

Figure 18-2: Web Interface — Distinctive Ringing

T o [ " Ringing Tone Types
1

H

Rnging Tone Name
Rngol =
Ringo2 ~
Rog0) ~

[

The Alert-Info header must contain external_calll, as shown below. This is the INVITE the

phone receives from the proxy / application server.

Figure 18-3: Example of the Alert-Info Header

W Frame 455: 736 bytes on wire (5888 bits), 736 bytes captured (5888 bits) on interface O
o Sthernet I1X, Src: Critical_9d:7f:81 (00:90:0e:9d;7f:81), Dst: AudioCod 48:ac:96 (00:90:8f:48:ac:96)
= Internet Protocol version 4, Src: 10.16.2.12 (10.16.2,12), Ost: 10,16.2,107 (10.16.2.107)
U User Datagras Protocol, Src fort: 3060 (5060), Ost Port: 5060 (5060)
session Inftiatfon protocol (INVITE)
. thuut-lirc:m!p:?.'.‘SOXO.lb.:.lo.‘:user-om SIP/2.0
vessage weader
W via: SIP/2.0/uoP 10,16, 2.12; brancheERGAUACCC TOLGGRQO00X
A From: «5ip:8888010.16.2,12; user~phones; Tag-XONDQYIDSVRPNOAGYISE
Y0: «<aip:7777910.16,2.107; user-phone>
Call-ID: ULRIIGRMIGOWKANSAYNMILO0, 16.2.12
W CSeq: 1 INVITE
Contact: «<sip:8888010.16.2.12>
Supported: em, 100rel timer replaces
Allow: REGISTER,OPTIONS,INVITE ,ACK CANCEL ,BYE NOTIFY, PRACK ,REFER,INFO, SUBSCRIBE
» O Arpscans gerator vi.0

content-Length: 155
§ Message Body

Flten s :-Ew Clest Appd Seve  (yvieg) &% Wemp) ACMAC ACESAnalus  Polyceen MAC
o, Tome Source Detwation Protocet Length Infe
455 12:30:59, 527476000 10.16.2.12 10.16.2.107 51p/s0P 736 Request: INVITE sip:7777610.16.2.107; user=phone
470 12:30:59. 576796000 10.16.2.107 10.16.2.12 510 $98 status: 180 Ringing |

The phone will play ring tone 5 irrespective of the selected line ring tone.
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18.2 Configuring CPT Regional Settings

It's important to match your phone's Call Progress Tones (CPT) to the country in which your
phone is located. This section shows how to configure it.

» To configure your region using the Web interface:

1. Access the Tones page (Configuration tab > Personal Settings > Tones).

Figure 18-4: Web Interface - Tones - Regional Settings

Regional Settings

Current Location: LIS, b

&nttentiun

» Changing the reqional settings pararmeters reguires a reboot

v
submit
2. From the 'Current Location' drop-down list, select the country in which your phone is
located. Use the table below as reference.

3. Click Submit.

» To configure regional location using the Configuration File:

° Use the table below as reference.

Table 18-2: Regional Parameters

Parameter Description
Current Location Defines the country in which your phone is located. The
[voip/regional_settings/selected_country] behavior and parameters of analog telephones lines

vary between countries. CPTs are country-specific. The
phone automatically selects the correct regional
settings according to this parameter. Supported
countries are:

= [Israel] Israel

= [China] China

= [France] France

= [Germany] Germany

= [Netherlands] Netherlands

= [UK] UK
= [Brazil] Brazil
= [ltaly] ltaly

= [Argentina] Argentina
= [Portugal] Portugal

= [Russia] Russia

= [Australia] Australia

= [USA] USA (Default)
= [India] India
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Parameter

[voip/regional_settings/use_config_file_values]

Call Progress Tones (CPT)

Description

Enables the user-defined CPT. When this parameter is
enabled, the 'selected_country' parameter is not
relevant and the CPT values below can be determined
by the user.

= [O] - Disable (default)
= [1] - Enable

Note: Up to 10 CPTs can be configured (voip/regional_settings/call_progress_tones/0...9).

[voip/regional_settings/call_progress_tones/%
d/enabled]

[voip/regional_settings/call_progress_tones/%
d/name]

[voip/regional_settings/call_progress_tones/%
d/cadence]

[voip/regional_settings/call_progress_tones/%
d/frequency_a]

[voip/regional_settings/call_progress_tones/%
d/frequency_b]

[voip/regional_settings/call_progress_tones/%
d/frequency_a_level]

[voip/regional_settings/call_progress_tones/%
d/frequency_b_level]

[voip/regional_settings/call_progress_tones/2/
name]

[voip/regional_settings/call_progress_tones/%
d/tone_on_Q0]

[voip/regional_settings/call_progress_tones/%
d/tone_off_0]

Enables the specific CPT.
= [O] - Disable
= [1] - Enable

Defines the name of the CPT.

Defines the cadence type of the tone.
= [0] - Continuous signal

= [1] - Cadence signal

= [2] - Burst signal

Defines the low frequency (in Hz) of the tone.

Range:300 - 1980 Hz, in steps of 1 Hz.
Unused frequencies must be set to zero.

Defines the high frequency (in Hz) of the tone.

Range:300 - 3000 Hz, in steps of 1 Hz.
Unused frequencies must be set to zero.

Output level of the low frequency tone (in -dBm) in Call
Progress generation. Range: 0 - 63, where 63 is mute.

Output level of the low frequency tone (in -dBm) in Call
Progress generation.Range:0 - 63, where 63 is mute.

Default: busy_tone The calling party hears a busy tone
if the called party's line is busy. The busy tone complies
with international telcom standards in traditional non-
VOIP telephony systems.

tone_on_0 to tone_on_3.

If the signal is Cadence or Burst, then this value
represents the on duration. If a Continuous tone, then
this value represents the minimum detection time. In
units of 10 msec.Range:0 - 10000.

tone_off 0 totone_on_3.

If the signal is Cadence, then this value represents the
off duration, in units of 10 msec. If not used, then set it
to zero. If the signal is Burst, only tone_off 0 is relevant.
It represents the off time that is required from the end of
the signal to the detection time.Range:0 - 10000.
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18.3 Uploading Ring Tones

New Ring Tones can be uploaded using the Web interface or Configuration File.

Note:

and 8-bit audio sample size or PCM 16-kHz audio sample rate and 16-bit audio
sample size, Intel PCM encoding).

e For the phone to use an uploaded ring tone, select it in the phone's LCD (see the
phone's User's Manual).

f e The ring tone file must be in WAV file format (A/Mu-Law, 8-kHz audio sample rate

» To upload aring tone using the Web interface:

1. Access the Tones page (Configuration tab > Personal Settings menu > Tones).

Figure 18-5: Web Interface - Upload Ringing Tone
Upload Ringing Tone (Available space for Additional Ringing Tone W&V Files: 1300KB)

Ringing Tone Name:

File Location:
Su-b;ml
D Ringing Tone Name Delete
Su-b;ml

Distinctive Ringing Setting

i(»] Ringing Tone Types Ringing Tone Name
1 Ringd1 -
2 Ring02 -
3 Ringl3 -
4 Ringl4 -
5 Ringls -

2. Inthe 'Ringing Tone Name' field, enter the name of the ring tone file to upload. If you do
not enter a name, the phone assigns the tone's file name (without the .wav file
extension) as the name of the tone.

3. Click the Browse button, navigate to the folder in which the ring tone file is located,
select the file, and then click Open; the file name and path is displayed in the 'File
Location' field.

Click Submit; the file is loaded to the phone and displayed in the Ring Tone Name list.
» To delete Ring Tones using the Web interface:

o  Select the 'Delete’ check boxes corresponding to the ring tone that you want to
delete, and then click Submit.

» To upload Ring Tones using the Configuration File:

° Use Table 18-3 below as reference.
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Table 18-3: Ring Tone Parameters

Parameter Description
Ringing Tone Name File Location The URI for retrieving the ring tones file. The ring
[provisioning/ring_tone_uri] tones can be compressed to zip or tgz files and

provided to the phone during provisioning.
For example:provisioning/ring_tone_uri=tones.tgz
Note:

= The ringtone file is downloaded only after boot up,
and not periodically.

= |f the tones file is new, the phone updates the
information, but does not reboot.

= For the feature to function, the file must first be
compressed to zip / tgz format. The phone won't
accept a simple .wav file format.

[personal_settings/lines/O/ring_tone] - Lets administrators set a ring tone for each line
[personal_settings/lines/3/ring_tone] extension (up to four line extensions). Administrators
- - can choose any one of the eleven ring tones available:
Ring01 - Ring11l

18.4 Configuring Beeps to Headsets when a Call Comes
in to a Call Center

You can configure a beep instead of ringing to be played to agents' headsets when a call
comes in to a Call Center. The beep is heard even if 'Auto answer' is configured to O.

» To play beeps to headsets instead of ringing:

° Use the table below as reference.

Table 18-4: Configuring Beeps to be Played to Headsets when Calls Come in

Parameter Description
[voip/beep_to_ringing_device/enabled] Enables/disables beeping the device.
= [O] Disable (default)
= [1] Enable

[voip/beep_to_ringing_device/number_of_beeps] @ If the feature is enabled, the number of
beeps must be configured. Default: 3.
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18.5 Configuring the Phone to play Fast Busy Tone if
Automatically Disconnected on Remote Side

You can configure the phone to play a fast busy tone if it is automatically disconnected on
the remote side. You can also configure for how long this fast busy tone is played. When the
phone plays the tone, it also displays a 'Disconnected' message for the same length of time.

» To configure this feature:

° Use the table below as reference.

Table 18-5: Configuring the Phone to Play a Fast Busy Tone when Automatically Disconnected
on Remote Side

Parameter Description

[enable_remote_disconnect_warningTone] Allows you to enable or disable playing a
fast busy tone if the phone is automatically
disconnected on the remote side.

= [0] (default) If the phone accepts an
incoming call and the remote side
automatically ends it (disconnects), the
phone does not play any tone and no
message is displayed.

= [1] If the phone accepts an incoming
call and the remote side automatically
ends (disconnects) it, the phone plays
a fast busy tone and displays a
Disconnected message (see the
parameter description below).

[voip/dialing/automatic_disconnect_delay_timer] = Defines for how long the fast busy tone is
played and for how long the 'Disconnected'
message is displayed if the warningTone
parameter above is enabled and the phone
is automatically disconnected on the
remote side. Default: 3000 ms.
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19 Configuring Media Settings

This section shows how to configure media settings.

19.1 Configuring Media Streaming

The Configuring Media Streaming feature can be configured using the Configuration File.
Configure the parameters using the table below as reference.

Table 19-1: Media Streaming Parameters

Parameter Description

[voip/medial/rtp_mute_on_hold] Mute sending RTP packets to remote in HOLD state.

= [0] - Disabled. RTP packets are sent to remote end
when in HOLD state.

= [1] - Enabled (default). RTP packets are not sent to
remote end when in HOLD state.

[voip/media/allow_multiple_rtp] Defines whether to allow multiple RTP streamsfrom
different remote ends to be played toward the phone in
a single call.
= [O] Disable (default)
= [1] Enable

[voip/medialignore_rfc_2833_packets] Defines whether to ignore playing DTMF when
RFC2833 arrives from the network.
= [O] Disable

= [1] Enable (default)

[voip/media/broken_connection_detection] If enabled an active call will be automatically
disconnected if no RTP packet is received within pre-
defined time.
= [O] Disable (default)
= [1] Enable

[voip/media/broken_connection_timeout] If no RTP packet arrives for an active call within this

timeout (in seconds), the connection will be considered
broken and the call will be disconnected. Default: 10.
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19.2 Configuring RTP Port Range and Payload Type

RTP Port Range and Payload Type can be configured using the Web interface or
Configuration File.

» To configure RTP Port Range and Payload Type using the Web interface:

1. Access the Media Streaming page (Configuration tab > Voice Over IP menu > Media
Streaming).

Figure 19-1: Web Interface - Media Streaming

wiedia Streaming Parameters

RTP Port Range - Contiguous Series of 4 Ports Starting From: 4000

DTMF Relay RFC 2833 Payload Type: 101

2. Configure 'RTP Port Range' and 'Payload Type'parameters using the table below as
reference, and then click Submit.

» To configure RTP Port Range and Payload Type using the Configuration File:

° Use the table below as reference.

Table 19-2: RTP Port Range and Payload Type Parameters
Parameter Description

DTMF Relay RFC 2833 Payload Type @ Defines the RTP payload type used for RFC 2833 DTMF

[voip/media/dtmf_payload] relay packets.
Range: 96 - 127. Default: 101.

RTP Port Range Defines the base port for the range of Real Time Protocol
[voip/media/media_port] (RTP) voice transport ports which the enterprise IT
- administrator must open on the network's firewall.
Default: 4000. Valid possible ports (if the default is
selected as base port): 4000-4023. If, for example, 5000
is selected as the base port, the valid possible ports will
be 5000-5023.
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19.3 Configuring RTP QoS

RTP QoS can be configured using the Web interface or Configuration File.

» To configure RTP QoS using the Web interface:

1. Access the Media Streaming page (Configuration tab > Voice Over IP menu > Media
Streaming).

Figure 19-2: Web Interface - Quality of Service

wiuality of Service Parameters

Type of Service (ToS): 0xha Hew

2. Configure the QoS parameter using the table below as reference, and then click
Submit.

» To configure RTP QoS using the Configuration File:

° Use the table below as reference.

Table 19-3: RTP QoS Parameter

Parameter Description
Type of Service (ToS) QoS in hexadecimal format. This is a part of the IP header
[voip/media/media_tos] that defines the type of routing service to tag outgoing voice

packets originated from the phone. It informs routers that this
packet must receive a specific QoS. The default value is
0xb8.

Values can be set in decimal (e.g., 184) or hexadecimal
(e.g., 0xb8). Default: 184.
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19.4 Configuring Codecs

Codecs can be configured using the Web interface or Configuration File.

» To define the Codecs using the Web interface:

1. Access the Media Streaming page (Configuration tab > Voice Over IP menu > Media
Streaming).

Figure 19-3: Web Interface - Media Streaming - Codecs

wCodecs
Codec Priority Codec Type Facletization Time (milliseconds)
1st Codec G.722/16000 hd 20 -
2nd Codec G.711, 64 Kbps, u-Law - 20 -
3rd Codec G.711, 64 Kbps, A-Llaw - 20 -
4th Codec G.729, 8 Kbps - 20 -
Sth Codec G.722/16000 - 20 -

2. Configure the parameters using the table below as reference, and then click Submit.

» To define the Codecs using the Configuration File:

° Use the table below as reference.

Table 19-4: Codec Parameters
Parameter Description

[voip/codec/codec_info/%d/enabled] Determines the codecs that you want to implement and
their priority. Up to five codecs can be configured, where
the first codec (i.e., voip/codec/0]/...) has the highest
priority. To make a call, at least one codec must be
configured. In addition, for best performance it is
recommended to select as many codecs as possible.

When you start a call to a remote party, your available
codecs are compared with the remote party's to
determine the codec to use. If there is no codec that both
parties have made available, the call attempt fails. Note
that if more than one codec is common to both parties,
you cannot force which of the common codecs are used
by the remote party's client. To force the use of a specific
codec, configure the list with only that specific codec.

The %d variable stands for the priority:
= [O] - Disabled
= [1] (default) - Enabled
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Parameter Description

Codec Type Name of the codec. The variable %d depicts the index
[voip/codec/codec_info /%d/name] number of the codec entry and its priority, where the first
- codec (i.e. voip/codec/codec_info/0/name=...) has the
highest priority. The valid codec parameters are:
= [G722] G.722 (default)
= [PCMA] G.711 A-Law
= [PCMU] G.711 Mu-Law
= [G729] G.729
= OPUS
For example, voip/codec/codec_info/0/name=G722.
Note:
= If OPUS is selected from the list of codecs on a phone
that doesn’t support the OPUS codec, a warning pops

up: 'The hardware doesn't support the OPUS codec'
(see the figure below).

= |f a call starts with the OPUS codec and the user
makes a conference call, the phone switches from the
OPUS codec to G.711 for the conference call.

Packetization Time Packetization time - length of the digital voice segment

[voip/codec/codec_info /%d/ptime] | that each packet holds.
The default is 20 millisecond packets, excluding G.723
which is 30 millisecond packets.

G.723 Bitrate Low or high bit rate for G.723.
[voip/codec/g723 bitrate] = [LOW] Low

= [HIGH] High (default)
[voip/codec/g722_bitrate] G.722 bit rate.

= [G722_64K] (default)

= [G722_56K]

= [G722_48K]

Note: Currently, only 64bps is supported.

[system/activation_keys/amr_coder] @ Activation key (string) required to unlock AMR coder
(relevant for supporting firmware only).

Figure 19-4: Web Interface - Media Streaming - Codecs

MO ST ey

)
C C C <«
CCicCi«
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20 Configuring Voice Settings

This section shows how to configure voice settings.

20.1 Configuring Gain Control

See Section 23.1 for detailed information.

20.2 Configuring Jitter Buffer

Jitter Buffer can be configured using the Web interface or Configuration File.

» To define Jitter Buffer using the Web interface:

1. Access the Voice page (Configuration tab > Voice Over IP menu > Voice) and
then scroll down to Jitter Buffer.

Figure 20-1: Web Interface - Voice - Jitter Buffer

wlitter Buffer

Minimum Delay (10 to 250 milliseconds): msec

Optimization Factor (1 to 13): 10 w

2. Configure the Jitter Buffer parameters using the table below as reference, and then
click Submit.

» To define Jitter Buffer using the Configuration File:

° Use the table below as reference.

Table 20-1: Jitter Buffer Parameters

Parameter Description
Minimum Delay The initial and minimal delay of the adaptive jitter
[voip/audio/jitter_buffer/min_delay] buffer mechanism, which compensates for

network problems. The value should be set
according to the expected average jitter in the
network (in milliseconds).

Range:10 to 150. Default: 10.

Optimization Factor The adaptation rate of the jitter buffer mechanism.

[voip/audioljitter_buffer/optimization_factor] = Higher values cause the jitter buffer to respond
faster to increased network jitter.

Range: 0 to 13. Default: 10.
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20.3 Configuring Silence Compression

The Silence Compression feature can be configured using the Web interface or
Configuration File.

» To configure Silence Compression using the Web interface:

1. Access the Voice page (Configuration tab > Voice Over IP menu > Voice) and
then scroll down to Silence Compression.

Figure 20-2: Web Interface - Voice - Silence Compression

wSilence Compression

Enable Silence Compression: Disable »

2. Configure the parameter using the table below as reference, and then click Submit.

» To configure Silence Compression using the Configuration File:

° Use the table below as reference.

Table 20-2: Silence Compression Parameters
Parameter Description

Enable Silence Compression Enables silence compression for reducing network

[voip/audio/silence_compression/enabled] = bandwidth consumption.
= [O] Disable (default)

= [1] Enable
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20.4 Configuring Noise Reduction

The Noise Reduction feature can be configured using the Web interface.

Note: It's strongly advisable not to change the default values without consulting
AudioCodes.

» To configure Noise Reduction using the Web interface:

1. Access the Voice page (Configuration tab > Voice Over IP menu > Voice) and
then scroll down to Noise Reduction.

Figure 20-3: Web Interface - Voice - Noise Reduction

Emable v
Enabls v
Disatie v

iv

2. Configure the parameters referring to the table below, and then click Submit.

Table 20-3: Noise Reduction Parameters
Parameter Description

Enable Noise Reduction Efficiently suppresses stationary background
noise (e.g. office noise) and enhances speech by
improving SNR (Signal to Noise Ratio) and
emphasizing the important features of the desired
speech signal. On the phones, an additive noise is
captured due to environmental settings, such as
office noise, air conditioning, etc.

= Disable
= Enable (default)
Enable Noise Reduction Suppression Enables NRS.
= Disable
= Enable (default)
Enable Noise Reduction Post Gain Enables the noise reduction post gain. The post

gain is additional attenuation of the signal which is
performed after the noise reduction operation. It is
needed if the noise is highly non-stationary or of
low SNR. Note that the post gain attenuates also
the speech signal.

= Disable (default)
= Enable

Stationary Level:(0-3) Configures the noise reduction sensitivity to
stationary noise.
0 = sensitive to stationary noise only.
3 = sensitive to highly non-stationary noise.

Default: 2

Maximal Attenuation:(0-15) Defines the maximal noise attenuation during
noise-only periods. Default: 2.
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20.5 Configuring Echo Cancellation

Note:

e |tis strongly advisable to leave the echo cancellation parameters at their defaults
and not to configure different values.

e Contact your AudioCodes representative if you encounter an echo cancellation
related issue.

You can view the following echo cancellation related parameters in the Configuration File
(Management tab > Manual Update > Configuration File).

voip/audio/echo_cancellation/enabled
voip/audio/echo_cancellation/extended_nlp/enabled
voip/audio/echo_cancellation/handset/HPF_mode

voip/audio/echo_cancellation/headset/HPF_mode

|
|
|
B voip/audio/echo_cancellation/handsfree/HPF_mode
|
B voip/audio/echo_cancellation/nlp/max_delay

|

voip/audio/echo_cancellation/nlp/mode
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21

21.1

Configuring Extension Lines

Using the Phone LCD

Before you can make a call, you must configure an extension line (SIP account). This section
shows how to configure an extension line using the phone's LCD.

>
1.

To configure an extension line using the phone's LCD:

Access the SIP Accounts screen (MENU key > Administration menu > SIP Accounts).

[E Rdministratisn ¢t B EIP fecounts 2345
1. hetwork Sattings

3. Restore Defaults
4 Restart

To add a new line extension (SIP account), press the Add softkey (or skip to Step 3 to
define an existing line extension (SIP account).

[ SIP Riecounts FITT

c.Line 1

Navigate to the added line and then press the Select softkey; the SIP Details screen
appears.

[B151P Dt ails 23
1. Line MHode
2. Uzer IO

3. Display Marme
4, Authentication Mare

Choose the required SIP parameter, and then press the Select softkey to define it:
e UserlD

e Display Name

e  Authentication Name

e  Authentication Password

e  SIP Proxy Address

After each parameter setting, press the Save softkey to save the setting.

After completing configuring SIP account settings, press the Back softkey until you're
prompted that the phone is rebooting. The LCD indicates a warning message: 'Phone
is rebooting to apply new settings'.

Fhone is rebooting
to apply new settings...

21.2 Using the Web Interface and Configuration File
This section shows how to configure an extension line (SIP account) using the Web interface
and Configuration File.
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Note: The Web interface page of the 440HD phone are shown here. The Web pages of
f the 420HD / 405phones are identical, except that on the 420HD/405phones:

e 'Line Label' is displayed instead of 'Line Mode'
e two lines can be configured

» To configure an extension line (SIP account) using the Web interface:

1. Access the Line Settings page (Configuration tab > Voice Over IP menu > Line

Settings).

Figure 21-1: Web Interface - Line Settings

wLine Settings

Line Number:

Line 1 Activate:

Line 1 Display Name:

Line 1 User 1D:

Line 1 Authentication User Name:
Line 1 Authentication Password:
Line 1 Label:

Line 1 Mode:

1
Enable -
440HD

4263

4263
LTI
Private

2. Configure the Line Settings using the table below as reference, and then click Submit.

» To configure an extension line (SIP account) using the Configuration File:

° Use the table below as reference. %d refers to the line number.

Table 21-1: Line Parameters

Parameter

Line Activate
[voip/line/%d/enabled]

Line User ID
[voip/line/%d/id]

Line Display Name
[voip/line/%d/description]

Line Authentication User Name
[voip/line/%d/auth_name]

Description

Activates or deactivates the line. See also Section. Error! R

eference source not found..

[O] = Disabled (this is the default for the second line and
higher in the Configuration File)

[1] = Enabled (this is the default for the first line
voip/line/0/ in the Configuration File).

Lines VolIP user's ID for identification to initiate and accept
calls.
The user's ID can be up to 30 characters.

Arbitrary name to intuitively identify the line and that is
displayed to remote parties as your caller ID.

User name provided to you from the VolIP service provider.
This is used when sending a response to Unauthorized or
Proxy Authentication Requested (401/407).

The authentication name can be up to 35 characters.
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Parameter Description
Line Authentication Password Password provided to you from the VolP Service Provider.
[voip/line/%d/auth_password] This is used when sending a response to Unauthorized or

Proxy Authentication Requested (401/407).
The authentication password can be up to 35 characters.

Line Label [Only applies to the 420HD and 405phones]

[voip/line/%d/extension_display] Set the string that will be displayed in the phone LCD for
local extension. If not set, the local extension displayed will
be the user ID (self-number).

/'\ Note: You can activate DnD per phone line (see Section 22.8).
»
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22 Configuring Supplementary Services

You can configure various supplementary services supported by your phone such as Call
Waiting, Call Forwarding, Three-way Conferencing, and Message Waiting Indication (MW1).

22.1 Selecting the Application Server

By default, the phone is set for a generic application server. However, you can select a
specific third-party application server as described below.

Note: Configuration of specific supplementary services depends on the third-party
application server used in your organization.

» To select the application server using the Web interface:

1. Access the Services page (Configuration tab > Voice Over IP menu > Services).

Figure 22-1: Web Interface - Services

Services
rwApplication Server
Type:
Asterisk —
wCall Waiting BSFT
; Coral —
et Metaswitch
Call Waiting SIP Reply: FreeSWITCH
2. Select the application server and then click Submit. Use the table below as reference.
» To select the application server using the Configuration File:
e Use the table below as reference.
Table 22-1: General Supplementary Services Parameters
Parameter Description
Type Defines the type of the application server to
[voip/services/application_server_type] which the device is registered.
= [Generic] Generic (default)
= [Asterisk] Asterisk
= [BSFT] BroadSoft
= [Coral] Coral
» [Metaswitch] Metaswitch
= [FreeSWITCH] FreeSWITCH
Note: Parameters unique to the selected
application server become applicable in
addition to this page's parameters.
Presence Only displayed if the application server

[system/current_user_presence_status/enabled] = selected [FreeSWITCH] supports it. Enables
the presence feature. The DND softkey on the
phone is replaced by Status; the phone shows
and publishes the presence status.

Feature Key Synchronization Only displayed if BSFT is selected.
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22.2 Configuring Call Waiting

Call Waiting can be configured using the Web interface or Configuration File.

» To configure call waiting using the Web interface:

1. Access the Services page (Configuration tab > Voice Over IP menu > Services).

Figure 22-2: Web Interface - Services - Call Waiting

wCall Waiting

Activate: Enable
Call Waiting SIP Reply:

Generate Tone:
2.  Configure the Call Waiting parameters using the table below as reference, and then
click Submit.

» To configure call waiting using the Configuration File:

° Use the table below as reference.

Table 22-2: Call Waiting Parameters

Parameter Description
Activate Enables the Call Waiting feature.
[voip/services/call_waiting/enabled] = [O] Disable
= [1] Enable (default)
Call Waiting SIP Reply Determines the SIP response that is sent when another

[voip/services/call_waiting/sip_reply] call arrives while a call is in progress:
= [RINGING]RIinging - 180 Ringing
= [QUEUED]Queued (default) - 182 Queued

Generate Tone Deternines whether the phone plays a call waiting tone:
[/voip/services/call_waiting/generate = [0] The phone doesn’t play a call waiting tone.
_tone/enabled] » [1] The phone plays a call waiting tone (default).
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22.3 Configuring Call Forwarding

Call Forwarding can be configured using the Web interface, Configuration File, or phone
LCD. In a BroadSoft environment, Call Forwarding can be configured in the BroadSoft
BroadWorks application server (see under Appendix A for detailed information).

» To configure call forwarding using the Web interface:

1. Access the Services page (Configuration tab > Voice Over IP menu > Services).

Figure 22-3: Web Interface - Services - Call Forward

Call Forward

Enable: Enable v
Activate: | Enabio B!

Call Forward Type No Reply v
Forward on No Reply Timeout (4] Seconds

Forward Destinaton

2. Configure the Call Forwarding parameters using the table below as reference, and then
click Submit.

» To configure call forwarding using the Configuration File:

° Use the table below as reference.

Table 22-3: Call Forward Parameters

Parameter Description
Enable Enables the Call Forward feature.
[voip/line/%d/call_forward/enabled] = [0] Disable
= [1] Enable (default)
Activate Activates call forwarding, if it was enabled with the
[voip/line/%d/call_forward/active] parameter above.
= [O] (default) - Disable
= [1] Enable

Note: Call Forwarding is typically activated in the
phone's LCD screen (see the User's Manual).

Call Forward Type Determines the condition on which incoming calls are

[voip/line/%d/call_forward/type] forwarded to another destination:

= [Unconditional] Unconditional - incoming calls are
forwarded independently of the status of the line.

= [Busy] Busy- incoming calls are forwarded only if
the phone is busy.

= [No_Reply] No Reply (default) - incoming calls are
forwarded only if the phone does not answer
before a user-defined timeout.

Forward on No Reply Timeout If calls are forwarded when the condition is No-Reply,
[voip/line/%d/call_forward/timeout] then this parameter defines the time (in seconds) after
- which incoming calls are forwarded when this is no
reply. Range:0 - 7200. Default: 6.

Forward Destination The destination to which the call is directed when call
[voip/line/%d/call_forward/destination] = forward is activated.
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» To configure call forwarding using the phone's LCD:

B See the User's Manual for detailed information.
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22.4 Configuring a Conference

Three-way conferencing can be configured using the Web interface or Configuration File.

» To configure three-way conferencing using the Web interface:

1. Access the Services page (Configuration tab > Voice Over IP menu > Services).

Figure 22-4: Web Interface - Services - Conference

wConference

Made: Remote -

Remote Conference Media Server: 0.0.0.0

2. Configure the conferencing parameters using the table below as reference, and then
click Submit.

» To configure three-way conferencing using the Configuration File:

° Use the table below as reference.

Table 22-4: Conference Parameters
Parameter Description

Mode Sets the conference mode (when establishing 3-
Way Conference).

[LOCAL] = phone will establish the conference by
itself.

[REMOTE] = phone will use remote media server
to establish the conference.

[/voip/services/conference/mode]

Remote Conference Media Server Relevant only if 'Mode'(above) is REMOTE.
Defines the media server for establishing remote

[/voip/services/conference/conf_ms_addr]
conference.

For more information on this new feature, refer to RFC 4579, Session Initiation Protocol (SIP)
- Call Control - Conferencing for User Agents.

22.5 Allowing the Initiator to Drop out of a Conference

The phone can be configured to allow the initiator of a 3-way conference to drop out the
conference when they on-hook the phone.

» To configure the capability using the Configuration File:

° Use the table below as reference.

Table 22-5: Allowing a Conference Initiator to Drop Out when On-Hooking

Parameter Description
[voip/drop_from_3wc_when_on_hook] Allows the initiator of a 3-way conference to drop
out of the conference when they on-hook the
phone.

[0] = The initiator won't drop out of the conference
when they on-hook the phone.

[1] = The initiator will drop out of the conference
when they on-hook the phone.
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22.6 Configuring Automatic Dialing

Automatic Dialing can be configured using the Web interface or Configuration File.

» To define Automatic Dialing using the Web interface:

1. Access the Dialing page (Configuration tab > Voice Over IP menu > Dialing).

Figure 22-5: Web Interface - Dialing - Automatic Dialing

rwAutocmatic Dialing
Activate: Enable +
Timecut: 15 Seconds
Destination Phone Number: 0

2. Configure dialing options according to the parameters in the table below, and then click
Submit.

» To define Automatic Dialing using the Configuration File:

° Use the table below as reference.

Table 22-6: Automatic Dialing Parameters

Parameter Description
Activate Determines whether automatic dialing is enabled (i.e.,
[voip/dialing/auto_dialing/enabled] phone number is automatically dialed when you off-

hook the phone).
= [O] Disable (default)

= [1] Enable
Timeout Timeout (in seconds) before automatic dialing occurs
[voip/dialing/auto_dialing/timeout] after the phone is off-hooked. When set to 0,

automatic dialing is performed immediately.
The valid range is 0 to 120. The default value is 15.

Destination Phone Number The number that is automatically dialed when the

[voip/dialing/auto_dialing/destination] = Phone is off-hooked.
The valid value can be up to 32 characters.

22.7 Configuring Automatic Answer

The Automatic Answer feature is configured using the Configuration File. Use the table below
as reference.

Table 22-7: Automatic Answer Parameters

Parameter Description
[voip/auto_answer/enabled] Enables the Automatic Answering feature.
= [O] Disable (default)
= [1] Enable

When this parameter is enabled and an incoming SIP
INVITE message is received containing information
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Parameter Description

that informs the IP phone to automatically answer the
call, the phone answers the call immediately or after
a timeout, depending on the auto-answer type
specified in the INVITE message:

= Phone answers after atimeout: The phone
automatically answers the call after a timeout if
the INVITE message includes a SIP Call-Info
header with a tag value, answer-after=set to a
number representing the timeout. During the
timeout interval, the phone rings normally. If the
call is answered or rejected during this interval,
then the automatic answering mechanism is not
used. However, if the phone is left to ring
throughout the timeout interval, it automatically
answers the call once this timeout expires.
= Phone answers immediately: The phone
answers the call immediately in any of the
following cases:
= |f the SIP Alert-Info header contains the tag
value ring answer.
= |f the SIP Alert-Info header contains the tag
value info=alert-autoanswer.

Note:

= [f the SIP Call-Info header includes all the above
answer types or any two different types (i.e.,
answer-after=, ring answer, and alert-
autoanswer), the answer-after= type takes
precedence.

= [f there is an existing call when an INVITE
message for automatic answer is received, the
existing call is automatically put on hold.

[voip/talk_event/enabled] Enables the 'talk’ event feature.
= [O] Disable (default)
= [1] Enable

The phone automatically answers an incoming call if
it receives a SIP NOTIFY message with the 'talk’
event. If a call is already in progress, the call is put
on hold and the incoming call is answered.
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Parameter

[voip/advanced_auto_answer/activated]

[voip/advanced_auto_answer/timeout]

[voip/advanced_auto_answer/type]

Description

= [O] Disable (default)
= [1] Enable

If 'advanced_auto_answer' is activated and if the
'type' parameter is set to SIP_Header (see below),
auto-answer will be triggered according to incoming
INVITE SDP headers (Alert-info / answer-after). See
'voip/auto_answer/enabled' above for more
information.

If 'advanced_auto_answer' is activated and if 'type' is

set to Manual (see below), auto-answer will be

triggered according to the value of the parameter

‘voip/advanced_auto_answer/timeout’ (in seconds):

= [5] = 5 seconds (default)

= [O] = immediately

The timeout before the call is answered (in seconds).

Range: 0 — 60 (seconds)

= [5] = 5 seconds (default)

= [0] = immediately

= SIP_Header (default) = identical to the parameter
'voip/auto_answer/enabled' described above

= Manual = the phone automatically answers
incoming calls according to the timeout configured
in the 'voip/advanced_auto_answer/timeout’
parameter
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22.8 Configuring Do Not Disturb (DnD)

The Do not Disturb (DnD) feature can be configured using the Web interface or Configuration
File. It can also be configured in BroadSoft's BroadWorks (see under Appendix Error! R
eference source not found.).

» To configure DnD using the Web interface:

1. Access the Services page (Configuration tab > Voice Over IP menu > Services).

Figure 22-6: Web Interface - Services - DnD

wDND (Do Not Disturb)
Enable: Enable v

2. Configure using the table below as reference, and then click Submit.

» To configure DnD using the Configuration File:

° Use the table below as reference.
Table 22-8: Do Not Disturb Parameters

Parameter Description

Enable Enables the DnD feature.

[voip/services/do_not_disturb/enabled] = [O] Disable
= [1] Enable (default)

Activate Activates the DnD feature per phone line, if the
[voip/line/%d/do_not_disturb/activated] parameter 'voip/services/do_not_disturb/enabled' is
o enabled.

= [O] - Activate (default)

= [1] - Deactivate

Three DnD configurations are possible in phones'
idle screens: (1) If DnD is disabled, no notification
will be displayed (2) If DnD is enabled for one line
extension, one notification is displayed (3) If DnD is
configured for two line extensions, two notifications
are displayed.

Note: DnD can also be activated using the LCD
screen interface (more common).

» To configure DnD in the phone's LCD:

B Refer to the User's Manual for detailed information.
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22.9

Configuration File.

Configuring Message Waiting Indication

The Message Waiting Indication (MW!I) feature can be configured using the Web interface or

» To configure MWI using the Web interface:

1. Access the Services page (Configuration tab > Voice Over IP > Services).

Figure 22-7: Web Interface - Services - MWI

riMessage Waiting Indication (MWI)

Voice Mail Number:

Activate:

Subscribe To MWI:

MWI Server IP Address or Host Name:
MWI Server Port:

MWI Subscribe Expiry Time:

Enable +
Enable |+
0000
5060

3600

Seconds

2. Configure using the table below as reference, and then click Submit.

» To configure MWI using the Configuration File:

° Use the table below as reference.

Table 22-9: MWI Parameters

Parameter

Voice Mail Number
[voip/services/msg_waiting_ind/voice_mail_number]

Activate
[voip/services/msg_waiting_ind/enabled]

Subscribe To MWI
[voip/services/msg_waiting_ind/subscribe]

MWI Server IP Address or Host Name
[voip/services/msg_waiting_ind/subscribe_address]

MWI Server Port
[voip/services/msg_waiting_ind/subscribe_port]

MW1 Subscribe Expiry Time
[voip/services/msg_waiting_ind/expiraition_timeout]

[voip/services/msg_waiting_ind/always_send_port]

Description

Defines the extension number for accessing
your voice mail messages.

= The valid value is up to 64 characters.

Enables the MWI feature.

= [0] Disable

= [1] Enable (default)

Determines whether the phone registers to
an MWI| server.

= [O] Disable (default)

= [1] Enable

The IP address or host name of the MWI
server. Default: 0.0.0.0

The port number of the MWI server.
Range: 1024-65535. Default: 5060.

The interval between the MWI Subscribe
messages.

Range:0-86400. Default: 3600
If the SIP port is the default port (i.e. 5060),

then remove it from the Request-URI of the
MWI SUBSCRIBE.

= [0] Disable
= [1] Enable (default)
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22.10 Configuring Advice of Charge

The Advice of Charge (AOC) feature can be configured using the Web interface or
Configuration File. The feature permits an accurate estimate of the size of the bill which will
eventually be charged to be displayed.

» To configure AOC using the Web interface:
1. Access the Services page (Configuration tab > Voice Over IP menu > Services) and
then scroll down to AOC Support.
Figure 22-8: Web Interface - Services — AOC Support
wADC SUDEOT
Enatded: Enabla £%
Currency usd
Reatia: 1
2. Configure the AOC parameters using the table below as reference, and then click
Submit.
» To configure AOC using the Configuration File:
e Use the table below as reference.
Table 22-10: AOC Parameters
Parameter Description
Enable Enables the 'advice of charge' feature.
[system/aoc/enabled] = [O] Disable
= [1] Enable
Currency Sets the required currency for AOC display.
[system/aoc/currency] The string represents the currency name. (e.g., USD, EUR, NIS,
etc.)
Ratio Sets the conversion ratio from the local currency.
[system/aoc/ratio] The string represents the ratio between the base currency to the
set currency with a decimal point, e.g., : 3.8, 4.95, 1.
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22.11 Disabling the HOLD Key

This section shows how to disable the HOLD key on the phone's keypad.

» To disable the HOLD key using the Configuration File:

Use the table below as reference.
Table 22-11: Disabling the HOLD Key

Parameter Description
[system/disable_hold_button] Disables the HOLD key on the phone's keypad. The
HOLD key is used to place a call on hold, or to resume
a held call.
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22.12 Configuring Ringing on the Default Audio Device

This section shows how to configure whether ringing is heard on the default audio device.

» To configure whether ringing is heard on the default audio device, using the
Configuration File:

° Use the table below as reference.

Table 22-12: Configuring Ringing on the Default Audio Device
Parameter Description

[voip/called_ringing_device] Determines which device rings when a call comes in.
Configure either:
» SPEAKER (default)

» HEADSET
« BOTH
« NO_RING

In call centers in which agents typically work close to
one another wearing headsets, the administrator can
configure HEADSET to prevent incoming calls ringing
on speakers which creates a noisy environment.

The parameter is bundled with the two parameters
below (‘hands_free_mode' and 'supervisor_listen_in') to
maximize flexibility for call center administrators, who
can - for example - disable ringing on the speaker yet
enable hands-free mode (talking and listening using the
speaker).

[voip/hands_free_mode/enabled] When disabled [O]:
= hands-free mode becomes unavailable

= pressing the speaker key does not have any effect

= when answering a call, the headset is the default
audio

Configure:

= [1] = Enabled (default)

= [0] = Disabled
[voip/services/supervisor_listen_in/ena |t gnapled, a call center supervisor can pick up an
bled] agent's handset and listen in on the conversation that

the agent is conducting on headphones with the

customer, without the customer at the other end

sensing that the supervisor is listening in (because the

supervisor is in effect muted).

Configure:

= [1] = Enabled

= [O] = Disabled (default)
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22.13 Allowing an Incoming Call when the Phone is
Locked

This section shows how to allow or not allow an incoming call when the phone is locked.

» To allow an incoming call when the phone is locked, using the Configuration
File:

° Use the table below as reference.

Table 22-13: Allowing an Incoming Call when the Phone is Locked
Parameter Description

[system/lock/2-5/allow_incoming_calls] | Allows incoming calls when the phone is locked
(default).

= [f allowed, the user will need to enter an unlock
password to answer an incoming call.

= If not allowed, the incoming call will be automatically
rejected by the phone.

[system/lock/2-5/enabled] Enables the phone's lock feature. Relevant for
supporting servers only.

22.14 Allowing Call Center Agents to Record Welcome
Greetings

This section shows how to let Call Center agents record welcome greetings.

» To let Call Center agents record welcome greetings, using the Configuration
File:

° Use the table below as reference.

Table 22-14: Letting Call Center Agents Record Welcome Greetings

Parameter Description

[voip/services/greeting/beep/enabled] ' Enables a beep to be heard by the agent when the
recorded welcome greeting finishes playing.
= [1] = Enabled (default)
= [0O] = Disabled
[voip/services/greeting/enabled] Lets agents in a call center record directly on their
phones personal voice greetings which play

automatically when callers call in, to welcome callers to
the service they’re seeking.

Configure:
= [1] = Enabled
= [O] = Disabled (default)
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22.15 Enabling the Electronic Hook Switch

The phone supports the Electronic Hook Switch (EHS) DHSG feature. Calls can be answered
and volume level can be changed with EHS-capable headsets. The feature is supported on
the following headsets:

B Jabra® PRO 920
B Jabra® PRO 9450

The headset's base unit connects to the phone's headphone port. The Audio connector
connects to the headphone's port. The management connector connects to the Auxiliary port
using a DHSG cable which can be ordered from AudioCodes.

The feature can be enabled using the Web interface or Configuration File. The feature allows
users to handle calls, i.e., answer calls and change volume level, with EHS-capable wireless
headsets at a distance from the phone.

» To enable the EHS using the Web interface:

1. Open the Services page (Configuration tab > Voice Over IP menu > Services)
and scroll down to the General Parameters section.

Figure 22-9: Web Interface - VolP- Services — General Parameters

rwGeneral Parameters

Stutter Tone Duration: 2500 msec
Out of Service Behavior: Reorder Tone w
Automatic Disconnect: Enable
Electranic Hook Switch:
Reject Code: 603 v

2. Configure the 'Electronic Hook Switch' parameter using the table below as
reference, and then click Submit.

» To enable EHS using the Configuration File:

e  Configure the EHS parameter using the table below as reference, and then click

Submit.
Table 22-15: EHS Parameter
Parameter Description
Electronic Hook Switch Enables the EHS DHSG-standard feature.
[voip/services/electronic_hook _switch/enabled] = [0O] Disable (default)

= [1] Enable

DHSG (Drahtlose Hor-Sprechgarnitur) is
the protocol used to convert a wireless
headset's internal control signals to a
commonly supported standard, and which
uses the special AUX port.

Supported wireless headsets can be
connected to the AUX port (in addition to
the regular headset port). This allows the
user to connect and disconnect calls by
pressing the button on the headset.

The base unit of the headset connects to the phone's headset port, i.e., to the same port that
all headsets' base units connect to. The Audio connector must be connected to the
headphones port. The management connector must be connected to the Auxiliary port using
a DHSG-standard cable which can be ordered from AudioCodes.
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22.16 Disabling the Hard Mute Key on the Phone

The phone's hard mute key can be disabled with a Configuration File parameter.

» To disable the hard mute key on the phone using the Configuration File:

o Use the table below as reference.

Table 22-16: Disabling the Hard Mute Key on the Phone

Parameter Description
[voip/block_mute_key] Allows network administrators to configure
enabling or disabling the hard mute key on
the phone.

= [0] (default) Allows the hard mute key
on the phone to function regularly.

= [1] Disables the hard mute key on the
phone.
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22.17 Configuring Attended and Semi-Attended Call
Transfer

This section shows how to configure a softkey with attended and semi-attended call transfer
functionality, using the Configuration File.

» To configure a softkey with attended / semi-attended call transfer functionality:

Use the table below as reference:

Table 22-17: Configuring a Softkey with Attended and Semi-Attended Call Transfer
Functionality

Parameter Description

[personal_settings/soft_keys/ongoing call/ | Default: Hold. Change it to TRANSFER to
O/key_function] configure the softkey with attended / semi-
attended call transfer functionality.

22.18 Configuring Blind Transfer

You can configure a softkey with blind transfer functionality using the Configuration File.

» To configure a softkey with blind transfer functionality:

B Use the table below as reference:

Table 22-18: Configuring a Softkey with Blind Transfer Functionality
Parameter Description

[personal_settings/soft_keys/ongoing_call/ | If you configure BLIND_TRANSFER, a softkey
O/key_function] with blind transfer functionality will be displayed
in the phone screen:

= On the 405phone (exclusively), the softkey
displayed will be BXfer. The 405does not
feature a hard TRANSFER key like the other
phones in the 400HD IP Phone Series. This
softkey enables that functionality.

= On the other phones (besides the 405), the
softkey displayed is HOLD.
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22.19 Creating a Speed Dial File for Configuration File

The configuration file can include a link to a user-defined Speed Dial file, using the
provisioning/speed_dial_uri parameter. This allows you to upload speed dial settings to
the phone.

The Speed Dial file must include a list of speed dial configurations. The file must be a
simple text file that can be created using an Excel document and saved as a CSV file.
The syntax of the speed dial file is as follows:

<memory key>,<speed dial phone number>,<type>

where:

<memory key> is the speed dial memory key on the phone.

<speed dial phone number> is the phone number that is automatically dialed,

when the user presses the speed dial key.

<type> denotes the Speed Dial feature and must be set to “0”.

Below is an example of a Speed Dial file:

1,4418,0

2,4403,0

3,039764432,0

4,4391,0

12,1234,0

Administrator’s Guide Version 2.2.12 159



3 GENESYS 23. Configuring Volume Levels

23 Configuring Volume Levels

This section shows how to configure volume levels.

23.1 Configuring Gain Control

Automatic Gain Control can be configured using the Web interface or Configuration File.

//|\ Note: It's strongly advisable not to change the default values.
»

» To configure Automatic Gain Control using the Web interface:

1. Access the Voice page (Configuration tab > Voice Over IP menu > Voice).

Figure 23-1: Web Interface - Voice - Gain Control

Voice
wGain Control
Max Gain: 15 v|dB
Fast Adaptation Gain Slope: dB/sec
Fast Adaptation Duration (0 - 65535): 1500 msec
Hands Free:
Marrow Band:
Slow Adaptation Gain Slope: dB/sec
Automatic Gain Control Direction:
Enable Automatic Gain Control:
Target Energy: dBm
Wide Band:
Slow Adaptation Gain Slope: dB/sec
Automatic Gain Control Direction:
Enable Automatic Gain Control:
Target Energy: dBm
Handset:
Marrow Band:
Slow Adaptation Gain Slope: dB/sec
Automatic Gain Control Direction:
2. Configure the settings according to the parameters in the table below, and then click
Submit.
» To configure Automatic Gain Control using the Configuration File:
e Use Table 24-1 below as reference.
Table 23-1: Automatic Gain Control Parameters
Parameter Description
Max Gain The index of the maximal gain.

Default: 15 dB. The index runs from 0 (0
dB) to 18 (18 dB).
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Parameter

Fast Adaptation Gain Slope

Fast Adaptation Duration (0 - 65535)

Slow Adaptation Gain Slope

Enable Automatic Gain Control
[voip/audio/gain/automatic_gain_control/enabled]

Automatic Gain Control Direction
[voip/audio/gain/automatic_gain_control/direction]

Target Energy
[voip/audio/gain/automatic_gain_control/target_energy]

[voip/audio/gain/automatic_gain_control/NB/handset_ta
rget_energy]

[voip/audio/gain/automatic_gain_control/NB/headset_ta
rget_energy]
[voip/audio/gain/automatic_gain_control/WB/handset_t
arget_energy]
[voip/audio/gain/automatic_gain_control/WB/headset_t
arget_energy]

[voip/audio/gain/automatic_gain_control/fast_adap_gai
n_slope]

Description

The rate of changes in Automatic Gain
Control gain during Fast Adaptation
Mode. Default: 19 (10dB/sec). 0.25-70.00
10dB/sec.

The duration of the Fast Adaptation
Mode, in msec. Default: 1500 msec.

The rate of changes in Automatic Gain
Control gain during Slow Adaptation
Mode. Default: 19 (10dB/sec). 0.25-70.00
10dB/sec.

Enables the AGC. AGC automatically
adjusts the phone's voice volume to
compensate for weak or loud signals.
= [O] Disable (default)

= [1] Enable

Determines whether AGC is located

before the encoder input (CTL_LOCAL)

or after the decoder output

(CTL_REMOTE).

= [CTL_REMOTE] For Remote User
(default) - AGC is located after the
Decoder output

= [CTL_LOCAL] For Local User - AGC
is located before the Encoder input

The required output energy (in dBm) of
the AGC.

The valid range is -31 to 0 (dB). The
default value is -19.

Default = -16

The valid range is -31 to 0
Default = -16

Default =-16

The valid range is -31 to 0
Default = -16

Default =3_50
Valid values:

[REBOOT], [0_25], [0_50], [0_75],
[1_00], [1_25], [1_50], [1_75], [2_00],
[2_50], [3_00], [3_50], [4_00], [4_50],
[5_00], [5_50], [6_00], [7_00], [8_00],
[9_00], [10_00], [11_00], [12_00],
[13_00], [14_00], [15_00], [20_00],
[25_00], [30_00], [35_00], [40_00],
[50_00], [70_00]
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Parameter Description

[voip/audio/gain/automatic_gain_control/max_gain] Default = 15
The valid range is 0 to 18

162 Genesys 400 Series IP Phones



23. Configuring Volume Levels

23.2 Configuring Tone Volume

Tone volume can be configured using the Configuration File.

/I\ Note: It's strongly advisable not to change the default values.
]

» To configure tone volume using the Configuration File:

° Use the table below as reference.

Table 23-2: Tone Volume Parameter

Parameter Description
Tone Volume Call Progress Tone volume. This volume can be modified
[voip/audio/gain/tone_signal_level] on-the-fly by pressing the phone's VOLUME key in certain
scenarios.

The valid range is 1 to 31 (-dB).
The default value is 10 (-10dB).
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23.3 Configuring Ringer Volume

The ringer volume can be configured using the Configuration File.

/I\ Note: It's strongly advisable not to change the default values.
L]

» To configure the ringer volume using the Configuration File:

° Use the table below as reference.

Table 23-3: Ringer Volume Parameters

Parameter Description

Ringer Volume Ringing tone volume. This volume can be modified on-the-
fly by pressing the phone's VOLUME key when the phone
is in idle state.

The valid range is [-31] to [31] dB

voip/audio/gain/ringer_signal_level
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23.4 Configuring Speaker Volume

The speaker volume can be configured using the Configuration File.

/I\ Note: It's strongly advisable not to change the default values.
L]

» To configure speaker volume using the Configuration File:

° Use the table below as reference.

Table 23-4: Speaker Parameters

Parameter

Hands-free Gain Parameters
Note: Values are in decibels (dB)

Description

= Decimal places: Use underscore instead of period (e.g.,plus19_5db).

[voip/audio/gain/NB/handsfree_digital_input_gain]

[voip/audio/gain/NB/handsfree_digital_output_gain]

[voip/audio/gain/WB/handsfree_digital_input_gain]

[voip/audio/gain/WB/handsfree_digital_output_gain]

[voip/audio/gain/NB/handsfree_analog_output_gain]

Digital input gain (in dB) — Narrow Band.
Default = 6.

The valid range is (-32) to 31 (dB), where -
32 is mute.

Digital output gain (in dB) — Narrow Band.
Default = 5.

The valid range is (-32) to 31 (dB), where -
32 is mute.

Digital input gain (in dB) — Wide Band.
Default = 6.

The valid range is (-32) to 31 (dB), where -
32 is mute.

Digital output gain (in dB) — Narrow Band.
Default = 5.

The valid range is (-32) to 31 (dB), where -
32 is mute.

Analog output gain (in dB) — Narrow Band.

Valid values: [0db], [minus1 5db],
[minus3db], [minus4_5db], [minus6db],
[minus7_5db], [minus9db],
[minus10_5db], [minus12db],
[minus13_5db], [minus15db],
[minus16_5db], [minus18db],
[minus19_5db], [minus21db],
[minus22_5db], [minus24db],
[minus25_5db], [minus27db],
[minus28_5db], [minus30db],

[minus31 _5db], [minus33db],
[minus34_5db], [minus36db],
[minus37_5db], [minus39db],
[minus39db], [minus42db], [minus48db],
[minus54db], [MUTE]
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Parameter

[voip/audio/gain/WB/handsfree_analog_output_gain]

[voip/audio/gain/NB/handsfree_analog_input_gain]

[voip/audio/gain/WB/handsfree_analog_input_gain]

[voip/audio/gain/NB/additional_speaker_gain]

Description

Analog output gain (in dB) — Wide Band.
Valid values:

[0db] (default), [minus1_5db],
[minus3db], [minus4_5db], [minus6db],
[minus7_5db], [minus9db],
[minus10_5db], [minusl12db],

[minus13 5db], [minus15db],
[minus16_5db], [minus18db],

[minus19 5db], [minus21db],
[minus22_5db], [minus24db],
[minus25_5db], [minus27db],
[minus28_5db], [minus30db],
[minus31_5db], [minus33db],
[minus34_5db], [minus36db],
[minus37_5db], [minus39db],
[minus39db], [minus42db], [minus48db],
[minus54db], [MUTE]

Analog input gain (in dB) — Narrow Band

Valid values: [0db], [plus1_5db],
[plus3db], [plus4_5db], [plus6db],
[plus7_5db], [plus9db], [plus10_5db],
[plus12db], [plus13_5db], [plus15db],
[plus16_5db], [plus18db], [plus19 5db],
[plus21db], [plus22_5db], [plus24db],
[plus25_5db], [plus27db], [plus28_5db],
[plus30db], [plus31_5db], [plus33db],
[plus34_5db], [plus36db], [plus37_5db],
[plus39db], [plus40_5db], [PLUS42DB]
(default), [plus48db], [plus54db], [MUTE]

Analog input gain (in dB) — Wide Band.
Valid values: [0db], [plusl_5db],
[plus3db], [plus4_5db], [plus6db],
[plus7_5db], [plus9db], [plus10_5db],
[plus12db], [plus13_5db], [plus15db],
[plus16_5db], [plus18db], [plus19_5db],
[plus21db], [plus22_5db], [plus24db],
[plus25 _5db], [plus27db], [plus28_5db],
[plus30db], [plus31_5db], [plus33db],
[plus34_5db], [plus36db], [plus37_5db],
[plus39db], [plus40_5db], [PLUS42DB]
(default), [plus48db], [plus54db], [MUTE]

Additional parameter for speaker gain
configuration, for Narrow Band.

Valid values:

= [0] 0dB

= [1] 1dB

= [2] 2dB

= [3] 3Db (default)
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Parameter Description
[voip/audio/gain/WB/additional_speaker_gain] Additional parameter for speaker gain
configuration, for Wide Band.
Valid values:
= [0] 0dB
= [1] 1dB
= [2] 2dB

= [3] 3dB (default)
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23.5 Configuring Handset Volume

The handset volume can be configured using the Configuration File.

/I\ Note: It's strongly advisable not to change the default values.
L]

» To configure handset volume using the Configuration File:

° Use the table below as reference.

Table 23-5: Handset Gain Parameters
Parameter Description
Handset Gain Parameters

Note: Values are in decibels (dB)

[voip/audio/gain/NB/handset_digital_output_gain] Digital output gain (in dB) — Narrow Band.
Default = 2.
The valid range is (-32) to 31 (dB), where -
32 is mute.

[voip/audio/gain/NB/handset_digital_input_gain] Digital input gain (in dB) — Narrow Band.

Default = 0.

The valid range is (-32) to 31 (dB), where -

32 is mute.
[voip/audio/gain/WB/handset_digital_input_gain] @ Digital input gain (in dB) — Wide Band.

Default = 0.

The valid range is (-32) to 31 (dB), where -

32 is mute.
[voip/audio/gain/WB/handset_digital_output_gain] Digital output gain (in dB) — Wide Band.

Default = 2.

The valid range is (-32) to 31 (dB), where -

32 is mute.

[voip/audio/gain/NB/handset_analog_output_gain] Analog output gain (in dB), for Narrow
Band.

Valid values:

[0DB] (default), [minus1_5db],
[minus3db], [minus4_5db], [minus6db],
[minus7_5db], [minus9db],
[minus10_5db], [minus12db],

[minus13 5db], [minus15db],
[minus16_5db], [minus18db],

[minus19 5db], [minus21db],
[minus22_5db], [minus24db],
[minus25_5db], [minus27db],

[minus28 5db], [minus30db],
[minus31_5db], [minus33db],

[minus34 5db], [minus36db],
[minus37_5db], [minus39db],
[minus39db], [minus42db], [minus48db],
[minus54db], [MUTE]
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Parameter Description

[voip/audio/gain/WB/handset_analog_output_gain] Analog output gain (in dB), for Wide Band.
Valid values:

[0DB] (default), [minus1_5db],
[minus3db], [minus4_5db], [minus6db],
[minus7_5db], [minus9db],
[minus10_5db], [minus12db],

[minus13 5db], [minus15db],

[minus16 5db], [minus18db],

[minus19 5db], [minus21db],
[minus22_5db], [minus24db],
[minus25_5db], [minus27db],

[minus28 5db], [minus30db],
[minus31_5db], [minus33db],
[minus34_5db], [minus36db],
[minus37_5db], [minus39db],
[minus39db], [minus42db], [minus48db],
[minus54db], [MUTE]

[voip/audio/gain/NB/handset_analog_input_gain] | Analog input gain (in dB), for Narrow Band.
Default: PLUS30DB

Valid values:

[0dB], [plus1_5dB], [plus3dB],
[plus4_5dB], [plus6dB], [plus7_5dB],
[plus9dB], [plus10_5dB], [plus12dB],
[plus13_5dB, [plus15dB], [plus16_5dB],
[plus18dB], [plus19_5dB], [plus21dB],
[plus22_5dB], [plus24dB], [plus25 5dB],
[plus27dB], [plus28_5dB], [plus30dB],
[plus31_5dB], [plus33dB], [plus34 5dB],
[plus36dB], [plus37_5dB], [plus39dB],
[plus40_5dB], [plus42dB], [plus48dB],
[plus54dB], [MUTE]

[voip/audio/gain/WB/handset_analog_input_gain] Analog input gain (in dB), for Wide Band.
Default: PLUS30DB

Valid values:

[0dB], [plus1_5dB], [plus3dB],
[plus4_5dB], [plus6dB], [plus7_5dB],
[plus9dB], [plus10_5dB], [plus12dB],
[plus13 _5dB, [plus15dB], [plus16 _5dB],
[plus18dB], [plus19 5dB], [plus21dB],
[plus22_5dB], [plus24dB], [plus25 5dB],
[plus27dB], [plus28_5dB], [plus30dB],
[plus31_5dB], [plus33dB], [plus34 5dB],
[plus36dB], [plus37_5dB], [plus39dB],
[plus40_5dB], [plus42dB], [plus48dB],
[plus54dB], [MUTE]

[voip/audio/gain/handset_analog_sidetone_gain] | Analog side tone gain (in db).

Valid values: [minus9db], [MINUS21DB]
(default), [minus15db], [minus18db],
[minus21db], [minus24db], [minus27db],
[MUTE]
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23.6 Configuring Headset Volume

Headset volume can be configured using the Configuration File.

/I\ Note: It's strongly advisable not to change the default values.
L]

» To configure headset volume using the Configuration File:

° Use the table below as reference.

Table 23-6: Headset Gain Parameters
Parameter Description

Headset Gain Parameters
Note: Values are in decibels (dB)
= Decimal places: Use underscore instead of period (e.g.,plus19_5db).

[voip/audio/gain/NB/headset_digital_output_gain] Digital output gain (in dB) — Narrow Band.
Default = 4.
The valid range is (-32) to 31 (dB), where -32
is mute.
[voip/audio/gain/NB/headset_digital_input_gain] Digital input gain (in dB) — Narrow Band.
Default = 0.
The valid range is (-32) to 31 (dB), where -32
is mute.

[voip/audio/gain/WB/headset_digital_output_gain] Digital output gain (in dB) — Wide Band.

Default = -4.

The valid range is (-32) to 31 (dB), where -32

is mute.
[voip/audio/gain/WB/headset_digital_input_gain] Digital input gain (in dB) — Wide Band.

Default = 0.

The valid range is (-32) to 31 (dB), where -32

is mute.
[voip/audio/gain/NB/headset_analog_output_gain] Analog output gain (in dB), for Narrow Band.

Valid values: [0DB](default), [minus1_5db],
[minus3db], [minus4_5db], [minus6db],
[minus7_5db], [minus9db],
[minus10_5db], [minus12db],
[minus13_5db], [minus15db],
[minus16_5db], [minus18db],
[minus19_5db], [minus21db],
[minus22_5db], [minus24db],
[minus25_5db], [minus27db],
[minus28_5db], [minus30db],
[minus31_5db], [minus33db],
[minus34_5db], [minus36db],
[minus37_5db], [minus39db],
[minus39db], [minus42db], [minus48db],
[minus54db], [MUTE]

[voip/audio/gain/WB/headset_analog_output_gain] As above, but for Wide Band.
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Parameter Description

[voip/audio/gain/NB/headset_analog_input_gain] Analog input gain (in dB).

Valid values: [PLUS31_5DB](default),
[plusl_5db], [plus3db], [plus4_5dbl],
[plus6db], [plus7_5db], [plus9db],
[plus10_5db], [plus12db], [plus13_5db],
[plus15db], [plus16_5db], [plus18db],
[plus19_5db], [plus21db], [plus22_5db],
[plus24db], [plus25_5db], [plus27db],
[plus28_5db], [plus30db], [plus31_5db],
[plus33db], [plus34_5db], [plus36db],
[plus37_5db], [plus39db], [plus40_5db],
[plus42db], [plus48db], [plus54db],
[MUTE]

[voip/audio/gain/WB/headset_analog_input_gain] Analog input gain (in dB).

Valid values: [0db], [plus1_5db], [plus3db],
[plus4_5db], [plus6db], [plus7_5db],
[plus9db], [plus10_5db], [plus12db],
[plus13_5db], [plus15db], [plus16_5db],
[plus18db], [PLUS31_5DB](default),
[plus21db], [plus22_5db], [plus24db],
[plus25_5db], [plus27db], [plus28_5db],
[plus30db], [plus31_5db], [plus33db],
[plus34_5db], [plus36db], [plus37_5db],
[plus39db], [plus40_5db], [plus42db],
[plus48db], [plus54db], [MUTE]

[voip/audio/gain/headset_analog_sidetone_gain] Analog side tone gain (in db).

Valid values: [minus9db],
[MINUS12DB](default), [minus15db],
[minus18db], [minus21db], [minus24db],
[minus27db], [MUTE]
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3 GENESYS 24. Configuring the Phone Directory

24  Configuring the Phone Directory

This section shows how to configure the phone directory.

24.1 Configuring the Corporate Directory

The Corporate Directory can be configured using the Web interface or Configuration File.

24.1.1 Configuring the LDAP-based Corporate Directory

This section shows how to configure Lightweight Directory Access Protocol (LDAP), which
is an application protocol for accessing and maintaining distributed directory information
services over an IP network. It is fully described under RFC 4510.

» To configure LDAP using the Web interface:

1. Access the LDAP page (Configuration tab > Advanced Applications > LDAP). If
LDAP is set to Enable, extended configuration parameters are displayed.

Figure 24-1: Web Interface - LDAP

Active Enable «

Server Address

Port 389

Usar Name:

#assword

Baes

Name Filtes ({sn="% ) gvennane="%)dsplayname=
Name Atiribotes sn grenname displayname

Nurmbar Filter (telephoneNumber=3% XMobile=5% )(ho
Number Attnbutes telephonaNumber Mobde homePhone
Display Neme *edisplayname

Max Hits 50 (1~1000)

Country Code

Area Code

Sort Result Enable ~

Search Tmeout: 5 seconds

Call Lookup Enable =

3. Configure the LDAP settings according to the parameters in the table below, and
then click Submit.

» To configure LDAP using the Configuration File:
° Use the table below as reference.
Table 24-1: LDAP Parameters

Parameter Name Description
Active Enables or disable LDAP.
[system/Idap/enabled]

Server Address Defines the IP address or URL of the LDAP

[system/ldap/server_address] server.
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Parameter Name

Port
[system/ldap/port]

User Name
[system/Idap/user_name]

Password
[system/Idap/password]

Base
[system/Idap/base]

Name Filter
[system/Idap/name_filter]

Name Attribute
[system/Ildap/name_attrs]

Number Filter
[system/Idap/number_filter]

Description

Defines the LDAP service port.

Defines the user name used for the LDAP search
request.

Defines the password of the search requester.

Defines the access point on the LDAP tree.

Specifies your search pattern for name look ups.
For example:

When you type in the following

field: (&(telephoneNumber=*)(sn=%)), the search
result includes all LDAP records, which have the
'telephoneNumber’ field set and the '(“sn”--
>surname)' field starting with the entered prefix.

When you type in the following field:
(I(en=%)(sn=%)), the search result includes all
LDAP records which have the '(“cn”--
>CommonName)' OR '(“sn”-->Surname)' field
starting with the entered prefix.

When you type in the following field: (!(cn=%)),
the search result includes all LDAP records which
“do not” have the “cn” field starting with the
entered prefix.

Specifies the LDAP name attributes setting,
which can be used to specify the “name”
attributes of each record which is returned in the
LDAP search results.

When you type in the following field, for example,
cn sn displayName”, this requires you to specify
‘cn-->commonName'. This is the Full name of the
user, sn-->Surname, last name or family name
and “displayName” fields for each LDAP record.

Specifies your search pattern for number look
ups.

When you type in the following field, for example,
(I(telephoneNumber=%)(Mobile=%)(ipPhone=%))
, the search result is all LDAP records which have
the “telephoneNumber” OR “Mobile” OR
“ipPhone”field match the number being searched.

When you type in the following field:
(&(telephoneNumber=%)(sn=*)), the search
result is all LDAP records which have the “sn”
field set and the “telephoneNumber” match the
number being searched.
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Parameter Name

Number Attribute
[system/Idap/number_attrs]

Display Name
[system/Idap/display_name]

Max Hits
[system/Idap/max_hits]

Sort Result
[system/Idap/sorting_result]

system/ldap/predict_text

Search Timeout
[system/Idap/search_timeout]

system/ldap/ui/use_right_arrow_active_search

system/Idap/lookup_incoming_call

Call Lookup
[system/Idap/call_lookup]

Country Code
[system/Ildap/country_code]

Area Code
[system/Idap/area_code]

system/Ildap/minimal_name_search_length

system/ldap/send_queries_while_typing

Description

Specifies the LDAP number attributes setting,
which can be used to specify the “number”
attributes of each record which is returned in the
LDAP search results.

When you type in the following field, for example,
Mobile telephoneNumber ipPhone, you must
specify 'Mobile', 'telephoneNumber' and 'ipPhone'
fields for each LDAP record.

Specifies the format in which the “name, e.g.
“Mike Black” of each returned search result is
displayed on the IPPHONE.

When you type in the following field,
forexample:%sn, %givenName, the displayed
result returned should be “Black, Mike”.

Specifies the maximum number of entries
expected to be sent by the LDAP server (this
parameter is sent to the LDAP server).

Sorts the search result by display name on the
client side.

This parameter appears in the configuration file;
however, it is currently not supported.

The time out value for LDAP search (this
parameter is sent to the LDAP server).

This parameter appears in the configuration file;
however, it is currently not supported.

This parameter appears in the configuration file;
however, it is currently not supported.

Performs an LDAP search during call (search the
display name for a number).

Defines the country code prefix added for number
search.

Defines the area code prefix added for number
search.

Starts to perform an LDAP search after x
characters are input.

Sends an LDAP search each time the user
presses a key (all keys with both number and
letters).

24.1.2 Loading a Text-based Corporate Directory File

The Configuration file can include a link to a user-defined Corporate Directory file, using the
'provisioning/corporate_directory _uri' parameter. This allows you to upload a corporate

directory to the phone.
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Three types of corporate directory files are supported: txt, cfg, and xml

The corporate directory file includes a list of contacts and their phone numbers.
The syntax of the corporate directory file must be as follows:

<full name>,<office>,<home>,<mobile>

For example:

John Smith,1234,98765432,574685746

If not all phone numbers are required, the relevant field must be left empty. For example, in
the directory entry below, the home and user-defined numbers are absent:

John Smith,1234,,574685746

» To configure the Corporate Directory using the Web interface:
Prepare the file as explained above.

Access the Directory page (Configuration tab > Personal Settings menu > Directory).
Click Browse and select the file to upload.

A wnh PR

Click Load Corporate Directory.

Figure 24-2: Web Interface - Corporate Directory

Corporate Directory

Directory Page: None v

[ Browse... ] [ Load Corporate Directory ]

5. Configure the Corporate Directory settings according to the parameters in the table
below, and then click Submit.

» To configure the Corporate Directory using the Configuration File:

° Use the table below as reference.

Table 24-2: Provisioning Parameters
Parameter Description

provisioning/corporate_directory_uri The URI for retrieving the corporate directory. The
corporate directory must be included in a separate file to
be loaded to the phone during provisioning.
For example:
provisioning/corporate_directory_uri=corporate_dir.txt
Note:
= The corporate directory file is loaded after boot up and

after that, periodically.

= If the corporate directory file is new, the phone updates
the information and does not reboot.
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24.2 Modifying the Local Phone Directory

You can add, edit, or delete directory contacts. A contact's address can be a telephone
number, IP address, or domain name. You can also download or upload a personal directory
file through the Web interface.

» To add a contact to the phone's directory:

1. Access the Directory page (Configuration tab > Personal Settings menu > Directory).

Figure 24-3: Web Interface - Directory - Add Contact

Save Persunal Direciory
Heawae Load Personal Dueclory

Dt

2. Under the Add Contact group, define the contact:
3. Inthe 'Name' field, enter the name of the contact.

4. Inthe 'Office’, 'Home' and/or 'Mobile' fields, enter the contact's telephone numbers. The
contact's number can be defined with an IP address or domain name (e.g.
<number>@<IP address or domain name>).

5. Click Submit; the contact appears in the Directory list at the bottom of the page.

> To edit a contact:

1. If the contact does not appear in the displayed Directory list, then from the 'Directory
Page' drop-down list, select the page in the directory that you want displayed.

2. Inthe Directory list, click the number that appears in the 'No.' column corresponding to
the contact you want to edit; the contact's attributes appear in the Edit Phone group
above.

3. Edit the contact as required, and then click Submit; the contact's new attributes are
updated in the Directory list.
» To delete a contact:

1. Inthe Directory list, mark the 'Select' check box corresponding to the contact you want
to delete.

2. Click Delete. (To delete all contacts, click the Delete All button).
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25

25.1

25.1.1

Configuring Keys

This section shows how to configure keys.

The following keys can be configured:

B Speed Dials (see Section 25.1) — applies to the 420HD and 405phones
B Softkeys (see Section 25.2) — applies to the 420HD and 405phones

B Navigation Keys (see Section 25.3) — applies to all phones

Configuring Speed Dials

420HD and 405 Phone Models

Up to nine dialpad keys can be configured as Speed Dials. You can configure them in the
Web interface or using the Configuration File.
» To configure a dialpad key as a Speed Dial in the Web interface:

1. In the Web interface, open the Function Keys page (Configuration tab > Personal
Settings > Function Keys).

Figure 25-1: Web Interface — Personal Settings — Speed Dials (420HD and 405Phones)

Key Type Numbes Delete
Spaed Dal v
Spaed Dl v
Spaed Dial v
‘ Spaed Dial v
Speed Dial v
= Speed Dal v
Spaed Dal v
Spaad Dial

9 Speed DAl v

Load and Savae

Save Function Keys

Browsa Load Fumction Keys

Sunmit Dolete All Reset

2. Inthe 'Number' field, enter the phone number to which to assign the Speed Dial.
Keys 1-9 correspond to the 1-9 keys on the device's dial pad.

3. After configuring a Speed Dial, click Submit for the setting to take effect on the phone.

4. Alternatively, you can use the Save Function Keys button to save the configuration in

a file, which you can then browse to and load to the phone using the Load Function
Keys button.

5. You can select one or more configured Speed Dials under the 'Delete' column, and then

click the Delete All button.
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To configure a key as a Speed Dial using the configuration file:

B Open the Configuration File page (Management tab > Manual Update >
Configuration File) and locate the Function Key parameters. Use the table below as
reference when configuring the parameters.

Table 25-1: Speed Dials Parameters

Parameter Name Description
[personal_settings/functional_key/0-8/speed_dial_extension] Used to define a label for a Speed Dial.
[personal_settings/functional_key/O/speed_dial_number] The telephone number which the speed dial

dials. The speed-dial feature helps users
quickly dial numbers that are frequently used or
that are hard to remember.

[personal_settings/functional_key/O/type=SPEED_DIAL] The feature helps users quickly dial numbers
that are often used or that are hard to
remember.

25.1.2 Deleting Speed Dials

You can delete configured Speed Dials.

» To delete Speed Dials:

e  Check the 'Delete' box corresponding to the Speed Dial that you want to delete,
and then click Submit
_or_

e  Click the Delete All button, and then at the prompt, click OK
» To clear (unselect) all selected 'Delete’ check boxes:

° Click the Reset button.

25.1.3 Saving Configured Speed Dials

After configuring Speed Dials in the Web interface, you can save the configuration in a cfg
file on your computer and then load it to other phones.

» To save Speed Dials in a cfg file:

1. Access the Function Keys page (Configuration tab > Personal Settings menu >
Function Keys).

2. Click Save Function Keys; the configuration is saved in a .cfg file.
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25.1.4 Creating a Speed Dial File for the Configuration File
The Configuration File parameter 'provisioning/speed_dial_uri' can be configured to point to
a user-defined Speed Dial file, for speed dial settings to be uploaded to the phone when the
cfg file is uploaded.
The Speed Dial file must include a list of speed dial configurations. The file must be a simple
text file that can be created using an Excel document and saved as a CSV file.
The syntax of the speed dial file is as follows:
<memory key>,<speed dial phone number>,<type>
where:
B <memory key> denotes the speed dial memory key on the phone.
B <speed dial phone number> denotes the phone number that is automatically dialed
when the user presses the speed dial key.
B <type> denotes the Speed Dial feature and must be set to 0.
Below is an example of a Speed Dial file:
1,4418,0
2,4403,0
3,039764432,0
4,4391,0
12,1234,0
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25.2 Configuring Softkeys

Note:

A e The section applies to the 420HD and 405phone models.

e When Genesys’ ACD is enabled, the Soft Keys item in the Keys Configuration
menu is not displayed.

This section describes how to configure softkeys. Four softkeys, located below the LCD, can
be configured. Their functionality is context sensitive according to the phone's state. This
section shows how to configure softkeys that are activated when the phone is in idle state
and when it is in call state.

Following are the four default (preconfigured) softkeys (0-3), when the phone is in idle state
and when it is in call state.

Table 25-2: Default Softkeys

Key Idle State Call State
0 Directory Hold
1 Missed Conf
2 Forward New Call
3 Do Not Disturb (Status) End

When more than four softkeys are configured, users can scroll to additional pages, where on
each configured page, the fourth key becomes the More softkey.

B Up to 20 (0-19) softkey functions can be configured for when the phone is in idle call
state.

B Up to 20 (0-19) softkey functions can be configured for when the phone is in call state.

B Upto 12 (0-11) programmable softkey (PSKs) functions can be configured to either a
call state softkey or an idle state softkey.
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» To program the softkeys in the Web interface:

1. Open the Programmable Keys page (Configuration tab > Personal Settings
menu > Programmable Keys).

Figure 25-2: Web Interface — Softkeys (420HD and 405Phone)
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2. Configure the softkey parameters using the table below as reference.
Table 25-3: Softkeys Parameters (420HD/405/405HD Phone)

Parameter Name Description

Key 1-4 From any of the 1-4 softkeys dropdown menus, you
can select one of the following:

None

Missed Calls
Received Calls
Dialed Calls
All Calls
Directory

DnD All
Forward All
SPEED DIAL
SPEED DIAL+BLF
SIP Account
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» To configure softkeys using Configuration File

Use the table below as reference:

Table 25-4: SoftKey Parameters

Parameter Name

Softkey

[personal_settings/soft_key/n-n] (Idle Call
State)

[personal_settings/soft_keys/ongoing_call/n-n]

(Ongoing call state)

Function (Idle call state):
[personal_settings/soft_key/n-n/key_function]

Function (Ongoing call state):

[personal_settings/soft_keys/ongoing_call/n-
n/key_function]

Number

personal_settings/soft_key/n-
n/speed_dial_number=<number>

Where <number> is the telephone number which
the speed dial dials.
[personal_settings/soft_keys/n-n/psk_index]
(Idle call state)

[personal_settings/soft_keys/ongoing_call/n-
n/psk_index] (Ongoing call state)

Where n-n is the softkey number.

Description

Indicates the softkey number.
Where <n-n> defines the softkey number.
Possible values: 0-19

Select one of the following key function types
for the Idle call state:

Missed_calls
Received_calls
Dialed_calls
All_calls
Directory
Dnd_all
Forward_all
Speed dial
Speed dial + blf
PSK

Select one of the following key function types
for the Ongoing call state (configuration file
only):

Rec_call

Transfer

Blind_transfer

Hold

Conf

New_call

« End

= PSK

Define the telephone number which the speed
dial dials. The speed-dial feature helps users
quickly dial numbers that are frequently used
or that are hard to remember.

Defines the PSK index. This index identifies
the PSK which is assigned to the softkey.

You can define up to 11 PSKs (0-11).
Default=12 (non-valid value)

Note that there are separate index number
series for the Idle and Ongoing call states.
However, each index number represents
unique functionality. For example, if you
configure psk_index 1 to activate an intercom
(an Idle state function), you cannot use the
same index (psk_index 1) to connect to a
Voicemail server (Ongoing Call state
function).
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Parameter Name

personal_settings/soft_keys/psk/n-
n/is_dial_required=0 (ldle and Ongoing call
states)

Description

Determines whether a personal dialing code
is required for the PSK. When this parameter
is enabled, the user is prompted on the

Where n-n is the PSK index number.

[personal_settings/soft_keys/psk/n-
n/PSKlabel] (Idle and Ongoing Call states)

Where n-n is the PSK index number.

[personal_settings/soft_keys/psk/n-n/prefix]
(Idle and Ongoing Call states)

Where n-n is the PSK index number.

25.2.1

phone to enter a personal code to activate
this event. For example, to connect to a
Voicemail server.

This parameter is only applicable when
'Programmable SK' is set as the key_function.

Defines the PSK label which is displayed on
the phone's LCD screen for the configured
PSK.

This parameter is only applicable when 'PSK'
is set as the key_function.

Defines the prefix which sends a SIP INVITE
to the softswitch to activate this feature
(event). For example *70.

This parameter is only applicable when
'Programmable SK' is set as the key_function.

Up to 128 characters (any characters).

Configuring Programmable Softkeys (PSK)

You can configure a programmable key function and assign it to a softkey (Programmable
Softkey-PSK) for either idle state or call state. The PSK can be used for performing actions
such as connecting to a Voicemail (Ongoing Call state) server, returning the details of the
last call (Idle state), connecting to the Conference server (Idle state) and activate an intercom
(Idle state). When these softkeys are configured with such functionality, and the user presses
these softkeys, the Enterprise's server (softswitch or application server) is instructed to
perform these actions. The instructions to the softswitch or application server are applied
using a prefix in the SIP INVITE message. An additional feature enables the user to enter a
personal code before the softkey functionality can be activated.

For example, the user wishes to activate their Voice Mail to hear messages whenever the
softkey configured for this feature is pressed. In this case, the user dials a prefix, for example
*70, and then is prompted to enter a personal code to access their voice mail i.e not
configured on the phone, only entered e.g. "1234'. Once this code is entered, the user is
connected to the Enterprise's Voice Mail server and can listen to their messages.

The following example shows the configuration of softkey 0 for connecting to a Voicemail
server. Note that in this example, psk index-1 is assigned to function key-0.

personal settings/soft key/0/key function=PSK

personal settings/soft key/0/psk index=1

personal settings/soft keys/psk/1/is_dial required=1

personal settings/soft keys/psk/1l/label=Voicemail

personal settings/soft keys/psk/1/prefix=*70

Note:

e You can configure the PSK to perform any action that is supported by your
enterprises's softswitch or application server. Genesys provides the ability to
configure a calling prefix and a dialing code and to include these in the SIP INVITE.

e The PSK can only be configured using the Configuration File.
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25.3

Configuring Navigation Control Button Positions

Note: This section applies to all phone models.

Each of the four positions of the Navigation Control button on the phone, i.e., Up, Down, Left,
and Right, as well as its OK button, can be configured to perform a one of five functions:

None (default)
Missed Calls
Received Calls
Dialed Calls
All Calls
Directory

For example, from the 'Navigation Control Up' key dropdown in the Navigation Keys section
of the page (see the figure below), select Missed Calls, and then click the Submit button;
the user will be able to press the upper rim of the Navigation Control button on their phone
in order to display the Missed Calls on the phone's LCD screen.

The OK button can also be configured to perform one of these five functions. A Delete option
adjacent to each Navigation Control key and adjacent to 'Ok Button' can be selected to
remove the function from the key/button.

» To configure navigation control button positions in the Web interface:

1. Open the Programmable Keys page (Configuration tab > Personal Settings
menu > Programmable Keys) and locate the Navigation Keys section.

Figure 25-3: Web Interface - Navigation Keys

2. From the 'Navigation Control Up' key dropdown, select (for example) Missed Calls,
and then click the Submit button; the user will be able to press the upper rim of the
Navigation Control button on their phone in order to display the Missed Calls in the
phone's LCD.

3. Optionally use the Delete checkbox adjacent to each Navigation Control key and
adjacent to 'Ok Button' to remove the function.
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25.3.1 Saving Configured Keys

/'\ Note: This section applies to all phone models.
L]

After configuring softkeys, the configuration can be saved in a cfg file on a computer and
then loaded to other phones.

» To save the configured softkeys in a cfg file:

1. Access the Programmable Keys page (Configuration tab > Personal Settings
menu > Programmable Keys) and locate the Load and Save section.

Figure 25-4: Web Interface — Load and Save
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2. Click Save Programmable Keys; the configured keys are saved in a cfg file.

25.3.2 Loading Saved Keys to Phones

/'\ Note: This section applies to all phone models.
L]

After configuring softkeys, the configuration can be saved in a cfg file on a computer and
then loaded to other phones.

» To load the saved keys to other phones:
1. Access the Programmable Keys page (Configuration tab > Personal Settings
menu > Programmable Keys).
2. Click Browse.... to select the cfg file.

3. Click Open; the selected cfg filename and path appear on the Web interface
alongside the Browse... button.

4. Click Load Programmable Key; the file is uploaded to the phone.
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26

26.1

Configuring Multicast Paging

The Multicast Paging feature enables you to multicast live voice paged messages from an
IP Phone to other IP Phone extensions that are configured in a configured Paging Group.
When the IP Phone extension is assigned to such a group, it can both send and receive live
messages to and from all the other extensions in the group respectively. The paging
message is multicast via a designated group IP address.

Whenever there is an incoming multicast message and the IP Phone extension is configured
in the same Paging Group as the sender of the message, the name of the Paging Group is
displayed on the IP Phone's LCD. The user can then either automatically hear the multicast
message or be prompted whether or not to hear the message (depending on whether the
Barge-in feature is enabled).

The Multicast Paging feature is enabled in the Services menu. The Paging Group is
configured by assigning a Function Key for this purpose. You can configure up to 12 Paging
Groups, one for each Function Key. You can either assign the IP Phone to an existing Paging
Group (that you have already defined for other IP Phone devices) or define a new Paging
Group.

The Function Keys can be configured using the Web Interface, Configuration File or on the
IP Phone itself. To configure the Function Keys on the IP Phone, refer to the IP Phone User's
Manual.

Configuring using the Web Interface

This section shows how to configure the multicast paging feature using the Web Interface.

» To enable Multicast Paging using the Web interface:

1. Access the Services page (Configuration menu > Voice Over IP > Services):

Figure 26-1: Web Interface — Enable Paging

wPaging

Enabled: Disable w

In the Paging pane, from the Enabled drop-down list box, select Enable.

3. Configure the Multicast Paging Group; access the Function Keys page (Configuration
menu > Voice Over IP > Personal Settings > Function Keys).

4. Choose the Function Key that you which you wish to configure paging, and then from
the Type List box, select Paging.

5. Configure the Paging Group that you wish to assign to the IP Phone according to the
configuration parameters that are described in the table below.

6. Repeat the above procedure for each Paging Group that you wish to configure
(assigning a separate Function key for each additional Paging Group).
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Table 26-1: Paging Function Key Parameters
Parameter Description

Paging Group Name The name of the Paging Group. All IP Phone extensions that are assigned
to this group are paged whenever one of the extensions in the group
multicasts a message.

Paging Multicast The IP address via which multicast messages traverse. When an IP

Address Phone user announces or receives a multicast message, the message
traverses this IP address. You should assign a different IP address for
each group. This enables the multicasting of paged messages to different
groups simultaneously.

Paging Multicast Port | The port via which multicast messages traverse. When an |IP Phone user
announces or receives a multicast message, the message traverses this
port. This port number does not need to be unique for each Paging Group.

26.1.1 Barge-in

Whenever the user is in an active call, they can optionally determine whether they wish to
automatically listen to live paged messages or be prompted whenever there is an incoming
message.

the message is currently in an active call. If this user is not in an active call, then the

f Note: The Barge In feature is only relevant for cases where the IP Phone user receiving
message is played immiediately regardless how this parameter is configured.

This parameter is set as follows:

B Barge-in feature is enabled: The multicast voice message is played immediately. For
example, when there is an active call between party A and party B, and then there is
an incoming multicast message from party C, the call between A and B is
automatically placed on hold and the message is played to either party A or B or both.
Once the message is played, the user can resume the call.

B Barge-in feature is disabled: The message is played immediately if you are not in an
active call. However, if you are in an active call, when you receive the message, you
are prompted whether you wish to listen to the message. For example, when there is
an active call between party A and party B, and then there is an incoming multicast
message from party C, then if A or B accepts the message, the call is placed on hold
and the message is played. Once the message is played, then A or B can resume the
call. If on the other hand, A or B rejects the incoming message, then the message is
not played and the call is not placed on hold.

Note: The above example assumes that party A or party B has enabled this feature and
is configured with the same Paging Group that is multicasting the message.

» To enable Barge-in using the Web interface:

Access the Services page section (Configuration menu > Voice Over IP > Services).

In the Paging pane, from the 'Enabled' parameter drop-down, select Enable; the 'Barge-
in' parameter is displayed.

3. Inthe Paging pane, from the 'Barge-in' parameter drop-down, select Enable. Use the
screen below as a reference.
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Figure 26-2: Web Interface — Enable Barge-in
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» To enable Barge-in using the Configuration File:

° Use the table below as reference.

Table 26-2: Barge-in Parameters

Parameter Description

[voip/services/allow_barge_in/enabled] Enables paging to interrupt (i.e., barge into) a call
currently in progress.
= [0] Disabled (default)
= [1] Enabled

/I\ Note: See the IP Phone User's Manual for examples.
»

26.2 Configuring Using the Configuration File

This section shows how to configure the multicast paging feature using the configuration file.

» To enable Multicast Paging using the Configuration File:

° Use the table below as reference.

Table 26-3: Paging Parameters
Parameter Description

[voip/services/group_paging/enabled] Enables group paging.
= [0] Disabled (default)
= [1] Enabled

[voip/services/group_paging/group/0-11/activated] Sets the group to which to page.
Default: Group 0

[voip/services/group_paging/group/0-11/multicast_addr] = Sets the multicast address for group 0-11 to
which to page. Default: 224.0.0.0

[voip/services/group_paging/group/0-11/name] Sets the paging group name to display in the
LCD.
[voip/services/group_paging/group/0-11/port] Sets the multicast port for group 0 to which

to page. Default: 8888
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27 Configuring Feature Key Synchronization

This section shows how to configure Feature Key synchronization.

» To configure Feature Key synchronization using the Configuration File:

o Use the table below as reference.

Table 27-1: Feature Key Synchronization Parameters
Parameter Description

[system/feature_key_synchronization/enabled] = Disables/enables Feature Key synchronization.

[system/feature_key_synchronization/forward/ | Forward destination. The number of the telephone to
0-3/destination] which the call is made.

[S/fykstem/feat]ure_key_syncthﬂiZﬁtiOﬂ/StatUS/O- The status of the Feature Key synchronization.
3/fks_status

Select:

= [FKS_NONE] (Default)
= FKS_DND]

= [FKS_CFA]

- [FKS_CFB] -or-
= [FKS_CFNA]
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28

28.1

Implementing X.509 Authentication

X.509 certificates can be used to authenticate a connection with a remote server or HTTP/S
client browser. The certificates may be implemented in one of or a combination of the
following SSL handshake negotiation scenarios:

B The IP phone is a client who needs to authenticate the remote server e.g. provisioning
server to which it is attempting to connect.

In this case, the IP phone needs to load the certificate and Trusted CA used by the
remote server.

B The remote server needs to authenticate the incoming connection request from the IP
phone client.

In this case, the remote server needs to load the certificate and Trusted CA used by
the IP phone.

B The IP phone is a server who needs to authenticate an incoming connection request
from a remote HTTP client browser.

In this case, the IP phone needs to load the certificate and Trusted CA used by the
remote HTTP client browser.

B The remote HTTP client browser needs to authenticate the IP phone to which it is
attempting to connect.

In this case, the remote HTTP client browser needs to load the certificate and Trusted
CA used by the IP phone.

The following types of certificates can be used to authenticate the connections described in
the above scenarios:

B Factory-set Certificates (see Section 28.1):

Certificates that are loaded to the AudioCodes IP Phone using an AudioCodes
certificate and AudioCodes Trusted Root CA.

B User-Generated Certificates (see Section 28.2):

Certificates that are generated by the user that may use the AudioCodes Tusted Root
CA or an external CA.

Factory-Set Certificates and AudioCodes Trusted
Root CA

Genesys IP phones are loaded with factory-set preinstalled certificate files: private key file,
certificate file and a Trusted Root CA file that is signed by AudioCodes.

Note:

e The Web interface provides visual indication that factory certificates are installed:

' The System Information page displays 'MAC Address' and 'Device Certificate'
parameters.

\' The values for the 'Device Certificate’ parameter can be Installed, Self-Signed,
or Not Installed.

e The phone's LCD visually indicates that factory certificates are installed.

' The Release Information menu (MENU button > Status) displays the 'Device
Certificate' parameter.

' The values of the 'Device Certificate’ parameter can be Installed, Self-Signed, or
Not Installed.
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A

28.2

Whenever the IP phone authenticates with a remote server, it can be authenticated using
these certificate files. Each IP phone receives a uniquely generated private key certificate
file based on its MAC address.

Note:

e If the remote server is configured to authenticate the client and AudioCodes factory-
set certificates are used for authentication, then the AudioCodes Certificate and
AudioCodes Trusted Root CA must be downloaded to the remote server. These
files can be downloaded from the AudioCodes Web site. For more information,
contact your local AudioCodes sales representative.

e If you use the AudioCodes Redirect server to obtain firmware and configuration
files, then the factory-set certificates are used to authenticate the connection with
this server.

User-Generated Certificates

If an organizational certificate Infrastructure (PKI) is used, you may wish to instead use
certificates provided by your security administrator. You can define up to five additional user-
generated certificates, which can be configured to secure different types of connections and
paired with external Trusted Root CAs. The following remote server connection types can be
configured with user-generated certificates:

B 802.1x RADIUS server
B SIP TLS server
B HTTP/S Provisioning server

When user-generated certificates are loaded to the device to authenticate a specific
connection type, then this certificate is used to secure the connection with the assigned
connection type. For example, if you load Certificate A for connecting to an HTTPS
Provisioning server, then whenever there is an attempt by the phone to connect to a
Provisioning server, then the connection is authenticated using Certificate A.

Note:

e You can load one certificate for each connection type.

¢ If you do not load a certificate to support a specific connection type, then the
factory-set certificate is used to authenticate the connection. For example if you
load user-generated certificates to support Automatic Updates (Provisioning server)
and SIP TLS server connections, and there is an attempt by the phone to connect to
a RADIUS server, then this connection is authenticated using the AudioCodes
factory-set installed certificate.

e You can use the AudioCodes Trusted Root CA with a user-generated certificate.
e You can use the same certificate for different server connection types.
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28.3 External Trusted Root CAs

The Certificate Authority is a body that certifies ownership of a certificate by the name subject
of the certificate.

A

Figure 28-1: Certificate

General | Details | Certification Path |

@a Certificate Information

Thi<CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: QA-ININ_Server Group

Issued by: QA-ININ_Server Group

Vvalid from 7/26/2009 to 7/27/2029

Install Certificate...| | Issuer Statement

Learn more about certificates

[ox ]

You can define up to five external Trusted Root CAs, which may be configured to secure
different types of connections and paired with the loaded user-generated certificates (see

Section 28.2).

Note: If you do not load any Trusted Root CAs to the phone, then when there is an
attempt to connect to a remote server or an attempt by a browser to open the Web
interface using HTTPS, the AudioCodes Trusted Root CA is used to authenticate the

connection.
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29 Loading a Certificate

This section shows how to:

B Load the Trusted Root CA Certificate to the Phone (see below).

B Load the Client Certificate to the Phone (see Section 29.2).

B Generate a Certificate Signing Request (CSR) (see Section 29.3).

29.1 Loading the Trusted Root CA Certificate to the
Phone

This section shows how to load the Trusted Root CA certificate to the phone.

» To load the trusted root CA certificate to the phone:

1. Open the Root CA Certificate page (Configuration tab > Security menu > Root CA
Certificate).

Figure 29-1: Web Interface — Root CA Certificate
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2. Click Browse to navigate to the certificate file, and then click the Load button to upload
it to the phone.

You can load a maximum of five certificates to the phone. Click the Del button to
delete a load if necessary. Click the Display button to display the certificate if you
wish to view it.

29.1.1 Loading Trusted Root CA Certificate Using Configuration File

This section shows how to load a Trusted Root CA certificate using the configuration file.

Note: Using this method, Trusted Root CA certificates files are loaded to the phone when
it is powered up.

» To load a Trusted Root CA certificate file using the configuration file:

° Use the table below as reference.

Table 29-1: Root CA Certificate Parameters

Parameter Description
Root CA 1 The first root CA certificate loaded to the phone.
[security/ca_certificate/O/uri=]

Root CA 2 The second root CA certificate loaded to the phone.
[security/ca_certificate/1/uri=]
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Parameter

Root CA 3
[security/ca_certificate/2/uri=]

Root CA 4
[security/ca_certificate/3/uri=]

Root CA 5
[security/ca_certificate/4/uri=]

Description

The third root CA certificate loaded to the phone.

The fourth root CA certificate loaded to the phone.

The fifth root CA certificate loaded to the phone.

29.2 Loading the Client Certificate to the Phone

The section shows how to load the Client Certificate to the phone.

» To load the Client Certificate to the phone:

1. Open the Client Certificate page (Configuration tab > Security menu > Client

Certificate).

Figure 29-2: Web Interface — Client Certificate
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29.2.1 Loading the Client Certificate to the Phone using the

Configuration File

This section shows how to load a Client Certificate file to the phone using the configuration

file.

A Note: Using this method, client certificates files are loaded to the phone when it is

powered up.

» To load a client certificate file using the configuration file:

° Use the table below as reference.

Table 29-2: Client Certificate Parameters

Parameter
Certificate
[security/sip_certificate_uri]

Private Key
[security/sip_private_key_uri]

Description

Loads the Client Certificate for SIP TLS (SIP calls
with Transport Layer Security) to the phone.

Loads the Client Private Key for SIP TLS (SIP calls
with Transport Layer Security) to the phone.
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Parameter
Certificate
[security/ieee802_1x_certificate_uri]

Private Key
[security/ieee802_1x_private_key_uri]
Certificate
[security/autoupdate_certificate_uri]

Private Key
[security/autoupdate_private_key_uri]

Description

Loads the Client Certificate for 802.1X Authentication
to the phone.

Loads the Client Private Key for 802.1X
authentication to the phone.

Loads the Client Certificate for Provisioning server
authentication to the phone.

Loads the Client Private Key for Provisioning server
authentication to the phone.

29.2.2 Enabling Server-side Authentication (Mutual Authentication)

You can enable server-side authentication of a connection with the RADIUS and Provisioning

server.

A Note: OpenSSL 1.0.1m is supported. This open source version supports SHA2

algorithms.

Table 29-3: Server-side Authentication

Parameter

Verify Radius remote server certificate.
[security/ieee802_1x/verify_server_certi
ficate]

Verify Provisioning server certificate.

[security/provisioning/verify_server_cer
tificate]

Description

Enables the verification of the server-side certificate
in the SSL handshake negotiation with the remote
Radius server. Default-1(enabled).

Enables the verification of the server-side certificate
in the SSL negotiation with the remote Provisioning
server. Default-0 (disabled).
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29.3 Generating a Certificate Signing Request

The section shows how to generate a certificate signing request (CSR) to send to the
Certifcate Authority (CA) for the CA to sign the Client Certificate.

» To generate a CSR:

1. Open the Certificate Signing Request page (Configuration tab > Security menu >
Certificate Signing Request).

Figure 29-3: Web Interface — Certificate Signing Request

Cenacane Tanficais Soning Recusd Save Canfcaie Sorang Recussd

2. Pressthe Generate Certificate Signing Request button; the phone creates a CSR file.

Press the Save Certificate Signing Request button and download the CSR file to your
PC.

4. Send the CSR file to the Certificate Authority to sign the Client Certificate.
5. You can load the Client Certificate to the phone for 802.1X Authentication or SIP TLS.
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29.4 Using Previously Loaded Certificates

If you have upgraded to this version and your phones have pre-installed certificates, then the
CA configuration parameter values from previous versions are translated to version 2.2.2
parameter values as described below.

Note: It is highly recommended to change the CA configuration by using the methods
described in the above sections.

B Certificate file settings for versions prior to version 2.2.2:
security/ca certificate uri= xxx
security/certificate uri=zzz
security/private_key:uri=yyy

where:

xxX is the uri of the root CA

zzz is the uri of the certificate file

yyy is the uri of the private key file

B Certificate file settings translated to version 2.2.2:
security/autoupdate certificate uri=zzz
security/autoupdate private key uri= yyy
security/ca certificate/0/uri=xxx
security/ca certificate/1l/uri=
security/ca certificate/2/uri=
security/ca certificate/3/uri=
security/ca certificate/4/uri=
security/ieee802 1x certificate uri=zzz
security/ieee802 1x private key uri= yyy
security/sip certificate uri= zzz
security/sip private key uri= yyy

A Note: The CA configuration parameters prior to version 2.2.2 are longer used on the IP
Phone.
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30

A

Configuring SIP TLS

This section shows how to manage Transport Layer Security (TLS) and certificates. TLS is
a cryptographic protocol which provides communication security over the transport layer
(TCP). TLS is used to secure the IP Phone's SIP signaling connections, Web interface, and
Telnet server over TCP/IP. Typically, TLS protocol uses Private and Public keys for
authentication. A Certification Authority (CA) performs authentication. Full protocol
specification is updated in RFC 5246.

Note: Before you can connect to a TLS server, you need to ensure that the same
certificate and Trusted Root CA are loaded to both the phone and the TLS server.

30.1 Configuring TLS

This section shows how to configure TLS for the SIP connection between the phone and a
TLS server.

» To configure TLS using the Configuration File:

e Use the table below as reference.
Table 30-1: SIP-over-TLS Parameters
Parameter Description
SIP Transport Protocol Specifies the SIP Transport protocol.

[voip/signalling/sip/transport_protocol] « If using the 'sip’ prefix, set to 'TLS'

« If using the 'sips' prefix, set to "TCP'

TLS Port Defines the local TLS SIP port for SIP messages.
[voip/signalling/sip/tls_port] Range:1024 - 65535. Default:5061.
Ivoip/signalling/sip/enable_sips If signaling protocol is set to TCP and we want to

30.1.1

A\

activate TLS, this parameter should be enabled. In
this case we will use 'sips' prefix instead of “sip:”

Configuring SIP TLS using the Web Interface

This section shows how to configure SIP TLS using the Web interface.

Note: This procedure is typically used for evaluation purposes only.

» To configure TLS using the Web interface:

1. Access the Signaling Protocols page (Configuration tab > Voice Over IP menu >
Signaling Protocols) and scroll down to the SIP General screen section.

. From the 'SIP Transport Protocol' drop-down list, select TLS.
3. Inthe 'TLS Port' field, enter 5061.

4. Configure the other parameters using Table 17-1 as reference under Section 17.1 on
page 90.

Figure 30-1: Web Interface — Signaling Protocols - SIP General
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w SIF General

SIP Transport Protocol:

TLS Port:

SIP Local Port:

Gateway Name:

PRACK Mode:

Enable RPORT:

Include PTIME in SDP:

Enable Keep Alive using OPTIONS:
Connect Media on 180 Response:
Block Caller ID on Qutgoing Calls:

Incoming Anonymous Call Blocking:

s -

5061
5060

Enable
Enable
Disable
Disable
Disable
Disable
Disable

5. Click Submit.
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31

Configuring 802.1x

802.1X is an IEEE Standard for Port-based Network Access Control (PNAC). It's part of the
IEEE 802.1 group of networking protocols. It provides an authentication mechanism for
devices wishing to connect to a LAN or WLAN.

The employee's PC negotiates 802.1X. Messages are sent transparent to the enterprise
switch. The IP phone is uninvolved in the negotiation; however, if an employee's PC is
disconnected, their IP phone notifies the switch. If an employee's PC is disconnected from
the IP phone, a PROXY-EAP-LOGOFF mechanism lets the IP phone immediately log off the
port from the authentication server to prevent anyone else from connecting to it.

The phone performs like this:

B [P phone and PC connected to IP phone's PC port successfully perform 802.1X
authentication. The authentication server records the IP phone and PC as authorized.

B If the PC is disconnected from IP phone's PC port, the phone sends an EAPoL-Logoff
message for the PC. The authentication server then records the PC as unauthorized.

B [f the PC reconnects to the IP phone's PC port, the authentication server requests the
PC to perform 802.1X authentication again.

Note: Before you can connect to a 802.1x server, you need to ensure that the same
certificate and Trusted Root CA are loaded to both the phone and the 802.1x.

31.1 Configuring 802.1x using the Phone's LCD
This section shows how to configure 802.1x using the phone's LCD.
» To configure 802.1x using the phone's LCD:
1. Inthe phone's LCD, access the 802.1x Settings screen (MENU key > Administration
menu > Network Settings > 802.1xSettings).
Administration E Metwork Settings 021
1. Metwork Settings 1. LAM Connection Type
c. S5IF Accounts p | C- BOC.IH Settings
3. Restore Defaults 3. WLAN Setting=
4. Restart 4. PC Port
S 30214 Settings
Disabled
EAP-MDS
CIEAP-TLS
Saue  Back
2. Navigate to and select either:
e Disabled — disables the 802.1x feature
e EAP-MD5 — see Section 31.1.1
o EAP-TLS - see Section 31.1.2
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31.1.1 Configuring EAP-MD5 Mode
This section shows how to configure EAP-MD5 mode for 802.1x using the phone's LCD.

» To configure EAP-MD5 mode for 802.1x using the phone's LCD:

1. Navigate to the EAP-MD5 option and then press Select and Edit:
ERP-MO5 Settings

Fas=word :

Al a1 SaUE Back
2. Enter the following information:
e Identity: User ID
e Password: MD5 password (optional)
3. Press the Save softkey; a message appears notifying you that the phone will restart.
4. Press Apply.

31.1.2 Configuring EAP-TLS Mode
This section shows how to configure EAP-TLS mode for 802.1x using the phone's LCD.

» To configure EAP-TLS mode for 802.1x using the phone's LCD:

1. Navigate to the EAP-TLS option and press Select
2. Press the Save softkey; a message appears notifying you that the phone will restart.
3. Press Apply.

31.2 Configuring 802.1x Using Web and Configuration
File

This section shows how to configure 802.1x using the Web interface or configuration file.

31.2.1 Configuring EAP MD5 Mode
This section shows how to configure 802.1x settings for EAP-MD5 using the Web interface.

» To configure 802.1x settings for EAP-MD5 using the Web interface:

1. Access the 802.1X Settings page (Configuration > Network Connections > 802.1X
Settings) and select MD5 as 'EAP Type'.

Figure 31-1: Web Interface —801.1X Settings - EAP-MD5

802, 1K Satngs

w802 .1X Settngs
EAP Type: EAP-MD5 -
Idenitity:
MdS Password:

Confirm Md5 Password:

2. Configure the 802.1x settings according to the parameters in the table below, and then
click Submit.
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» To configure 802.1x settings for EAP-MD5 using the configuration file:

o Use the table below as reference.

Table 31-1: EAP MD5 Parameters

Parameter Description
EAP Type Sets 802.1x Extensible Authentication Protocol mode:
[/network/lan/_802_1x/eap_type] = [Disable] = Disables the use of 802.1x

= [EAP_MDS5]=Authentication is implemented by user
name and password (Password is optional).

= [EAP_TLS]= Authentication is implemented by
Certificate, Client Certificate and Client Private Key.

Identity User ID for md5 mode.
[/network/lan/_802_1x/md5_identity]

MD5 password Password for md5 mode. (Leave blank if no
[/network/lan/_802_1x/md5_password] = Password).

31.2.2 Configuring EAP TLS Mode
This section shows how to configure the phone's 802.1x settings for EAP-TLS using the Web

interface or configuration file.
» To configure 802.1x settings for EAP-TLS using the Web interface:

1. Access the 802.1X Settings page (Configuration > Network Settings > 802.1X
Settings) and select TLS as 'EAP Type'.

Figure 31-2: Web Interface —801.1X Settings - EAP-TLS
802.1% Settings

w302.1% Settings
EAP Type: EAP-TLS g

2. Click Submit.
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32 Configuring SRTP

Secure Real-time Transport Protocol (SRTP) is a protocol that allows encryption for RTP
data. Since the RTP encryption key is delivered via SIP, this feature is relevant only when
SIP transport is secured, so when using this feature you also need to use SIP over TLS.

SRTP can be configured using the Web interface or configuration file.

» To configure SRTP using the Web interface:

1. Access the Media Streaming page (Configuration tab > Voice Over IP menu > Media

Streaming).

Figure 32-1: Web Interface - SRTP

SRTP

Enable SRTP Encryption and Authentication:
Method:

ARIA:

Enable -
AES_CM_128 HMAC_SHA1 32 =

Disable «

2. Configure the SRTP settings according to the parameters in the table below, and then

click Submit.

» To configure SRTP using the configuration file:

° Use the table below as reference.

Parameter

Enable SRTP Encryption and
Authentication

[voip/media/srtp/enabled]

Method
[voip/media/srtp/method]

/voip/media/srtp/use_MKI
/voip/media/srtp/MKI_length

Table 32-1: SRTP Parameters

Description

Enables secured RTP (SRTP).

= [O] Disable (default)

= [1] Enable

The SRTP encryption method.

= [AES_CM_128_HMAC_SHA1_32] (default)
= [AES_CM_128 HMAC_SHA1 80]

= [AES_CM_128 ALL_METHODS]
Defines the Master Key Index from SDP.

Defines the maximum length of the Master Key Index.
Range: 1 - 4. Default: 1.
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33

Configuring HTTP/S

HTTP/S login authentication can be configured to secure the connection between the IP
phones and a provisioning server, such as the BroadWorks Device Management
Provisioning server. Once the connection is secure, software and/or configuration files can
be downloaded to the phone.

HTTP/S authentication is supporting using the following methods (configured on the remote
server):

B Basic — (RFC 2617) username and password are sent in plain text over plain HTTP
over the network.

B Digest — a hash function is applied to the password before sending it over the
network, therefore it is more secure as usernames and passwords are encrypted

Note:

e The enterprise requires an HTTP/S server to support this feature.

e The authentication method is configured on the remote side e.g. Provisioning
server.
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34 Logging into a Remote HTTP/S Server
using the Phone LCD

During automatic provisioning, the phone can optionally prompt the user to enter the login
credentials (username and password) of the provisioning server.

The prompt occurs during the server's authentication process, when it is recognized that an
HTTP username and/or password has not been specified, or that these credentials are
incorrect.

If so, and if the prompt feature is enabled, the 'Prov. Credentials' screen pops up, prompting
the user to enter or reenter these login credentials.

» To configure HTTP/S login authentication in the Configuration File:

° Use the table below as reference:

Table 34-1: HTTP/S Login Authentication

Parameter Description

[provisioning/configuration/http_auth/ui_interaction | Enables the user to be prompted to enter the

_enabled] HTTP username and password on the phone
during the automatic provisioning process
whenever the login credentials to the
provisioning server have not been entered or
are incorrect.

[O] = (default) The phone's Settings menu's
Prov. Credentials option is not available on the
phone and therefore the user cannot
interactively enter the HTTP password and
username. In this case, you must enter values
for the HTTP username and password in the
configuration file, as specified below.

[1] = The user can be prompted to enter the
HTTP username and password interactively.
Whenever this value is configured and the
phone attempts to connect to a remote server,
then the user is prompted to enter or reenter
these credentials.
In addition, the user can manually go the
Settings menu option Prov. Credentials to enter
their username and password.
When this value is enabled, then it is highly
recommended to remove the HTTP password
and username entries from the configuration file:
= provisioning/configuration/http_auth/password
= [provisioning/configuration/http_auth/user_name]

[provisioning/configuration/http_auth/user_name] Defines a username required by the HTTP/S
server for logging in with authentication.

[provisioning/configuration/http_auth/password] Defines a password required by the HTTP/S
server for logging in with authentication.

218 Genesys 420HD and 405 IP Phones



34.Logging into a Remote HTTP/S Server using the Phone LCD

This page is intentionally left blank.

Administrator's Guide Version 2.2.12 219



3 GENESYS 35. Securing the Web Interface using HTTP/S

35 Securing the Web Interface using HTTP/S

This section shows how to secure management of the phone with HTTP/S authentication,
using the Web interface.

HTTP/S browser, you need to ensure that the same certificate and Trusted Root CA are
loaded to both the phone and the remote HTTP/S browser. For more information, see

t Note: If you wish to authenticate the connection between the phone and a remote
Section 0.

» To secure management of the phone with HTTP/S authentication, using the Web
interface:

1. Inyour Web browser, enter the URL, for example, https://10.13.2.5; the following screen
opens:

Figure 35-1: Securing Web Interface Management with HTTP/S

S——— T R e
ek & rp 300323 P = & X || B Comtate Ein Newgnion -
fie 3¢ Yew Fportem Jook Hep
: %8 - v Pagevy SMetyw Tgolse e

We recommand that you close thiz wedbpage and do not continue to this website
<
B

o) A

2.  Click the Continue to this website link; the Windows Security dialog opens.

r T
Windows Security &

The server 10.13.2.5 at IP Phone requires a usemame and password.

-

Remember my credentials

i' oK | L. Cancel

L

3. Enter your 'User Name' and 'Password' (Default = admin and 1234); the home page of
phone's Web interface opens. You're now managing the phone using the Web interface,
secured by HTTP/S.

35.1 Provisioning

Your IP phones are automatically provisioned by your enterprise's DHCP server when you
initially connect them to the IP network and to the power supply.
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You can then configure periodic automatic provisioning by DHCP server, in the Web
interface.

» To configure periodic automatic provisioning by DHCP server:

1. In the Web interface, access the Automatic Provisioning screen (Management tab >
Automatic Update > Automatic Provisioning).

Figure 35-2: Web Interface — Automatic Provisioning
Automatic Provisioning

Firmware Version : 2.0.2.15

Provisioning Method : |DHCP Options (Dynamic URL) Vl

Dynamic Firmware URL : tftp://10.1.1.56/\Boot\x86\wdsnbp.com/420HD.img Check Now
Dynamic Configuration URL :  tftp://10.1.1.56/00908f3bbaf5.cfg Check Now
DHCP Option Value :

Check Period : Daily v|

Every day at : 00:00

Random Provisioning Time : |120 minutes

2. Configure the firmware file (img) and configuration file (cfg) to be pulled from your
enterprise's HTTP server by the DHCP server, in the 'Dynamic Firmware URL'
parameter and 'Dynamic Configuration URL' parameter.

3. Configure the provisioning period.

Note: To implement secure provisioning using HTTP/S, the HTTP/S server on the far
end (from where you are loading the files) must also support HTTP/S.
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36 MAC-Based Authentication

This section shows how to configure MAC-based authentication.

» To configure MAC-based authentication:
o Use the table below as reference:
Table 36-1: Authentication

Parameter Description

[provisioning/configuration/mac_address_in_h = Enables MAC-based authentication.

eader] [0] = (default) Don't insert the IP phone's MAC
address in the header.
[1] = Insert the IP phone's MAC address in the
header.
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37 Changing Administrator Login Credentials

You can change the administrator phone's login user name and password. This is the login
required to access the Web interface and the phone LCD's Administration menu. The
default administrator user name and password is admin and 1234 respectively.

Administrator Login Credentials can be changed using the Web interface or Configuration
File.

» To change the administrator's login username and password using the Web
interface:

1. Access the Users page (Management tab > Administration menu > Users).

Figure 37-1: Web Interface — Users — Administrator Account

Usernarme admin
Fassword asaw
Confirm Passward asaw

2. Inthe 'Username' field, enter a username.

3. Inthe'Password' field, enter a new password, and then in the 'Confirm Password' field,
re-enter this new password.

4. Click Submit; a confirmation prompt appears.
5. Click OK.

» To change the login username and password using the configuration file:

° Use the table below as reference.

Table 37-1: Username and Password Parameters

Parameter Description
Username The phone user name.
[system/user_name] The default value is admin.
Note: This parameter is applicable only to the Web interface.
Password The phone password is by default encrypted.
[system/password] The default value is 1234.

To regenerate an encrypted password, see Section 4.6.2.

Note: This parameter applies to the Web interface, and to the LCD
display.
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38 Restarting Phones

The phone can be restarted from the phone's LCD or using the Web interface.

38.1 Restarting from the Phone's LCD

This section shows how to restart the phone from the phone's LCD.

» To restart the phone from the LCD:

1. Inthe phone's LCD select the Restart option. Either:
a. MENU key > Administration menu > Restart) -OR-
b. MENU key > Settings menu > Restart
The screenshot below shows the Administration menu's Restart option.

B Rdministration ongz
1. Wetwork Settings

2. 5P Accounts

3. Restore Defaults

4. Restart

A warning message appears requesting you to confirm:
QA Bdmini atinh TR

Warning
] Festart phone?

2. Press the Yes softkey to confirm the restart or No to cancel.
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38.2 Restarting the Phone using the Web Interface

You can use the Web interface to restart your phone.

» To restart the phone:

1. In the Web interface access the Restart System page (Management tab >
Administration menu > Restart System).

Figure 38-1: Web Interface —Restart System

Restart system

2. Click the Restart button; a confirmation box appears prompting you to confirm.

Figure 38-2: Confirmation Box

Windows Internet Explorer @

\? / Are you sure you want to restart the system?

[ OK ][ Cancel J

3. Click OK.
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39

39.1

Restoring Phone Defaults

Phone default settings can be restored from the phone's LCD or using the Web interface.

Restoring Factory Defaults from the Phone's LCD

This section shows how to restore factory defaults from the phone's LCD.

>
1.

To restore the phone to default settings:

In the phone's LCD, access the Restore Defaults submenu (MENU key >
Administration menu > Restore Defaults).

[ Rdraimi<tration &2
1. Netwark Settings
c. SIF Accounts

3. Restore Defaults
4, Restart

Press the Select softkey; a warning message appears requesting you to confirm:

Warning
Restore settings?

. hestart

Press the Yes softkey to confirm reset to defaults or No to cancel.

Note: You can restore the phone's settings to their defaults without needing access to
the 'Administration' menu or (2) administrator access to the Web interface.

To restore the phone's settings to their defaults if necessary:
1.

Long-press the OK and MENU keys simultaneously and while pressed, unplug the
power cable.

Plug the power cable back into the phone and continue to press the OK + MENU keys
for +-5 seconds as the boot process starts after connecting the power supply.

Release the OK + MENU keys; the phone' settings are restored to their defaults.
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39.2 Restoring Factory Defaults using the Web Interface

You can restore your phone's settings to factory defaults using the Web interface.

» To restore the phone to factory defaults:

1. Access the Restore Defaults page (Management tab > Administration menu >
Restore Defaults).

Figure 39-1: Web Interface —Restore Defaults

Restore to Factory Defaults

2. Click the Submit button; a confirmation box appears prompting you to confirm.

Figure 39-2: Submit Confirmation Box

Message from webpage @

"OI Are you sure you want to restore to default values?

OK J [ Cancel

3. Click OK.
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40. Determining Network Status

40 Determining Network Status

This section shows how to determine network status using the Web interface.

40.1 Determining LAN Status

This section shows how to determine LAN status information.

> To determine LAN status information:

B Access the Network Status page (Status & Diagnostics tab > System Status menu
> Network Status).

Figure 40-1: Web Interface - LAN Information

LAN Information

Type: DHCP Client

IP Address: 10.16.2.162
Subnet Mask: 255.255.0.0
Default Gateway Address: 10.16.0.1

Primary DNS: 10.1.1.11
Secondary DNS: 10.1.1.10

MAC Address: 00:90:8F:1E:DB:3E

40.2 Determining Port Status
This section shows how to determine Port Mode status using the Web interface.

> To determine Port Mode status:

B Access the Network Status page (Status & Diagnostics tab > System Status menu
> Network Status).

Figure 40-2: Web Interface — Port Mode Status

Port Mode Status

Altribute LAN Port PC Port
Lnk State Up Dawn
Negotiation Automatic Automatic
Speed: 100Mbps N/A
Duplex: Full N/A

VLAN Activate: Enable Disable
VLAN 1d: 0 N/A

VLAN Priority: 0 N/A

40.3 Determining 802.1x Status

This section shows how to determine 802.1x status.

> To determine 802.1x status:

B Access the Network Status page (Status & Diagnostics tab > System Status menu
> Network Status).

Figure 40-3: Web Interface - 802.1X Status

802.1xX Status
EAF Type: EAP-TLS

Status: Failure: No certificates
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41 Determining VolIP Status

This section shows how to determine VolP status using the Web interface.

41.1 Determining Phone Status

This section shows how to determine phone status.

» To determine phone status:

B Access the VolP Status page (Status & Diagnostics tab > System Status menu >
VolP Status).

Figure 41-1: Web Interface - VoIP Status - Phone Status

Fhone Status
Hook State On Hook

Audio Device Ringer

41.2 Determining Line Status

This section shows how to determine line status.

> To determine line status:

B Access the Network Status page (Status & Diagnostics tab > System Status menu
> VolP Status).

Figure 41-2: Web Interface — Line Status

Line Status

Une Number Lne 1

SIP Registrabon Registered
SIP Registration Server 10.37.4.204
onD 0

Muce orr

Forward State Disables
Forward Destnation N/A
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41.3 Determining Memory Status

This section shows how to determine the device's memory status in real time, using the three
Linux commands that are most frequently used to obtain data related to a device's memory

state.

» To determine memory status:

1. Access the Memory Status page (Status & Diagnostics > System Status > Memory

Status).

Memory Status

eamimand Sebact
Comimand:

Figure 41-3: Web Interface — Memory Status

cal fprochmeminin

Camnard Cuitgait

Save (s lex fla) Falresh Ilaxrmize

2. From the dropdown list select a Linux command from the three available:

° meminfo

) p S
° top

Use Table 42-1 below as reference.

Linux Command

Meminfo

ps

top

Table 41-1: Memory Status — Linux Commands
Description

Provides you a snapshot of memory usage on the device.

Provides you a snapshot of the current processes running on the
device's CPU.

Provides you an ongoing look at processor activity in real time. Displays
a listing of the most CPU-intensive tasks on the system.

3. Click Refresh; the information requested is displayed.

238

Genesys 420 HD and 405 IP Phones



41. Determining VolP Status

Figure 41-4;: Web Interface — Memory Status — Linux meminfo Command - Displayed
Information
wCommand Select

Command: cat ‘proc/meminfo v

Command Cutput

> o

RS R

< >

4. Click Save (as text file) (optional); the information provided by the Linux command is
saved to a txt file. You can use the file to make sure all data is stored correctly in memory
and to diagnose possible issues such as voice quality, jitter, or memory leakage.

5. Click Maximize (optional); the information pane is maximized for an optimal viewing
experience.

41.4 Viewing Current Call Information

The Web interface displays call information of a currently established call.

> Toview current call information:

B Access the Network Status page (Status & Diagnostics tab > System Status menu
> VolP Status):

Figure 41-5: Web Interface —Line 1 Call Information

Line 1 Call Information
Call Number Call 1
Call State Connected
Origin QOutgoing
Remote Number 569
Remote ID Sue Lee
Duration 00:00:22
Codec G722
Packets Sent 825
Packets Received 826
Bytes Sent 132000
Bytes Received 132160
Packets Lost 0
Fraction Lost 0.0%
Jitter 1
Round Trip Delay 22
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42  Viewing Call History

You can view a list of received calls, missed calls, and dialed numbers. The call duration of
the received and dialed calls is also displayed.

» To view call history:

1. Access the Call History page (Status & Diagnostics tab > History menu > Call
History).

Figure 42-1: Web Interface — Call History

EFREE

et DA/DL/3000 Thursdmy 1911322

Lnetle Dmbeie AN

2. From the 'Type' drop-down list, select the type of call history (i.e., missed calls, received
calls, and dialed numbers) that you want to view; the table lists the call history according
to the chosen call history type.

3. You can delete a logged call history entry, by selecting the 'Delete' check box
corresponding to the entry that you want to delete, and then clicking the Delete button.
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43 Accessing System Information

43.1 Accessing Phone Firmware Version

You can determine the phone firmware version using the Web interface or from the phone
LCD.

43.1.1 Accessing Firmware Version using the Web Interface

You can determine the firmware version currently running on the phone.

» To view the phone's firmware version:

B Access the System Information page (Status & Diagnostics tab > System
Information menu > General).

Figure 43-1: Web Interface - System Information—-Firmware Version

System Information

Model Name 430HD

Firmware Version 2.2.4.46

Release Date 2015-07-07_11:37:30
MAC Address 00:90:8F:48:4C:F0
Device Certificate Self-Signed

43.1.2 Accessing Firmware Version from the Phone's LCD

This section shows how to determine firmware version in the phone's LCD.

» To determine the phone's firmware version from the LCD:

B In the phone's LCD, access the Firmware Version screen (MENU key > Status menu
> Firmware Version):

430HD
Firmnware Version
2.2.4.45
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43.2 Viewing Phone Firmware Release Information

You can view phone firmware release information in the Web interface or in the phone LCD.

43.2.1 Viewing Firmware Release Information in the Web Interface

> To view firmware release information in the Web interface:

B Access the Release Information page (Status & Diagnostics tab > System
Information menu > Release Information).

Figure 43-2: Web Interface - System Information — Release Information
Release Information

BLVERSION 1.0.24

AUTOMAKE 1

BUILD_OWNER compile@cmbusrvil
BUILD_PROFILE 405

IMG_BLVERSION 1.0.24

SYSDATETIME 112400002015

VCS g

BUILD_TIME 2015-11-24_11:53:09
DSPFWVERSION 494002ce4.700.28/494001ce5.700.28
HW_TYPE 405

LOG 0

SWVERSION 2.2.6.9

SW_TYPE GENERIC
DSP_FW_VERSION_CURRENTLY_LOADED 494002ce4.700.28
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43.2.2 Viewing Firmware Release Information in the Phone's LCD

This section shows how to view firmware release information in the phone's LCD.

» To view firmware release information in the phone's LCD:

B In the phone's LCD, access the Release Information screen (MENU key > Status
menu > Release Information).
This screen is displayed:

S Release Information 1:21
LYWERSION

1.0.21
EUILD_TIME

2015-07-07_11:37.30

B Release information includes:
° BL Version
° Build Time
e DSP FW Version
e  Hardware Type
e Log
e  Software Version
e  Software Type
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4.4

44.1

4411

e TOP-XR

Monitoring Quality of Experience

You can configure the phone to send Quality of Experience reports to a QoE collecting
server, such as the AudioCodes SEM server. This mechanism is implemented using RTCP-
XR (RTCP Extended Reports). These extended reports include voice quality data events,
such as Jitter Buffer, Packet Loss, Delay and Burst, which are collected by the IP phone
during the VolIP session.

When the SIP PUBLISH feature is enabled, upon the termination of the VolP session e.g.
call disconnect or Hold states, values are calculated for each voice quality data event and
sent to the QoE server in a SIP PUBLISH message.

RTCP XR information publishing is implemented on the IP Phone according to RFC 6035.
RTP Control Protocol Extended Reports (RTCP XR) is a VolP management control that
defines a set of metrics containing information for assessing VolP call quality and for
diagnosing problems. RTCP XR (RFC 3611) extends the RTCP reports defined in RFC 3550
by providing additional VoIP metrics for Quality of Experience.

Configuring Remote Voice Quality Monitoring
In order to report voice quality events from the phone to a Quality of Experience Server
(QoE), you must perform both of the following actions:

B Configure the phone to retrieve RTCP XP events on voice quality data (see Section
44.1.1).

B Configure the phone to send SIP PUBLISH messages to the QoE server, including the
RTCP XP events described above and the SIP call messages (see Section 44.1.2).

Configuring RTCP Extended Report

This section shows how to configure RTCP-XR (Extended Report for RTP Control Protocol)
working mode. You must enable the phone to retrieve RTCP-XR events using one of the
methods described in the table below (this feature is by default disabled).
» To configure RTCP_XR working mode using the Web interface:

1. Access the Media Streaming page (Configuration tab > Voice Over IP menu > Media
Streaming), and then scroll down to the RTCP-XR section.

Figure 44-1: Web Interface - Media Streaming - RTCP-XR

RTCP-XR Voroe Quakty Statistics Mode Disabie v

2. Configure the 'RTCP-XR Voice Quality Statistics Mode' parameter, using the following
table below as reference.
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» To configure RTCP_XR working mode using the configuration file:

o Use the table below as reference.

Table 44-1: RTCP_XR Parameters
Parameter Description

RTCP-XR Voice Quality Statistics Mode = Sets RTCP_XR working mode.

[voip/rtcp_xr/vg_statistics/mode] Select either:
= [DISABLE] (default). In this state, no RTCP events
are retrieved from the phone and the SIP PUBLISH
is not sent, regardless of the state of parameter
'goe_publish_enabled' (see below).

= [EVENTS_ONLY]. In this state, RTCP-XR events
with voice quality parameter calculations are sent
internally on the phone every five seconds. Each
calculation is made on the basis of these RFC 3611
parameters: BT=7, block length = 8SSRC of source,
loss rate, discard rate, burst density, gap density,
burst duration, gap duration, round trip delay, end
system delay, signal level, noise level, Gmin, R
factor, ext. R factor, MOS-LQ, MOS-CQ, RX config,
JB nominal, JB maximum and JB abs max. The
phone sends the summarized RTCP-XR events to
the Skype for Business server / EMS via SIP
SERVICE messages (in Genesis-SIP, SIP PUBLISH
messages are used).

= [REMOTE_AND_EVENTS]. In this state, the phone
sends RTCP-XR events to the remote calling party
(i.e. party A sends these events to party B) every
five seconds during the VolP session. The phone
sends the summarized RTCP-XR events to the
Skype for Business server / EMS via SIP SERVICE
messages (in Genesis-SIP, SIP PUBLISH
messages are used).

44.1.2 Configuring Voice Quality Monitoring

You can set up the phone to report SIP PUBLISH messages to a remote QoE server.

» To configure voice quality monitoring using the configuration file:
e  Use the table below as reference.

Table 44-2: Voice Quality Monitoring Parameters

Name Role

Determines whether or not to send PUBLISH messages
(Default-0).

Sets the QoE server address/hostname to which PUBLISH
messages will be sent (Default-0.0.0.0).

Sets the port to which the PUBLISH messages will be sent
(Default-5060).

[/voip/goe/qgoe_publish_enabled]
[/voip/goelqoe_server_address]
[/voip/goe/goe_server_port]

For a full lising of RTCP XR parameters that may be sent to the QoE server, see Appendix

H.
For example SIP PUBLISH messages, see Appendix Error! Reference source not found..
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45. Diagnosing Phone Hardware

45 Diagnosing Phone Hardware

This section shows how to test the IP Phone's hardware functionality.

» To diagnose phone hardware:

1.

a > w DN

LCD Menu
Option

10

Connect the phone's LAN port to a switch using a LAN cable.
Ensure that the DHCP server is functioning.

Connect a headset to the phone.

Power on the phone and wait until initialization is complete.

On the keypad, key in the number 0123456789 and then press the star key (*); the
diagnostic tests are displayed in the phone's LCD:

Figure 45-1: Diagnostic Tests Displayed in Phone LCD
Product Test

1. Product Info
. LCO % Backlight

3. Keypad & Hook
0K

Run all tests consecutively (LCD menu option 0 — All Tests) -OR- run a single test
(LCD menu options 1-10):

Test Description
All Tests 1-10 (listed below), performed in one continuous sequence,
where each test is followed by the next in the order listed.
Product Info Displays MAC address, SN (serial number), VERSION, IP

address, manufacturing company (AudioCodes) and phone
model. Verify that product information is correct.

Main LCD & Backlight ' Tests the backlight in the main LCD. Press OK successively
to test correct functionality.

Keypad and Hook Tests off-hook/on-hook functionality. Verify correct
functionality. For more details, see Section 45.1.
LED Tests the LEDs. Press OK successively; LCD displays

'Green LEDs are on' followed by 'Red LEDs are on' followed
by 'Blue LEDs are on' followed by 'All LEDs are on'. Verify
correct functionality.

Handset Tests handset microphone for recording/speaking and
handset receiver (speaker) for playing/listening. Verify
correct functionality. For more details, see Section 45.2.

Headset Tests headset microphone (recording/speaking) and headset
headphone/receiver (playing/listening). Verify correct
functionality. For more details, see Section 45.3 below.

Hands Free Tests speaker microphone (recording/speaking) and speaker
receiver (playing/listening).Verify correct functionality. For
more details, see Section 45.4 below.

AUX Used for debugging.
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45.1 Testing Keypad and Hook

>
1.

2.

3.
4,

To test keypad and hook:

From the LCD, select menu option 4,Keypad and Hook; the phone's LCD displays a
graphic representation of the physical keypad (LCD screens differ slightly across

models).

Figure 45-2: Keypad and Hook Test— On-Hook
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Off-hook the handset; the background of the hook indicator ('H') turns black.

Figure 45-3: Keypad Test — Off-Hook
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On-hook the handset; the background of the hook indicator (‘"H') reverts to white.

000000000000

Press each key on the keypad; its representation in the LCD turns black.
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45.2 Testing Handset

> To test the handset:

1. From the LCD, select menu option 6, Handset; the LCD indicates 'Off-hook phone'.

2. Off-hook the phone; the LCD indicates 'Start recording...'Speak into the handset until
the LCD displays 'Start playing...' and you hear your speech playing back.

45.3 Testing the Headset

> To test the headset:

1. From the LCD, select menu option 7, Headset; the LCD indicates 'Press any key'.

2. Press any key; the LCD indicates 'Start recording..." Speak into the headset until the
LCD displays 'Start playing...' and you hear your speech playing back.

45.4 Testing Hands Free

> To test hands free:

1. From the LCD, select menu option 7, Hands Free; the LCD indicates 'Press any key'.

2. Press any key; the LCD indicates 'Start recording...' Speak into the phone speaker for
a few seconds until the LCD displays 'Start playing..." and you hear your speech playing
back through the speaker.
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46 Recovering Firmware

This section shows how to recover the phone's firmware. See also Appendix C for more
detailed information. If the phone is powered off for some reason during the firmware upgrade
process, the phone becomes unusable. The recovery process is also available when the
phone is connected to a VLAN.

» To recover the phone firmware:

1. Ensure that your DHCP server supports Options 66 (TFTP server address) and 67
(firmware file), and that these are configurable.

2. Before connecting the phone, verify that the TFTP server is running and the firmware
file for recovery is located in the correct location.

3. Connect your phone to the IP network, and then connect the phone to the power outlet;
a. The phone sends a TFTP request to the IP address indicated in the DHCP Option
66 field to retrieve the firmware file indicated in the DHCP Option 67 field.

b. The phone, in the DHCP Discover message sends its model name in the DHCP
Option 77 field. The DHCP server, according to the phone model, sets the
appropriate firmware file name in the DHCP Option 67 field sent to the phone
(e.g., 420HD_2.2.2.img).

c. The phone then upgrades to the recovery firmware.

d. After the firmware upgrade process completes, the phone boots up successfully.
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47 Configuring System Logging (SysloQ)

System logging (Syslog) can be configured using the Web interface or configuration file.
Two Syslog options are available:

B Regular Syslog (see the next section)
B Lightweight Syslog (see Section 47.1.2).

47.1.1 Analyzing and Debugging Traffic using Regular Syslog

This section shows how to use the System Logging (Syslog) feature for traffic analysis and
debugging. The feature can be configured using the Web interface or Configuration File.

» To configure system logging using the Web interface:

1. Access the System Logging page (Status & Diagnostics > Diagnostics > Logging).

Figure 47-1: Web Interface —System Logging

w»Systemn Logging

Activate: m -
Server IP Address or Host Name: 0.0.0.0

Server Port: 514

Voip Application: Mone hd
Sip Call Control: Mone -
Sip Stack: Mone hd
Control Center: MNone -
LCD Display: Mone -
Web: MNone -
Watchdog: Mone -
802.1X: MNone -
Kernel: MNone -
DSP: MNone -

2. Configure using the table below as reference, and then click Submit.

» To configure system logging using the configuration file:

° Use the table below as reference.

Table 47-1: Syslog Parameters

Parameter Description
Activate Enables Syslog. Possible values are:
[system/syslog/mode] « Disable = No Syslog.
« Network = Syslog is sent to the Syslog server.
(Recommended).

« Console = Syslog is sent to the phone console.
(You need to connect a serial cable to view the
logs. This causes delays in phone operation).

« Both = Syslog sends to the Syslog server and to
the console.

Note: It is recommended to leave this parameter at
its default value.

Administrator's Guide Version 2.2.12 257



3 GENESYS 47. Configuring System Logging (Syslog)

Parameter Description
Server IP Address or Host Name The IP address (in dotted-decimal notation) of the
[system/syslog/server_address] computer you are using to run the Syslog server

(e.g., Wireshark). The Syslog server is an
application designed to collect the logs and error
messages generated by the phone. The default IP
address is 0.0.0.0. Note: This parameter is
applicable when Activate is set to Network or Both.

Server Port Defines the UDP port of the Syslog server.
[system/syslog/server_port] The valid range is 0 to 65,535. The default port is
514.

Note: This parameter is applicable when Activate is
set to Network or Both.
Note: The following Severity level options are applicable for the fields below:

« None
« Emergency

o Error

« Waiting

« Notice

e Info

o Debug

VolP Application Defines multi-layer VolP application.

SIP Call Control Defines MTR layer Radvision.

SIP Stack Defines SIP Stack Radvision.

Control Center Responsible for Networking and running other
processes.

LCD Display Defines LCD Display.

Web Defines the phone Web server.

Watchdog Responsible for keeping other processes running.

802.1X Defines the security protocol.

47.1.2 Analyzing and Debugging Traffic using 'Lightweight Syslog'

A 'Lightweight Syslog' logging mechanism allows you to perform phone logging without
affecting phone performance.

» To enable the Lightweight Syslog:

B In the Web interface, open the phone's System Logging page (Status & Diagnhostics
tab > Diagnostics > Logging), set the 'Activate' parameter to Network and provide a
valid IP address and server port. Do not set any of the options (keep all as None).
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48 Viewing Error Messages Displayed in
Phone LCD

The table below shows the error messages that may be viewed in the phone's LCD.

Table 48-1: Error Messages Displayed in Phone LCD

Message Description
LAN Link failure The LAN link is disconnected.
Registration failure Received error or no response from the SIP proxy

Note:
A o With both errors, the 'ringer' LED remains red until the error is fixed.
e While the error message is displayed, the user can't dial or initiate a call.
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49 Debugging using Packet Recording
Parameters

Packet recording parameters allow you to debug voice activity on the phone, using the Web
interface or configuration file.

» To debug using the Web interface:

1. Access the Recording page (Status & Diagnostics tab > Diagnostics menu >

Recording).
Figure 49-1: Web Interface — Recording
Recording
wRecording
Remote IP Address or Host Name: |G.D_O.D
Remote Port:
Enable DSP Recording:
Enable EC Debug Recording:
Enable Noise Reduction Debug Recording:
Enable Network Recording:
Enable TDM Recording:
2. Configure the packet recording parameters using the table below as reference, and then
click Submit.
» To debug using the configuration file:
e  Use the table below as reference.
Table 49-1: Recording Parameters
Parameter Description
Remote IP Address or Host Name The IP address (in dotted-decimal
[voip/packet_recording/remote_ip] not_atlon) of the remote computer to
which the recorded packets are sent.
The recorded packets should be
captured by a network sniffer (such as
Wireshark).
The default value is 0.0.0.0.
Remote Port Defines the UDP port of the remote
[voip/packet_recording/remote_port] computer to which the recorded
packets are sent.
The valid range is 1024 to 65535. The
default value is 50000.
Enable DSP Recording Activates the packet recording
[voip/packet_recording/enabled] mechanism.
= [0] Disable (default)
= [1] Enable
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Parameter Description
Enable RTP Recording Only displayed if the parameter
[voip/packet_recording/rtp_recording/enabled] 'Enable DSP Recording' is enabled.

Activates the DSP RTP recording.
= [O] Disable (default)

= [1] Enable
Enable EC Debug Recording Activates the Echo Canceller Debug
[voip/packet_recording/ec_debug_recording/enabled] recording.

= [0] Disable (default)

= [1] Enable
Enable Noise Reduction Debug Recording Traffic on the network stops when the

MUTE key is activated.
= [0O] Disable (default)
= [1] Enable
Enable Network Recording Activates the DSP network (TDM Out)

[voip/packet_recording/network_recording/enabled] recording.
= [0] Disable (default)

= [1] Enable
Enable TDM Recording Activates the DSP TDM (TDM In)
[voip/packet_recording/tdm_recording/enabled] recording.

= [0] Disable (default)

= [1] Enable

[voip/packet_recording/cng_debug_recording/enabled] Default=0
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50

Creating a Crash Dump File

This section shows how to create a crash dump file using the Web interface. Crash dump
copies historical processes to a file. The file is created at the time the problem occurs. You
must send it to AudioCodes Customer Technical Support for troubleshooting.

» To download a crash dump file using the Web interface:

1. Open the Crash Dump page (Status & Diagnostics tab > Diagnostics menu > Crash

Dump).
Figure 50-1: Web Interface - Crash Dump
Crash Dump
Crash Dump
Total Tombstones: 4]
Last Tombstone: N/
| Download | | Delete | | Refresh
Table 50-1: Crash Dump Parameters
Parameter Description
Total tombstones The number of crashes on the phone.
Last tombstone The date and time of the last crash (the exact time of

the crash).

2. Click Download to save the crash dump file on your computer.
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51 Configuring Port Mirroring

Traffic on the phone's LAN port can be duplicated on its PC port in order to record calls,
analyze traffic, and troubleshoot issues.

This port mirroring feature can be configured using the Web interface or configuration file.

» To configure port mirroring using the Web interface:

1. Access the Recording page (Configuration tab > Network Connections menu > Network
Settings).

Figure 51-1: Web Interface —Port Mirroring

wPort Mirraring

Activate: Enable =

2. Configure port mirroring according to the parameters in the table below, and then click
Submit.

» To configure port mirroring using the configuration file:

° Use the table below as reference.

Table 51-1: Port Mirroring Parameters
Parameter Description

Activate Enables port mirroring.
[network/pc_port_mirroring/enabled] = [0] Disable (default) - LAN/PC network interfaces
operate in SWITCH mode.
= [1] Enable - LAN/PC network interfaces operate in
HUB mode. The network traffic on the LAN port is
reflected in the PC port.
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52

Enabling Tracing

This section shows how to set up the phone to store trace messages. You can then send the
saved logged trace to Genesys Customer Technical Support for effective troubleshooting
and diagnosis.

Note:
e During regular phone operation it's advisable to disable debug tracing for improved
performance.

e |t's advisable to enable debug tracing only if bugs are encountered and Genesys
asks you to provide tracing logs.

» To enable tracing:

1. In the Web interface, open the Tracing System Key Behavior page (Status &
Diagnostics tab > Diagnostics > Tracing).

Figure 52-1: Tracing System Key Behavior

Tracing System Key Behavior

wSetting
Max File Size: 1024
Trace Level: Debug -
N4
Submit

Log file

;420ED
;UC_2.0.1.44.1

[ Clean log ][ Save log ][ Refresh ” Maximize ]

2. Set the 'Max File Size' field to 1024 (see the table below).

3. Set the 'Trace Level field to Debug to activate tracing to debug level, and then click
Submit (see the table below).

4. Click Clean log, and then power up the phone.
5. To save the log file to your computer, click Save log.
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6. Send the saved logged trace to Genesys Customer Technical Support for

troubleshooting.

» To configure tracing using the configuration file:

° Use the table below as reference.

Table 52-1: Tracing Parameters

Parameter

[system/trace/console_printf/enabled]

Trace Level
[system/trace/level]

Max File Size
[system/trace/max_file_size]

Description

Enables / disables console print.

= [O] Disable (default) — Disables console print.
= [1] Enable - Enables console print.

During regular phone operation it's advisable to
disable debug tracing for improved performance.
It's advisable to enable debug tracing only if bugs
are encountered and AudioCodes asks you to
provide tracing logs, in which case set this
parameter to Debug.

Valid values are:

= None (default)

= Emergency

= Error

=  Warning
= Notice

* Info

= Debug
Set to 1024
Default: 200
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A. Configuring Phones in Server-Specific Deployments

Al

All

A.l2

A.1.3

N

Configuring Phones in Server-Specific
Deployments

This appendix shows how to configure phones in server-specific deployments.

Genesys SIP Server for Contact Centers

This section shows system administrators how to quickly set up Genesys’ IP phones to
operate with a Genesys SIP Server in a Genesys contact center.

Using DHCP to Auto Provision Phones

After connecting the LAN ports of your phones to the IP network and then connecting the
phones to the power supply, the phones will by default send a request to the Genesys contact
center's network server which will then automatically allocate an IP address and send
configuration information to each phone.

Make sure that the DHCP (Dynamic Host Configuration Protocol) options in your contact
center's DHCP server are correctly configured (see Section 9.2).

Verifying Firmware Version

After automatic provisioning, make sure the phone's firmware version is correct.

» To verify firmware version:

B Navigate to the Firmware Status screen in the phone's LCD (MENU key > Status >
Firmware Status).

Accessing a Phone's Web Interface

Use a standard Web browser such as Microsoft Internet Explorer to access any phone's Web
interface. Use the phone's IP address as the URL.

» To obtain the phone's IP address:

B Access the Network Status screen in the phone's LCD (MENU key > Status >
Network Status) and navigate down to IP Address:

Network Status

17217281100

» To access the phone's Web interface:

1. Open the Web browser and in the URL address field enter the phone's IP address (for
example, http://10.22.13.118 or https://10.22.13.118):

= http://10.22.13.118 ‘

The Web login window opens.

Note: The default User Name and Password are admin and 1234 respectively.

2. Alternatively, if your DHCP and DNS servers are synchronized, you can access the
phone Web browser using the following method:
http://<Phone Model>-<MAC Address>.<Domain Name>
E.g. http://420hd-001122334455.corp.YourCompany.com
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3. Enter the User Name and Password, and then click OK.
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A.1.4 Configuring Dual Registration to Ensure SIP Business
Continuity for Agents

This section shows how to configure dual registration for Genesys SIP Business Continuity,
using the Web interface or configuration file.

Genesys’ 420HD IP phone supports dual registration for integrating into Genesys' SIP
Business Continuity architecture.
SIP Business Continuity provides the ability for a group of agents to continue offering critical

business functions to customers in the event of a loss of all Genesys components running at
a particular site.

The SIP Business Continuity architecture uses a synchronized, two-site deployment, where
Genesys switch and server components are mirrored at each site in an active-active
configuration, so that any agent can log in to either switch, at any time.

In a standalone SIP Server configuration with Business Continuity mode activated,
Genesys420HD IP phone will register on two sites simultaneously (i.e., register on both peer
SIP Servers at the same time).

» To configure using the Web Interface:

1. In the Web interface, access the SIP Proxy and Registrar section in the Signaling
Protocol screen (Configuration menu > Voice Over IP > Signaling Protocol):

Figure A-2: Web Interface - Signaling Protocol — SIP Proxy and Registrar

Sgnalng Protocal
w»SIP Proxy and Regestrar
Use SIP Prowy: Enable *
Proxy 1P Address or Hott Name 10.38.5 107
Proxy Port: 5060
Enable Registrar Keep Alive: Disabie v

Maomum Number of Autherticaton
Retnes:
Use SIP Proxy [P and Poet for

Registration: Enatle v
Use SIP Regwtrar: Disable v
Registration Expires: 3600 Seconds
Registration Faded Expires! &0 Seconds
Use StP Ostbound Proxy: Disable *
Radundant Praxy Moda: Disable v

Primary-F aiback
SimuRtanecus

Subait

Note: If you choose to use the BroadSoft-based Automatic Call Distributor (ACD)
method in a SIP Business Continuity deployment, the
'voip/signalling/sip/redundant_proxy/mode' cfg file parameter and the 'Redundant Proxy
Mode' Web interface parameter cannot be set to Simultaneous.
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Figure A-3: Web Interface - Signaling Protocol — SIP Proxy and Registrar — Secondary Proxy
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2. Configure the parameters using table below as reference.

» To configure using configuration file:

B Use the table below as reference.

Table A-1: SIP Proxy and Registrar Parameters

Parameter

Use SIP Proxy
[voip/signalling/sip/use_proxy]

Proxy IP Address or Host Name
[voip/signalling/sip/proxy_address]

Proxy Port
[voip/signalling/sip/proxy_port]

Enable Registrar Keep Alive
[voip/signalling/sip/registrar_ka/enabled]

Description

Determines whether to use a SIP Proxy
server. Configure [1] Enable.

= [O] Disable (default)

= [1] Enable

Enter the IP address or host name (for
example, genesys.com) of the SIP proxy
server. Default: 0.0.0.0

The UDP or TCP port of the SIP proxy
server. Range: 1024 to 65535. Default: 5060.

Determines whether to use the registration
keep-alive mechanism based on SIP
OPTION messages.

= [O] Disable (default)

= [1] Enable

Note:

= If there is no response from the server, the
timeout for re-registering is automatically
reduced to a user-defined value
(voip/signalling/sip/registration_failed_
timeout)

= When the phone re-registers, the keep-
alive messages are re-sent periodically.

274

Genesys 400 Series IP Phones



A. Configuring Phones in Server-Specific Deployments

Parameter

Registrar Keep Alive Period
[voip/signalling/sip/registrar_ka/timeout]

Maximum Number of Authentication Retries
[voip/signalling/sip/proxy_timeout]

Registration Failed Expires
[voip/signalling/sip/registration_failed_timeout]

Use SIP Registrar
[voip/signalling/sip/sip_registrar/enabled]

Use SIP Proxy IP and Port for Registration
[voip/signalling/sip/use_proxy_ip_port_for_registrar]

Registrar IP Address or Host Name
[voip/signalling/sip/sip_registrar/addr]

Registrar Port
[voip/signalling/sip/sip_registrar/port]

Use SIP Outbound Proxy
[voip/signalling/sip/sip_outbound_proxy/enabled]

Outbound Proxy IP Address or Host Name
[voip/signalling/sip/sip_outbound_proxy/addr]

Outbound Proxy Port
[voip/signalling/sip/sip_outbound_proxy/port]

Description

Defines the registration keep-alive time
interval (in seconds) between Keep-Alive
messages.

Range: 40 to 65536. Default: 60.

The SIP proxy server registration timeout (in
seconds).

Range: 0 to 86400. Default: 3600.

If registration fails, this parameter determines
the interval between the register messages
periodically sent until successful registration.

Range: 1 to 86400. Default: 300.

Determines whether the phone registers to a
separate SIP Registrar server.

= [0] Disable (default)

= [1] Enable

Determines whether to use the SIP proxy's IP
address and port for registration. When
enabled, there is no need to configure the
address of the registrar separately.

= [0] Disable (default)

= [1] Enable

The IP address or host name of the Registrar
server.

Default: 0.0.0.0.

The UDP or TCP port of the Registrar server.
Range: 1024 to 65535. Default: 5060.

Determines whether an outbound SIP proxy
server is used (all SIP messages are sent to
this server as the first hop).

= [O] Disable (default)
= [1] Enable

The IP address of the outbound proxy (for
example, genesys.com; i.e., the same as
that configured for the 'Proxy IP Address or
Host Name' parameter above). If this
parameter is set, all outgoing messages
(including Registration messages) are sent to
this Proxy according to the Stack behavior.

Default: 0.0.0.0

The port on which the outbound proxy listens.
Range: 1024 to 65535. Default: 5060.
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Parameter Description
Redundant Proxy Mode The call center's network administrator can
[voip/signalling/sip/redundant_proxy/mode] select either

= Disable -OR-
= Primary Fallback -OR-
= Simultaneous

For the dual-registration feature, select
Simultaneous; two proxies are registered
simultaneously so that at least one should be
up and running at any time, preventing the
call center from going down.

Note that when using the BroadSoft ACD in a
SIP Business Continuity deployment, this
parameter cannot be set to Simultaneous.

Secondary Proxy Address Displayed only when Simultaneous is

[voip/signalling/sip/secondary_proxy/address] =~ Selected for ‘Redundant Proxy Mode' (see
previous parameter). Define the IP address of
the secondary proxy that will be up
simultaneously with the primary.

Secondary Proxy Port Displayed only when Simultaneous is

[voip/signalling/sip/secondary_proxy/port] selected for 'Redundant Proxy Mode' (see the
parameter before the previous). Define the
port of the secondary proxy that will be up
simultaneously with the primary.
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A.1.5 Disabling the Web Interface

This feature lets the call center's network administrator block Web interface access to agents
employed in the call center.
» To disable access using configuration file:
B Use the table below as reference.
Table A-2: Disabling the Web Interface

Parameter Description

[system/web/enabled] Determines whether or not to enable access
to the phone's Web interface.
= [O] Disable (access prohibited)
= [1] Enable (default) (access enabled)

This can avoid a potential scenario in which
agents deliberately or by accident disrupt the
operation of the call center.

A.1.6 Forcing a Reboot on Provisioning

This feature lets the call center's network administrator configure a forced reboot on agents'
phones after provisioning.

» To force areboot on provisioning using configuration file:

B Use the table below as reference.

Table A-3: Forcing a Reboot on Provisioning

Parameter Description

[voip/services/notify/check_sync/force_reboot_enabled] Determines whether or not to force a reboot
on provisioning.
= [O] Disable (default)
= [1] Enable

A.1.7 Provisioning using TFTP /FTP /HTTP /HTTPS in DHCP
Options 66/67

This feature lets network administrators enable phones to be automatically provisioned when
the phones are plugged in, using TFTP / FTP /HTTP / HTTPS in DHCP Options 66/67.
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A.1.8 Enabling Agents to Sign in with Phone Numbers

This feature lets the call center administrator power up all phones without setting a valid SIP
account. When an agent then wants to use their phone, they register to the network with their
phone number.

» To enable the feature using configuration file:

B Use the table below as reference.

Table A-4: Enabling Agents to Sign in with Phone Numbers

Parameter Description

[system/login_sk_before_signed_in] Determines whether or not to enable agents
sign in with phone numbers.

= [O] Disable (default)
= [1] Enable

A.1.9 Locking Agents' Phones' Alphabetical Keys

/l\ Note: Only applies to the 420HD and 405models.
L]

This feature lets call center network administrators lock agents' phones' alphabetical (non-
numerical) keys so that only numerical keys are available to them. This feature provides call
centers the option to limit agents to work-specific tasks. The feature reduces private activity
on the part of agents. Agents cannot, for example, add contacts to a personal directory.

When this feature is enabled, agents can only use numbers. Only two menus are available
in agents phones LCDs:

B Status
B Administration

» To lock alphabetical keys using configuration file:
B Use the table below as reference.

Table A-5: Locking Agents Phones Alphabetical Keys

Parameter Description

[voip/block_non_numeric_key] Determines whether or not to lock agent's
phones alphabetical keys and only allow
them to use numerical keys.
= [O] Disable (default)
= [1] Enable
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A.1.10 Playing a Beep on an Incoming Call

This feature lets call center network administrators configure a beep to be played when a
call comes in if auto-answer is configured. The beep is played on both speaker and headset.
Agents will know from the beep that they have an incoming call in which to attend. The beep
may be known as a zip tone or ziptone.

/l\ Note: To configure the auto-answer feature, see Section 22.7.
L]

» To configure playing a beep using configuration file:

B Use the table below as reference.

Table A-6: Playing a Beep on an Incoming Call
Parameter Description

[voip/auto_answer/headset_beep/enabled] Determines whether or not to play a beep on
an incoming call, on the headset.

= [O] Disable (default)

= [1] Enable
[voip/auto_answer/speakerphone_beep/enabled] Determines whether or not to play a beep on

an incoming call, on the speaker.

= [O] Disable (default)

= [1] Enable

A.1.11 Enabling Proactive Mute

This feature lets call center network administrators enable a proactive mute when calls come
in so that when they come in, callers cannot hear the agents until the agents unmute by
pressing the Mute button. The feature can protect call centers from agent conduct that might
be offensive to callers. Agents may for example pass an offensive remark to one another
about a caller whose call is coming in, without realizing the caller can hear.

» To enable proactive mute using configuration file:

B Use the table below as reference.
Table A-7: Enabling Proactive Mute

Parameter Description

[voip/proactive_mute/enabled] Determines whether or not to enable
proactive mute.

= [O] Disable (default)
= [1] Enable
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A.1.12 Configuring Automatic Answer

You can configure a supplementary service on the phones called Automatic Answer. The
feature is configured using the Configuration File. Use the table below as a configuration

reference.
Table A-8: Automatic Answer
Parameter Description
voip/talk_event/enabled Enables the 'talk' event feature.
= [O] Disable (default)
= [1] Enable

The phone automatically answers an incoming call if it receives
a SIP NOTIFY message with the 'talk' event. If a call is already
in progress, the call is put on hold and the incoming call is
answered.

A.1.13 Regulating the 'Logged out' Message

This feature lets call center network administrators enable/limit the length of time the 'Logged
out' message is displayed in the phone's idle screen after agents log out.

When agents log out, the 'Logged out' message will only be displayed in the phone's idle
screen for the length of time, in seconds, configured by the call center network administrator.
After the configured time lapses, the message disappears from the screen.

Administrators can also disable the feature.

» To regulate the feature using the configuration file:

1. Open the Configuration File page in the Web interface (Management tab > Manual
Update > Configuration File).

2. Configure the 'logged out message timer' parameter using the table below as
reference.

Table A-9: Regulating the 'Logged out' Message

Parameter Description

[voip/services/ACD/logged_out_message_timer] [-1] Disabled (default)
[0] No 'Logged out' message is displayed.
[>1] The time, in seconds, that lapses before
the 'Logged out' message, displayed in the

phone's idle screen after an agent logs out,
disappears. This value also enables the feature.
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A.1.14 3PCC (Third Party Call Control)

The 3PCC feature lets an agent control their phone remotely from a computer application.
3PCC always supports the following functions:

MakeCall (call initiation/setup)
Release

Hold

Retrieve

Transfer

Consult

Conference

DTMF

y B B BB EEHEBN

To configure 3PCC using Configuration File:
v Use the table below as reference.
Table A-10: 3PCC Parameters

Parameter Description

[voip/talk_event/enabled] = [0] Disable (default)
= [1] Enable

,/|\ Note: voip/talk_event must be enabled for 3PCC to function.
L]

A.1.14.1 Enabling 3PCC Calls

This feature complies with the RFC 3725 standard for 3PCC in SIP for 'Black Holed' and
'Non SDP'. See the RFC for detailed information.

» To enable 3PCC calls using the Configuration File:

1. Open the Configuration File page in the Web interface (Management tab > Manual
Update > Configuration File).

2. Configure the capability using the table below as reference.
Table A-11: Enabling 3PCC Calls
Parameter Description

[3PCC/make_call/enabled] [O] = Disable
[1] = Enable (default)
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A.1.15 Disabling Handset Mode

Administrators can disable handset mode using the configuration file parameter
'voip/handset_mode/enabled’ whose default is enabled.

Some call centers don't want agents to work with any device other than headsets. In this
case, their administrators can change the parameter default to disabled.

Note: Some call centers don't even connnect the handsets to the phones. In this case,
even though the handsets are not physically connected to the phones, admininstrators
should disable the new parameter.

» To disable handset mode:

B Use the table below as reference.

Table A-12: BroadSoft Server - Shared Call Appearance Add
Parameter Description

[voip/handset_mode/enabled] When disabled [0], the handset becomes
unavailable. Configure either:
= [1] = Enabled (default)
= [0O] = Disabled
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A.1.16 Displaying a Message in Agents' LCDs

Call center administrators can use a configuration file parameter to define a message that
will be displayed in agents' phone LCDs, for example: 'Reminder: Your calls might be
recorded'. Agents will then see this message, together with the date (in month/day format),
displayed in their LCDs when their phones are in idle state.

» To display a message in Agents' phone LCDs:

B Use the table below as reference.

Table A-13: Displaying a Message in Agents' LCDs
Parameter Description

[system/display/message_on_screen] Defines a message that will be displayed in
agents' phone LCDs together with the date (in
month/day format)

A.1.17 Configuring a Redundant (Backup) Genesys Server

An IP phone can be registered on two Genesys servers simultaneously, to provide immediate
backup. The feature enables quick transition to the redundant backup server; redundant
proxy usage is available all the time. The IP phone is registered on the redundant server in
the same way as it is registered on the primary server.

» To register a phone on the redundant server:

1. Access the Signaling Protocol page (Configuration tab > Voice Over IP menu >
Signaling Protocols).

Figure A-4: Registering a Phone on the Redundant Genesys Server

Registrabon Expires 3600 Seconds
Registraton Failled Expres 300 Seconds
Use SIP Quibiound Praxy Disable «

Use Redundant Outbound Proxy | Nisahis =
Redundant Proxy Mods: Simuitaneous -

Sacondary Proxy Addrass: 0.0.0.0

Secondary Proxy Pon: 5060

w SIP Timers
Detraremission Timer T1 500
2. Scroll down to the ‘Redundant Proxy Mode’ and 'Secondary Proxy Address' parameters.
Configure them using the table below as reference, and then click Submit.

Table A-14: Redundant Genesys Server - Parameters
Parameter Description

Redundant Proxy Mode = From the dropdown, select Simultaneously; you're now in Dual
Registration mode; when in this mode, the value of the parameter
'Retransmission Timer T1' is taken from the configuration file parameter
'voip/signalling/sip/redundant_proxy/dual_reg/t1' rather than from the
'Retransmission Timer T1' parameter (see Table 16-6 for more
information about this parameter).

Secondary Proxy Provide the IP address of the redundant proxy; the IP phone then
Address registers on both servers from the outset, instead of transitioning from
one to another.
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A.1.17.1 Configuring Retransmission Timer T1 Using the Configuration File

Configuration of the T1 retransmission timer is only relevant when in dual registration mode,
i.e., after configuring a redundant Genesys server, as shown in the previous section.

» Configuring Retransmission Timer T1 using the Configuration File:

3.  Open the Configuration File page in the Web interface (Management tab > Manual
Update > Configuration File).

4. Configure the capability using the table below as reference.

Table A-15: Retransmission Timer T1 - Parameter
Parameter Description

[voip/signalling/sip/redundant_proxy/dual_r Only relevant if dual registration / redundancy

eg/tl] server is configured. Allows quicker
retransmission of SIP messages than the Web
interface parameter "Transmission Timer T1'
and overrides it if configured (see Table 16-6 for
more information).

Default: 20 milliseconds. Range: 20-200.
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B

A\

Configuring Automatic Call Distribution
(ACD)

Note:

e Genesys’ IP Phones seamlessly interwork with Genesys SIP Server to support ACD
functionality. The IP Phones support two different ACD methods: a legacy method
referred to as 'Genesys' in the Web interface, and an enhanced method based on
BroadSoft's ACD capabilities, referred to as 'BROADSOFT' in the Web interface.

e For optimal ACD functionality with Genesys SIP Server, the BroadSoft-based ACD
method must be chosen.

This appendix shows how to enable the ACD (Automatic Call Distribution) feature on the
phone using either the Web interface or the configuration file. The feature automatically
distributes incoming calls to agents' phones on the basis of agent availability and
unavailability.

In contact centers, ACD is a key feature of CTl (Computer Telephony Integration). The
feature automatically distributes incoming calls to a specific group of terminals that contact
center agents use. Most ACD functionality is the SIP server's responsibility; however, users
must inform the Call Center SIP server on the following events:

B Whenever the call center representitive logs in or out on the IP Phone. This
information is included in a SIP SUBSCRIBE message.

B Whenever the call center representitive indicates whether they are ready or not to take
a call. When the Broadsoft server is configured, the user can also specify the reason
for their unavailability e.g. Lunch break. All this information is included in a SIP
NOTIFY message.

B Whenever the user is busy with After Call Work (ACW) (only relevant when a
Broadsoft SIP server is configured). This information is included in a SIP NOTIFY
message.

All the above actions can be performed on the IP Phone (refer to the User's Manual). The
Call Center SIP server then uses the above presence information to automatically distribute
calls between agents based on their availability.

ACD systems allow companies that handle a large number of incoming phone calls to direct
the callers to a company employee who is able to talk at the earliest opportunity.

The feature is typically implemented in contact centers encountering large numbers of
incoming customer calls that must be distributed to available agents to provide immediate
support to callers. The feature automatically directs incoming calls to agents working in the
contact center whose presence status is 'Ready' rather than not ready. The feature's main
benefit is to reduce the time customers are kept waiting and thereby improve service.

Genesys’ IP phones seamlessly interwork with Genesys' SIP Server to support the ACD
feature. Once an agent signs in on their phone to ACD, their status is set to 'Ready' and
synchronized with Genesys' Server. Incoming calls are directed to an agent whenever their
status becomes 'Ready'.
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» To configure the ACD server using the Web interface:

1. In the Web interface, access the ACD page (Configuration tab > Advanced
Applications > ACD):

Figure B-1: Web Interface - ACD

- ACD
wACD - ) -
Active: |Enable v
Server Type: BROADSOFT v
Use Sip Server As ACD Server: |Enable ¥ |
User Name:
Password:
Expire Time: 3600
State After Login: _Niot VReVaQy v
First Notify Close Enabled: |Enable ¥
4
S
Submit
Note: For optimal ACD functionality with Genesys, select the BROADSOFT option from
the 'Server Type' dropdown.
Figure B-2: Web Interface — ACD - Unavailable Reason Code
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1 501 Coffee break
2 0
3 0
3 0
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v
Submit

2. Configure the parameters using the table below as reference.
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» To configure the ACD server using the configuration file:

B Define a path and configure the parameters using the table below as reference.

Table B-1: ACD Parameters

Parameter

Active
[voip/services/ACD/enabled]

Server Type
[voip/services/ACD/server_type]

[voip/services/ACD/show_acw_softkey/enabled]

[system/dnd/show_softkey]

[system/forward/show_softkey]

Use Sip Server As ACD Server
[voip/services/ACD/server_use_sip_server]

Expire Time
[voip/services/ACD/expire_time]

Description

From the 'Active’ drop-down, choose Enable.
= [O] Disable (default)
= [1] Enable

From the 'Server Type' drop-down list, select
GENESYS or BROADSOFT.

Select the BROADSOFT option for optimal ACD
functionality with Genesys.

When you select BROADSOFT, after logging into
the ACD server, the ACW (After Call Work) softkey
will be displayed on the phone and the Missed
softkey displayed in the command menu along with
the FORWARD and DND options.

Note that administrators can optionally hide the
ACW softkey (see the next parameter).

Allows administrators to hide the ACW softkey.
After logging into the call center's Automatic Call
Distributor (ACD) server, the ACW softkey is by
default displayed in the phone's LCD [1].
Administrators can change this default and hide
the softkey [0].

= [O] Disable

= [1] Enable (default)

The default softkey layout is ACW, READY/Not
Ready (when the user is logged on),
Login/Logout and Command menu items
including Missed and DND.

When the ACW softkey is disabled, the display
stays the same but without the ACW softkey.

Removes the DND item from the Call Menu where
it's displayed by default when ACD is enabled.

= [0] Removes DND from the Call Menu

= [1] Displays DND in the Call Menu (default)
Removes the Forward item from the Call Menu
where it's displayed by default when ACD is
enabled.

= [0] Removes Forward from the Call Menu

= [1] Displays Forward in the Call Menu (default)

From the drop-down, choose Enable.
= [O] Disable
= [1] Enable

The server registration timeout, in seconds.
Range: 0 to 86400. Default: 3600.
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Parameter

Server Address
[voip/services/ACD/server_address]

Server Port
[voip/services/ACD/server_port]

User Name
[system/user_name]

Password
[system/password]

State After Login1
[voip/services/ACD/state_after_login]

First Notify Close Enabled
[voip/services/ACD/first_notify_close/ena
bled]

[voip/services/ACD/logged_out_message

timer]

Unavailable Reason Code
[voip/services/ACD/unavailable_reason/O-
9/code]

Up to 10 reasons can be defined (0-9).
Reason Name

[voip/services/ACD/unavailable_reason/0-
9/name]

This parameter is only relevant to Genesys Call Centers.

Description

Displayed only when 'Use SIP Server As ACD
Server' is set to Disable (see previous). Defines
the IP address of the ACD server. Default: 0.0.0.0

Displayed only when 'Use SIP Server As ACD
Server' is set to Disable (see previous). Defines
the port of the ACD server. Default: 80

Enter the agent's User Name. The agent will use
this name when logging in to ACD in order to
define or change availability status.

Enter a password if necessary.

The call center's network administrator can select
either

= Ready
= Not Ready (default)
= Not Set

If set to Ready, each phone in the call center will
automatically be set to a state of readiness to take
incoming calls immediately after the call center's
agents log in.

If set to Not Ready, agents can log in and then
manually configure their readiness status in the
phone's LCD, giving them time to perform personal
tasks before beginning work.

If set to Not Set, the status of the phone after login
will be controlled by the server. For example, if the
server is set to be in 'Ready' status following login,
the phone will be in 'Ready' status when the user
logs in.

= [0] When an agent logs in, the ACD server is
notified that the agent is Ready (available) to
take calls.

= [1] (Default) When an agent logs in, the ACD
server is notified that the agent is Not Ready
(unavailable) to take calls. This gives agents
time to get organized.

For detailed information, see Appendix A.1.13.

Specifies the code that is sent in the SIP NOTIFY
message to the Call Center SIP server to indicate
the specific reason for the Call Center
representitive's unavailability.

This parameter is relevant when the 'Server Type'
parameter (see above) is Broadsoft.

Describes the unavailability reason code
(configured above). For example, 'Lunch'.

This parameter is relevant when the 'Server Type'
parameter (see above) is Broadsoft.
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C Recovering Genesys’ IP Phone

This appendix shows how to recover AudioCodes' IP phone.

» To recover the phone, follow this procedure:

1. Identify that the phone is in recovery mode (see below)
2. Recover the phone (see below)
3. Verify that the phone downloaded the image file (see below)

C.1 Identifying that the Phone is in Recovery Mode
This section shows how to identify that the phone is in recovery mode.
» To identify that the phone is in recovery mode:

B Observe the following displayed in the phone's LCD:
Figure C-1: Identifying Recovery Mode

-OR-
B Observe that the phone reboots every +-5 seconds.

/'\ Note: The above image is only for illustration purpose.
L

C.2  Verifying that the Phone is in Recovery Mode

You can verify that the phone is in recovery mode.

» To verify that the phone is in recovery mode:

1. Connect the phone to the PC and run WireShark.

2. InWireShark, filter by bootp and then check if the phone is requesting Option 66 (TFTP
Server) & Option 67 (Bootfile) under Option 55 in the ‘DHCP Discover message, as
shown in the figures below.
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Figure C-2: Verifying Recovery Mode in Wireshark

Ml 420HDdefective2pcap [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)]

0

-

File Edit View Go Capture Analyze Statistics Telephonz Tools Intemals Help

»9TF 2 EEQaaan #B® % 8

+

u

Length: 13
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter
Parameter

Request
Request
Request
Request
Request
Request
Request
Request
Request
rRequest
Request
Request
Request

# option: (255) End
Padding

CoOAMZE BERRRSD Qe
Filter: boctp E] Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
17 13.201751 0.0.0.0 255.255.255. DHCP 590 DHCP Discover - Transaction ID Ox9048890¢
18 13.208935 192.168.4.1 192.168. 5. 32 DHCP 400 DHCP oOffer - Transaction ID Ox9048890¢
31 18.204711 0.0.0.0 255.255. 255, DHCP 590 DHCP Discover - Transaction ID 0x9148890¢
32 18.215466 192.168.4.1 192.168. 5. 32DHCP 400 pHCP offer - Transaction ID Ox9148890¢
67 34.816043 0.0.0.0 255.255.255. DHCP 590 DHCP Discover - Transaction ID 0x9048890¢
68 34.821742 192.168.4.1 192.168.5.32DHCP 400 pHCP offer - Transaction ID 0x9048890¢
L n
@ option: (53) DHCP Message Type (Discover)
4 option: (61) Client identifier
@ option: (12) Host Name
+ option: (60) vendor class identifier

option: (55) Parameter Request List

List
List
List
List
List
List
List
List
List
List
List
List
List

Item: (1) Subnet Mask

Item: (3) Router

Item: (6) Domain Name Server

Item: (12) HOST Name

Item: (15) Domain Name

Item: (28) Broadcast Address

Item: (66) TFTP Server Name

Item: (67) Bootfile name

Item: (128) pocsis full security server IP [TODO]
Item: (132) PXE - undefined (vendor specific)
Item: (144) unassigned

Item: (157) unassigned

Item: (191) unassigned

3.

Make sure that the source Ethernet MAC address is the same as that labeled on the

base of the phone. For example:

Figure C-3: Source Ethernet MAC Address in Wireshark Identical to Phone Base's

A\

PIN: GGW\V00496

L

S/N: $C6333626

MAC: 00908F60A4BA

Vi wnm
REV. P04

A

Note: The above image is only for illustration purpose.
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C.3 Recovering the Phone

This section shows how to recover the phone.

» To recover the phone:

1. Configure the PC NIC to which the phone is connected as follows:

e |P address: 192.168.1.1

e  Subnet mask: 255.255.255.0

Figure C-4 below shows the configured settings.
2. Make sure the phone is directly connected (or via a network hub) to the PC LAN NIC.
3. Disable all other PC NICs (also wireless NICs).

Figure C-4: Recovering the Phone - Configure the PC NIC to which the Phone is Connected

r Z Rl
Internet Protocol Version 4 (TCP/IPv4) Properties lm

General ‘

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically

(@) Use the following IP address:

| IP address: 192.168. 1 . 1
| Subnet mask: 255 .255.255. 0
Default gateway:

Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[7] validate settings upon exit Advanceds
OK ] [ Cancel J

4. Download the following tftpd64 freeware tool:
http://tftpd32.jounin.net/tftpd32 download.html

5.  Run the tftpd64.exe executable.

6. Click Settings and configure the following settings:
Table 52-2: Configuring tftpd64 Settings

Global TFTP DHCP

TFTP Server Browse to the directory in which the IP pool start address:
[=option66] AudioCodes IP phone firmware is located. 192.168.1.2

Syslog Server Bind the TFTP to IP address 192.168.1.1 Size of pool: 5
DHCP Server Leave all other options at their default. Lease: 3

Default.router: 192.168.1.1

Mask: 255.255.255.0
Additional Option: 67,
FW_file_name.img
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@ Thpd6d4: Settings {3 @ Trpdea: settings =
GLOBAL ITFTP | DHCP| SYSLDGI GLOBaL TFTR ]DHEP] SYSLOG
S Baze Directoy
art Services
V' TFTP Server [Eshtp o M
™ TFTP Client . ) .
[~ SNTP server T{ETI;Secunty TFTP configuration
+ Mone Timeout [seconds) |37
¥ Syslog Server " Standard tax Retransmit G
¥ DHCP Server  High Thp port I
[ DNS Server " Read Orily local parts pool
Advanced TFTP Options
[ Enable IPv6 [+ Option negotiation
[ PE Compatibility
v Show Progress bar
¥ Translate Unix file names
I M Bind TFTPothis addiess  [1a218811 <]
[ Allow ™ Az wirtual raot
| I~ Use anticipation windaw of ’U— Bytes

[~ Hide “indow at startup
[ Create "dirtst" files

[ Create mds files

I” Beep for long transfer

oK I Default | Help I Cancel [ ak. | Drefault | Help Cancel
% Tftpd64: Settings ﬁ

GLOBAL| TFTP DHEP | svsLoG |
DHCP Pool definition

IP poal start address (192 168.1.2

P

Size of pool |5—_

Lease [minutes) R

Boot File |

DHCP Optiong

Def. rauter (Opt 3) W
Mazk [Opt 1) 255, 255, 255.0

DNS Servers (Opt6) [
WINS server (Opt 44 [
WTF server Opt42) [
SIP server (Opt1200 [
Liomain Marme [15] |

Additional Option  [67 [440HD_2 2.5 43 img

DHCP Settings

¥ Ping address before assignation
¥ Persistant leases

I” Double answer if relay detected

[ Bind DHCP ta this address 127.0.01

ok | Defauilt | Help | Cancel |

7. For tftps64 to accept the new settings, close and open tftpd64.

After (1) tftpd64 is restarted, (2) the phone is directly connected to the PC, and (3) the
network settings referred to above are applied, the phone immediately gets the required
options [66 and 67] and begins downloading the firmware. Verify that the phone is
downloading the image file as shown in the next section.
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C.4  Verifying that the Phone is Downloading the Image
File
This section shows how to verify that the phone is downloading the firmware image file.

» To verify that the phone is downloading the image file:

B use Wireshark -or-
B use tftpd64 -or-
B use the phone LCD

C.4.1 Verifying Using Wireshark

1. In Wireshark, verify that the four DHCP ‘DORA’ (Discover; Offer; Request; ACK) steps
are accomplished, as shown in the figure below.

Figure C-5: Verifying with Wireshark that the Phone is Downloading Phone .img File

l! *Local Area Connection [Wireshark 1.12.3 (v1.12.3-0-gbb3e9a0 from master-1.12)] |

File Edit Wiew Go Capture Analyze Statistics Telepheny Tools Internals Help

codmiBrRB|IAacseTLEE Qaan @#BM% | H

Filter:  bootp |2|Expression... Clear Apply Save

Mo,  Time Source Destination Protocol  Length Info
4 13.029407000 0.0.0.0 255.255.255. DHCP 590 DHCP Discover - Transaction ID 0x9160adba
6 13. 556598000 192.168.1.1 255.255.255. DHCP 359 DHCP offer - Transaction ID 0x9160adba
7 13.561085000 0.0.0.0 255.255.255. DHCP 590 DHCP Request - Transaction ID 0x9160adba
8 13.568623000 192.168.1.1 255.255.255. DHCP 359 DHCP ACK - Transaction ID 0x91&0adba
61 17.427393000 192.168.1.1 255.255.255. DHCP 330 pHCP Inform - Transaction ID Ox563d2f0

4 | 1 |

[+ Frame B8: 359 bytes on wire (2872 bits), 359 bytes captured (2872 bits) on interface 0
+ Ethernet II, src: f8:ca:b8:52:3d:d3 (f8:ca:b8:52:3d:d3), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
@ Internet Protocol version 4, src: 192.168.1.1 (192.168.1.1), Dst: 255.255.255.255 (255.255.255.255)
# User Datagram Protocol, Src Port: 67 (67), Dst Port: 68 (68)
£ Bootstrap Protocol (ACK)
Message type: Boot Reply (2)
Hardware type: Ethernet (0x01)
Hardware address length: &
Hops: O
Transaction ID: 0x9160adba
seconds elapsed: 0
# Bootp flags: Ox0000 (unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
yvour (client) IP address: 192.168.1.2 (192.168.1.2)
Next server IP address: 127.0.0.1 (127.0.0.1)
relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MaC address: audioCod_60:ad:ba (00:90:8f:60:ad4:ba)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
option: (53) DHCP Message Type (ACK)
option: (54) DHCP Server Identifier
option: (1) Subnet Mask
option: (3) Router
option: (51) IP Address Lease Time
option: (58) Renewal Time value
option: (59) Rebinding Time value
option: (7) Log Server
option: (66) TFTP Server Name
Length: 9
TFTP Server Name: 127.0.0.1
= option: (67) Bootfile name
Length: 18
Bootfile name: 440HD_2.2.8.49.1img

® option: (255) End

IEEEEEEEE

294 Genesys 400 Series IP Phones



C. Recovering Genesys'’ IP Phone

2. Filter by TFTP, as shown in the figure below.
Figure C-6: Verifying .img File Download with Wireshark — Filtering by TFTP

Eile Edit VNiew Go Capture Analyze Statistics Telephonx Tools  Internals Help
°® 2l aes»9T7 L EEFaaan @#®B% B
Filter: | tftp |Z|Expression... Clear Apply Save

No.  Time Source Destination Protocol Length Info

Frotse o wuuw s v +oaes s s s Eoesauus e T L S e
BOoO13 23. 860735000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19947
o014 23. 860874000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19948
o015 23.861483000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19948
o016 23.861640000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19949
HOO17 23.862268000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19949
BHO01E 23.862411000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19950
BOO19 23.863113000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19950
0020 23.863236000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19951
Bo021 23.863909000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19951
po022 23.864020000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19952
HO023 23.864948000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19952
0024 23, 865084000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19953
BOO025 23. 867477000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19953
o026 23.867640000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19954
o027 23.868322000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19954
BHO028 23.868463000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19955
BO029 23. 869159000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19955
pO030 23.869308000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19956
BOo031 23.870009000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19956
o032 23.870235000 192.168.1.1 192.168.1.2 TFTP 558 Data Packet, Block: 19957
BO033 23.870898000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19957
0034 23.871040000 192.168.1.1 192.168.1.2 TFTP 246 Data Packet, Block: 19958 (last)
BOO035 23.871442000 192.168.1.2 192.168.1.1 TFTP 60 acknowledgement, Block: 19958

4 | m

Frame 40026: 558 bytes on wire (4464 bits), 558 bytes captured (4464 bits) on interface 0
Ethernet II, Src: f8:ca:bB:52:3d:d3 (fB:ca:b8:52:3d:d3), Dst: AudioCod_60:ad:ba (00:90:8F:60:a4:ba
Internet Protocol version 4, src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.2 (192.168.1.2)
User Datagram Protocol, 5rc Port: 535320 (53520), Dst Port: 2000 (2000)
Trivial File Transfer Protocol
[Source File: 440HD_2.2.8.49.img]

OEEEE

opcode: Data Packet (3)
Block: 19954
 Data (512 bytes)

C.4.2 Verifying Using tftpd64
In tftpd64, view the indications shown in the figures below.

Figure C-7: Verifying .img File Download using tftpd64

i ™
@ 440HD_2.2.8.49.img to 192.168.1.4 [

File zize : 10218184
BIE217E Bytes sent 435136 Bytesz/zec
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Figure C-8: Verifying .img File Download using tftpd64

-
% Tftpd64 by Ph. Jounin

-

M N AR AR AR m. e =Lt
Current Directory (BRI ﬂ Browse |
Server interfaces |12?.U.U.1 Software Loopback Interface 1 j Shiow Diir |

Thtp Server ] DHCP server ] Spslog server  Log viewer

Ficwd DHCP Discover Mag for IP 0.0.0.0, Mac 00:90:8F: B0:A4:BA [26/04 16:253:36.771] -
DHCF: proposed address 1592 168.1.4 [26/04 16:29.37. 281]

Rowd DHCP Rigst Mg for [P 0.0.0.0, Mac 00:90:8F B0:44:BA [26/04 16:23.37.291] ‘

Previously allocated address 192.168.1.4 acked [26/04 16:29.37.291]

Ficwd DHCF inform Meg for IP 13216811, Mac FB:.CABS:52:30:D3 [26/04 16:253:40.820] | &
Rowd DHCP Discover Meg for IP 0.0.0.0, Mac 00:90:8FE0:44:BA [26/04 16:30:02.093]

DHCP: proposed address 152 168.1.4 [26/04 16:30:02 533]

Fiowd DHCP Rgst Mg for IP 0.0.0.0, Mac 00:90:8F:60.44:B4A [26/04 16:30:02.603]
Previously allocated address 192.168.1.4 acked [26/04 16:30:02 603]

Fiowd DHCP inform Mag for IP 192.168.1.1, Mac F8:CA:B8:52:30:D3 [26/04 16:30:05.813]
Ficwd DHCP Discover Meg for IP 0.0.0.0, ac 00:90:8F; B0.A4:BA [26/04 16:30:21.4539]
DHCF: proposed address 1592 168.1.4 [26/04 16:30:21.939]

Clear Copy

About |

m

Settings | Help

C.4.3 Verifying Using the Phone LCD

In tftpd64, view the indications shown in the figures below.

Figure C-9: Verifying .img File Download from the Phone LCD

.-
£ » AudioCodes

Downloading
Firmware File

[ | Note: The above image is only for illustration purpose.

Important: Do not unplug / power-off the phone while the LCD displays the message
shown below.

Upgrading Firmware
in Recovery Mode

You can disconnect the phone from the PC and connect to the network LAN only after the
firmware upgrade finishes, that is, after the phone's LCD displays the following:

Discovering CDP...Discovering LLDP...Acquiring IP...
The phone is now up, functioning, and ready to be provisioned.
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Note: The above image is only for illustration purpose.

>
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D Deploying Genesys IP Phones - Use Case

In a typical scenario, the ISP/integrator:

1. Connects an out-of-the-box phone to the LAN and power supply and manually
configures Static IP address using the phone's LCD (MENU button > Administration
> Network Settings > LAN Connection Type).

2. Accesses the phone using the Web interface and prepares configuration files for the
enterprise customer (see the next section).

3. Places the configuration files on the enterprise customer's HTTP server and configures
DHCP Server Option 160 to point to the location (see Section below).

15Pfintegrator plugs in ISP/integrator accesses phone via Web 15P/integrator places files on the enterprise's Each phone in the deployment is
phane and manually interface & prepares configuration files |— HTTP server and configures DHCP Server automatically provisioned when
configures static IP address for enterprise customer Option 160 to point to the location plugged in

D.1  Preparing Configuration (cfg) Files for the Enterprise
Customer

This section shows how to prepare configuration files for the enterprise customer.
To prepare configuration files for the enterprise customer:

1. Save the phone's default configuration to file (see the next section D.2 below)
2. Prepare a global.cfg configuration file (see Section D.1.2)

3. Generate private.cfg configuration files (see Section D.1.3)

D.1.1 Saving the Phone's Default Configuration to File

This section shows how to save an out-of-the box phone's default (factory) configuration to
file. This will be the baseline on which to prepare a global.cfg configuration file afterwards.

» To save aphone's default configuration to afile:

1. Open a Web browser and connect to the phone's Web interface using
http://<phone's IP address>

2. In the Web interface home page (System Information), make sure the phone is
running the latest firmware version. If not, obtain a new firmware file from Genesys
and load it to the phone using the Web interface's Firmware Upgrade page
(Management tab > Manual Update > Firmware Upgrade).

3. In the Web interface's Restore Defaults page, restore the default configuration
(Management tab > Administration > Restore Defaults) in case the default
configuration was modified.

4. In the Web interface's Configuration File page, save the default configuration to a
file (Management tab > Manual Update > Configuration File).
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D.1.2 Preparing a global.cfg Configuration File

This section shows how to prepare a configuration file containing parameter settings
common to all users in the customer enterprise. You'll name the file global.cfg.

» To prepare a global.cfg configuration file:
1. In the Web interface, change the default settings of parameters unique to your
enterprise customers (e.g., Language).
2. Make sure the phone functions as expected.

3. Inthe Web interface's 'Configuration file' page (Management > Manual Update
> Configuration file), save the modified configuration parameter settings to a
file. Name the file global.cfg.

D.1.3 Generating MAC-specific <private>.cfg Configuration Files

This section shows how to generate MAC-specific <private>.cfg configuration files that will
contain parameter settings that are unique to each user in a customer enterprise.

To generate MAC-specific <private>.cfg configuration files:
1. Prepare a csv file (see the next section below)
2.  Prepare a template file (see Section D.1.3.2)

3. Automatically generate MAC-specific <private>.cfg configuration files using
VolProvision tool (see Section D.1.3.3)

D.1.3.1 Preparing acsv File

Export a csv file from your enterprise customer's |IP-PBX or another database.
The csv file must list the IP phones in the enterprise, including MAC address, user name,
extension ID, and password of each phone. The csv file contains the tagged records for each
IP phone. When opened as a text file, the csv file looks like this:

[mac], [name], [1id], [password]

00908F123456, Jonathan,4071,12345

00908F123457,David, 4418,12345

Table D-1: CSV File Description

[mac] [name] [id] [password]
00908F123456 Jonathan 4071 12345
00908F123457 David 4418 12345

Al
o The first line of the csv file contains the list of tags (e.g., [mac],[name],[id]).

e The remainder of the csv file contains a line record per cfg file
(e.g., 00908f112233,4071,Eitan).

e There is no restriction on the format of the tags (e.g., [tag] or @tag@).
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D.1.3.2 Preparing a Template File

This section shows ISPs/integrators how to prepare a template file.
Example of a template file:

system/type=420HD

voip/line/0/enabled=1

voip/line/0/id=[id]

voip/line/0/auth name=[name]

voip/line/0/auth password=[password]

include global.cfg

Define in the template file parameter settings unique to each user. Parameter settings unique
to each user are typically:

B Line Settings
B Personal Settings
B Phone Directory

Note that the template file contains tags [ ]. The csv file that you prepared previously contains
the values for these tags. You'll later use the VolProvision tool to read the template file,
replace the tags with values pulled from the csv file, and automatically generate MAC-specific
<private>.cfg configuration files.

Note also that the template file contains include functions to link to other files. In the example
above, the function include global.cfg pulls all parameter settings common to all users from
the global.cfg file you prepared previously.

You can include links to specific configuration files, for example:

system/type=420HD

include 420HD <MAC> voip.cfg

include vlan conf.cfg

include network conf.cfg

include provisioning conf.cfg

You can also include URL paths to files in other locations (FTP, TFTP, HTTP, or HTTPS),
for example:

system/type=420HD

include http://10.10.10.10/420HD <MAC> voip.cfg

include https://remote-pc/vlan conf.cfg

include tftp://10.10.10.10/420HD <MAC> network.cfg

include ftp://remote-pc/provisioning conf.cfg

Note: If no URL is provided in the template file, the files are retrieved according to the
provisioning information (e.g., DHCP Option 160 or 66/67).
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D.1.3.3 Using AudioCodes' VolProvision Tool

This section shows how to automatically generate multiple MAC-specific <private>.cfg files
using AudioCodes' VolProvision tool. The tool generates a separate cfg file for each IP phone
in the customer enterprise.

» To automatically generate MAC-specific <private>.cfg files:

1. Place AudioCodes' VolProvision tool (VolProvision.exe) in a folder on your pc.

2. Place the global.cfg configuration file that you prepared, together with the csv file and
the template file, in the same folder.

3. Run the VolProvision exe; the tool automatically generates the <private>.cfg files.

USAGE: VoIProvision <csv file><template file><.cfg file>

Note: AudioCodes' VolProvision tool can run on both Linux and Windows platforms. The
tool initially parses the csv file to generate the list of tags. The tool then reads each line
record of values in the csv file and for each line record, does this:

e Parses the line record to create a list of values
A e Opens the template file
e Generates the cfg file name and creates a new cfg file

e Reads the template file, associates the mapped tags with actual values from the csv
file, and writes the result to the cfg file

e Closes the cfg file and template file

Example of an automatically generated MAC-specific file:

system/type=420HD

voip/line/0/enabled=1

voip/line/0/id=56832432

voip/line/0/auth name=3423fdwer2tre

voip/line/0/auth password=123456

include global.cfg

The generated configuration (cfg) files use a similar format to the template file only the tags

are replaced with the values read by the VolProvision tool from the csv file. The tag in the
csv file which defines the MAC address is used as the cfg file name.

D.1.3.3.1 Creating Manually a <private>.cfg Configuration File

You can manually create a <private>.cfg configuration file using a standard ASCII, text-
based program such as Notepad. The file name must be the phone's MAC address:
<phone's MAC address>.cfg. The syntax of the configuration file is as follows:

<parameter name>=<value>

Ensure that:

B No spaces are on either side of the equals (=) sign
B Each parameter is on a new line

Below is an example of part of a configuration file:
system/type=440HD
voip/line/0/enabled=1
voip/line/0/id=1234
voip/line/0/description=440HD
voip/line/0/auth name=1234
voip/line/0/auth password=4321

Administrator’s Guide Version 2.2.12 301



3 GENESYS D. Deploying Genesys IP Phones - Use Case

D.2 Preparing the DHCP Server to Automatically
Provision IP Phones

» To prepare the DHCP server:

e  Configure DHCP OPTION 160 on the DHCP server. Point the DHCP server to
the URL of the configuration files on the HTTP server.
Use the string <MAC>
For example: http://192.168.2.1/;440HD_<MAC>_conf.cfg

D.3 Making Sure Phones are Correctly Provisioned

» To make sure that the phones are correctly provisioned:

1. Connect one of the IP phones to the IP network and power supply.

2. Follow the status displayed on the LCD. Make sure the phone received an IP
address and is upgrading the configuration.

3. The phone reboots with the new configuration.

4. Make sure that all functionalities are functioning flawlessly, e.g., that the phone can
make VolIP calls.
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E Supported SIP RFCs and Headers

The following is a list of supported SIP RFCs and Methods that you can use to create for the

IP phone.

Table E-1: Supported IETF RFCs

RFC Number

RFC 2327
RFC 2617

RFC 2782
RFC 2833
RFC 3261
RFC 3262
RFC 3263
RFC 3264
RFC 3265
RFC 3310

RFC 3326 (Partially Supported)
RFC 3389
RFC 3515
RFC 3605
RFC 3611
RFC 3665
RFC 3711
RFC 3725
RFC 3842
RFC 3891

RFC 3892(Sections 2.1-2.3 and 3 are
supported)

RFC 3960(Partially Supported)

RFC 3966
RFC 4028(Partially Supported)
RFC 4240
RFC 6035

draft-ietf-sip-privacy-04.txt
(Partially Supported)

RFC Title

SDP

HTTP Authentication: Basic and Digest Access
Authentication

A DNS RR for specifying the location of services
Telephone event

SIP

Reliability of Provisional Responses in SIP
Locating SIP Servers

Offer/Answer Model

(SIP)-Specific Event Notification

Hypertext Transfer Protocol (HTTP) Digest
Authentication Using Authentication and Key
Agreement (AKA)

Reason header

RTP Payload for Comfort Noise

Refer Method

RTCP attribute in SDP

RTP Control Protocol Extended Reports (RTCP XR)
SIP Basic Call Flow Examples

The Secure Real-time Transport Protocol (SRTP)
Third Party Call Control

MWI

"Replaces" Header

The SIP Referred-By Mechanism

Early Media and Ringing Tone Generation in SIP
(partial compliance)

The tel URI for Telephone Numbers
Session Timers in the Session Initiation Protocol
Basic Network Media Services with SIP - NetAnn

RTCP XR information publishing for Quality of
Experience server monitoring.

SIP Extensions for Network-Asserted Caller Identity
using Remote-Party-ID header
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RFC Number RFC Title
draft-ietf-sipping-cc-transfer-05 Call Transfer
draft-ietf-sipping-realtimefax-01 SIP Support for Real-time Fax: Call Flow Examples
draft-choudhuri-sip-info-digit-00 SIP INFO method for DTMF digit transport and
collection

draft-mahy-sipping-signaled-digits-01 Signaled Telephony Events in the Session Initiation
Protocol

Note: The following SIP features are not supported:

e Preconditions (RFC 3312)
e SDP - Simple Capability Declaration (RFC 3407)

¢ S/MIME
A e Outbound, Managing Client-Initiated Connections (RFC 5626)
e SNMP SIP MIB (RFC 4780)
e S|P Compression — RFC 5049 (SigComp)
e [CE (RFC 5245)
e Connected Identity (RFC 4474)

Administrator's Guide Version 2.2.12 305



3 GENESYS E. Supported SIP RFCs and Headers

E.1 SIP Compliance Tables

The SIP device complies with RFC 3261, as shown in the following subsections.

E.1.1 SIP Methods

The device supports the following SIP Methods:
Table E-2: Supported SIP Methods

Method Supported Comments

INVITE Yes

ACK Yes

BYE Yes

CANCEL Yes

REGISTER Yes Send only

REFER Yes Inside and outside of a dialog
NOTIFY Yes

INFO Yes

OPTIONS Yes

PRACK Yes

PUBLISH Yes Send only

SUBSCRIBE Yes
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E.1.2 SIP Headers

The device supports the following SIP Headers:
Table E-3: Supported SIP Headers

Header Field Supported
Accept Yes
Alert-Info Yes
Allow Yes
Authorization Yes
Call-ID Yes
Call-Info Yes
Contact Yes
Content-Length Yes
Content-Type Yes
Cseq Yes
Date Yes
Diversion Yes
Encryption No
Expires Yes
Fax Yes
From Yes
History-Info Yes
Join Yes
Max-Forwards Yes
MIN-SE Yes
P-Asserted-ldentity Yes
P-Preferred-ldentity Yes
Proxy- Authenticate Yes
Proxy- Authorization Yes
Prack Yes
Record- Route Yes
Refer-To Yes
Referred-By Yes
Replaces Yes
Remote-Party-ID Yes
Retry-After Yes
Route Yes
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Header Field Supported
Session-Expires Yes
Supported Yes
Timestamp Yes
To Yes
Unsupported Yes
User- Agent Yes
Via Yes
Voicemail Yes
Warning Yes
WWW- Authenticate Yes

308 Genesys 400 Series IP Phones



E. Supported SIP RFCs and Headers

This page is intentionally left blank.

Administrator's Guide Version 2.2.12 309



3 GENESYS F. Parameters Requiring Reload / Reboot

F Parameters Requiring Reload / Reboot

This section informs administrators which parameters require a reboot, which will disconnect
a call, and which will require reloading the UlI.

B RL Voip_Params — Parameters of voip_task reload

B Reboot params — parameters for reboot

B RL_UIl_Params — parameters of Ul task reload

All other 348 parameters doesn't require any reload / reboot procedure.
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G  Specifications

The IP Phone specifications are listed in the table below.

Table G-1: IP Phone Specifications
Feature Details

VolP Signaling = SIP: RFC 3261, RFC 2327 (SDP)
Protocols
Data Protocols = |Pv4, TCP, UDP, ICMP, ARP, DNS and DNS SRV for SIP Signaling
= SIP over TLS (SIPS)
= 802.1p/Q for Traffic Priority and QoS
= VLAN Discovery Mechanism (CDP, LLDP and LLDP-MED)
= ToS (Type of Service) field, indicating desired QoS DHCP Client
= NTP Client
Media Processing = Voice Coders: G.711, G.723.1, G.729A/B, G.722, and OPUS v1.1. OPUS
v1.1:

The encoder supports any sampling frequency up to 16 kHz

The encoder supports 10 ms to 120 ms packet time

The decoder can receive any stream (all modes, mono or stereo, any
sampling frequency 8 to 48 kHz)

The decoder can receive any packet time apart from 2.5 msec and 5
msec (in 'CELT only' mode only 20 msec packet time is supported)
decoder performs up/downsampling and renders the signal as wideband
Jitter Buffer size is 2 seconds

DTX is currently not supported by the encoder but is supported by the
decoder

v" One channel is supported so 3-way conference and MoH are not.

= Acoustic Echo Cancelation: G.168-2004 compliant, 64-msec tail length
=  Adaptive Jitter Buffer 300 msec

= Voice Activity Detection

=  Comfort Noise Generation

= Packet Lost Concealment

= RTP/RTCP Packetization (RFC 3550, RFC 3551), SRTP (RFC 3711)
= DTMF Relay (RFC 2833)

AN NN

ANRNEN

Telephony = (Call Hold / Un-Hold

Features »  Call Transfer
= 3-Way Conferencing (with local mixing)
= Redial

= Caller ID Notification

=  Call Waiting Indication

= Message Waiting Indication (including MWI LED)

= Local and Corporate Directories

= Automatic On-hook Dialing

= Automatic Answering (Alert-Info header and 'talk' event)
= CWRR (Call Waiting Reminder Ring)

= Secondary Dial Tone

= Call Logs: Missed/Received Calls and Dialed Numbers
= Speed Dial
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Feature Details

= Dial Plan (supports up to 4000 characters)
= URL Dialing
= Call Forward (Unconditional, Busy, No Answer)

* BroadSoft Feature Key Synchronization for server-controlled DnD and Call
Forward

)

= BroadSoft Device Registration Failover
* Redundant SIP Proxy Mechanism

= Remote Conferencing (RFC 4240)

Configuration / = LCD Display User Interface Language Support (Various Languages)
Management = Web-based Management (HTTP/HTTPS)

= Auto-Provisioning (via TFTP, FTP, HTTP, and HTTPS) for firmware and
proprietary configuration file upgrade

= DHCP options (66, 67, and 160) for auto-provisioning

= DHCP options (120, 60, and 77) for device information

= DHCP option (42 or 4) for the NTP server

= DHCP option (43) for vendor specific information

= DHCP option (2) for the Time Zone Offset

= LDAP (Lightweight Directory Access Protocol)

= Private Labeling Mechanism

= Configuration file encryption (Entire file and individual parameters)

Debugging Tools = Syslog mechanism
= DSP recording
=  Port mirroring
= VolIP Status Web page

Administrator’s Guide Version 2.2.12 313



S GENESYS

G. Specifications

Feature

Hardware

Headset
Compatibility

Details

LCD screen:
Graphic LCD (128 X 48) (420HD model)

Connectors interfaces:

2 x RJ-45 ports (10/100BaseT Ethernet) for WAN and LAN
RJ-9 port (jack) for Headset

RJ-9 port (jack) for Handset

USB interface for USB headset support

RJ-11 interface for DHSG

Kensington lock
Mounting:

v Wall and desktop mounting options
v One angle for desktop mount, another angle for wall mount

GbE support
Power:
v DC jack adapter 12V

v" Power supply AC 100 ~ 240V
v PoE: IEEE802.3af

Keys:

4 x softkeys

VOICE MAIL message hotkey
4-way navigation keys with ENTER Key
MENU

REDIAL

HOLD

MUTE

TRANSFER

VOLUME control key
HEADSET

SPEAKER

For a comprehensive list of supported Jabra headsets, see the Jabra

Headset Compatibility Guide

AN N N NN

AR N N N N N N Y SR N

For a comprehensive list of supported Plantronics headsets headsets see

http://www.plantronics.com/us/compatibility-

quide/#/search/
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H RTCP-XR Parameters

The following table lists the RTCP-XR parameters that may be reported to the QoE server.

Group

General

Session Description

Jitter Buffer

Packet Loss

Burst Gap Loss

Delay

Quality Estimates

Table H-1: RTCP-XR Parameters

Metric Name

Start Timestamp

Stop Timestamp

Call-ID

Local Address (IP, Port & SSRC)
Remote Address (IP, Port & SSRC)
Payload Type

Payload Description
Sample Rate

Frame Duration

Frame Octets

Frames per Packets
Packet Loss Concealment
Silence Suppression State
Jitter Buffer Adaptive
Jitter Buffer Rate

Jitter Buffer Nominal

Jitter Buffer Max

Jitter Buffer Abs Max
Network Packet Loss Rate
Jitter Buffer Discard Rate
Burst Loss Density

Burst Duration

Gap Loss Density

Gap Duration

Minimum Gap Threshold
Round Trip Delay

End System Delay

One Way Delay
Interarrival Jitter

Min Absolute Jitter

Signal

Signal Level

Noise Level

Residual Echo Return Noise
Listening Quality R

RLQ Est. Algorithm
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Group

Metric Name

Conversational Quality R
RCQ Est. Algorithm
External R In

Ext. R In Est. Algorithm
External R Out

Ext. R Out Est. Algorithm
MOS-LQ

MOS-LQ Est. Algorithm
MOS-CQ

MOS-CQ Est. Algorithm
QoE Est. Algorithm
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I Example SIP - PUBLISH Message

This appendix displays an example SIP PUBLISH message extracted from RFC 6035.
RTCP-XR values are found under the message body.

ruLisH Sip:collector@example.orqg sir/2.0

Via: SIP/2.0/UDP pc22.example.org;branch=z9nhG4bK3343d7
Max-Forwards: 70

To: <Sip:proxyW@dexample.org-

From: Alice

<sip:alice(@example.org->;tag=-a3343df32

Call-ID: 1890463548

CSeqg: 4331 PUBLISH

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER,
SUBSCRIBE, NOTIFY

Event: vg-rtcpxr

Accept: application/sdp, message/sipfrag

Content-Type: application/vg-rtcpxr

Content-Length:

VQSessionReport: CallTerm
CallID: 6dg37£1890463

LocalID: alice <Sip:alice(dexample.org-
RemoteTD: Bill <Sip:bill(dexample.net-

origIp: alice <Sip:alice(@lexample.org-

LocalGroup: example-phone-55671

RemoteGroup: example-gateway-09871

LocalAddr: IP=10.10.1.100 PORT=5000 SSRC=1a3b5c7d

LocalMAC: 00:1f:5b:cc:21:0f

RemoteAddr:IP=11.1.1.150 PORT=5002 SSRC=0x2468abcd

RemoteMAC: 00:26:08:8e:95:02

LocalMetrics:

Timestamps:START=2004-10-10T18:23:43Z STOP=2004-10-
01T18:26:02%

SessionDesc:PT=18 PD=G729 SR=8000 FD=20 FO=20 FPP=2 PPS=50

FMTP="annexb=no" PLC=3 SSUP=on

JitterBuffer:JBA=3 JBR=2 JBN=40 JBM=80 JBX=120

PacketLoss:NLR=5.0 JDR=2.0

BurstGapLoss:BLD=0 BD=0 GLD=2.0 GD=500 GMIN=16

Delay:RTD=200 ESD=140 SOWD=200 IAJ=2 MAJ=10

Signal:SL=-21 NL=-50 RERL=55

QualityEst:RLQO=90 RCQ=85 EXTRI=90 MOSLQ=4.2 MOSCQ=4.3

QoEEstAlg=P.564

RemoteMetrics:

Timestamps:START=2004-10-10T18:23:43Z STOP=2004-10-
01T18:26:02%

SessionDesc:PT=18 PD=G729 SR=8000 FD=20 FO=20 FPP=2 PPS=50

FMTP="annexb=no" PLC=3 SSUP=on

JitterBuffer:JBA=3 JBR=2 JBN=40 JBM=80 JBX=120

PacketLoss:NLR=5.0 JDR=2.0

BurstGapLoss:BLD=0 BD=0 GLD=2.0 GD=500 GMIN=16

Delay:RTD=200 ESD=140 SOWD=200 IAJ=2 MAJ=10

Signal:SL=-21 NL=-45 RERL=55

QualityEst:RLQO=90 RCQ=85 MOSLQ=4.3 MOSCQ=4.2
QoEEstAlg=P.564

DialogID:1890463548Q@alice.example.org;to-tag=8472761;

from-tag=9123dh311
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sip:proxy@example.org
sip:alice@example.org
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I. Example SIP - PUBLISH Message

Note: Remote Metrics are not supported in this version.

>
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