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Preface

Welcome to the Framework 8.1 External Authentication Reference Manual.
This document introduces you to the concepts, terminology, and procedures
related to integrating Genesys software with third-party authentication
systems.

This document is valid only for the 8.1 release(s) of this product.

Note: For versions of this document created for other releases of this
product, visit the Genesys Technical Support website, or request the
Documentation Library DVD, which you can order by e-mail from
Genesys Order Management at ordermanegenesys Lab.com.

This preface contains the following sections:

«  About External Authentication, page 9

+ Intended Audience, page 10

- Making Comments on This Document, page 10
«  Contacting Genesys Technical Support, page 10
«  Changes in this Document, page 11

For information about related resources and about the conventions that are
used in this document, see the supplementary material starting on page 65.

About External Authentication

A third-party External Authentication system can be used to control user
access to Genesys applications. This manual contains the following
information:

* How to implement in the Configuration Layer an integration with
third-party authentication systems.

* How to enable external authentication in Configuration Server.

* How to configure the Genesys authentication client for Remote
Authentication Dial In User Service (RADIUS).

* How to deploy, configure, and use the Lightweight Directory Access
Protocol (LDAP) authentication system.
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Intended Audience

This document is intended primarily for system administrators. It has been
written with the assumption that you have a basic understanding of:

+ Computer-telephony integration (CTI) concepts, processes, terminology,
and applications

* Network design and operation
*  Your own network configurations

You should also be familiar with your authentication system, Genesys
Framework architecture and functions, and Genesys configuration data
structure.

Making Comments on This Document

If you especially like or dislike anything about this document, feel free to
e-mail your comments to Techpubs.webadminegenesyslab.com.

You can comment on what you regard as specific errors or omissions, and on
the accuracy, organization, subject matter, or completeness of this document.
Please limit your comments to the scope of this document only and to the way
in which the information is presented. Contact your Genesys Account
Representative or Genesys Technical Support if you have suggestions about
the product itself.

When you send us comments, you grant Genesys a nonexclusive right to use or
distribute your comments in any way it believes appropriate, without incurring
any obligation to you.

Contacting Genesys Technical Support

10

If you have purchased support directly from Genesys, please contact Genesys
Technical Support.

Before contacting technical support, please refer to the Genesys Care Program
Guide for complete contact information and procedures.
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Changes in this Document

Changes in version 8.1.101.00

This is the first release of the Framework 8.1 External Authentication
Reference Manual. In the future, this section will list topics that are new or
have changed significantly since the first release of this document.

Changes in version 8.1.201.00

This document contains the following changes:

* The spelling of the enforce-external-auth option has been corrected on
page 49.

* The new feature LDAP referrals is described in the new section “Using
LDAP Referrals” on page 40.

* A example of a Certificate Authority (CA) certificate file is provided on
page 61.
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Chapter

External Authentication
Process

This chapter introduces the concept of external authentication and describes
how Configuration Server communicates with a third-party authentication
server in this schema. It also highlights the procedure for activating external
authentication.

This chapter contains the following sections:

- Introduction, page 13

«  Architecture, page 14

- Enabling External Authentication, page 15

« High-Availability External Authentication Configurations, page 22

« Disabling External Authentication, page 22

«  Troubleshooting the External Authentication Connection, page 22

Introduction

Genesys software allows you to integrate it with a third-party authentication
system. That is, you can deploy a third-party authentication system to control
user access to Genesys applications. This way, you can benefit from your
established security system, which can be fairly sophisticated and can provide
functions that Genesys does not provide. Using an existing authentication
system saves you from creating an additional security schema in your Genesys
configuration environment.

Configuration Server release 7.0.1 was the first generally available release that
supported integration with external authentication systems. In release 7.0.1,
Configuration Server supported the only external authentication system that
was available at that time—the Remote Authentication Dial In User Service
(RADIUS) server. Release 7.1.0 added support for external authentication
using Lightweight Directory Access Protocol (LDAP).
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To enable and configure RADIUS external authentication, see Chapter 2 on
page 25. To enable and configure LDAP Authentication, see Chapter 3 on
page 33.

User Verification

To verify the identity of a user who logs in to a Genesys application,
Configuration Server can:

*  Check the user’s permission in the Configuration Database.

* Pass the user’s login information to a third-party server and perform the
permission verification in the Configuration Database only in case of
positive authentication results from the external system.

Warning! There might be instances in which Configuration Server and the
external authentication system interpret a blank password
differently. To eliminate this possibility, make sure that
Configuration Server does not accept a blank password as valid.
Refer to the Framework 8.1 Configuration Options Reference
Manual for instructions on configuring the al Low-empty-password
option to disallow a blank password.

This document explains the authentication process that involves a third-party
authentication server.

Starting in release 8.1, only users with a valid External ID will be considered
for external authentication, unless the option enforce-external-auth is set to
true. Genesys recommends that the default user not be configured with an
External ID, to allow for system access if all external authentication servers are
down.

When an external system handles the authentication process, Configuration
Server communicates with the external authentication server by means of a
pluggable module that Genesys has developed for a particular third-party
server.

Architecture

14

Figure 1 on page 15 shows connections and information flows when a Genesys
CTI installation is integrated with an external authentication system. When
logging in to a Genesys application, a user types the user name and password
in the standard Genesys Login dialog box. Using the pluggable module,
Configuration Server passes the user name and password to the third-party
authentication server. The third-party server checks this user’s identity with
whatever security system is set up and sends the results to Configuration
Server.
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Chapter 1: External Authentication Process Enabling External Authentication

If the user is authenticated, Configuration Server continues processing the user
login:
* If the user has permission for this application in the Configuration

Database, he or she can work with the application and access data in the
Configuration Database in a way appropriate to this application type.

» Ifthe user does not have permission for this application in the
Configuration Database, Configuration Server generates a login error.

If the third-party authentication server does not authenticate the user,
Configuration Server generates a login error. The error message appears on the
graphical user interface (GUI) from which the user is trying to log in. The
exact wording of the message depends on the specific external authentication
system in use.

To provide all diagnostics from the external system to the user, Configuration
Server passes error and warning messages from external authentication
systems to the client.

Genesys CTl Installation | | External Authentication System

Third-Party
Authentication
Server

Genesys GUI
Application

Configuration Pluggable
Server Module

System

SecurelD

System

|
|
|
|
|
Smartcard |
|
|
|
|
|
|

|
|
|
|
A |
|
|
|
|

Genesys
Configuration Other
Database Systems
- - - '

Figure 1: Authentication Architecture Involving an External System

Enabling External Authentication

External authentication works with Configuration Server. If you are installing
Genesys software for the first time, you must first set up the Configuration
Layer following the instructions in the Framework 8.1 Deployment Guide.

By default, Configuration Server does not communicate with an external
authentication server.
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The following table summarizes how to enable external authentication.

Task Summary: Enabling External Authentication

Objective Related Procedures and Information

1. Set up the external authentication Refer to the system documentation for your RADIUS or
system. LDAP system.

2. Deploy the external authentication Do one of the following, as appropriate:

module during the installation of
Configuration Server release 7.1 or

later

* To deploy RADIUS, follow the instructions in
“Deploying RADIUS Authentication” on page 26.

* To deploy LDAP, follow the instructions in “Deploying
LDAP” on page 35.

3. Configure Configuration Server to run | Do one of the following, as appropriate:
the sele(?ted external authentication * For RADIUS, follow the instructions in “Modifying the
systems: RADIUS Configuration Files” on page 28.
* For LDAP, follow the instructions in “Configuring
LDAP Servers” on page 38
4. Start Configuration Server. Refer to the Framework 8.1 Deployment Guide for

information about starting Configuration Server.

At startup, when external authentication is activated, Configuration Server
verifies the presence of both the configuration option that points to the
pluggable module, and the pluggable module itself. If either one of these is not
found, Configuration Server considers external authentication to be disabled.

Configuring the Master Configuration Server

16

A new installation of the Master Configuration Server at its first startup reads
values from its configuration file and saves those values in the Configuration
Database. On all subsequent starts, it reads all values from the database and
ignores those in its configuration file. (The backup Master Configuration
Server, if configured, saves the information when the first switchover is
completed.) As a result, you must make any changes to server-level external
authentication parameters in the Options tab of the Configuration Server and
Configuration Server Proxies. Any changes you make in the configuration file
are ignored.

The only exception to this is the option enforce-external-auth (see page 49).
If this option is set to true in the database, but a newly installed Configuration
Server reads its configuration file and finds the option set to false,
Configuration Server sets it to false in the database. This ensures that all users
are authenticated internally, including those without an External ID.
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Synchronizing User Accounts

For Configuration Server to verify user permissions in the Configuration
Database, you must synchronize the user accounts in the Configuration
Database with the accounts in the external authentication system. In other
words, you must create a Person object in the Configuration Database for each
user who will operate in the Genesys environment. The properties of that
object must correspond to the user’s parameters in the external authentication
system.

To simplify the synchronization of user accounts, use the Genesys
Configuration Import Wizard. For information about the wizard, refer to the
Framework 8.0 Imported Configuration Data Formats Reference Manual.

Person Objects and External IDs

To be considered for external authentication, a Person must be configured with
an ExternalID. In the simplest case, the External ID, it could be equal to the
person's account name.

Customizing External Authentication Configuration

With release 7.2 and later, you can customize the configuration of external
authentication for specific Person and Tenant objects. Values specified in the
Configuration Server options enable External Authentication and are the
default; but values defined at the Person or Tenant level can override them.

Note: In release 8.1, it is possible to use the same configuration sections and
options at the server-level, Tenant-level, and Person-level. Genesys
recommends this approach. Furthermore, Genesys recommends that in
a multi-tenant or otherwise distributed environment, external
authentication be configured at the Tenant level to simplify the
configuration process and ensure consistency system-wide.

Establishing the Defaults

The authentication section in Configuration Server options enables External
Authentication, and defines the default External Authentication values for all
Person objects within the configuration. For details, see “Modifying the
RADIUS Configuration Files” on page 28 or “Configuration Server Options”
on page 36.

The Library option in the authentication section must specify a value for each
External Authentication provider that your implementation supports:

* The value gauth_Lldap enables LDAP authentication.
* The value gauth_radius enables RADIUS authentication.
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* The value gauth_Lldap, gauth_radius or gauth_radius, gauth_ldap enables
both LDAP and RADIUS.

* The value internal, available only for setting at the Tenant or Person level,
means that all users associated with the object in which the option is set to
this value must validate internally.

Overriding the Defaults by Tenant

Use the following procedure to override the defaults for all Person objects
belonging to a specific Tenant.

Procedure:
Overriding defaults for Person objects by Tenant

Start of procedure

1. Create an authentication section in that Tenant's Annex Property. You must
do this for all Tenants if you specify both provider types (LDAP and
RADIUSY) in the Configuration Server options.

2. Inthe authentication section, create the option Library, and assign it one
of the values in Table 1 on page 18.

Table 1: Tenant-specific External Authentication Providers

Value of library

Description

internal

Authentication is performed internally, using the passwords stored in the Genesys
database.

Do not specify any additional options.

gauth radius

All users of this Tenant are authenticated using the RADIUS access parameters
specified in the local radiusclient.conf configuration file.

Do not specify any additional options.

Note that you cannot assign different Tenants to different RADIUS servers.

gauth ldap

All users of this Tenant are authenticated through one or more LDAP server, each
defined in a gauth-Lldap or gauth_Lldap_n (see “Configuring LDAP Servers” on
page 38) and specified in the additional option Ldap-url. You must specify at
least one Ldap-url option. You can specify other LDAP-related options, such as
password, or more

Ldap-ur L options to specify a specific set of LDAP servers. You must define all
valid LDAP-specific options in the Annex of the Tenant object.

Note: You cannot override the global option verbose or the content of
Ldaperrors. txt. In addition, settings defined at the Tenant level can be
overridden for individual users at the Person level.

18
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Table 2:

3. Ifthe Tenant is using LDAP external authentication (Library=gauth_Lldap),
create a gauth_Ldap section for the first LDAP server and a gauth_Lldap_n
section for each additional server on the Tenant’s Annex tab, and assign
appropriate values to the options in each section. Refer to “Configuring
LDAP Servers” on page 38 for detailed information about configuring
multiple LDAP servers, and to “Configuration Options” on page 48 for
detailed descriptions of the options.

If you have existing Tenant, server, or Person objects that use legacy
options (listed in Table 2) in the authentication section, Genesys
recommends that you migrate to the gauth_ldap[_n] (where n is 1 to 9)]
section format as soon as possible, for security reasons. If you have both
current options (in gauth-Ldap[_n] sections) and legacy options (in the
authentication section) configuration, the legacy options will be ignored.

End of procedure

Legacy Tenant-specific External Authentication Servers—LDAP

Option Name | Option Value | Description

First
LDAP
server

Ldap-url {value URL of first LDAP server

app-user {value) Distinguished name of application user for first LDAP
server.

password {value) Application user password for first LDAP server

cacert-path {value> Path to CA certificate for first LDAP server

cert-path {value> Path to certificate of client’s key for first LDAP server

key-path {value) Path to client’s private key for first LDAP server

idle-timeout {value) Time interval that the LDAP connection to the first
LDAP server will be kept open if there are no more
requests

retry-attempts | <value> Number of authorization retries that will be generated

by Configuration Server if the first LDAP server does
not respond

retry-interval | <value) Time that Configuration Server waits for an
authorization reply from the first LDAP server.

connect-timeout | <value> Time that Configuration Server waits after initial
connection before deeming first LDAP server to be
unavailable.
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Table 2: Legacy Tenant-specific External Authentication Servers—LDAP (Continued)
Option Name | Option Value | Description
Second | Ldap-url1 {value) URL of second LDAP server
LDAP
server | app-userl {value) Distinguished name of application user for second
LDAP server.
password1 {value) Application user password for second LDAP server
cacert-pathi {valuey Path to CA certificate for second LDAP server
cert-path1 {value> Path to certificate of client’s key for second LDAP
server
key-pathi {value) Path to client’s private key for second LDAP server
idle-timeout2 {value) Time interval that the LDAP connection to the second
LDAP will be kept open if there are no more requests.
retry-attempts2 | <value) Number of authorization retries that will be generated
by Configuration Server if the second LDAP server
does not respond.
retry-interval2 | <value> Time that Configuration Server waits for an
authorization reply from the second LDAP server.
connect-timeout | <value> Time that Configuration Server waits after initial
2 connection before deeming second LDAP server to be
unavailable.
Third
LDAP
server
Continue configuring groups of options for each LDAP server, as required, up to a maximum of
10 servers.
Overriding the Defaults by Person Object
Note: You cannot override RADIUS defaults for individual Person objects.
To override the default or Tenant-specific LDAP access parameters for any
individual Person object, specify one or more partial LDAP URLs in the
External User ID field in the General section of the Configuration tab (in
Genesys Administrator), or on the General tab (in Configuration Manager), of
the Person object.
20 Framework 8.1 @
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You can also override the list of servers specified by default or by the Tenant
by specifying LDAP servers in the Annex, in the same way as you do for a
Tenant (see Step 3 on page 19).

These settings override both default and Tenant-specific settings, and do not
require that you restart Configuration Server.

The scope of the override depends on whether there is an LDAP server address
included in the LDAP URL given in the External User ID field. Generally:

o Ifthe LDAP URL in the External User ID field includes a server address,
the LDAP server given by this address is considered part of the set of
servers specified in the Annex. In this case, the LDAP search parameters
specified in the External User ID field URL apply only to this LDAP
server.

* Ifthe LDAP URL in the External User ID field does not contain a server
address (only search and scope parameters), these search parameters are
used to customize the search using the current set of LDAP servers,
regardless of where, or at what level, they are defined.

Examples

Example 1 The External User ID field contains only a username.
For example: user1

The username is used for authorization. I[f LDAP servers have been configured
in the Person object’s Annex, the username will be used for authorization with
only those servers.

Example 2 The External User ID field contains an LDAP URL consisting of only the
server address.

For example: Ldaps://Lluxor.us.int.vcorp.com: 1636/

The server address in the External User ID field is used as the authentication
server for this Person. Additional properties of the server can be specified in
the Person object’s Annex.

Additional LDAP servers can also be specified in the Annex. In this case, the
options for the first LDAP server (url_Lldap) are ignored, as they are
overridden by the server specified in the External User ID field. Only the
subsequent servers (such as Ldap-url1, Ldap-url2, and so on) are used.

Example 3 The External User ID field contains an LDAP URL consisting of the search
parameters but no server address.
For example: Ldap:///??7 (mail=testevcorp.com)

The specified search parameters override the corresponding parameters for all
servers used by the Person, whether they are default or defined at the Tenant or
Person level.
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High-Availability External Authentication
Configurations

You can configure multiple external authentication servers to add to the
reliability and efficiency of your system. If a system has multiple external
authentication servers configured, a Tenant Annex should include the
following:

[authentication]
Library=gauth_radius or gauth_Lldap or internal

Tip: Genesys recommends that you always configure the proper provider
at the Tenant level to ensure that external authentication works in a
distributed environment.

You can also configure RADIUS or LDAP external authentication on
Configuration Server Proxies. Instructions for doing so are provided in the
respective chapters that follow.

Disabling External Authentication

To disable external authentication at the Tenant or Person level, set the Library
option in the authentication section to internal in the object. For
Configuration Server or Configuration Server Proxy, set the option to an empty
value, and then restart the server to unload the authentication module and stop
the authentication.

Refer to page 27 (for RADIUS) or page 49 (for LDAP) for information about
the Library option.).

Troubleshooting the External
Authentication Connection

22

To obtain debugging information about the connection between any
Configuration Server, including Configuration Server Proxy, and the RADIUS
or LDAP server, use the configuration option verbose described in this section.

[authentication] Section
This section must be called authentication.

verbose
Default Value: 0
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Valid Values:

0 Disables this feature.

1 Produces debug information involving only unexpected
situations, data, or internal states.

2 Produces debug information without OpenLDAP library output.
(The newer OpenLDAP contains a much larger internal debug
size, which reduces system performance. This is the
recommended level.

3 Produces debug information, including all OpenLDAP library

output.

Changes Take Effect: If switching of OpenLDAP output occurs, the changes
take effect when the next connection is created (after disconnecting, timeout
expiry, or switching to a new LDAP server). Otherwise, the changes take effect
immediately, when the next authentication request is processed.

Specifies the output level for debugging information for the external
authentication server. This information is used to troubleshoot the connection
between Configuration Server and the RADIUS or LDAP server, from the
Configuration Server side.

For any Configuration Server, including Configuration Server Proxy, add this
section and option to the Options tab of the Application object, using either
Genesys Administrator or Configuration Manager.

Example The following is an example of the authentication section, with the value set
to the recommended maximum:

[authentication]
verbose=2

Specific log events may also help you determine the state of the connection
between Configuration Server and those external authentication servers in your
configuration. This is in addition to the troubleshooting functionality described
elsewhere in this document.

The following log events provide information about connections between
Configuration Server and external authentication servers:

¢ 24100—Indicates that the connection between Configuration Server and
the specified external authentication server has failed, and to which
alternate external authentication server Configuration Server is trying to
connect.

e 24101—Identifies that no external authentication servers are available. In
other words, the connections between Configuration Server and all
external authentication servers have failed.

* 24102— Indicates that connection to the specified external authentication
server has been restored, and that the server is available for processing
authentication requests.

For more information about these log events, refer to Framework 8.1
Combined Log Events Help.
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Chapter

RADIUS External
Authentication

This chapter describes how to set up Remote Authentication Dial In User
Service (RADIUS) external authentication.

This chapter contains the following sections:

«  Overview, page 25

«  Task Summary, page 26

«  Deploying RADIUS Authentication, page 26

+  Modifying the RADIUS Configuration Files, page 28

«  Deploying RADIUS on Configuration Server Proxy, page 30

Overview

External Authentication—Reference Manual

Genesys Configuration Server supports all versions of RADIUS, an industry
standard for authentication. The architectural schema is identical to the one
shown in Figure 1 on page 15, where a RADIUS server acts as a third-party
authentication server.

To set up RADIUS:
1. Deploy the RADIUS module during installation of Configuration Server.
2. Modify the RADIUS configuration files.

Starting in release 7.5, Configuration Server external authentication supports
multiple RADIUS servers. The active, or responding, authentication server is
used for authorization of all subsequent clients. When this server does not
respond, the next server in the list (of servers, as specified in the servers file)
is tried, and if it responds, it becomes the active authentication server. This
process continues sequentially through the list of authentication servers.
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Task Summary

Starting in release 8.0, RADIUS messages concerning the success and failure
of each RADIUS authentication attempt are relayed from the RADIUS server
back through Configuration Server for display to the end user.

In geographically distributed systems prior to release 8.0, RADIUS external
authentication was configured only on the Master Configuration Server, and
each Configuration Server Proxy passed authentication requests to it. Starting
in release 8.0, RADIUS External Authentication can be configured on the
Master Configuration Server and on each Configuration Server Proxy.
Therefore, each Configuration Server Proxy can process authentication
requests itself, and not pass them on to the Master Configuration Server.

Task Summary

The following Task Summary lists the tasks required to deploy RADIUS in

your configuration.

Task Summary: Deploying RADIUS External Authentication

Task

Related Procedures and Information

1. Install Configuration Server and
deploy RADIUS during the
installation.

This Configuration Server can be the primary or backup
configuration server in a redundant configuration, or the
Master Configuration Server in a geographically distributed
configuration.

Use the procedure “Deploying RADIUS external
authentication during Configuration Server installation” on
page 27.

2. Modify the RADIUS configuration
files.

Modify the RADIUS configuration files servers and
radiusclient.conf. Refer to “Modifying the RADIUS
Configuration Files” on page 28.

3. (optional) Install as many
Configuration Servers as required,
deploying RADIUS during the
installation.

If you are deploying RADIUS in a geographically
distributed configuration, install RADIUS on each
Configuration Server Proxy using the procedure “Deploying
RADIUS external authentication on Configuration Server
Proxy” on page 30.

Deploying RADIUS Authentication

Use the following procedure to deploy RADIUS authentication during
Configuration Server installation.

26
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Procedure:
Deploying RADIUS external authentication during
Configuration Server installation

Purpose: To install the RADIUS pluggable module for your environment
where Configuration Server is installed and/or running.

Start of procedure

1. Begin the installation of Configuration Server.

2. Onthe Configuration Server Run Mode page, select Configuration Server
Master Primary.

3. Continue installing Configuration Server.

4. Onthe Configuration Server External Authentication page, select
Remote Authentication Dial In User Service (RADIUS).

5. Finish installing Configuration Server.

End of procedure

During the installation of Configuration Server, a configuration options section
named authentication is added to the configuration file, and is copied into the
database when Configuration Server starts (see “Configuring the Master
Configuration Server” on page 16). The authentication section indicates that
RADIUS external authentication is to be used.

[authentication] Section
This section must be called authentication.

library

Default Value: No default value

Valid Values: Depends on type configuration option, as follows:
gauth_radius All

gauth_ldap All

gauth_radius, gauth_ldap Configuration Server, Configuration Server Proxy
gauth_ldap, gauth_radius Configuration Server, Configuration Server Proxy
internal Tenant, Person

Changes Take Effect: Upon restart of the object for which this options is set.

Specifies the section that specifies the external authentication parameters. This
option is mandatory, and its value is set automatically during installation.

You can deploy both RADIUS and LDAP on the same Configuration Server or
Configuration Server Proxy. If this Configuration Server or Configuration
Server Proxy was previously configured for another type of authentication,
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such as RADIUS, you must manually add gauth_radius to the value of this
option.
When set to 'internal’, all users associated with the object in which the object
is set to this value are validated internally.

Example The following is an example of the authentication section in a Configuration
Server configuration file:

[authentication]
Library=gauth_radius

Modifying the RADIUS Configuration Files

Table 3 lists the pluggable modules used for communication with the
third-party authentication server.

Table 3: Pluggable Module Names for RADIUS

Operating System Module for 32-bit Module for 64-bit
Version Version

Windows gauth radius.dll

Solaris libgauth radius 32.so libgauth radius 64.so

AIX libgauth radius 32.so libgauth radius 64.so

HP-UX libgauth radius 32.sl libgauth radius_64.sl

Red Hat Linux libgauth_radius_32.so libgauth _radius_64.so

In addition to the pluggable module file, three RADIUS configuration files are
copied to the destination directory when you install Configuration Server:

* servers—specifies connection parameters of the RADIUS servers.
* radiusclient.conf—specifies the RADIUS client parameters.
* dictionary—contains communication protocol data.

You must modify the servers and radiusclient.conf files. Do not modify the
dictionary file.

Note: Use the pound sign (#) to comment out a line in a configuration file.

Modifying the Servers File

The RADIUS Configuration Authentication Module uses the configuration file
servers to determine to which RADIUS server it must connect. Each line of
the file contains the connection parameters for one RADIUS server.
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For each RADIUS server, specify:

1.
2.

The name or IP address of each RADIUS server.

A key; that is, a word that matches the shared secret word configured for
each RADIUS server.

For example:

#Server Name or Client/Server pair Key

# _______________________________
server] key1
server2 key?2
server3 Key3

Modifying the radiusclient.conf File

The RADIUS Configuration Authentication Module uses the configuration file
radiusclient.conf to read its own configuration. In the file, specify values for
the following parameters:

1.

authserver—the names or IP addresses of the RADIUS servers. These
must be the same values as configured in the servers file. If necessary, also
specify a port for the RADIUS server after a column.

For example:
authserver server1:1812 server2:1820 server3
where:

+ server] is the first RADIUS authorization server that will be used.

+ server2 is the backup RADIUS authorization server that will be
used if server1 does not respond.

+ server3 is the backup RADIUS authorization server that will be
used if server2 does not respond.

If you specify only one RADIUS server, that server will continue to be
used whether it responds or not.

radius_retries—The number of authorization retries that will be
generated by Configuration Server if the current external authorization
server does not respond. Specify a value for this parameter if you are using
multiple RADIUS servers. If Configuration Server does not receive a reply
within this number of retries, it sends the request to the next RADIUS
authentication server specified in the list.

For example:

#resend request 6 times before trying the next server
radius_retries 6

If you are using only one RADIUS server, requests will always be sent to
that server regardless of the value of radius retries.
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3. radius timeout—The time, in seconds, that Configuration Server waits
for an authorization reply. If Configuration Server does not receive a reply
from the current RADIUS server during that time, it sends the request
again, either to the same RADIUS server or, if you are using multiple
RADIUS servers, to the next RADIUS server after the number of tries
specified in radius_retries.

For example:

#wait 20 seconds for a reply from the RADIUS server
radius_timeout 20

4. default_realm—the extension to add to a user name if the RADIUS server
required names in this format. If a value is specified, the RADIUS module
adds it after the e sign to all user names received from Configuration
Server. For example, if you specify

default_realm genesys.us

and log in to a Genesys application with the user name scott, the resulting
name that the RADIUS client passes to the RADIUS server is

scottegenesys.us

Deploying RADIUS on Configuration Server

Proxy

30

In geographically distributed systems prior to release 8.0, RADIUS external
authentication was configured only on the Master Configuration Server, and
each Configuration Server Proxy passed authentication requests to it.

Starting in release 8.0, RADIUS External Authentication can be configured on
the Master Configuration Server and on each Configuration Server Proxy.
Therefore, each Configuration Server Proxy can process authentication
requests itself, and not pass them on to the Master Configuration Server.

Procedure:
Deploying RADIUS external authentication on
Configuration Server Proxy

Prerequisites

* RADIUS is installed on the Master Configuration Server.

* The servers configuration file contains all of the servers listed in
radiusclient.conf.
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Start of procedure

1. Do one of the following:

» If Configuration Server Proxy is not installed, install it now as
described in the Framework 8.1 Deployment Guide, being sure to
select the RADIUS external authentication option when prompted.

» If Configuration Server Proxy has been installed but not configured to
use external authentication, copy the following files from the Master
Configuration Server installation directory to the Configuration Server
Proxy installation directory:

e dictionary

» the appropriate pluggable file, as listed in Table 3 on page 28
* radius.seq

* radiusclient.conf

* servers

2. In the Configuration Server Proxy Application object, configure the
following options in the indicated sections, and set them to the specified
values:

* Ifnot set during installation, configure external authentication on
Configuration Server Proxy by setting the option Library in the
authentication section to gauth_radius.

* To set the log level for monitoring the connection between
Configuration Server Proxy and the RADIUS server, use the option
verbose in the gauth_radius section of the options of the Configuration
Server Proxy Application object, as described in the following section,
“Troubleshooting the External Authentication Connection” on page 22.

3. Restart Configuration Server Proxy.

End of procedure
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Chapter

LDAP External
Authentication
This chapter describes how to set up Lightweight Directory Access Protocol
(LDAP) external authentication.
This chapter contains the following sections:
«  Overview, page 33
»  Task Summary, page 35
«  Deploying LDAP, page 35
«  Configuring LDAP Servers, page 38
«  Deploying LDAP on Configuration Server Proxy, page 39
«  Using LDAP in a Multi-Tenant Configuration, page 40
« Using LDAP Referrals, page 40
«  Security Considerations, page 41
«  Error Handling, page 42
«  Technical Notes, page 46
«  Examples, page 47
«  Configuration Options, page 48

Overview

Management Framework supports external authentication using LDAP as a
way to verify a user's permissions to log on to Genesys applications. The
LDAP Authentication Module (AM) delivers an authentication request to one
of the supported LDAP Directory Servers and passes back the results of that
authentication to the client.

This LDAP implementation supports all versions of the following LDAP
servers:

* Novell E-Directory
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* IBM Tivoli Directory Server (or Blue Pages)
*  Microsoft Active Directory
* Oracle LDAP Proxy/Internet Directory

Starting in release 7.6, Configuration Server external authentication supports
multiple LDAP servers. The active, or responding, authentication server is
used for authorization of all subsequent clients. When this server does not
respond, the next server in the list of servers is tried, and if it responds, it
becomes the active authentication server. This process continues sequentially
through the list of authentication servers.

Starting in release 8.0, LDAP messages concerning the failure (see “Error
Codes” on page 42) of each LDAP authentication attempt are relayed from the
LDAP AM back through Configuration Server for display to the end user.

Starting in release 8.1, LDAP can be configured on each Configuration Server
Proxy in a geographically distributed environment. Therefore, each
Configuration Server Proxy can process authentication requests itself, and not
pass them on to the Master Configuration Server.

External Authentication Files

Table 4 lists the pluggable modules that Genesys provides for LDAP.
Table 4: Pluggable Module Names for LDAP

Operating System Module for 32-bit Module for 64-bit
Version Version

Windows gauth_ldap.dll

Solaris libgauth Idap 32.so libgauth ldap 64.so

AIX libgauth Idap 32.so libgauth ldap 64.so

HP-UX libgauth Idap 32.sl libgauth Idap 64.sl

Red Hat Linux libgauth ldap 32.so libgauth ldap 64.so

In addition to the pluggable module file, two LDAP files are copied to the
destination directory when you install Configuration Server:

* ldaperrors.txt—contains default LDAP errors. For its content, see “Error
Codes” on page 42.

* randgen.rnd—used with Transport Layer Security.
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Task Summary

The following Task Summary lists the tasks required to deploy LDAP in your
configuration.

Task Summary: Deploying LDAP External Authentication

Task Related Procedures and Information

1. Install Configuration Server and This Configuration Server can be the primary or backup
deploy LDAP during the installation. | configuration server in a redundant configuration, or the
Master Configuration Server in a geographically distributed

configuration.

Use the procedure “Deploying LDAP during Configuration
Server installation” on page 35.

2. (Optional) Configure additional LDAP | If you are using multiple LDAP servers, configure them on

Servers. the Options tab of the Tenant object (preferred) or of the
Configuration Server object. Refer to “Configuring LDAP
Servers” on page 38.

3. (optional) Install as many If you are deploying LDAP in a geographically distributed
Configuration Servers as required, configuration, install each Configuration Server Proxy using
deploying LDAP during the the procedure “Deploying LDAP during Configuration
installation. Server installation” on page 35.

Deploying LDAP

Use the following procedure to deploy LDAP while you are installing
Configuration Server or Configuration Server Proxy.

Procedure:
Deploying LDAP during Configuration Server
installation

Purpose: To deploy LDAP while installing Configuration Server or
Configuration Server Proxy.

Start of procedure

1. Begin installing Configuration Server or Configuration Server Proxy
(multi-tenant or single-tenant).
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2. On the Configuration Server Run Mode page, select one of the following,
as appropriate:
e Configuration Server Master Primary—If you are installing a Master
or Primary Configuration Server.

* Configuration Server Proxy—Ifyou are installing a Configuration
Server Proxy.

3. Continue installing Configuration Server or Configuration Server Proxy, as
appropriate.

4. Onthe Configuration Server External Authentication page, select
Lightweight Directory Access Protocol (LDAP).

5. Onthe LDAP Server Access URL page, enter the URL that the Configuration
Server or Configuration Server Proxy will use to connect to the LDAP
server.

If you are going to use multiple LDAP authentication servers, specify the
first LDAP server on this page. After Configuration Server or
Configuration Server Proxy starts up for the first time, you can enter
additional LDAP servers on the Options tab of the Configuration Server or
Configuration Server Application object.

Note: If you are going to use external authentication at the Tenant level,
or are going to have a geographically distributed deployment of
Configuration Servers, you can ignore this step, and configure the
servers at the Tenant level after Configuration Server has been
started.

6. Finish installing Configuration Server or Configuration Server Proxy.

End of procedure

Configuration Server Options

Warning! There might be instances in which Configuration Server or
Configuration Server Proxy, and the external authentication system
interpret a blank password differently. To eliminate this possibility,
make sure that Configuration Server does not accept a blank
password as valid. Refer to the Framework 8.1 Configuration
Options Reference Manual for instructions on configuring the
al low-empty-password option to disallow a blank password.

If you installed the LDAP pluggable modules during installation of a new

Master Configuration Server, the following configuration option sections and
options are added to the configuration file, and are copied into the database
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when Configuration Server starts (see “Configuring the Master Configuration
Server” on page 16), as follows:

[authentication]

Library=gauth_Lldap

[gauth_Lldap]

Ldap_url=<URL as entered during installation)
When you install the LDAP pluggable module on Configuration Server Proxy,
you must manually add the same two sections and options to the Application
object:

» The Library option specifies gauth_Ldap as the section that specifies the
external authentication parameters.

* The Lldap-url option specifies the URL of the LDAP server and directory
that you entered during installation. Both values are set automatically.

At this point, these two sections indicate that LDAP external authentication is
to be used, and they are all that is required to use LDAP with one LDAP server
that accepts anonymous LDAP binding. If your LDAP server requires
authentication to perform searches using a query, specified in the option
Ldap-url (see page 51), you must set the app-user and password options (see
page 53) before you can use external authentication.

To maintain backwards compatibility, if an Ldapclient.conf file exists, the
Master Configuration Server will also read the contents of that file and
translate those settings into Configuration Server options at first startup. also
storing them in the database. Any changes to that file will also be ignored at
subsequent startups.

Warnings! If a legacy Ldapclient.conf or confserv.conf file from a previous
version exists, you must do the following before the first startup of
the Master Configuration Server:

« If either of the files contains passwords, make sure that both of
the following conditions are true:

* The passwords are encrypted.

* The confserv section of the confserv.conf file contains the
option encrypted=true.

If either of these conditions are omitted, Configuration Server
may import the legacy passwords incorrectly.

» Ifthe legacy Ldapclient.conf file contains multiple servers,
organize the servers list in the order in which the servers are
indexed, that is gauth_ldap, gauth_ldap _1, gauth-Lldap_2, and
so on. If you don’t do this, Configuration Server will index the
servers in the order in which they are read.

External Authentication—Reference Manual 37



Chapter 3: LDAP External Authentication Configuring LDAP Servers

Configuring LDAP Servers

38

Configuration Server supports up to ten LDAP authorization modules, or
Servers.

When you install Configuration Server, you can configure one LDAP server
during the installation process. If you are using multiple LDAP Servers, you
configure those additional LDAP servers on the Options tab of the
Configuration Server object.

Note: If you are going to use per-Tenant external authentication targeting
distributed deployment, Genesys recommends that you configure the
LDAP servers at the Tenant level, as described in “Deploying LDAP
on Configuration Server Proxy” on page 39.

On the Options tab, there is one section for each LDAP server. The name of
each section must be unique, and should appear in the order in which they are
indexed. The first section is named [gauth_Lldap], as described previously.
Genesys recommends naming each additional section gauth_Lldap_n], where n
is a numeric index in the range of 1to 9 for each LDAP server.

A section for a single server has a format like this:

[gauth_Lldap] or [gauth_ldap_n]
ldap-url= <value>

app-user= <value)

password= <value)
cacert-path= <value)
cert-path= <value)

key-path= <value)

The options, or server parameters, in a section are listed in Table 5, and
described in detail starting on page 48.

Table 5: LDAP Server Parameters

Parameter Definition of value

Idap-url URL used to access LDAP server

app-user Distinguished name of the application user

password Application user password

cacert-path Path to CA certificate for LDAP server

cert-path Path to certificate of client’s key

key-path Path to client’s private key

idle-timeout Time interval that the connection to the LDAP server will
be kept open if there are no more requests
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Table 5: LDAP Server Parameters (Continued)

Deploying LDAP on Configuration Server Proxy

Parameter Definition of value

retry-attempts Number of authorization retries that will be generated by
Configuration Server if the LDAP server does not respond

retry-interval Time that Configuration Server waits for an authorization

reply from the LDAP server.

connect-timeout Initial timeout after which Configuration Server deems the

specified LDAP server is not available.

When you are finished configuring all LDAP servers, the 0Options tab will
contain one or more sections that look like this, in addition to the mandatory
gauth_Ldap section for the first server.:

[gauth_Lldap_1]

ldaps://fram.us.int.vcorp.com:636/0u=Eng, o=vcorp, c=us??sub?(mai L=X)

app-user=cn=Manager, o=vcorp, c=us
password=12345ABC9
cacert-path=keys/server.arm
cert-path=keys/client.arm
key-path=keys/private.pem
idle-timeout= 5

retry-attempts=3
retry-interval=10
connect-timeout=10

Each section will have a different numeric identifier.

Deploying LDAP on Configuration Server

Proxy

In geographically distributed systems prior to release 8.1, LDAP external

authentication was configured only on the Master Configuration Server, and

each Configuration Server Proxy passed authentication requests to it.

Starting in release 8.1, LDAP External Authentication can be configured on

the Master Configuration Server and on each Configuration Server Proxy. This

allows each Configuration Server Proxy to process authentication requests
itself, without passing them on to the Master Configuration Server. Use the
procedure “Deploying LDAP during Configuration Server installation” on

page 35.
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Using LDAP in a Multi-Tenant
Configuration

Note: Genesys strongly recommends that, if there are multiple distributed
Configuration Servers, all LDAP servers should be configured at the
Tenant level to simplify the configuration of external authentication.

You can set LDAP configuration options at the Tenant level, in the Tenant
object’s Annex. This activates external authentication only for users belonging
to that Tenant. You can override the Application-level settings at the Tenant
level, by configuring the following in the Tenant’s Annex, as follows:
[authentication]
Library="internal’
This disables external authentication for all users who belong to that Tenant,
and they are authenticated internally.

You can also configure multiple servers at the Tenant level, one each in a
gauth_Lldap_n section, as described in “Configuring LDAP Servers” on
page 38.

Using LDAP Referrals

40

Starting in release 8.1.2, Configuration supports the use of LDAP referrals.
This enables authentication to occur at an LDAP server other than the server to
which Configuration Server sent the authentication request.

Note: Full referrals are supported for servers existing in a Microsoft Active
Directory. Full referral is not yet supported for multiple directories
contained in the referral. If the referral contains more than one server,
only the first referral is processed; the rest of the referrals are ignored.

When Configuration Server sends a request to the LDAP Server, it may receive
in response not an authentication result, but a referral to another server. If
activated, Configuration Server searches for the referred server, binds to it, and
reissues the authentication request.

To configure how Configuration Server handles referrals, or to deactivate the
use of referrals, use the chase-referrals option (see page 55) in the gauth_Lldap
or gauth_ldap_n section at the Tenant, Application, or User level.
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Tip: If the LDAP configuration at the customer site consists of multiple
LDAP servers, Genesys recommends that you configure each Tenant and/or
individual User to be authenticated using the LDAP server that holds the
authentication information for those Users, instead of relying on referrals
from a single LDAP server. Configuring Configuration Server to chase
referrals might lead to delays during login, and increase the risk of login
failures because of the timeout expiring. Use of referrals should be
considered only if a small number of user accounts depend on it.

If connection to the referred server fails, Configuration Server applies its
configured retry-interval (see page 55) and retry-attempts (see page 55) to
the LDAP server to which it originally sent the request.

Security Considerations

Warning!

When using LDAP servers in a secure environment, all LDAP
servers must use SSL server certificates issued by the same
certificate authority or subordinate authorities of the same public
root authority. Configuration Server must be provisioned (using
the cacert-path option [page 53]) with a certificate of authority
(or chain of certificates) that can validate all server SSL
certificates.

If mutual authentication is required on connections to LDAP
servers, Configuration Server must be provisioned (using the
cert-path and key-path [page 54]options) with the same local
certificate that is accepted by all LDAP servers.

Genesys does not support specifying different client certificates
(and/or certificate authority certificates), for different
connections.

In addition, Genesys strongly recommends that you do the following:

Set the Genesys URL used to access LDAP to use LDAPS (secure LDAP)
protocol.

Configure your LDAP server to prevent anonymous or unauthenticated
access. For example, do not configure LDAP users with blank or empty
passwords. This is in addition to not configuring users with empty
passwords in the Configuration Database, as described on page 36.

Configure your LDAP server to prevent the directory base being set to

null.

Restrict knowledge of the structure of your LDAP data. For example, some
of this information is contained in the External ID field of User objects in
the Configuration Database. Therefore, a user who has access to these
objects could figure out the LDAP structure.
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For more information and recommendations for securing your LDAP
environment, refer to the LDAP benchmarks published by the Center for
Internet Security and available on the Center’s web site.

Error Handling

Error Codes

42

When there is an error, the LDAP AM delivers two error-related properties to
Configuration Server: error code and error description string. The
property Error code is reported in the log files, but only the property error
description string is shown on the client’s GUI.

The LDAP AM uses one of three methods to extract this property (listed from
highest priority to lowest):

1. Explicit error description returned by the LDAP server.

2. Error description produced from an error code based on the mapping table
inside the Authentication Module. This table is populated from a supplied
and configured LDAP error description file (Ldaperrors. txt). See “Error
Codes” on page 42.

3. Error description produced from a standard LDAP error code. See “Error
Codes” on page 42.

Management Layer Configuration

You can configure the Management Layer to generate various alarms in
response to error codes sent from the LDAP AM. See the Framework 8.1
Management Layer User s Guide.

Special Treatment

If the LDAP AM receives an error code that is marked for retry in the error
description file (see “Error Codes”), it initiates retry attempts according to the
policy described in the retry-attempts and retry-interval parameters
specified for this connection. A negative response is returned back to the client
only after all retry attempts on all available servers were completed without
success.

The LDAP Directory Administrator (Novel E-Directory, IBM Tivoli
Directory Server, or Microsoft Active Directory) defines the error codes.
Please refer to their documentation.
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Error Handling

The following is the content of the default error file (Ldaperrors. txt) that
corresponds to the error descriptions in the OpenLDAP client package:

server codes

00O OO Ul B WN ™
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; API codes
81
82
83
84
85
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Operations error

Protocol error

Time limit exceeded

Size limit exceeded

Compare False

Compare True

Authentication method not supported
Strong(er) authentication required
Partial results and referral received
Referral

Administrative Limit exceeded
Critical extension is unavailable
Confidentiality required

SASL bind in progress

No such attribute

Undefined attribute type
Inappropriate matching

Constraint violation

Type or value exists

Invalid syntax

No such object

Alias problem

Invalid DN syntax

Entry is a leaf

Alias dereferencing problem

Proxy Authorization Failure
Inappropriate authentication
Invalid credentials

Insufficient access

Server is busy

Server is unavailable

Server is unwilling to perform
Loop detected

Naming violation

Object class violation

Operation not allowed on non-leaf
Operation not allowed on RDN
Already exists

Cannot modify object class
Results too large

Operation affects multiple DSAs

Internal (implementation specific) error

Can't contact LDAP server
Local error

Encoding error

Decoding error

Timed out
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Unknown authentication method
Bad search filter

User cancelled operation

Bad parameter to an ldap routine
Out of memory

Connect error

Not Supported

Control not found

No results returned

More results to return

Client Loop

Referral Limit Exceeded

; 0ld API codes

-17

16640
16654
16655
16656
16657
16658
16659

Can't contact LDAP server
Local error

Encoding error

Decoding error

Timed out

Unknown authentication method
Bad search filter

User cancelled operation

Bad parameter to an ldap routine
Out of memory

Connect error

Not Supported

Control not found

No results returned

More results to return

Client Loop

Referral Limit Exceeded
Content Sync Refresh Required
No Operation

Assertion Failed

Cancelled

No Operation to Cancel

Too Late to Cancel

Cannot Cancel

; retry-errors: 81 85 91 -1 -11

Error Messages

Error Handling

This section describes error messages returned by the LDAP server.

Note: The messages in this section correspond to standard LDAP messages.
However, your particular LDAP server may be configured to produce
different messages in the same situations.

Inappropriate Authentication

A message similar to that shown in Figure 2 on page 45 may appear when both
of the following conditions are true:

44
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* Option al Llow-empty-password is set to true (the default).
* A blank password has been passed to the LDAP AM.

To correct this error, log on to your GUI application with a valid non-empty
password.

Data Communication Manager - [Es5a il

@ Inappropriake aukhentication

Figure 2: Error Message—Blank Password

Invalid Credentials

A message similar to that shown in Figure 3 may appear when an incorrect
password has been passed to the LDAP AM.

Data Communication Manager HE e — EI

@ Invalid credentials

Figure 3: Error Message—Incorrect Password

To correct this error, log on to your GUI application with a valid non-empty
password.

Can’t Contact LDAP Server

A message similar to that shown in Figure 4 may appear when the
Configuration Server cannot contact any LDAP server for one or more of the
following reasons:

e The LDAP server is down.
* The LDAP server cannot be accessed due to network problems.

* Ifyou configured Genesys Security Using the TLS Protocol, one or more
security parameters specified in the configuration file are not valid.
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Data Communication Managet - Ertor Messai x|

@ Can't contack LDAP server

Figure 4: Error Message—LDAP Server is Not Accessible

To correct this error, do the following:
*  Check that at least one LDAP server is running.
*  Check that at least one LDAP server is accessible over the network.

* Ifyou configured Genesys Security Using the TLS Protocol, check that the
security parameters specified in the configuration file are valid.

Technical Notes

SSL Parameters

Genesys LDAP Authentication supports SSLv3 and TLSvI. It supports server
authentication and server+client authentication.

If the LDAP server is configured to perform server-only authentication, then
the only SSL parameter to configure is cacert-path, which specifies a file
where the Certificate Authority certificate file that is related to the LDAP
server is stored.

If the LDAP server is configured to perform server and client authentication,
there must be two additional parameters configured besides cacert-path:
cert-path which specifies a file where the client certificate is stored and
key-path is stored where the client’s private key is stored.

Note: Genesys LDAP Authentication supports only the PEM (Base64)
format of the certificates. You must convert certificates of all other
formats to the PEM (Base64) format.

Application Account

46

Your LDAP server may not allow an anonymous BIND operation. Instead,
configure a dedicated account (called “the application account”) that will be
able to BIND and perform searches for the distinguishing name of the user
being authenticated as defined the search clause in the Ldap-url option (see
page 51) for this connection.
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Examples

Note: All examples belong on single lines. They appear here in a large font,
which causes the examples to wrap across multiple lines, for
readability.

LDAP URL

Example 1

ldap-url=ldaps://fram.us.int.vcorp.com:636/0u=Engineering, o=vcorp,
c=us??sub?(mai L=X)

Corresponding LDAP search syntax:

Ldapsearch -p 636 -h fram.us.int.vcorp.com ‘b
ou=Engineering, o=vcorp,c=us -s sub mail='X"' dn

In this example, the LDAP AM connects securely on host/port:
fram.us.int.vcorp.com:636
and searches using the following variable values:

base: ou=Engineering, o=vcorp, c=us
scope: sub
filter: (mai L=X)

where X is the actual value of external user ID

Example 2

Ldap-url=ldap:///ou=Engineering%20Department, o=vcorp, c=us??? (LastName=X
)

Corresponding LDAP search syntax:

Ldapsearch -p 389 -h localhost -b *ou=Engineering
Department, o=vcorp, c=usé -s sub lastName='X' dn

In this example, the LDAP AM connects insecurely on host/port:
localhost:389
and searches using the following variable values:

base: ou=Engineering Department, o=vcorp, c=us
scope: sub
filter: (LastName=X)

where X is the actual value of external user ID
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Example 3

Ldap-url=ldaps://fram.us.int.vcorp.com/ou=Engineering, o=vcorp, c=us???
(mail=X)

Corresponding LDAP search syntax:

Ldapsearch -p 636 -h fram.us.int.vcorp.com -b
*ou=Engineering, o=vcorp, c=us{ -s sub mail='X" dn

In this example, the LDAP AM connects securely on host/port:
fram.us.int.vcorp.com:636
and searches using the following variable values:
base: ou=Engineering, o=vcorp, c=us
scope: sub
filter: (mai L=X)
where X is the actual value of external user ID

Choosing this scope only verifies the existence of the DN specified in the
search base parameter.

Configuration Options

This section describes the configuration options used to configure LDAP on
Configuration Server and Configuration Server Proxy.

Warning! Configuration section names, configuration option names, and
predefined option values are case-sensitive. Type them in the
configuration file, Genesys Administrator, or Configuration
Manager exactly as they are documented in this chapter.

Setting Configuration Options

48

Unless otherwise specified, you set LDAP configuration options at any of the
following locations:

* Inthe Options tab of the Configuration Server or Configuration Server
Proxy Application object

* In a multi-tenant and distributed environment, on the Annex tab of a Tenant
object

* In the Annex of individual Person objects

This will turn on external authentication for all users enabled with External

IDs, or for all users if the option enforce-external-auth (see page 49) is set to
true.

You can also fine-tune your LDAP configuration throughout your system by
configuring some or all options in the Tenant object’s Annex. Refer to “Using
LDAP in a Multi-Tenant Configuration” on page 40 for more information.
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Mandatory Options

Table 6 on page 49 lists the options that are mandatory for LDAP external
authentication on Configuration Server and Configuration Server Proxy. Both
options are set automatically during the installation of Configuration Server
and Configuration Server Proxy.

Table 6: Mandatory LDAP configuration options

Section Option Value

authentication Library gauth_Lldap

gauth_ldap ldap_url | Valid URL of LDAP authentication module

authentication Section

This section is mandatory on the Server level to enable external authentication.
It can, however, appear in other locations as mentioned in “Setting
Configuration Options” on page 48.

This section must be called authentication.

enforce-external-auth

Default Value: false

Valid Values: true, false

Changes Take Effect: Immediately

Optional. Enforces external authentication for every user. If you omit this

parameter, LDAP AM performs authentication only if external ID is specified
in the Person object. Default value is false.

If this option is set to true in the database, but a newly installed Configuration
Server reads its configuration file and finds the option set to false,
Configuration Server sets it to false in the database. This ensures that all users
are authenticated internally, including those without an External ID.

This option applies only at the server level.

Warning! Do not set enforce-external-auth to true until you have
configured all of the accounts in the configuration.

library
Default Value: No default value
Valid Values: Depends on type configuration option, as follows:

gauth_Lldap All
gauth_radius All

gauth_ldap, gauth_radius Configuration Server, Configuration Server Proxy
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gauth_Lldap All

gauth_radius, gauth_ldap Configuration Server, Configuration Server Proxy
internal Tenant, Person

Changes Take Effect: Upon restart of Configuration Server or Configuration
Server Proxy; immediately for Tenants and Persons.

Specifies the section that specifies the external authentication parameters. This
option is mandatory, and its value is set automatically during installation. If
this Configuration Server or Configuration Server Proxy was previously
configured for another type of authentication, such as RADIUS, you must
manually add *“, gauth_Lldap” to the value of this option.

When set to "internal’, all users associated with the object in which the object
is set to this value are validated internally.

gauth_ldap and gauth_ldap_n Sections

Each of these sections contains information about one LDAP Authentication
Module. If you are using only one LDAP server, the section is called
gauth_Lldap. This section is mandatory. If you are using more than one LDAP
Server, you must identify one in the gauth_ldap section, and the rest in
individual gauth_ldap_n sections.

Configuration Server supports up to ten LDAP authorization servers. You can
have up to nine of these sections, one section for each LDAP server. The name
of each section must be unique, and Genesys recommends that they be in the
same order as they are indexed. Each section must be named gauth_Lldap_n,
where n is a numeric index in the range of 1 to 9 for each LDAP server, as
follows:

[gauth_ldap_n)

ldap-url= <value)

app-user= <value)

password= <value)

cacert-path= <value)

cert-path= <value)

key-path= <value>

idle-timeout=<value)

retry_attempts=<value)

retry-interval=<value)

commit-timeout=<value)

chase-referrals=<value>
When you add a new section, it takes effect immediately. But if you remove a
section, you must restart Configuration Server or Configuration Server Proxy
to take the LDAP Server out of use.

An LDAP Server is defined using the following options, described in this
section:

e ldap-url

* app-user
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* password

* ca-cert-path

* cert-path

* key-path

* idle-timeout

* retry-attempts

* retry-interval

* connect-timeout

e chase-referrals

Configuration Options

To define an LDAP server, set these options on the Options tab of the object, in

the gauth_Ldap section. If you are using multiple LDAP servers, define the
options for the additional servers in the appropriate gauth_Lldap_n section.

Idap-url

Default Value: Empty string

Valid Value: URL in RFC 2255 format, as described below.
Changes Take Effect: Immediately

This URL contains the information needed to access the LDAP server and
directory from which it retrieves the user's distinguished name.

Enter a URL of one LDAP server in this field. If you are using multiple LDAP

servers, define the rest of your LDAP servers (a maximum of nine) in the
gauth_Lldap_n section in the Configuration Server or Configuration Server
Proxy Application object’s Options tab.

The LDAP URL contains default settings that are common to all users in the

Genesys configuration database. However, these settings may be overridden if

the user's record in the configuration database also contains an LDAP URL

with access parameters. The priorities used to obey configuration parameters,

from highest to lowest, are:
1. LDAP URL in the user's record of the configuration database.

2. LDAP URL specified in the authentication section of the Tenant’s Annex.

3. LDAP URL in the configuration file (at first start only), or the

Configuration Server or Configuration Server Proxy Application object.

4. AM default parameters, which cannot be changed by the user.

External Authentication—Reference Manual
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Configuration Options

The following is a sample of an LDAP URL parsed into its parameters (as
listed in Table 7 on page 52). Note that the URL contains no spaces and is a
single expression that must be entered on a single line.

1

2 3

| I I 1

ldap-url=ldaps://fram.us.int.versacorp.con: 636/
cu=Enginesring, o=versacorp, c=us??2zub? (mail=x)

I S R

4 5 6

Table 7: Idap-url parameters

Parameter

Definition of value

1 Protocol type

Required. Range: Ldaps (SSL/TLS secure) or Ldap
(unsecure).

2 LDAP server
host name

Optional. Default is the local host.
Example: fram.us.int.vcorp.com

3 LDAP server
port

Optional. The default (636 for a secure connection and 389
for unsecured) is used if you omit this parameter. Unsecure
means a simpler configuration, but also represents a risk.
Genesys strongly advises using a secure connection.

4 Base DN

Required. Defines the node in the LDAP tree to use as base
for the LDAP search.
Example: ou=Engineering, o=vcorp, c=us

5 Search scope

Optional. Default: sub. Defines the scope of the search
operation (according to the RFC 2251 format).
Range: base, one, sub.

6 Search filter

Optional. Limits the search by searching for a match with a
specified field. Default: empty string. In the example, X is a
parameter that will be substituted with the value of the user’s
external ID. The filter expression must conform to the
standard RFC 2251 format specification. Example:
(displayName=X)

Note: The user’s external ID is defined in the properties of
the Person object, as follows:

* In Genesys Administrator—Person object >
Configuration tab > General section > External ID

* In Configuration Manager—Person object > General tab >
External Authentication area > External User ID

For examples of LDAP URLs, see page 47.

52
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app-user

Default Value: Empty string
Valid Value: Valid path
Changes Take Effect: Immediately

Distinguished name (which includes location in the directory tree and in any
containers) of the application account used by AM to search for the user's
information that is needed to perform an authentication.

password

Default Value: Empty string
Valid Value: A valid password
Changes Take Effect: Immediately

Password of the application account. Required if the app-user parameter is set.

cacert-path

Default Value: Empty string
Valid Value: Valid path.
Changes Take Effect: Immediately

Full path to the file containing a certificate of a trusted Certificate Authority,
which is used to negotiate a secure LDAP connection to the server. Required
for a secured connection.

Warning! When using LDAP servers in a secure environment, all LDAP
servers must use SSL server certificates issued by the same
certificate authority or subordinate authorities of the same public
root authority. Configuration Server must be provisioned (using
the cacert-path option [page 53]) with a certificate of authority
(or chain of certificates) that can validate all server SSL
certificates.

If mutual authentication is required on connections to LDAP
servers, Configuration Server must be provisioned (using the
cert-path and key-path [page 54]options) with the same local
certificate that is accepted by all LDAP servers.

Genesys does not support specifying different client certificates
(and/or certificate authority certificates), for different connections.

cert-path

Default Value: Empty string
Valid Value: Valid path
Changes Take Effect: Immediately

Full path to the file containing a certificate of the LDAP client's private key.
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54

Note: The certificate must be in Base64 format. This parameter must be set if
the protocol portion of the LDAP URL defines a secure connection to
the LDAP server and if the LDAP server enforces client Secure Socket
Layer (SSL) authentication.

Warning!

key-path

When using LDAP servers in a secure environment, all LDAP
servers must use SSL server certificates issued by the same
certificate authority or subordinate authorities of the same public
root authority. Configuration Server must be provisioned (using
the cacert-path option [page 53]) with a certificate of authority (or
chain of certificates) that can validate all server SSL certificates.

If mutual authentication is required on connections to LDAP
servers, Configuration Server must be provisioned (using the
cert-path and key-path [page 54]options) with the same local
certificate that is accepted by all LDAP servers.

Genesys does not support specifying different client certificates
(and/or certificate authority certificates), for different connections.

Default Value: Empty string
Valid Values: Valid path.
Changes Take Effect: Immediately

Full path to the file containing an LDAP client's private key.

Note: The certificate must be in Base64 (PEM) format. This parameter must
be set if the protocol portion of the LDAP URL defines a secure
connection to the LDAP server and if the LDAP server enforces client
SSL authentication.

Warning!

When using LDAP servers in a secure environment, all LDAP
servers must use SSL server certificates issued by the same
certificate authority or subordinate authorities of the same public
root authority. Configuration Server must be provisioned (using the
cacert-path option [page 53]) with a certificate of authority (or
chain of certificates) that can validate all server SSL certificates.

If mutual authentication is required on connections to LDAP
servers, Configuration Server must be provisioned (using the
cert-path and key-path [page 54]options) with the same local
certificate that is accepted by all LDAP servers.

Genesys does not support specifying different client certificates
(and/or certificate authority certificates), for different connections.
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idle-timeout

Default Value: 0

Valid Values: 0 — to MAX_INTEGER

Changes Take Effect: Immediately

Defines how long (in seconds) the LDAP connection to the server defined in
this section will be kept open if there are no more requests to send. When set to
zero (0), this connection will be kept open indefinitely. Genesys recommends

that it be set to a value that does not exceed the idle timeout of the LDAP
server.

retry-attempts

Default Value: 3

Valid Values: 0 — to MAX_INTEGER

Changes Take Effect: Immediately

The number of authorization retries that Configuration Server will generate if
the current LDAP server does not respond. Specify a value for this parameter if
you are using multiple LDAP servers. If Configuration Server does not receive
a reply within this number of retries, it sends the request to the next LDAP
authentication server specified in the object’s options.

If you are using only one LDAP server, requests will always be sent to that
server regardless of the value of retry-attempts.

If Configuration Server has tried all the LDAP servers without getting a
response, an error is generated. See “Error Handling” on page 42.

retry-interval

Default Value: 10

Valid Value: 0 — to MAX_INTEGER

Changes Take Effect: Immediately

The amount of time, in seconds, that Configuration Server waits for an
authorization reply. If Configuration Server does not receive a reply from the
current LDAP server during that time, it sends the request again, either to the
same LDAP server or, if you are using multiple LDAP servers, to the next
LDAP server after the number of tries specified in retry-attempts.

connect-timeout

Default Value: 10
Valid Values: 0 — to MAX_INTEGER
Changes Take Effect: Immediately

Defines the initial connection timeout (in seconds), after which Configuration
Server deems the specified LDAP server to be unavailable. When set to zero
(0), the default value (10) is used.

chase-referrals
Default Value: 0
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Valid Values:

0 Configuration Server chases (follows) referrals and uses
anonymous bind to connect to the referred servers. The user is
bound to the original server to which the authentication
request was sent (as specified by the LDAP configuration in
Configuration Server).

1 Configuration Server chases referrals and uses the same login
credentials specified in the configuration of the original LDAP
server (in the gauth-Ldap section).The user is bound to the
server to where authentication occurs.

2 Configuration Server does not chase referrals, and returns an
error if a referral is returned.

Changes Take Effect: At the next authentication request.

Specifies how Configuration Server handles a referral returned by a configured
LDAP server.
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Appendix

Importing User Data from
External Sources

This appendix describes how to create user records in the Genesys
configuration that are required when using a RADIUS or LDAP external
authentication system.

This appendix contains the following sections:

+  “Introduction” on page 57

«  “Creating a User Record in the Genesys Configuration” on page 58

Introduction

To authenticate a user in a Genesys program using one of the external
authentication systems (RADIUS or LDAP), create in the Genesys
configuration a user record that matches a record in the external authentication
system.

When you create the user record, you must specify these three properties: User
name, Employee ID, and External User ID. Table 8 describes these properties.

Table 8: Mandatory User Record Properties

Property Description

User name Corresponds to name in the XML schema.

This property is the user's Genesys logon ID, and it
uniquely identifies the user in the Genesys configuration.
It must be unique across the entire configuration.

For a RADIUS server, this property corresponds to the
user name in the RADIUS system.
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Table 8: Mandatory User Record Properties (Continued)

Property

Description

EmpLloyee ID

Corresponds to empLoyeeID in the XML schema.

This numeric user ID is assigned by the user's company.
This ID does not participate in authentication, but is still
required by Configuration Server.

External User ID

Corresponds to externalID in the XML schema.
Required by LDAP configuration only.

Configuration Server uses this ID to match a record in the
Genesys configuration with a record in the LDAP
directory server.

Specifically, Configuration Server substitutes an X symbol
in the LDAP URL filter with the value of this property.
The filter is part 6 of the LDAP URL; see “ldap-url” on

page 51.

Therefore, if the filter in the LDAP URL is (mai L=X), then
the External User ID property in Genesys configuration
represents the mai | attribute of the user record in LDAP
server.

Note: You can also populate other fields—for example, E-Mail, First name,
and Last name—but neither the authentication process nor
Configuration Server requires them.

Creating a User Record in the Genesys

Configuration

This section describes three suggested methods to create a user record in your
Genesys configuration:

Manual Entry using Genesys Administrator or Configuration

Manager

Use Genesys Administrator or Configuration Manager to create user records
manually, one by one. To do this, create a Person object under one of the
folders designated to store Persons information. There is no bulk process
available. Be certain to populate all three mandatory fields.

58
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Import an XML data file using Configuration Import Wizard

Create an XML file containing the user records and then import it using the
Configuration Import Wizard (CIW). With this method, you can add several
user records to Configuration Server in a single stroke. Use the CIW Import
Agent Data and then Raw XML Data modes to import. You may create either the
CfgAgent object (ordinary Call Center operator), or the CfgPerson object
(Administrator).

The XML file can also contain records which update or remove user
information from Configuration Server. See “Sample XML Data File”.

Import XML Data using the Genesys Configuration SDK

Use the Genesys Configuration SDK to create custom programs which write
user information to Configuration Server in XML format.

These custom programs can be written in Java, Visual Basic script or
JavaScript. They can monitor changes to the user information on the LDAP
directory server, then transform those changes to the format described in the
latest version of the Configuration SDK Web Services API Reference, and
write them directly to Configuration Server.

Sample XML Data File

This sample XML data file contains the three properties that are required by
external authentication:

{CfgData mode="mt" xmlns="http://www.genesyslab.com/cs">

{CfgReference)
{CfgProviderTenantRef id="Environment" name="Environment"/)
{CfgAgentRef id="AgentToUpdate" name="smith"/>
{/CfgReference

{CfgCreate>
{CfgAgent

id="Betty"
firstName="Betty"
lastName="Smith"
employeeID="00001"
name="bettys"
ownerDBID="Environment"
emai LAddress="bettysecompany.com"
externalID="bettysecompany.com"/>

{/CfgCreate)

{CfgUpdate>
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{CfgAgentUpdate id="UpdateAgent" DBIDref="AgentToUpdate"
externalID=newmaileCompany.com/>
{/CfgUpdate>

{CfgRemove>
{CfgAgentRef id="AgentToRemove" name="Johnson"/>
{/CfgRemove>

{/CfgData>

You could use this data to import user information into the Genesys Database
with either the Configuration Import Wizard or the Genesys Configuration
SDK

Framework 8.1 @



S Genesys

Appendix

Sample Certificate
Authority Certificates File

This appendix contains an example of a Certificate Authority (CA) certificates
file that can be used to validate the LDAP server authentication without mutual
authentication, and the output produced by running the openssl.exe utility.

This appendix contains the following sections:
* CA Certificates File, page 61
*  Output Using OpenSSL Utility, page 62

* Configuring Server Authentication, page 64

CA Certificates File

The following sample CA certificates file is a concatenation of several CAs.
The CA to validate the remote LDAP server certificate is selected
automatically by Configuration Server. The first example is valid for the target
host; the second is not.

MIIErTCCASWgAwIBAgIJAOGKFZNTb8KOMA@GCSqGSIb3DQAEBBAUAMIGYMQAswCAYD
VQQGEwJ SVTEVMBMGATUECBMMU3QuUGVOZXJ i dXJ nMRUWEWYDVQQHEwxTdC5QZXR1
cmJ TcmcxEDAOBgNVBAoTB@d LbmVzeXMxCzAJBgNVBAsTALFBMRYWFAYDVQQDEwW®x
OTIUMTY4Ljg1LjgyMSEwHwYJKoZIhvecNAQkBFhJyb290QDESMi4xNj guODUUMj Iw
HhcNMTIwMTI3MTMyODM4WhcNMTcwMTI 1IMTMyODM4Wj CB LTELMAKGATUEBhMCU LUX
FTATBgNVBAQTDFNOL LB LdGVyYnVyZzEVMBMGATUEBXMMU3QuUGVOZXJ i dXJ nMRAW
DgYDVQQKEwdHZWS Le3 L1zMQswCQYDVQQALEwJRATEWMBQGATUEAXMNMTKYLj E20C44
NS44MjEhMB8GCSqGSIb3DAEJARYScmIvdEAXOTIUMTY4Ljg1Lj IyMIIBIjANBgkq
hk i G9wOBAQEFAAOCAQ8AMI IBCgKCAQEAskkJ TR7g4+XJ OHVuwRbt4az@TdI/WN5u
EuSQSotxzGLqCmQAAws77xM1/Xyy5W5ik7tJnbToZzYjVVkamucmWMu9bQkr6726Q
S4ZHTLjFqAQ1L/E2vaHcTktmdx@EDXfH4uv9ghv7J88/m5ptqorM@T2uZwasjoll
w9ehpt5UICirx0/LD8LvsPOSc50dhDACVF/VCa0aY8PY+@mT2eSPh/tRLy0DfvMp
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jN4Xabwl2qWWZoDzTk6g5WUXERPgkPyj 6gKv@rUyKzMTRITb+5Ky82qoGRT L2aUC
6nLVJYc1ZLCY9ru9doLDft5mdX5P+Aqq+pOUARRDEL tP/AMy096qSwIDAQABo4HY
MIH6MBOGA1UdDgQWBBTo7rdRmh9S/9AQKI+0HWVCvbo/UjCBygYDVROj BIHCMIG/
gBTo7rdRmh9S/9AQKI+0HWVCvbo/UqGBm6SBmMDCB L TELMAKGATUEBhMCU LUXFTAT
BgNVBAgGTDFNOL LBLdGVyYnVyZzEVMBMGA 1UEBXMMU3QuUGV@ZXJ i dXJnMRAwWDgYD
VQQKEwdHZW5 L¢3 1zMQswCQYDVQQLEwJRATEWMBQAGATUEAXMNMTKYL j E20C44NS44
Mj EhMB8GCSqGSIb3DAEJARYScmIVAEAXOTIUMTYALj g1Lj IyggkA4aQXMTNvwo4w
DAYDVROTBAUWAWEB/zANBgkqhk i G9w0BAQUFAAOCAQEAGKdPXqZ9j 13Ekz3G42vU
CIvvEonhUSF0/nGV8pEJivHZ00+0YXndRCeiORKF/6nzab17b+w15fbUGUEJyR+D
S3IkVkEukBxguleu93kQ5Ds4vuj0@JqcvZ9aM1cVVIWXDj 0j HItWK++L7QUODSC) 0Q
T+kBWghYgYwgZE7rcKapzQtKo0ZR6APgY4B8fUkbOgHbRJGELtLX LNsXBi9VGecYQh
+LN1ZqdRPic8qqYuBt+7y4e9VBVseoiSNnIcPmaTkASOobvJx6qQhBu8NSIUSpIR
RP93LtSqUm+Vj 7TnC8kAMpVj e6OMKNSNLC56mH4/TY47wMJ6JHh9q0j B4jbybDTu4

MITE2TCCA8GgAwWIBAgIJAJS59nc LvV1gRMA@GCSqGSIb3DAEBBQUAMIG) MAswCQYD
VQQGEwJ ydTETMBEGATUECBMKc29tZS1zdGFOZTEZMBCcGATUEBXMQU2FpbnQtUGVO
IXJzYnVyZzETMBEGATUEChMKZ2VUZXN5c2xhYjELMAKGATUECXMCUUEXF j AUBGNV
BAMTDTESMi 4xNj guNzMuMj IxKj AoBgkqhk i G9w@BCQEWG3J vbWFuLnL1c2hpbkBn
IW5Lc31zbGF iLmNvbTAeFw@wOTAOMDKwWNj ATNDZaFwOxNDA@MDgwNj ATNDZaMIGj
MQswCQYDVQQGEwJydTETMBEGATUECBMKc29tZS1zdGFOZTEZMBCcGATUEBXMQU2Fp
bnQtUGVOZXJzYnVyZzETMBEGATUEChMKZ2VuZXN5c2xhY j ELMAKGATUECXMCUUEX
Fj AUBgNVBAMTDTESMi 4xNj guNzMuMj IxKjAoBgkghk i G9w@BCQEWG3J vbWFuLn L1
c2hpbkBnZW5Lc3LzbGF iLmNvbTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoC
ggEBAOZGBia4Dw878dtri7CuV0+r3hYD/voMBObrsPAnHMAG4POF TtVPexT8ETp5
5ysd@VLj f7593wHzcAYS¥D5) 3NTr07Nui80toB77U/urTxMu1jq903LfRqN6rgg0
pOfbkuviS7vmCiidS1600bIob6GAAV3swC38t8Rzv50ONCMp i ITXKS36wwledVfij
dLlfG7o0kxe2wJALGp8HYYgoQKgN2h5C+QUhvg4T/NNv3up+LI/1T4U269EK3NaEL
Chf26q380HOBG/rYcX1iZJdPxiZ1L4BsspMfhgK3Zff3WJVWjEoN5xG/IgbLl82vo
Nk73WCotSWIa22cqxsPK/BvP7jUCAWEAAaOCAQwwggE IMBOGATUdDgQWBBRLAAT0
98Bj AragLkOL5rj 89HsveDCB2AYDVROj BIHAMIHNGBRLAA7098Bj AragLk@L5r) 8
9HsveKGBqaSBpj CBozELMAKGATUEBhMCcnUxEzARBgNVBAgTCnNvbWUtc3RhdGUX
GTAXBgNVBACTEFNhaW50LVB LdGVyc2d 1cmcxEzARBgNVBAoTCmd LbmVzeXNsYWIx
CzAJBgNVBASTALFBMRYWFAYDVQQDEWOXOTIUMTY4LjczLj IyMSowKAYJKoZIhvcN
AQkBFhtyb21hbi55dXNoaW5AZ2VuZXN5c2xhYi5jb22CCQACefZ3Jb1dYETAMBgNV
HRMEBTADAQH/MA0GCSqGSIb3DQEBBQUAA4IBAQBZ LUuooFJB4AUFx LmrnVvywOatr
sN7dCiEr418uK4VgCNdRw+ Lga1PcMGeOIVRIO/uJ UAKC+GJ XPL5whe TT+NIhGWSB
NpLam4PPikb3mo8GwdD LdgXbbsVUmpI/9hL9eGNAh/IJ 1CJD6JKpTIKmiUBYTZV5
qqw84EKXDDfvmhFnvnYUBSG1zouxg2W8H2@bWuF GIX9W4wNMmpdH+SaLWRnrVGX7
ABv+AGNkhqCe8qgmgw5Pk i o/HbPd77j qgrSUmYtnWB6cEXhzqkV3TOkb9IsFKNIAPY
x/L7AeSD0O+LdciIl3yBjsy9KUicroeBF7J THGqLFnw@v+SY40I+7m6QX i MMk

Output Using OpenSSL Utility

openssl.exe is the main utility in the OpenSSL toolkit. When it is run against
the CA certificates file in the previous section, the following output is
produced:
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Appendix B: Sample Certificate Authority Certificates File

Output Using OpenSSL Utility

depth=1 /C=RU/ST=St.Peterburg/L=St.Peterburg/0=Genesys/0U=QA/CN=123.456.78.90/emai LAdd

ress=roote123.456.78.09
verify return:1

depth=0 /C=RU/ST=St.Peterburg/L=St.Peterburg/0=6enesys/0U=0A/CN=123.456.78.90/emaiL/em

ai LAddress=johndoeeabcd.com
verify return:1
Certificate chain
0 s:/C=RU/ST=St.Peterburg/L=St.Peterburg/0=Genesys/0U=0A/CN=123
=johndoeeabcd.com

i :/C=RU/ST=St.Peterburg/L=St.Peterburg/0=6enesys/0U=0A/CN=123
=roote123.456.78.09
1 s:/C=RU/ST=St.Peterburg/L=St.Peterburg/0=Genesys/0U=QA/CN=123
=roote123.456.78.09

i :/C=RU/ST=St.Peterburg/L=St.Peterburg/0=6enesys/0U=0A/CN=123
=roote123.456.78.09

Server certificate

MIIDKTCCAhRECCQCHNhoaG7KJ6jANBgkqhk i G9w@BAQUFADCB LTELMAKGATUEBhMC
ULUXFTATBgNVBAQTDFNOL LB LdGVyYnVyZzEVMBMGATUEBXMMU3QUUGVOZXJ idXJn
MRAWDgYDVQQKEwdHZW5 Lc3 LzMAswCQYDVQQLEwJRATEWMBQAGATUEAXMNMTKyLj E2
0C44NS44MjERMB8GCSqGSIb3DAEJARYScmIvdEAXOTIUMTY4Ljg1Lj IyMB4XDTEyY
MDEzMDEwWNDExXNVoXDTE TMDEyOTEWNDEXNVowgZoxCzAJBgNVBAYTALJVMRUWEWYD
VQQIEwxTdC5QZXRLemd TemexF TATBGNVBACTDFNOL LB LdGVyYnVyZzEQMA4GATUE
ChMHR2VUZXN5czELMAKGATUECXMCUUEXF j AUBGNVBAMTDTESMi 4xNj guODUUODIx
JjAkBgkghk i GO9w@BCQEWF3Z2b2xvZGLuQGdLbmVzeXNsYWIuY29tMIGfMABGCSqG
SIb3DQEBAQUAA4GNADCB i QKBgQCr LZ+/59mVFg3sTGZrnQfOLN5VdypLz55HoH Lq
Ffx0nax70BLgGzghvioUL7vwmwmhzUXqcped xB LAGKGYzHh6SPKBH inAqLfdKG50
9108Iu+S9RtdTBMGc8hAH1zuQQ LaraSLVKS5TPTvkyd+mHMLKvDCGAgOc L/q585V
+ir3pwIDAQABMAOGCSqGSIb3DQEBBQUAA4IBAQGBMR82yIr/j@iYu9I1+sprv+gMV
9XTHSpqBKG7Xuwi+X463tGI+uS05gdHHZGZz50r76nMIUUSYCsDC86aAapXDyGfxf
LLbY/NoQdn1FPrJQpeRFrK104i7zFR2+LyYZfNr3JDbhLGspe6NOHkZNBF ghxWpG
ysJ IXXLTBvdKcM5Tj /PGSMQTsCFWai@brmIP5L6yxx+uFdF+olYa/hE@VI9dOFY
sYYocj KrYmNNgpKK2kPWuu8F 1TuG01MhLAsk ihj YD2LT3MkPoSowphtMkDw6Gnxz5
Z4YB2JJW2r//IEIhNVT/ghV+AOTvVOEYL6L04BAH Le TMWvhRWLtDAK73LooDB
————— END CERTIFICATE-----

.456.78.90/emai LAddress
.456.78.90/emai LAddress
.456.78.90/emai LAddress

.456.78.90/emai LAddress

subject=/C=RU/ST=St.Peterburg/L=St.Peterburg/0=6Genesys/0U=QA/CN=123.456.78.90/emai LAddr

ess=johndoee@abcd.com

issuer=/C=RU/ST=St.Peterburg/L=St.Peterburg/0=Genesys/0U=QA/CN=123.456.78.90/emai LAddre

ss=roote123.456.78.09

No client certificate CA names sent

SSL handshake has read 2179 bytes and written 340 bytes
New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 1024 bit

Compression: NONE

Expansion: NONE

SSL-Session:
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Appendix B: Sample Certificate Authority Certificates File Configuring Server Authentication

Protocol : TLSv1

Cipher : AES256-SHA

Session-ID: 7D705B895D61F2A200108095528864BB8C74EDE80168B69FAI6AF3ADSFEQF4FS

Session-ID-ctx:

Master-Key: F1446F0B8F8B6E60O5AD923B0B24A08BADDY1B82ABA24C13FCEB59D3B939822779A331F
583C66EC91187740F49F2F572C

Key-Arg : None

Krb5 Principal: None

Start Time: 1351273962

Timeout : 300 (sec)

Verify return code: 0 (ok)

Configuring Server Authentication

To configure LDAP server authentication, you must configure the cacert-path
configuration option (see page 53) in the gauth_Lldap section of the options of
Configuration Server. Set this option to the path of the file that contains the CA
certificate definition. This option is required whether the LDAP server requires
mutual authentication or not.

If your LDAP server requires mutual authentication, you must also set the
cert-path (see page 53) and key-path (see page 54) options.
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S Genesys

Supplements

Related Documentation
Resources

The following resources provide additional information that is relevant to this
software. Consult these additional resources as necessary.

Genesys Framework

Framework 8.0 Architecture Help, which will help you understand the
Genesys Framework architecture.

Framework 8.1 Deployment Guide, which will help you install and
configure the Genesys Framework components.

Framework 8.1 Genesys Administrator Help, which will help you
configure and create any necessary configuration objects in Genesys
Administrator.

Framework 8.1 Configuration Manager Help, which will help you
configure and create any necessary configuration objects in Configuration
Manager.

Framework 8.1 Configuration Options Reference Manual, which will
provide you with the configuration option descriptions for Configuration
Server and other Framework components.

Genesys 8.1 Security Deployment Guide, which will help you understand
Genesys security and permissions schema.

Release Notes and Product Advisories for this product, available on the
Genesys Technical Support website at http://genesyslab.com/support.

Genesys

External Authentication—Reference Manual

Genesys Technical Publications Glossary, which ships on the Genesys
Documentation Library DVD and which provides a comprehensive list of
the Genesys and computer-telephony integration (CTI) terminology and
acronyms used in this document.
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Related Documentation Resources
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*  Genesys Migration Guide, which ships on the Genesys Documentation
Library DVD, and which provides documented migration strategies for
Genesys product releases. Contact Genesys Technical Support for more
information.

Information about supported hardware and third-party software is available on
the Genesys Technical Support website in the following documents:

*  Genesys Supported Operating Environment Reference Manual
*  Genesys Supported Media Interfaces Reference Manual
Consult the following additional resources as necessary:

*  Genesys Hardware Sizing Guide, which provides information about
Genesys hardware sizing guidelines for the Genesys 8.x releases.

*  Genesys Interoperability Guide, which provides information on the
compatibility of Genesys products with various Configuration Layer
Environments; Interoperability of Reporting Templates and Solutions; and
Gplus Adapters Interoperability.

*  Genesys Licensing Guide, which introduces you to the concepts,
terminology, and procedures that are relevant to the Genesys licensing
system.

*  Genesys Database Sizing Estimator 8.x Worksheets, which provides a
range of expected database sizes for various Genesys products.

For additional system-wide planning tools and information, see the
release-specific listings of System Level Documents on the Genesys Technical
Support website, accessible from the system Level documents by release tab
in the Knowledge Base Browse Documents Section.

Genesys product documentation is available on the:

* Genesys Technical Support website at http://qenesyslab.com/support.

*  Genesys Documentation wiki at http://docs.qgenesyslab.com/.

* Genesys Documentation Library DVD, which you can order by e-mail
from Genesys Order Management at ordermanegenesyslab.com.
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Document Conventions

Document Conventions

This document uses certain stylistic and typographical
conventions—introduced here—that serve as shorthands for particular kinds of
information.

Document Version Number

A version number appears at the bottom of the inside front cover of this
document. Version numbers change as new information is added to this
document. Here is a sample version number:

81fr_ref-exta_03-2012_v8.1.101.00

You will need this number when you are talking with Genesys Technical
Support about this product.

Screen Captures Used in This Document

Screen captures from the product graphical user interface (GUI), as used in this
document, may sometimes contain minor spelling, capitalization, or
grammatical errors. The text accompanying and explaining the screen captures
corrects such errors except when such a correction would prevent you from
installing, configuring, or successfully using the product. For example, if the
name of an option contains a usage error, the name would be presented exactly
as it appears in the product GUI; the error would not be corrected in any
accompanying text.

Type Styles

Table 9 on page 68 describes and illustrates the type conventions that are used
in this document.
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Document Conventions

Table 9: Type Styles

Type Style

Used For

Examples

Italic

*  Document titles

* Emphasis

+ Definitions of (or first references to)
unfamiliar terms

e Mathematical variables

Also used to indicate placeholder text within
code samples or commands, in the special case
where angle brackets are a required part of the
syntax (see the note about angle brackets on
page 68).

Please consult the Genesys 8§ Migration
Guide for more information.

Do not use this value for this option.

A customary and usual practice is one
that is widely accepted and used within a
particular industry or profession.

The formula, x +1 =7
where x stands for...

Monospace | All programming identifiers and GUI Select the Show variables on screen
font elements. This convention includes: check box.
(Looks like |+ The names of directories, files, folders, In the Operand text box, enter your
teletype or configuration objects, paths, scripts, dialog | formula.
typewriter boxes, options, fields, text and list boxes, Click 0K to exit the Properties dialog
text) operational modes, all buttons (including box.
radio buttons), check boxes, commands,
tabs, CTI events, and error messages. T-Server distributes the error messages in
. EventError events.
* The values of options.
. Logical ts and d svnt If you select true for the
gical arguments and command syntax. ) .
inbound-bsns-calls option, all
* Code samples. established inbound calls on a local agent
Also used for any text that users must are considered business calls.
manually enter during a configuration or . Enter exit on the command line.
installation procedure, or on a command line.
Square A particular parameter or value that is optional | smcp_server -host [/flags]
brackets ([ ])| within a logical argument, a command, or
some programming syntax. That is, the
presence of the parameter or value is not
required to resolve the argument, command, or
block of code. The user decides whether to
include this optional information.
Angle A placeholder for a value that the user must smcp_server -host <confighost>
brackets specify. This might be a DN or a port number
(<>) specific to your enterprise.
Note: In some cases, angle brackets are
required characters in code syntax (for
example, in XML schemas). In these cases,
italic text is used for placeholder values.
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