3 GENESYS

Genesys Engage cloud private edition

EAP deployment and provisioning instructions

Disclaimer

Genesys Engage cloud private edition is being released to pre-approved customers as part of the
Early Adopter Program. This means that both the product and the documentation are still under
development. As a result, documentation sections might require revision as the product develops.
We advise that you use this documentation with care. Before you make changes that could affect
the success of your deployment, verify them with your Genesys representatives.
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Common prerequisites

@ Disclaimer

Genesys Engage cloud private edition is being released to pre-approved customers as part of the Early Adopter Program. This means that both
the product and the documentation are still under development. As a result, documentation sections might require revision as the product
develops. We advise that you use this documentation with care. Before you make changes that could affect the success of your deployment,
verify them with your Genesys representatives.

Provide an appropriate set of permissions to a select group of users responsible for deploying and managing Genesys software. The permissions should
be as limited as possible.

Security Context Constraints (SCC) are the tool provided by OpenShift to control which privilege being requested by a pod is allowed on the platform. The g
enesys-restricted SCCis created in compliance with OpenShift best practices for cluster role management and deployment.

OpenShift comes with eight predefined SCCs, and by default all pods and containers will use the most restrictive "restricted" SCC.

Note: In order to preserve customized SCCs during upgrades, do not edit settings on the default SCCs.

The genesys-restricted SCC

The genesys-restricted SCC:

Has access linked specifically to user genesys and the group genesys-rest ri ct ed- gr oup.

Expands volume types to allow pods to work with different infrastructure needs.

Instead of using the default behavior of arbitrary userID, the genesys-restri ct ed SCC allows for containers to specify the user/id (genesys
/500), which is what Genesys containers assume will be the case.

Does not allow for privilege escalation but does allow for predictable user and id.

Is based on the default "restricted" SCC.

Creating and using the SCC

The following steps require ClusterAdmin privileges and should be done prior to deployment of any Genesys services.

1.

Create a custom SCC. See Details of the genesys-restricted SCC, below.

Create SCC

$ oc create -f genesys-restricted.yanl

Create ClusterRole to use SCC.

Create ClusterRole to use SCC

$ oc create clusterrole genesys-restricted-scc --verb=use --resource=securitycontextconstraints.security.
openshift.io --resource-name=genesys-restricted

. Assign ClusterRole to User Group.

Assign ClusterRole to UserGroup

$ oc adm policy add-cluster-rol e-to-group genesys-restricted-scc genesys-restricted-group

When deploying a specific service, users should execute the following command prior to service deployment.

Add SCC to serviceAccount

$ oc adm policy add-scc-to-user genesys-restricted -z <servi ceAccount> -n <nanespace>

Tip: You could define these actions within a single helm chart for ease of use.
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Update volumes
Make sure to update volumes to list the objects that your cluster uses (depends on target deployment platform).

Verify the created SCC:

Verify created SCC (oc describe scc genesys-restricted)

Name: genesys-restricted

Priority: <none>

Access:

Users: genesys

Groups: genesys-restricted-group
Settings:

Al l ow Privileged: false

Allow Privilege Escal ation: true
Default Add Capabilities: <none>

Requi red Drop Capabilities: KILL, MKNOD, SETU D, SETG D
Al'l owed Capabilities: <none>

Al'l owed Secconp Profiles: <none>

Al |l oned Vol une Types: configMap, downwar dAPI , enpt yDi r, per si st ent Vol uneCl ai m proj ect ed, secret, <infrastructure
volume type 1, e.g. azureFile> <infrastructure volume type 2, e.g. azureDisk>
Al l oned Fl exvol unmes: <all>

Al |l oned Unsafe Sysctls: <none>

For bi dden Sysctls: <none>

Al'l ow Host Network: false

Al l ow Host Ports: false

Al'l ow Host PID: false

Al'l ow Host I PC. false

Read Only Root Filesystem false

Run As User Strategy: Mist RunAsRange

U D: <none>

U D Range M n: 500

U D Range Max: 65535

SELi nux Context Strategy: MistRunAs
User: <none>

Rol e: <none>

Type: <none>

Level : <none>

FSG oup Strategy: MistRunAs

Ranges: 500- 65535

Suppl enental Groups Strategy:  Mist RunAs
Ranges: 500- 65535

Details of the genesys-restricted SCC
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genesys-restricted.yaml

ki nd: SecurityContextConstraints
net adat a:

name: genesys-restricted
al | owHost Di r Vol unePl ugi n: fal se
al | owHost | PC: fal se
al | owHost Net wor k: fal se
al | owHost PI D: fal se
al | owHost Ports: fal se
al | owPrivil egeEscal ation: true
al | owPrivil egedCont ai ner: fal se
al | onedCapabi lities: null
api Version: security.openshift.io/vl
def aul t AddCapabi lities: null

fsG oup:
ranges:
- max: 65535
mn: 500
type: Mist RunAs
groups:

- genesys-restricted-group
priority: null
readOnl yRoot Fi | esystem fal se
requi redDr opCapabi li ties:
- KILL
- MKNOD
- SETU D
- SETA@ D
runAsUser :
type: Mist RunAsRange
ui dRangeMax: 65535
ui dRangeM n: 500
seLi nuxCont ext :
type: Mist RunAs
suppl enent al Gr oups:
ranges:
- max: 65535
mn: 500
type: Mist RunAs
users:
- genesys
vol unes:
- confighap
- downwar dAPI
- enptyDir
- persistentVol uned ai m
- projected
- secret
- <infrastructure volume type 1, e.g.
- <infrastructure volume type 2, e.g.

azureFil e>
azur eDi sk>
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Deploy Genesys Authentication
@ Disclaimer

Genesys Authentication in Genesys Engage cloud private edition is being released to pre-approved customers as part of the Early Adopter
Program. This means that both the product and the documentation are still under development. As a result, documentation sections might
require revision as the product develops. We advise that you use this documentation with care. Before you make changes that could affect the
success of your deployment, verify them with your Genesys representatives.

Genesys Authentication provides authentication and authorization capabilities for Genesys Engage cloud private edition services and applications.
Genesys Authentication supports OAuth 2.0 authorization flows, single-sign on, and includes a user interface for logging in to Genesys Engage
applications.

To deploy Genesys Authentication in your environment, you must:

1. Complete the prerequisites.
2. Prepare your environment.
3. Install the gauth package.

Prerequisites

Install third-party services
The following third-party services are required to deploy Genesys Authentication:

® Redis
® URL and Port
® Credentials
® Postgres
® Address (URL)
DB Name
User (should have admin rights to create/update/delete schemas)
Password

Add JKS support

Create a key store file:
keyt ool -keystore idp_keystore.jks -genkey -alias gws-auth-key -storepass <password> -keypass <password> -

keyal g RSA

Get the Base64 encoded key:

cat ./idp_keystore.jks | base64

The result looks like this:
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1 u3+7QAAAAI AAAABAAAAAQAMZ3dz LWF1dGgt a2V5AAABeRTB2 YAAAAUBM | E/ TAOBgor BgEEASO CEQEBBQAEg TpwQBaWsCUYAsT 4

/1 heBuNr | PPy ZhUA+NWh3SG52HV3sVj V+p18vKp2k/ g121 9NynoMBR

/ DWbbFf EWU1zx3cf XH2kNi r RUO bNZpa43NOr oyyF1GSdZFl wa8Kqg8Xt p8ZBmi JdSb1n120DaTKGKv1ch5t sf dzkW99Qe TBGIy pHMCdnBv dFBON
vi d+yaxdnkK3bdQ COwbgDOHZ2RnUOox XebH30+j | rr owyo7Di dJDyUw eT2PPPI 9F88(Qs P+CdDRRR1T7t 00j d1hl J8YYMAJ 1wQrwgFAQZRbt r EnwX
gkH nInwOERcp4FLuceds6YTIl cxvW S+GEv38Jv8YokLwRb/ mMVACTHK4RIy ASsd7f | j gNLSNOj hr z9FuxvYgpOWEXi q+sb5Yr f bZj t TzZDzFVQu
| 2kWe ASf ZBSi yyxMOr 31 hUPkMpl r g+UYkI Ot gn

| C3yR1wLr 9HEl px8f Cu610Rqp8hhplyvL46K0c6eTa2JcRpO6f nysf 2EA0JagGrzNEJH vt Nnt 3JpQV06x0s2i Ws FAL Hg+9w8Lw CVbDz x

/ UHoCYenl dJ7SBv06mXgKi sa3RDI i / y5x5/ 9T4br gCLUvW 4Z5Rf / oi 2Zx5/ | Xj QXmBPI PAc UVHLr 5PvNQUUX5NBr / ooi oD7gka4ADF1

/ cx81 2bzqTi +U01f i FAMER NI Cf cGDM 2h82JUeCswRYi 4+dMDi SaGgC2MbL2susLxMYa5CTo9Vs0Y2k+6j 8f hl O4h8h0JxdXZODU630OMDc DSUHX
f byKSey/ 41 hi V3k7WAOHYeXUeDvoNnf o/ Ari ELZI +WYETi XGsKzxnr sHr BKCO+aT098FwgdYOACsM 7WoF2+9ef t c7f a2j r uut r Rj nkOA

/ Bal gzboJLFi VAUUGV9gsexEnpGszi ks mOYSI RxY8BYF+SY!l dehcf csRRxDnhTaG\V8y 2ZnwA6 1FNPAFps3gaFXeaYsUzl xTSi 9n7O0HIJr Up7JD
K6SGg6! ui KM3407Q s GgOOnGpoLJf 7EFOCs pN3t 4damhH

[ KFi 9O EuAdhMJa+i QR1PBZ+i | wxb0y9xMRel noUt oqy 6Epr e3qMOS6M LLwW2bVr xJYo38+hR5uzNdl bsU pYQoor | 1Hp8A

/ VEYt @PDHEhhoqUanmdUYUzKkFDi 9QZf yI | gi 8Jc4GAPPr PKgMPqgE7s| 6bJvolLavUs8eHpdWs/ Mo9Ut dTx+l

/ Sl ul CCEOXce6MPYELSy C2B3gd82zNQa81l x+QAY8I aSmX+C2nMe +Ue XKng SEz guK6gXg9RWCs 8pUav uL QeuZGkJ+f hDBv DAFgD7hGLXdHs 27XGS
UsRq6G i wrj ZXsZ70ETI VimXf uSvQuYYpv4CKzl Dvwe Gdbk UWap2oQqnb Sw+CkJLbi nlaVWAMSYGCZI t LOVB6108onELopOWTI M ZBv2cl aQ+rWebyK
DXl i 94ebnt xu42GSeUn1l GDMGAa+vh4i t LDV6y| XCRHCd9GVBJI Bj +SKXkn+JOFI Z257Kf 4k3kg6r nBHa1800NVB71 Lr bJChCZd5bnDnMMUGSNr | a
r20a4541Y81vnBQII Mz SvAS37gk3eFX3XLKt f n7+Dxq8aYRAOTQEM nOuUuoi NRZHBi aLwhpl 4bEkaoSU/ DT/ KHRB7 AHNS

/ vQpj 6KCscxqnyPr gPY

| +TseczEeaQLQBM j vXY+AAAAAQAFWCA 1 MDk AAAN7M | Ddz CCAl +gAw BAgl EYxhLHTANBgkghki GO9w0BAQs FADBs MRAWDgG YDVQQGEWD Vbnt ub3d
uMRAWDg YDVQQ Ewd Vbt ub3duMRAWDg YDVQQHEWd Vbt ub3duMRAWDgG YDVQKEWD Vbt ub3duMRAWDg YDVQQLEwd Vbt ub3duMRAWDg YDVQQDEW
Vbnt ub3duMB4XDTI x MDQy ODE3M Mz MFoXDTI x MDcy Nz E3M Mz MFowb DEQVA4 GALUEBhMHVWBr b 3bj EQVA4 GALUECBMHVWET bnB3bj EQVA4GALU
EBX MVHVWEr bnD3bj EQVAAGALUEChMHVWET b 3bj EQVAAGALUECK MHVWET brB3bj EQVA4GALUEAX MHVWBT brB3bj CCASI wDQYJKoZIl hvcNAQEBBQA
DggEPADCCAQo CggEBAKO300E4F3NDKRHYW kqDgeUPwol r ozyLp6JvkCsCelnj 5L44vwdj nr Ywdf al OvVDQggwguwXoD5RNEF 5

/ esYcINEqulbt JLwLvhXb6510y ZnsmeNGP2Br NCPXZS6CBReMVKJaZr | OwJ Qxi Sr GPHB/ gpx KoAowkwl 3V7wB2BHKDhr czQBPdvt sf BAzeqpN

| yRpdKZRAt u2Ly GgRZKCqgl Sr wYenJ FgROdOewor bNnt | KXf QLi anE4Kdhz QdPf nyBC7ZW Cl JUp9Va4LnCYD

/1 SOyt QOXgl 1r RNQLcVaewCKRMVRf f BAkx98d3n79XUZDI j Oz Hh+79t CpheuuYf bMQgMCAWEAAaVMh VBBWHQYDVROOBBYEFNt MBrl Eb67VYot 5t j

DAdr hi q+31MAOGCSqGSI b3DQEBOMUAAAI BAQBUed3SqK+1chAUpNz06Ceak2Ldzl z6MXxBZx 6f x500dSY3CAr wywK31RSAAt Ce

| Tady+B6JcdPj Ft | | 6Pf 5WODDTOa3cHNMeuk Yn5I BnaMol Kqox FT7nM7 MD3DB+d| Sv Mu8Ft VWFwbPz XWhl +Aycuu9ETA CoJqYf | +vnliyG JVadc
Ug4E3u7b29woOtbHIpagJEr f i 7Wj0vaaqM kKj f OSovMIwz5r uXSi CDZI xb8CBCEr 91 kpT3FOGLXFaNNOHoZi ZNwXFKLoLr dI 2t 3pOCYy hwYbGKG
Mi t RguYz490dxZ0G5R4AkMd/ YbN7be2Q Jwrucl ZzH7f kU90V+r nvZhl 9Bo8i xul 3G vZTxnEBaDgmhi PAw=

Prepare your environment

Confirm the cluster is running:

oc get clusterversion

Create a new project:

oc new project gauth

Enable a security context for the default service account:

oc adm policy add-scc-to-user genesys-restricted -z default -n gauth

Download the Helm charts from the gauth folder in the JFrog repository.

Update values_gauth.yaml:

1. Image details under 'image'

i mage:
regi stry: <docker-repo>

2. Postgres DB details under 'postgres’

post gres:
depl oy: fal se
secret:
name_overri de:
create: true
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confi gmap:
name_overri de:
create: true

username: postgres ----- > user nane of the Postgres DB

password: <password> ----- > password of the Postgres DB

db: postgres ----- > DB nane for gauth. It should be already created.
host: postgres-rw. infra0l.svc.cluster.local ----- > service URL

port: 5432 ----- > port

3. Redis details under 'redis'

redis:
secret:
name_override: gauth-redis
create: true
confi gmap:
nanme_overri de:
create: true
image: redis:5-stretch
cluster_nodes: infraOl-redis-redis-cluster.infra0l.svc.cluster.local:6379 -----
use_tls: false
password_required: true
password: KOQvHnqQUr ----- > password

4. Set the replica count and ops adnin credential details under 'services'

services:

replicas: 3

| ocation: /USWL

secret:
nanme_overri de:
create: true
admi n_usernanme: ops ----- > user nane
adnmi n_password: $2a$10$7. j OOy n2GhhVt pSPX0QmweVqY4gLKOXFbNDRul 7UMeP40k QVVxX/ au
client_id: external _api_client
client_secret: RpV+KfuwZM +yh7! QJDz+56XgRoBFMEXKKYCBi 7GANY=

5. Update JKS details under 'auth'

aut h:
j ks:
enabl ed: true
SS0:
enabl ed: false
secret:

create: true
# provide a nanme secret if should use existing
name:

keyStore: jksStorage.jks

keyStoreFil eData: |-

<Base64 encoded key value fromthe prerequisite step to add JKS support>
# Keystore password

keySt or ePasswor d: <passwor d>

# SSL key alias

keyAl i as: gws-aut h-key

# SSL key password

keyPasswor d: <passwor d>

6. Specify the versions for each service
gws- ui -aut h: 9. 0. 000. 35

gws- core-environnent: 9.0.000. 68

gws- core-aut h: 9.0.000. 70

Copy values_gauth.yaml and the Helm package (gauth-0.1.77.tgz) to the installation location.

Install gauth

Genesys confidential and proprietary information
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Log in to the OpenShift cluster from the host where you will run the deployment:

oc login --token <token> --server <URL of the APl server>

Select the gauth project you created in Prepare the environment:

oc project gauth

For debugging purposes, use the following command to render templates without installing so you can check that resources are created properly:

hel mtenpl ate --debug /gauth-0.1.77.tgz -f val ues-gauth. yanl

The result shows Kubernetes descriptors. The values you see are generated from Helm templates, and based on settings from values_gauth.yami.
Ensure that no errors are displayed; you will later apply this configuration to your Kubernetes cluster.

Deploy gauth:

helminstall gauth ./gauth-0.1.77.tgz -f val ues-gauth. yani

Check the installed Helm release:

hel m1i st

The results should show the gauth deployment details. For example:

NAMVE NAMESPACE REVI SI ON UPDATED STATUS CHART

APP VERSI ON

gaut h gaut h 1 2021-05-20 11:56: 32. 5531685 +0530 +0530 depl oyed gauth-0.1.77
0.1

Check the gauth project status:

hel m status gauth

The result should show the project details with a status of deployed.

NAMVE: gauth

LAST DEPLOYED: Thu May 20 11:56: 32 2021
NAMESPACE: gauth

STATUS: depl oyed

REVISION: 1

TEST SU TE: None

Check the gauth OpenShift objects created by Helm:

oc get all -n gauth

The result should show all the created pods, service configmaps, and so on.

Expose gauth services
Make gauth services accessible from outside the cluster, using the standard HTTP port. Make sure to use the same hostname for all three routes.

Genesys recommends using the following host format: gaut h. <cl ust er - subdonai n>. For example, the VCE cluster (https://console-openshift-
console.apps.<yourclusterdomain>.com/) should have the hostname gauth.apps.<yourclusterdomain>.com
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oc create route edge --service=<env-service> --hostnane=<hostnanme> --path /environnment
oc create route edge --service=<gauth-service> --host nane=<hostnane> --path /auth
oc create route edge --service=<gauth-auth-ui-service> --hostname=<host nanme> --path /ui/auth

Verify the new route is created in the gauth project:

oc get route -n gauth

The result includes the following information about the services:

NAMVE HOST/ PORT PATH SERVI CES
PORT TERM NATI ON W LDCARD

env gaut h. apps. <your cl ust erdomai n>. com /environnent gaut h- envi r onnment htt ps
None

gauth gaut h. apps. <your cl ust erdomai n>. com /auth gaut h-aut h htt ps
None

gaut h- aut h- ui gaut h. apps. <yourcl ust erdormai n>. com /ui/auth gaut h- aut h- ui https
None

Note: HOST is the host name generated by OpenShift.

Verify that you can now access Genesys Authentication at the following URL: https://<hostname>/ui/auth/sign-in.html

Uninstall gauth

To remove gauth:

hel m uni nstall gauth -n gauth
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Deploy Agent Setup
@ Disclaimer

Agent Setup in Genesys Engage cloud private edition is being released to pre-approved customers as part of the Early Adopter Program. This
means that both the product and the documentation are still under development. As a result, documentation sections might require revision as
the product develops. We advise that you use this documentation with care. Before you make changes that could affect the success of your
deployment, verify them with your Genesys representatives.

@ Context

Agent Setup does not have its own container; it is delivered as part of Genesys Web Services and Applications (GWS) and must be enabled
when deploying GWS services.

Agent Setup controls your contact center and its resources:

® The people who run and operate it — that's the administrators who control the technical ins and outs, the managers who run the day-to-day
operations and administrative aspects of a contact center, the supervisors who oversee agents, and the agents who communicate with
customers.

®* The systems and programs that make the day-to-day stuff possible — that's the telephony, the software, the servers, the routing and dialing
strategies, and so on.

® The features and capabilities we use to meet our business needs and requirements - those are things like Caller ID capabilities, voicemail,
agent transfers and conferencing, and so on.

This topic describes how to deploy Agent Setup in your environment.

Deploy Agent Setup
To deploy Agent Setup, you must:

1. Update the value overrides
2. Update the version overrides

Update the value overrides

From the gws-services helm charts, update the following lines in the value overrides under the gwsSer vi ces > appPr ovi si oni ng > cont ext > env sec
tion before installing GWS:

® GWS_SERVICE_AUTH_URL: Auth internal service URI from gauth namespace (for example, http://gauth-auth.gauth.svc.cluster.local.:80)

® GWS_SERVICE_ENV_URL: Environment internal service URI from gauth namespace (for example, http://gauth-environment.gauth.svc.cluster.
local.:80)

GWS_SERVICE_CONF_URL: gws internal service URI from gws namespace (for example, http://gws-service-proxy.gws.svc.cluster.local:80)
GWS_PROVISIONING_SERVICES_AUTH_FOR_REDIRECT : External https ingress URLS from gauth service(ex: https://gauth.<yourclusterdom
ain.com>)

GWS_PROVISIONING_OBJECTCACHE_POSTGRES_USER: <Postgres DB user for provisioning service>
GWS_PROVISIONING_OBJECTCACHE_POSTGRES_PASSWORD: <Postgres DB password for provisioning service>
GWS_PROVISIONING_OBJECTCACHE_POSTGRES_HOST: <Postgres DB host for provisioning>
GWS_PROVISIONING_OBJECTCACHE_POSTGRES_PORT: <Postgres DB Port for provisioning >

Example:

gwsSer vi ces:
ui Provi si oni ng:
# Nanme of depl oynent
name: gws-ui-provisioning
# App type
appType: ui
# Service to wait before start
wai t Servi ce: gws-core-environnent
# Whet her do |iveness probe or not
doLi venessProbe: false
# Di scovery tags
di scoveryTags: ""
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http://gauth-auth.gauth.svc.cluster.local.:80
http://gauth-environment.gauth.svc.cluster.local.:80
http://gauth-environment.gauth.svc.cluster.local.:80
http://gws-service-proxy.gws.svc.cluster.local:80
https://gauth.apps.vce-c0.eps.genesys.com:80/
http://yourclusterdomain.com/
http://yourclusterdomain.com/

depl oynent
# Nunber of pod replicas
replicaCount: 2
# Can use a custom postfix other than green/bl ue/canary
postfix: "GA5_U _PROVI SI ONI NG'
i mage:
# Name of docker registry repository
repository: "gws-ui-provisioning"
# Docker inmage extra information
tag: ""
resources:
limts:
# Limts for cpu
cpu: 1
# Limts for nenory
menory: 0.5G
requests
# Requests for cpu
cpu: 0.5
# Requests for nenory
menory: 0.5G
cont ext
# Whether create context or not
create: true
# Config nane
confignane: gws-ui-provisioning-config

env: {}
service

enabl ed: true

port:
# Srv port
srv: 50040
# Mgnt port
mgnt : 50040

appProvi si oni ng
# Name of depl oynent
name: gws-app- provisioning
# App type
appType: nodejs
# Service to wait before start
wai t Servi ce: gws-core-environment
# Whet her do |iveness probe or not
doLi venessProbe: true
# Di scovery tags
di scoveryTags: context Pat h=/ui/wwe
depl oynent
# Nunber of pod replicas
replicaCount: 2
# Can use a custom postfix other than green/bl ue/canary
postfix: "GAS_PROVI SI ONI NG'
i mge:
# Name of docker registry repository
repository: "gws-app-provisioning"
# Docker inmge extra information
tag: ""
resources:
limts
# Limts for cpu
cpu: 2
# Limts for nenory
menory: 2G
requests
# Requests for cpu
cpu: 0.5
# Requests for nmenory
menory: 2G
context:
# Whet her create context or not
create: true
# Config nane
confignane: gws-app-provisioning-config
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env:
GWE_PROVI SI ONI NG_ASYNC_I O ENABLED: true
GA\B_PROVI SI ONI NG_COVET_ENG NE: conet d
GW\5_PROVI SI ONI NG_COVMMON_LOGLEVEL: i nfo
GW5_PROVI SI ONI NG_OBJECTCACHE_DB_TYPE: postgres
GA\E_PROVI SI ONI NG_CONSUL_DI SCOVERY_CONFI GSERVI CE_NAME: gws- pl at f orm confi gurati on
GAS_SERVI CE_AUTH_URL: http://gauth-auth. gaut h. svc. cluster.local.: 80
GAS_SERVI CE_ENV_URL: http://gauth-environnent. gauth.svc.cluster.local.:80
GW\5_SERVI CE_CONF_URL: http://gws-service-proxy.gws.svc. cluster.|ocal: 80
GAS_SERVI CE_VO CEMAI L_URL: http://voice-voicemail -service.voice.svc.cluster.|ocal.:8081/fs
GAS_PROVI SI ONI NG_SERVI CES_AUTH_FOR_REDI RECT: htt ps://gauth. apps. <your cl ust er domai n>. com 443
G\E_PROVI SI ONI NG_OBJECTCACHE_POSTGRES_USER:  pr ov
GWE_PROVI SI ONI NG_OBJECTCACHE_POSTGRES_PASSWORD:  pr ov
GW\E_PROVI SI ONI NG_OBJECTCACHE_POSTGRES_HOST: post gres-rw. i nfra0l. svc. cl uster.|ocal
GAE_PROVI SI ONI NG_OBJECTCACHE_POSTCGRES_PORT: 5432
GW\B_PROVI SI ONI NG_OBJECTCACHE_POSTGRES_USE_SSL: fal se
GWAS_SECURE_COKI E: fal se
service:

enabl ed: true

port:
# Srv port
srv: 48060
# Mgnt port
mgnt : 48061

Update the version overrides

From the gws-services helm charts, update the following lines in the version overrides with latest version for provisioning.
Example:

gws- app- provi si oni ng: 9. 0. 000. 95. 5045

gws- ui - provi si oni ng: 9.0.000. 84. 8957

Next steps

® Proceed to GWS services installation so all related services to gws- app- pr ovi si oni ng and gws- ui - pr ovi si oni ng, as well as pods are
deployed, then continue to Provision Agent Setup.
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Deploy Genesys Web Services and Applications

@ Disclaimer

Genesys Web Services and Applications (GWS) in Genesys Engage cloud private edition is being released to pre-approved customers as part
of the Early Adopter Program. This means that both the product and the documentation are still under development. As a result, documentation
sections might require revision as the product develops. We advise that you use this documentation with care. Before you make changes that
could affect the success of your deployment, verify them with your Genesys representatives.

@ Context

Genesys Web Services and Applications (GWS) must be deployed along with Agent Setup and Genesys Authentication.

Genesys Web Services (GWS) is an application cluster composed of several microservices that run together. GWS runs on multiple containers that are
categorized as below:

® Data Services: These services use multiple data sources (third-party databases) that you must maintain to store GWS data.

® Platform Services: These services are used to connect to Genesys servers such as Configuration Server, Stat Server, SIP Server, and Interaction
Server.

® Core Services: These services are used for Web Services and Applications configuration and authentication.

® Ul Services: These services provide user interfaces (Workspace Web Edition and the authentication Ul) and the underlying services needed to
support them, such as the Workspace Service.

® Client Application: This can be Workspace Web Edition (WWE) Agent Desktop, a custom desktop, or Gplus Adapter for Salesforce.

A reverse proxy service is used as an ingress controller. This works as an internal application load balancer

This topic describes how to deploy GWS in your environment.

Deploy GWS

Prerequisites

Install third-party services
The following third-party services are required to deploy GWS:

® Consul
* URL
® Consul-gws-token
® Redis
® URL and Port
® Credentials
® Postgres
® Address (URL)
® DB Name
® User (should have admin rights to create/update/delete schemas)
® Password
® Elasticsearch
* URL

Deploy Genesys Authentication

The common Authentication Service must be deployed first. See Deploy Genesys Authentication.

Secret configuration for pulling image
You might already have you secret created.

One of the way to do it is by using the following command:

oc create secret docker-registry <credential -nanme> --docker-server=<dcker repo> --docker-usernane=<user nane> - -
docker - passwor d=<passwor d> - - docker - ermai | =<emai | i d>
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You have to execute the following command to map the secret to the default service account:

oc secrets link default <credential -nanme> --for=pull

Prepare your environment
Check the cluster
Run the following command to get the version of the cluster:

oc get clusterversion

Create a new project

Use the following command to create a new project:

oC new- project gws

Enable security context

Use the following command to enable the security context to the default service account:

oc adm policy add-scc-to-user genesys-restricted -z default -n gws

Download GWS helm charts

Download the GWS helm charts from JFrog using your credentials.

Create two API clients

Create the following two API clients on Genesys Authentication using the Create a new API Client procedure.

1. API Client for gws
® name: gws-app-workspace (Note: Name should not be changed)
® client_ld: gws-app-workspace (Note: Client ID should not be changed)
® client_secret: <Your password> - default password is 'secret'

Record the 'encrypted_client_secret' as it is used to create your secret.

2. API Client for provisioning (Agent-setup)
® name: gws-app-provisioning (Note: Name should not be changed)
® client_ld: gws-app-provisioning (Note: Client ID should not be changed)
® client_secret: <secret>

Record the 'encrypted_client_secret' as it is used to create your secret.

Create Secrets

Add the following lines to the value override file to have Helm create secrets during deployment:
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secrets:
gws- consul -t oken: <token-from consul >
gws- post gr es- user name: <gws postgres DB username>
gws- post gr es- password: <gws postgres DB password>
ops-user: <ops user>
ops- pass-encr: <ops passwor d>
agent set up- post gr es- user nane: <prov postgres username>
agent set up- post gr es- password: <prov postgres password>
gws- app- wor kspace-encrypt ed: <secret(encrypted) for gws-app-workspace client>
gws- app- provi si oni ng-encrypted: <secret(encrypted) for gws-app-provisioning client>

Update parameters in values.yaml

In the values.yaml file provided by Genesys, update following parameters:

I mage repo details:
REG STRY: <docker -repo>

Post gres:
POSTGRES_ADDR: Post gres service DB URL
POSTGRES_DB: Postgres DB nane for gws service
POSTGRES_USER: Postgres user to access gws DB
POSTGRES_PASS: Post gres Password

Redi s:
REDI S_ADDR: Address of the Redis cluster
REDI S_PORT: Redis Port

el astic:
ELASTI CSEARCH_ADDR: El astic search service naster address
ELASTI CSEARCH PORT: Port of ES service

Aut henti cation service configurations:
Add/ updat e bel ow variables in env section of all services under 'gwsServices'

GWS_SERVI CE_AUTH_URL: htt p://gauth-aut h. gaut h. svc.cluster.local.:80 // Genesys Authentication
variable - pointes to internal auth service URL from gauth nanesapce, Exanple: http://gauth-auth. gauth. svc.
cluster.local.:80

GA\8_SERVI CE_ENV_URL: http://gaut h-envi ronnent. gaut h. svc. cluster.local.:80 // Environnment
variabl e pointes to internal environnent service URL from gauth namesapce, Exanple: http://gauth-environnent.
gaut h. svc. cluster.local.: 80

GWS_WORKSPACE SERVI CES_ENV: http://gaut h-environnent. gauth.svc.cluster.local.:80 // Environnent
variable - pointes to internal environnent service URL from gauth nanmesapce, Exanple: http://gauth-environnent.
gaut h. svc. cluster.local.: 80

GA\5_WORKSPACE _SERVI CES_AUTH: http://gaut h-aut h. gaut h. svc.cluster.local.:80 // Genesys
Aut hentication variable - should be pointed to internal auth service URL from gauth nanesapce, Exanple:
htt p: // gaut h- aut h. gaut h. svc. cl uster.l ocal .: 80

GAS_WORKSPACE_SERVI CES _AUTH_FOR REDI RECT: htt ps:// gaut h. <yourcl ust erdomai n>. com // Genesys
Aut hentication redirect variable - pointes to external https ingress URL from gauth nanesapce, Exanple:
https://gauth. apps. <your cl ust er domai n>. com

@ For the Agent Setup deployment

Agent Setup is part of the GWS deployment. It needs to be configured before the GWS deployment. You must follow instructions from the Agent
Setup section.

Create or update versions.yaml|

Create/update the versions.yaml file with the latest docker versions:
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gws-app-provisioning: 9.0.000.94
gws-app-workspace: 9.0.000.89
gws-platform-configuration: 9.0.000.77
gws-platform-datacollector: 9.0.000.49
gws-platform-ixn: 9.0.000.42
gws-platform-ocs: 9.0.000.45
gws-platform-setting: 9.0.000.52
gws-platform-statistics: 9.0.000.60
gws-platform-voice: 9.0.000.65
gws-system-nginx: 9.0.000.16
gws-ui-crmworkspace: 9.0.000.63
gws-ui-provisioning: 9.0.000.84
gws-ui-workspace: 9.0.000.82
gws-platform-ucs: 9.0.000.46
gws-platform-chat: 9.0.000.47

GWS services installation
Login to OpenShift cluster
Use the following command to log in to OpensShift cluster from the host where you will run deployment:

oc login --token <token> --server <url of api server>

Select your GWS Project

Use the following command to select the default GWS project that was created as a prerequisite:

oc project gws

Render the templates

To ensure that resources are created correctly, you can render the templates for debugging purposes within installing them. Use the following command to
render the templates:

hel mtenpl ate --debug /gws-services-1.0.18.tgz -f val ues-gws-new. yaml -f gws-versions_|tst.yani

Kubernetes descriptors are displayed. The values are generated from Helm templates, based on settings from values-gws-new.yaml and gws-versions_|tst.
yaml. Ensure that no errors are displayed. This configuration will be applied to your Kubernetes cluster.

Deploy GWS
Use the following command to deploy GWS:

hel minstall gws-services./gws-services-1.0.18.tgz -f val ues-gws-new. yam -f gws-versions_|tst.yam

Check the deployment

Use the following command to check the installed Helm release:

helmlist —n gws

The result should show gws-service deployment details similar to the following:

NAMVE NAMESPACE REVI SI ON

UPDATED STATUS

CHART APP VERSI ON

gws- servi ces gws 1 2021- 05-19 11: 49: 49. 2243107
+0530 +0530 depl oyed gws-services-1.0.18 1.0

To check the GWS project status, use the following command:
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hel m st at us gws-services

The result should display the details with 'STATUS: deployed":

NAME: gws-servi ces

LAST DEPLOYED: Wed May 19 11:49:49 2021
NAMESPACE: gws

STATUS: depl oyed

REVI SION: 1

TEST SU TE: None

To check the GWS Openshift objects created by Helm, use the following command:

oc get all -n gws

The results should show all the created Pods, services, configmaps, and so on.

GWS Ingress

The GWS project should be created and the gws-services should be installed before proceeding with the following installation.

Installation Steps
Specify the gws project
Use the following command to specify the gws project:

oc project gws

Map credentials

Use the following command to map the credentials to the default service account:

oc adm policy add-scc-to-user genesys-restricted -z default -n gws

Download the Helm charts

Download the gws-ingress Helm charts from JFrog using your credentials.

Create the Secret for consul token

Use the following command to create the Secret for consul token:

oc create secret generic gws-secrets-green -n gws --fromliteral = gws-consul -t oken=<t oken-from consul >

Update the Host parameters

Copy the values.yaml file from the gws-ingress folder and update the values for Host parameters:
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REGQ STRY: <docker-repo-url >
entryPoi nts:
internal:
service:
type: LoadBal ancer
annotations: {}
i ngress:
path: /
annotations: {}
tlsEnable: false
secret Name: gws-secret-int
host Narme: gwsO01-int. <yourclusterdomain> com -----------mmmmmmmmm http
internal end point for accessing GA5S APl s
i nternal Test:
service:
type: LoadBal ancer
annotations: {}
i ngress:
path: /
annot ations: {}
tlsEnable: false
secret Name: gws-secret-int
host Name: gws01-test. <yourclusterdomai N> COM - ====-----cccmmmmmmm i http test
end point for accessing GAS APls

external :
service:
type: ClusterlP
annot ations: {}
#servi ce. bet a. kuber net es. i o/ aws- | oad- bal ancer-internal: "true"
#servi ce. bet a. kuber net es. i o/ aws- | oad- bal ancer-type: nlb
i ngress:

path: /

annot ations: {}

tlsEnable: false

secret Nane: gws- secr et -ext

host Nane: gws01. <yourclusterdomai N>. COM - ---------mmmmmmmm oo http end point
for accessing GAS APl s

host NameTenp: gws-tenp. <yourcl usterdomai N>. COM ----------------mmmmmmm http
test end point for accessing GAS

ext ernal Test:
service:
type: ClusterlP
annotations: {}

#servi ce. bet a. kuber net es. i o/ aws- | oad- bal ancer-internal: "true"
#servi ce. bet a. kuber net es. i o/ aws- | oad- bal ancer-type: nlb

i ngress:
path: /

annot ations: {}
#appgw. i ngr ess. kuber net es. i o/ connecti on-drai ning: "true"
#appgw. i ngr ess. kuber net es. i o/ connecti on-drai ni ng-ti neout: "30"
#appgw. i ngr ess. kuber net es. i o/ cooki e- based-affinity: "true"
#appgw. i ngress. kubernetes.io/ssl-redirect: "false"
#cert-manager.io/ cluster-issuer: |etsencrypt-prod
#i ngress. kubernetes.io/ssl-redirect: "false"
#kubernetes.io/ingress.class: azure/application-gateway
tlsEnable: false
secret Name: gws-secr et - ext
host Name: gws. apps. <yourcl usterdomai N>, Com - ----------mmmmmmm o http end point for
accessi ng GA\8

Version Details:
gws- system ngi nx: 9.0.000. 14

Copy the edited file and the gws-ingress helm package to the installation location.

Install gws-ingress
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Use the following command to install the gws-ingress:

helminstall gws-ingress ./gws-ingress-0.2.7.tgz -f val ues. yan

Test the installation
Check the installation
To check the ingress installation, run the following commands and test:

oc get pod

This command should return gws-service-proxy and the status should running. For example:

gws- servi ce- proxy-d5997957f - mikcg 1/1 Running 0 4d13h

oc get svc

This command should display the service name 'gws-service-proxy. For example:

y Custerl P 10.202.55.20 <none> 80/ TCP, 81/ TCP, 85/ TCP, 86/ TCP 4d13h

Create https routes

The recommended Hostname format is: gws.<cluster-subdomain>. For example: VCE cluster https://console-openshift-console.<yourclusterdomain>.
com/ will have the gws.<yourclusterdomain>.com host name.

Use the following command to create https routes to for external access:

oc create route edge --service=gws-servi ce-proxy --hostnane=<host nane>

Test the routes

Access the https://<hostname>/ui/wwe/index.html.in a browser. It should navigate to the Workspace login page.
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Provision GWS and Genesys Authentication

@ Disclaimer

Genesys Web Services and Applications and Genesys Authentication in Genesys Engage cloud private edition is being released to pre-
approved customers as part of the Early Adopter Program. This means that both the product and the documentation are still under
development. As a result, documentation sections might require revision as the product develops. We advise that you use this documentation
with care. Before you make changes that could affect the success of your deployment, verify them with your Genesys representatives.

To provision GWS and Genesys Authentication, you must:

. Meet all the prerequisites.

. Create a new API Client.

Create an authentication token.

Add a Genesys tenant/environment.

. Add a contact center with environment.
. Update CORS settings (optional).

OUAWN R

Prerequisites

® You have installed the Genesys Authentication services and the following URLs are accessible:
® <auth-url>/auth/v3/oauth/token
® <auth-url>/environment/v3/environments
® You have the ops credentials (admin_username and admin_password) from the values_gauth.yaml file.

® GWS services are accessible.
® You have Configuration Server details such as hostname or IP, port, username, password, and cloud application name.

Create a new API Client
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curl --location --request POST '<gauth-url>/auth/v3/ops/clients' \
--header ' Content-Type: application/json' \
--uUSer OpPS:O0OPS \ --------ioae oo Cl oud ops credentials (<usernane:password>) from val ues_gauth.
yam . The default value is ops:ops
--data-raw '{"data": {
"nane": "external _api_client", ----------------- <dient Nanme>
"client Type": "CONFI DENTI AL",
"refreshTokenExpirationTi meout": 43200,
"client_id": "external _api_client", -------cuooonno-- <Cient ID>
"client_secret": "M, seeeeia o <Cl i ent Password>
"authorities": ["ROLE_I NTERNAL_CLI ENT"],
"scope": ["*"],

"aut hori zedGrant Types": ["client_credentials", "authorization_code", "refresh_token", "password"],
"redirectURIs": ["https://gauth. <yourcluster.conm","https://wne. <yourcluster.conp","https://gws.
<yourcluster.cond","https://prov.<yourcluster.com"], ----- > shoul d add gws/prov external URLS here

"accessTokenExpirationTi meout": 43200,
"contact Centerlds": [
R e <CCID or *>

b

Resul t:
"status": {
"code": 0O
I
"data": {

"clientType": "CONFIDENTIAL",

"scope": [
W

1.

"internalClient": false,

"aut hori zedGrant Types": [
"refresh_t oken",
"client_credential s",
"password",
"aut hori zati on_code",
"urn:ietf:parans: oaut h: grant-type:token-exchange",
"urn:ietf:parans:oauth: grant-type:jw-bearer"

I

"authorities": [
" ROLE_| NTERNAL_CLI ENT"

1.

"redirectURIs": [
"https://gauth. <yourcluster.cons",
"https://gws. <yourcl uster.conp",
"https://prov. <yourcluster.conp",

1.
"contact Centerlds": [

" 9350e2f c- aldd- 4c65- 8d40- 1f 75a2e080dd"
1.
"accessTokenExpi rationTi meout": 43200,
"refreshTokenExpirationTi meout": 43200,
"createdAt": 1619796576236,
"nane": "external _api _client",
"client_id": "external _api_client",
"client_secret": "secret",
"encrypted_client_secret": "A34BOXDedZwbTKr wnd4eA=="

Create an authentication token
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curl --location --user external _api_client:secret --request POST '<gauth-url>/auth/v3/oauth/token" \ ----- user

is the APl client created in the previous step

--data-url encode 'usernanme=ops' \

--data-urlencode 'client_id=external _api_client' \ ------oonnnnnnoo- client IDcreated in the previous step
--data-urlencode 'grant_type=password' \

--data-url encode ' passwor d=ops'

Resul t

{
"access_token": "5flech33-5c63-4606-8e30-824e494194c6",
"token_type": "bearer",
"refresh_token": "fOc7eed6-cc55-426f-9594-7ae14903e749",
"expires_in": 43199,
"scope": "*"

}

Add a Genesys tenant/environment

@ Complete this step after installing the Tenant service.

curl --location --request POST '<gauth-url>/environnent/v3/environnents' \

--header ' Content-Type: application/json' \

--header 'Authorization: Bearer f3aa2109-8889-4182-b2b7-d86917c53ed4e’ \ ----- access token generated in
previous step

--data-raw ' {

"data": {
"usernane": "default", -----cmeacmooooi Configuration Server usernane
"password": "password", - -------------ooooooo-- Configuration Server password
"connectionProtocol ": "addp",
"renot eTi meout": 7,
"appNane": "Coud", --------s------aaamo Cl oud app

"traceMode": " CFGIMBot h",
"t| sEnabl ed": false,
"configServers": [{

"primaryPort": 2020, ------------memaannn Configuration Server port
"readOnly": false,
"primaryAddress": "172.24.132.84", ------ Configuration Server IP

"l ocations": "/USW"

H
"l ocal Ti neout": 5,
"tenant": "Environnent"
}
)
Resul t
{
"status": {
"code": O
},
"path": "/environnents/dof b6386-236¢c-4739-aec0-b9c1bd6173df" - Environment ID
}

Add a contact center with environment
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@ Complete this step after installing the Tenant service.

curl --location --request POST '<gauth-url>/environnment/v3/contact-centers' \
--header ' Content-Type: application/json' \
--header 'Authorization: Bearer 9901f 8d6-0351-47f8-b718- 7db992f 53a02" \
--data-raw ' {

"data": {

"domai ns": <custoner-domai n>,

"environnment|d": "343dd264-7c26- 4f 9e- 82c5- 26baedbcb797", ------- > Environment ID created in
the previous step
"auth": "configServer",
"id" : <CC-id> which is used while deploying tenant service
}
)
Resul t
{
"status": {
"code": O
}

"path": "/contact-centers/ed4c03f 3-6275-4419- 8b2b- 11d14af 10655" - Contact center |ID

Make note of the contact center ID (also known as CCID) from the POST request above — you require it to provision other Genesys services. Now, open a
web browser, navigate to the GWS URL and try to log in using any agent available in Configuration Server.

Update CORS settings (optional)

This step is only necessary when services need CORS clearance from GWS.

curl --location --request POST '<gauth-url>/environnent/v3/cors' \
--header ' Content-Type: application/json' \
--header 'Authorization: Bearer 201ad145-3b79-4d25-b88e-6c3279e00c63" \ --- Bearer Token
--data-raw ' {
"data": {
"origin": "M, -----m------ URL to add Origin
"contactCenterld": "" -------------- CCl D
}
)
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Provision Agent Setup

@ Disclaimer

Agent Setup in Genesys Engage cloud private edition is being released to pre-approved customers as part of the Early Adopter Program. This
means that both the product and the documentation are still under development. As a result, documentation sections might require revision as
the product develops. We advise that you use this documentation with care. Before you make changes that could affect the success of your
deployment, verify them with your Genesys representatives.

@ Context

Agent Setup is part of Genesys Web Services and Applications (GWS) and must be enabled when deploying GWS services.

Agent Setup is used to manage the controls and settings that run the contact center and enable the users within it to handle and manage interactions.

This topic describes how to provision Agent Setup in your environment.

To provision Agent Setup you must run the following commands in order to create https access routes for both gws- app- pr ovi si oni ng and gws- ui -
provi si oni ng.

oc create route edge --service=gws-ui-provisioning-blue-srv --hostname=<host nane> --path /ui/provisioning

oc create route edge --servi ce=gws-app- provi sioni ng-bl ue-srv --host nane=<host name> --path /provisioning

@ Tip

Genesys recommends the hostname format pr ov. <cl ust er - subdonai n>

Example:

For VCE cluster (https://console-openshift-console.apps.<yourclusterdomain>.com/), the host name should be pr ov. apps.
<your cl ust er domai n>. com

Next steps

® Launch Agent Setup using the URL https://<hostname>/ui/provisioning
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Deploy Genesys Voice Platform

@ Disclaimer

Genesys Voice Platform (GVP) in Genesys Engage cloud private edition is being released to pre-approved customers as part of the Early
Adopter Program. This means that both the product and the documentation are still under development. As a result, documentation sections
might require revision as the product develops. We advise that you use this documentation with care. Before you make changes that could
affect the success of your deployment, verify them with your Genesys representatives.

Genesys Voice Platform (GVP) is a software-only, standards-based voice portal that provides cost-effective customer interactions, 24x7, for businesses
using voice, video, the web, and the cloud. Functioning beyond traditional IVR systems, GVP provides touch-tone access to applications and incorporates
speech recognition technology and video for conversational exchanges, better to identify and resolve customer requests.

GVP employs a VoiceXML-based media server for network service providers and enterprise customers. GVP is a self-service system that comes with
Genesys Media Server and can provide media services simultaneously with VoiceXML self-service applications.

Media services available with GVP are:

Call parking

Call qualification

Call progress detection
Third-party call recording support
Call conferencing

Audio/video streaming

So GVP can be used to provide augmented routing and agent services in addition to self-service applications, proactive contact solutions and outbound
calling media.

Prerequisites

® Consul with Service Mesh and DNS

® Availability of shared Postgres for GVP Configuration Server

® Availability AzureSQL Database for Reporting Server
® DB should be created in advance (Example DB Name: gvp_rs)
® There is a requirement for one user to have admin (dbo) access and a second with read only (ro) access
® These credentials will be used for creation of Reporting server secrets

Environment setup

® Log in to the OpenShift cluster from the remote host via CLI

oc login --token <token> --server <URL of the APl server>

® Check the cluster version

oc get clusterversion

® Create gvp project in OpenShift cluster

oc new- project gvp

® Set default project to GVP

oc project gvp

® Bind SCC to genesys user using default service account

oc adm policy add-scc-to-user genesys-restricted -z default -n gvp

® Create secret for docker-registry in order to pull image from JFrog
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oc create secret docker-registry <credential -nane> --docker-server=<docker repo> --docker-usernane=<user nane> --
docker - passwor d=<APl key from jfrog> --docker-email =<emuilid>

® Link the secret to default service account with pull role

oc secrets link default <credential-nanme> --for=pull

(D Installation Order

Installation order matters with GVP. To deploy without errors, the install order should be:

. Configuration Server
. Service Discovery

. Reporting Server

. Resource Manager
MCP

arON R

Helm chart release URLs
Download the GVP Helm charts from JFrog using your credentials.

gvp-configserver : https:/<jfrog artifactory/helm location>/gvp-configserver-9.000.16.tgz
gvp-sd : https://<jfrog artifactory/helm location>/gvp-sd-9.000.52.tgz

gvp-rs : https://<jfrog artifactory/helm location>/gvp-rs-9.048.18.tgz

gvp-rm : https://<jfrog artifactory/helm location>/gvp/gvp-rm-9.048.31.tgz

gvp-mep : https://<jfrog artifactory/helm location>/gvp-mcp-9.048.65.tgz

1. GVP Configuration Server

@ Provision GVP Configuration Database
You will need a Postgres Database to host the configuration of GVP:

® Database Name mustbe 'gvp' (limitation to be addressed)
® User must be 'gvp' and have full access to 'gvp’ database (limitation to be addressed)

Secrets creation
Create the following secrets which are required for the service deployment.
postgres-secret

db-hostname: Hostname of DB Server

db-name: Database Name

db-password: password for db user

db-username: username for db

server-name: Hostname of DB Server
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postgres-secret.yaml

api Version: vl
ki nd: Secret
net adat a:
nane: postgres-secret
namespace: gvp
type: Opaque
dat a:
db- user name: Z3Zw
db- password: Z3Zw
db- host nane: c@zdGdyZXM cncuaWbntnEuc3Zj LmNsdXNOZXI ub&dj YWh=
db- nane: Z3Zw
server-name: c®zdGdyZXM cncuaWbntEuc3Zj LnNsdXNOZXI ubG9j YW=

Execute the following command:

oc create -f postgres-secret.yani

configserver-secret

password: Password to set for Config DB

username: Username to set for Config DB

configserver-secret.yaml

api Version: vl

ki nd: Secret

met adat a:
name: configserver-secret
namespace: gvp

type: Opaque

dat a:
user nane: ZGVmMYXVsdA==
password: cGFzc3dvenQx=

Execute the following command:

oc create -f configserver-secret.yanl

Install Helm chart

Download the required Helm chart release from the JFrog repository and install. Refer to Helm chart release URLs.

Install Helm Chart

hel minstall gvp-configserver ./<gvp-configserver-helmartifact> -f gvp-configserver-val ues. yani

At minimum following values will need to be updated in your values.yaml:
® <critical-priority-class> - Set to a priority class that exists on cluster (or create it instead)

® <docker-repo> - Set to your Docker Repo with Private Edition Artifacts
® <credential-name> - Set to your pull secret name

gvp-configserver-values.yaml

# Default values for gvp-configserver.
# This is a YAML-formatted file.
# Declare variables to be passed into your tenplates.
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## d obal Paraneters

## Add | abels to all the depl oyed resources

##t
podLabel s: {}

## Add annotations to all
#it
podAnnot ations: {}

servi ceAccount :

# Specifies whether a service account shoul d be created

create: false

the depl oyed resources

# Annotations to add to the service account

annot ations: {}

# The nanme of the service account to use.

# If not set and create is true,

namnme:

## Depl oynment Configuration
## replicaCount should be 1 for Config Server

replicaCount: 1

## Base Labels. Please do not change these.
servi ceName: gvp-configserver

conponent: shared
# Nanespace
partOf: gvp

## Contai ner inage repo settings.

i mge:
confserv:

regi stry: <docker-repo>
repository: gvp/gvp_confserv
pul I Policy: |fNotPresent

tag: "{{ .Chart.AppVersion }}"

servi ceHandl er:

regi stry: <docker-repo>

repository: gvp/gvp_configserver_servicehandl er

pul I Policy: |fNotPresent
tag: "{{ .Chart.AppVersion }}"

dblnit:

regi stry: <docker-repo>

repository: gvp/gvp_configserver_configserverinit

pul I Policy: |fNotPresent
tag: "{{ .Chart.AppVersion }}"

## Config Server App Configuration

configserver:

## Settings for liveness and readi ness probes

## 11l THESE VALUES SHOULD NOT BE CHANGED UNLESS | NSTRUCTED BY GENESYS !!!

|i venessVal ues:
path: /cs/liveness
initial Del aySeconds:
peri odSeconds: 60
ti neout Seconds: 20
failureThreshold: 3
heal t hCheckAPI Port :

readi nessVal ues:
path: /cs/readi ness
initial Del aySeconds:
peri odSeconds: 30
ti neout Seconds: 20
failureThreshold: 3
heal t hCheckAPI Port :

alerts:

30

8300

30

8300

a nane is generated using the fullname tenplate

cpultilizationAlertLimt:
memtilizationAlertLimt:

wor ki ngMemAl ertLimt: 7
maxRestarts: 2

70
90
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## PVCs defi ned
# none

## Define service(s) for application
servi ce:

type: ClusterlP

host: gvp-configserver-0

port: 8888

targetPort: 8888

## Service Handl er configuration.
servi ceHandl er:
port: 8300

## Secrets storage related settings - k8s secrets only
secrets:
# Used for pulling images/containers fromthe repositories.
i magePul | :
- nane: <credenti al - nane>

# Config Server secrets. If k8s is false, csi will be used, else k8s w |l be used.
# Currently, only k8s is supported!
configServer:

secret Nane: configserver-secret

secret User Key: usernane

secr et PwdKey: password

#csi Secr et Provi der Cl ass: keyvaul t - gvp-gvp-confi gserver-secret

# Config Server Postgres DB secrets and settings.
postgres:

dbNane: gvp

dbPort: 5432

secret Nane: postgres-secret

secr et Adm nUser Key: db-usernane

secr et Adm nPwdKey: db-password

secr et Host nameKey: db- host nane

secr et DbNanmeKey: db-nane

#secr et Server NaneKey: server-nane

## I ngress configuration
i ngress:
enabl ed: fal se
annot ations: {}
# kubernetes.io/ingress.class: nginx
# kubernetes.io/tls-acne: "true"

host s:
- host: chart-exanple. | ocal
paths: []
tls: []
# - secretNane: chart-exanple-tls
# host s:
# - chart-exanpl e. | ocal

## App resource requests and linmts
## ref: http://kubernetes.io/docs/user-guide/ conput e-resources/
##
resources:
requests:
menory: “"512M "
cpu: "500nt
limts:
menory: "1G"
cpu: "1

## App containers' Security Context

## ref: https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-the-security-context-for-
a- cont ai ner

#it

## Containers should run as genesys user and cannot use el evated perm ssions

#it
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securityContext:
runAsUser: 500
runAsG oup: 500
# capabilities:
dr op:
- ALL
readOnl yRoot Fi | esystem true
runAsNonRoot : true
runAsUser: 1000

H H R H R

podSecurityContext: {}
# fsGoup: 2000

## Priority d ass

## ref: https://kubernetes.i o/ docs/concepts/configuration/pod-priority-preenption/
## NOTE: this is an optional paraneter

##

priorityd assNanme: <critical-priority-class>

## Affinity for assignnent.

## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#affinity-and-anti-affinity
##

affinity: {}

## Node | abels for assignnent.

## ref: https://kubernetes.io/docs/user-gui de/ node-sel ection/
##

nodeSel ector: {}

## Tol erations for assignnent.

## ref: https://kubernetes.io/docs/concepts/configuration/taint-and-toleration/
#i#

tolerations: []

## Service/Pod Monitoring Settings
## Whether to create Pronetheus alert rules or not.
pronet heusRul e:

create: true

## G af ana dashboard Settings
## Whether to create G afana dashboard or not.
gr af ana:

enabl ed: true

## Enabl e network policies or not
net wor kPol i ci es:

enabl ed: fal se

## DNS configuration options

dnsConfi g:
opti ons:
- nane: ndots
val ue: "3"

Verify the deployed resources

Verify the deployed resources from OpenShift console/CLI.

2. GVP Service Discovery

NOTE: After GVP-SD pod gets deployed, you will notice a few errors. Please ignore them and move on to next deployment. This will start working once
RM & MCP are deployed.

Secrets creation
Create the following secrets which are required for the service deployment.

shared-consul-consul-gvp-token
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shared-consul-consul-gvp-token-secret.yaml

api Version: vl

ki nd: Secret

net adat a:
name: shared- consul - consul - gvp-token
namespace: gvp

type: Opaque

dat a:
consul -consul - gvp-token: ZmR2N FKNWt YzVINi 1nZTJI LTgy MM YTAYZGQMN2J1 Mzl |

Execute the following command:

oc create -f shared-consul -consul - gvp-token-secret.yani

ConfigMap creation

Creation of a tenant-inventory ConfigMap is required for service discovery deployment.

@ Caveat

If the tenant has not been deployed yet then you will not have the information needed to populate the config map. An empty config-map can be
created using:

oc create configmap tenant-inventory -n gvp

\ J

Provisioning a new tenant

Create a file (t100.json in the example) containing at minimum: name, id, gws-ccid, and default-application (should be set to IVRAppDefault) from your
tenant deployment.

t100.json
{
“name": "t100",
"id": "80dd",
"gws-ccid": "9350e2fc-aldd-4c65-8d40- 1f 75a2e080dd",
"defaul t-application": "IVRAppDefault”

Execute the following command to create ConfigMap on cluster:

Add Config Map

oc create confignap tenant-inventory --fromfile t100.json -n gvp

Updating a tenant

Delete the tenant-inventory ConfigMap using:

Delete Config Map

oc delete configmap tenant-inventory -n gvp --ignore-not-found

Update the t100.json file and execute the following to create the new ConfigMap:
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Add Config Map

oc create configmap tenant-inventory --fromfile t100.json -n gvp

GVP Service Discovery looks for changes to the config map every 60 seconds.
Provisioning process details

For additional details on the provisioning process, please see Provision GVP.

Install Helm chart

Download the required Helm chart release from the JFrog repository and install. Refer to Helm chart release URLs.

Install Helm Chart

helminstall gvp-sd ./<gvp-sd-helmartifact> -f gvp-sd-val ues. yan

At minimum following values will need to be updated in your values.yaml:

® <critical-priority-class> - Set to a priority class that exists on cluster (or create it instead)
® <docker-repo> - Set to your Docker Repo with Private Edition Artifacts
® <credential-name> - Set to your pull secret name

gvp-sd-values.yaml

# Default values for gvp-sd.
# This is a YAML-formatted file.
# Decl are variables to be passed into your tenpl ates.

## G obal Paraneters

## Add | abels to all the depl oyed resources
##

podLabel s: {}

## Add annotations to all the depl oyed resources
#it
podAnnot ations: {}

servi ceAccount :
# Specifies whether a service account shoul d be created
create: false
# Annotations to add to the service account
annot ations: {}
# The nane of the service account to use.
# If not set and create is true, a nane is generated using the fullname tenplate
nane:

## Depl oynent Configuration
replicaCount: 1
smtp: all owed

## Name overrides
nameOverride: ""
full nameQverride: ""

## Base Labels. Please do not change these.
conponent: shared

partOf: gvp

i mage:
registry: <docker-repo>
repository: gvp/gvp_sd
tag: "{{ .Chart.AppVersion }}"
pul | Policy: |fNotPresent
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## PVCs defi ned

# none

## Define service for application.

service:

name: gvp-sd
type: ClusterlP

port: 8080

## Application configuration paraneters.

env:

MCP_SVC_NAME: "gvp-ntp”
EXTERNAL _CONSUL_SERVER:

CONSUL_PCRT

: "8501"

CONFI G_SERVER_HOST: "gvp-configserver"
CONFI G_SERVER_PCRT: "8888"

CONFI G_SERVER_APP: "defaul t"
HTTP_SERVER _PORT: "8080"

METRI CS_EXPORTER_PORT: "9090"

DEF_MCP_FOL

DER:. "MCP_Configuration_Unit\\ MCP_LRG'

TEST_MCP_FOLDER: " MCP_Configuration_Unit_Test\\ MCP_LRG'
SYNC_| NI T_DELAY: "10000"
SYNC_PERI OD: " 60000"

MCP_PURGE_P!

ERIOD_M NS: " 0"

EMAI L_METERI NG_FACTOR: " 10"
RECORDI NGS_CONTAI NER:  "ccer p-recordi ngs"

TENANT_KV_F
TENANT_CONF

CLDER: "tenants"
| GVAP_FOLDER: "/etc/config"

SMIP_SERVER: "smtp-relay.sntp.svc.cluster.local"

## Secrets st
secrets:
# Used for
i magePul | :
- nane: <

# 1f k8s is
configServe
k8s: true
k8sSecr et
k8sUser Ke
k8sPasswo
vaul t Secr
vaul t User
vaul t Pass

# 1f k8s is
consul :
k8s: true

orage rel ated settings
pul ling i mages/ containers fromthe repositories.
credenti al - name>

true, k8s will be used, else vault secret will be used.
r:

Nane: configserver-secret

y: usernane

rdKey: password

et Nane: "/configserver-secret"
Key: "configserver-username"

wor dKey: "configserver-password"

true, k8s will be used, else vault secret will be used.

k8sTokenNane: "shared-consul - consul - gvp-t oken"
k8sTokenKey: "consul - consul - gvp-token"

vaul t Secr
vaul t Secr

# GITS key,
gtts:
k8s: fals
k8sSecr et
Encrypt ed

et Nane: "/consul -secret”

et Key: "consul - consul - gvp-t oken"

password via k8s secret, if k8s is true. |If false, this data cones fromtenant profile.
e

Nanme: gtts-secret
Key: encrypted-key

Passwor dKey: password

i ngress:

enabl ed: fal se

annot at i ons

{1}

# kubernetes.io/ingress.class: nginx
# kubernetes.io/tls-acne: "true"

host s:

- host: chart-exanple.l ocal

pat hs:
tls: []

(]
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# - secretName: chart-exanple-tls
# host s:
# - chart-exanpl e. | ocal

resources:
requests:
menory: "2G"
cpu: "1000nt
limts:
menory: "2G"
cpu: "1000nt

## App containers' Security Context
## ref: https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-the-security-context-for-
a- cont ai ner
##
## Contai ners should run as genesys user and cannot use el evated perm ssions
## Pod | evel security context
podSecurityCont ext:
fsG oup: 500
runAsUser: 500
runAsG oup: 500
runAsNonRoot : true

## Contai ner security context
securityContext:
runAsUser: 500
runAsG oup: 500
runAsNonRoot : true

## Priority O ass

## ref: https://kubernetes.i o/ docs/concepts/configuration/pod-priority-preenption/
## NOTE: this is an optional paraneter

#it

priorityCl assNane: <critical-priority-class>

## Affinity for assignnent.

## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#affinity-and-anti-affinity
#it

affinity: {}

## Node | abels for assignnent.

## ref: https://kubernetes.io/docs/user-gui de/ node-sel ection/
##

nodeSel ector: {}

## Tol erations for assignnent.

## ref: https://kubernetes.io/docs/concepts/configuration/taint-and-toleration/
##

tolerations: []

## Service/ Pod Monitoring Settings
pr onet heus:
# Enabl e for Prometheus operator
podNbni tor:
enabl ed: true

## Enabl e network policies or not
net wor kPol i ci es:

enabl ed: fal se

## DNS configuration options

dnsConfi g:
opti ons:
- nane: ndots
val ue: "3"

Verify the deployed resources
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Verify the deployed resources from OpenShift console/CLI.

3. GVP Reporting Server

Secrets creation
Create the following secrets which are required for the service deployment.

rs-dbreader-password

db_hostname:
db_name:

db_password:
db_username:

rs-dbreader-password-secret.yam|

api Version: vl

ki nd: Secret

net adat a:
name: rs-dbreader-password
namespace: gvp

type: Opaque

dat a:
db_user nane: b3Bl bnNoaWZOYWRt aWMl=
db_password: R2VUZXN5c0AxM M=
db_host nane: bXNzcWzZXJ2ZXJvecGVuc2hpZnQUZGF0YWhc2Uud2l uZ@3cy5uZXQ=
db_nane: cnNf Z3Zw

Execute the following command:

oc create -f rs-dbreader-password-secret.yan

shared-gvp-rs-sqglserer-secret

db-admin-password:
db-reader-password:

shared-gvp-rs-sqlserer-secret.yaml|

api Version: vl

ki nd: Secret

net adat a:
name: shared- gvp-rs-sql server-secret
namespace: gvp

type: Opaque

dat a:
db- admi n- password: R2VUZXN5cO0AxM M=
db- r eader - password: R2VUZXN5c0AxM M=

Execute the following command:

oc create -f shared-gvp-rs-sql serer-secret.yanl

Persistent Volumes creation

Create the following PVs which are required for the service deployment.
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Note Regarding Persistent Volumes

If your OpenShift deployment is capable of self-provisioning of Persistent Volumes, then this step can be skipped. Volumes will be created by
provisioner.

avp-rs-0

gvp-rs-pv.yaml

api Version: vl
ki nd: Persi stent Vol une
net adat a:
nanme: gvp-rs-0
namespace: gvp
spec:
capacity:
st orage: 30G
accessModes:
- ReadWiteOnce
persi st ent Vol uneRecl ai nPol i cy: Retain
st oraged assName: gvp
nfs:
path: /export/vol 1/ PAT/ gvp/rs-01
server: 192.168. 30.51

Execute the following command:

oc create -f gvp-rs-pv.yan

Install Helm chart

Download the required Helm chart release from the JFrog repository and install. Refer to Helm chart release URLs.

Install Helm Chart

helminstall gvp-rs ./<gvp-rs-helmartifact> -f gvp-rs-val ues. yan

At minimum following values will need to be updated in your values.yaml:

® <docker-repo> - Set to your Docker Repo with Private Edition Artifacts
® <credential-name> - Set to your pull secret name

gvp-rs-values.yaml

## G obal Paraneters
## Add | abels to all the depl oyed resources
##t
| abel s:
enabl ed: true
serviceG oup: "gvp"
conmponent Type: "shared"

servi ceAccount :
# Specifies whether a service account shoul d be created
create: false
# Annotations to add to the service account
annot ations: {}
# The nane of the service account to use.
# If not set and create is true, a nane is generated using the fullname tenplate
name:
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## Primary App Configuration
#it
# primaryApp:
# type: ReplicaSet
# Shoul d include the defaults for replicas
depl oynent :
replicaCount: 1
strategy: Recreate
nanespace: gvp
naneQverride: ""
full nameOverride: ""

i mage:
regi stry: <docker-repo>
gvprsrepository: gvp/gvp_rs
snnpr eposi tory: gvp/ gvp_snnp
rsinitrepository: gvp/gvp_rs_init
rstag:
rsinittag:
snnmpt ag: v9. 0. 040. 07
pul | Policy: Al ways
i magePul | Secret s:

- nane: "<credential - name>"

## |iveness and readi ness probes
## 111 THESE OPTI ONS SHOULD NOT BE CHANGED UNLESS | NSTRUCTED BY CGENESYS !!!
I'i venessVal ues:

path: /ems-rs/conponents

initial Del aySeconds: 30

peri odSeconds: 120

ti meout Seconds: 3

failureThreshol d: 3

readi nessVal ues:
path: /ens-rs/conponents
initial Del aySeconds: 10
peri odSeconds: 60
ti meout Seconds: 3
failureThreshold: 3

## PVCs defined
vol unes:
pvc:
st orageC ass: managed- prem um
cl ai nSi ze: 20G
acti vengAndLocal Confi gPath: "/billing/gvp-rs"

## Define service(s) for application. Fields many need to be nodified based on “type’

service:
type: CusterlP
restapi port: 8080
activengport: 61616
envi nj ectport: 443
dnsport: 53
configserverport: 8888
snnpport: 1705

## ConfigMaps with Configuration
## Use Config Map for creating environment variables
cont ext:
env:
CFGAPP: defaul t
GVP_RS_SERVI CE_HOSTNAME: gvp-rs.gvp.svc. cluster.|ocal
#CFGPASSWORD: passwor d
#CFGQUSER: def aul t
CFG_HOST: gvp-configserver.gvp.svc. cluster. | ocal
CFG_PORT: ' 8888’
CMDLINE: ./rs_startup.sh
DBNAME: gvp_rs
#DBPASS: ' | bl Kf 0S6Lpf gaU$SE'
DBUSER: openshi ftadm n
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rsDbShar edUser nane: openshi ftadmi n
DBPORT: 1433
ENVTYPE: ""
Genesysl URegi on:
| ocal configcachepath: /billing/gvp-rs/datal/cache
HOSTFOLDER: Host s

HOSTOS: CFGRedHat Li nux

LCAPORT: ' 4999’

MSSQLHOST: nesql server openshi ft. dat abase. wi ndows. net
RSAPP: azure_rs

RSIVM_ I NI TI ALHEAPSI ZE:  500m

RSJIVM _MAXHEAPSI ZE: 1536m

RSFOLDER: Applications

RS_VERSI ON: 9. 0. 032. 22

STDOUT: 'true'

WRKDI R /usr/ | ocal / genesys/rs/

SNMPAPP: azure_rs_snnp

SNVP_WORKDI R: / usr/sbin

SNVP_CMDLI NE:  snnpd

SNVMPFOLDER:  Appl i cations

RSCONFI G

nmessagi ng:
activenqy. nenoryUsageLimt: "256 nb"
activeny. databDirectory: "/billing/gvp-rs/datal/activeny"

| 0g:
verbose: "trace"
trace: "stdout"

dbnp:
rs.db.retention. operations.daily.default: "40"
rs.db.retention.operations.monthly.default: "40"
rs.db.retention. operations. weekly.default: "40"
rs.db.retention.var.daily.default: "40"
rs.db.retention.var.nonthly.default: "40"
rs.db.retention.var.weekly.default: "40"
rs.db.retention.cdr.default: "40"

# Default secrets storage to k8s secrets with csi able to be optional
secret:
# keyVaul t Secret will be a flag to between secret types(k8 s or CSI). If keyVaultSecret was set to false k8's
secret will be used
keyVaul t Secret: false
#RS SQL server secret
rsSecret Name: shared- gvp-rs-sql server-secret
# secretProviderC assNane will not be used used when keyVaul t Secret set to false
secret Provi der Cl assNane: keyvaul t - gvp-rs-sql server-secret-00
dbr eader secr et Fi | eNane: db-reader - password
dbadni nsecret Fi | eNane: db- adni n-password
#Confi gserver secret
#1f keyVault Secret set to false the below paraneters will not be used.
configserverProvi derd assName: gvp-configserver-secret
cf gSecret Fi | eNameFor Cf gUser nane: confi gserver-user nane
cf gSecret Fi | eNameFor Cf gPasswor d: confi gserver - password
#1f keyVault Secret set to true the bel ow paranmeters will not be used.
cf gServer Secr et Nane: confi gserver-secret
cf gSecr et KeyNanmeFor Cf gUser nane: user nane
cf gSecr et KeyNaneFor Cf gPasswor d: password

## I ngress configuration
i ngress:
enabl ed: fal se
annot ations: {}
# kubernetes.io/ingress.class: nginx
# kubernetes.io/tls-acne: "true"

host s:
- host: chart-exanple.l ocal
paths: []
tls: []
# - secretNane: chart-exanple-tls
# host s:
# - chart-exanpl e. | ocal
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net wor kPol i ci es:
enabl ed: fal se

## primaryAppresource requests and linits

## ref: http://kubernetes.io/docs/user-gui de/ conput e-resources/

#it

resour ceFor RS:
# We usually recommend not to specify default resources and to | eave this as a conscious
# choice for the user. This also increases chances charts run on environments with little
# resources, such as Mnikube. If you do want to specify resources, uncomment the follow ng
# lines, adjust them as necessary, and renove the curly braces after 'resources:'.

requests:
nenory: "500M "
cpu: "200nt
limts:
nenory: "1G"
cpu: "300nt

resoueceFor Snnp:

requests:
menory: "500M "
cpu: "100nt
limts:
nenory: "1G"
cpu: "150nt

## primaryApp containers' Security Context
## ref: https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-the-security-context-for-
a- cont ai ner
##t
## Contai ners should run as genesys user and cannot use el evated perm ssions
securityContext:
runAsNonRoot : true
runAsUser: 500
runAsG oup: 500

podSecuri t yCont ext :
fsG oup: 500

## Priority d ass

## ref: https://kubernetes.i o/ docs/concepts/configuration/pod-priority-preenption/
##

priorityC assNane: ""

## Affinity for assignnent.

## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#affinity-and-anti-affinity
#i#

affinity: {}

## Node | abel s for assignnent.

## ref: https://kubernetes.io/docs/user-gui de/ node-sel ection/
#it

nodeSel ector: {}

## Tol erations for assignnent.

## ref: https://kubernetes.io/docs/concepts/configuration/taint-and-toleration/
#it

tolerations: []

## Extra | abel s

## ref: https://kubernetes.io/docs/concepts/overview worki ng-wi th-objects/| abel s/
#it

# labels: {}

## Extra Annotations

## ref: https://kubernetes.io/docs/concepts/overview worki ng-w t h-objects/annotations/
##

# annotations: {}

## Service/ Pod Monitoring Settings
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noni tori ng:
podNbni t or Enabl ed: true
pronet heusRul esEnabl ed: true
gr af anaEnabl ed: true

noni tor:
pronet heusPort: 9116
nmoni t or Name: gvp-nonitoring
nmodul e: [if_m b]
target: [127.0.0.1:1161]

##DNS Settings

dnsConfi g:
options:
- nane: ndots
val ue: "3"

Verify the deployed resources

Verify the deployed resources from OpenShift console/CLI.

4. GVP Resource Manager

@ Note

RM and forward will not pass readiness checks until an MCP has registered properly. This is because service is not available without MCPs.

Persistent Volumes creation

Create the following PVs which are required for the service deployment.

Note Regarding Persistent Volumes

If your OpenShift deployment is capable of self-provisioning of Persistent Volumes, then this step can be skipped. Volumes will be created by
provisioner.

avp-rm-01

gvp-rm-01-pv.yaml

api Version: vl
ki nd: Persi stent Vol ume
net adat a:
name: gvp-rmO01
spec:
capacity:
st orage: 30G
accessModes:
- ReadWiteOnce
persi st ent Vol uneRecl ai nPol i cy: Retain
st oraged assName: gvp
nfs:
path: /export/vol 1/ PAT/ gvp/ rm 01
server: 192.168.30.51

Execute the following command:

oc create -f gvp-rmO01-pv.yani
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gvp-rm-02
gvp-rm-02-pv.yaml

api Version: vl
ki nd: Persi stent Vol une
net adat a:
nanme: gvp-rm 02
spec:
capacity:
storage: 30G
accessMdes:
- ReadWiteOnce
per si st ent Vol uneRecl ai mPol i cy: Retain
st oraged assName: gvp
nfs:
path: /export/vol 1/ PAT/ gvp/ rm 02
server: 192.168. 30.51

Execute the following command:

oc create -f gvp-rm02-pv.yani

gvp-rm-logs-01

gvp-rm-logs-01-pv.yaml

api Version: vl
ki nd: Persi stent Vol ume
net adat a:
nane: gvp-rmlogs-01
spec:
capacity:
storage: 10G
accessModes:
- ReadWiteOnce
persi st ent Vol unmeRecl ai nPol i cy: Recycl e
st oraged assNane: gvp
nfs:
path: /export/vol 1/ PAT/ gvp/ rm | ogs- 01
server: 192.168. 30.51

Execute the following command:

oc create -f gvp-rmlogs-01-pv.yam

gvp-rm-logs-02
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gvp-rm-logs-02-pv.yaml

api Version: vl
ki nd: Persi stent Vol ume
net adat a:
name: gvp-rmlogs-02
spec:
capacity:
storage: 10G
accessModes:
- ReadWiteOnce
per si st ent Vol unmeRecl ai nPol i cy: Recycl e
st oraged assName: gvp
nfs:
path: /export/vol 1/ PAT/ gvp/ rm | ogs- 02
server: 192.168. 30.51

Execute the following command:

oc create -f gvp-rmlogs-02-pv.yan

Install Helm chart

Download the required Helm chart release from the JFrog repository and install. Refer to Helm chart release URLS.

Install Helm Chart

helminstall gvp-rm./<gvp-rmhelmartifact> -f gvp-rmval ues. yani

At minimum following values will need to be updated in your values.yaml:

® <docker-repo> - Set to your Docker Repo with Private Edition Artifacts
® <credential-name> - Set to your pull secret name

gvp-rm-values.yaml

## G obal Paraneters
## Add | abels to all the deployed resources
#t
| abel s:
enabl ed: true
serviceG oup: "gvp"
conmponent Type: "shared"

## Primary App Configuration
##t
# primaryApp:
# type: ReplicaSet
# Should include the defaults for replicas
depl oynent :
replicaCount: 2
depl oynent Env: " UPDATE_ENV'
namespace: gvp
cl ust er Domai n: "svc.cluster.local"
naneQverride: ""
full nameOverride: ""
i mage:
registry: <docker-repo>
gvprnrepository: gvp/gvp_rm
cf ghandl erreposi tory: gvp/ gvp_rmcfghandl er
snnprepository: gvp/gvp_snnp
gvprntestrepository: gvp/gvp_rmtest
cfghandl ert ag:
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rntesttag:
rnt ag:
snnptag: v9.0.040.07
pul | Policy: Al ways
i magePul | Secrets:
- nane: "<credential - name>"

dnsConfi g:
options:
- nane: ndots
val ue: "3"

# Pod term nation grace period 15 m ns.
gracePeri odSeconds: 900

## |iveness and readi ness probes
## 111 THESE OPTI ONS SHOULD NOT BE CHANGED UNLESS | NSTRUCTED BY GENESYS !!!
i venessVal ues:

path: /rmliveness

initial Del aySeconds: 60

peri odSeconds: 90

ti neout Seconds: 20

failureThreshold: 3

readi nessVal ues:
path: /rmreadi ness
initial Del aySeconds: 10
peri odSeconds: 60
ti neout Seconds: 20
failureThreshold: 3

## PVCs defined
vol unes:
bi |l i ngpvc:
st orageC ass: managed- prem um
cl ai nSi ze: 20G
nmount Pat h: "/ rnf
| ogpvc:
Enabl ePVFor LogSt or age: true
st orageCl ass: managed- prem um
cl ai nSi ze: 5G
accessMWde: ReadWiteOnce
mount Path: "/ mt/| og"
# If PVis not used for log storage by disabling the flag Enabl ePVForLogSt orage: false, the given host path
will be used for |og storage.
LogSt or ageHost Pat h: / mt /| og

## Define service(s) for application. Fields many need to be nodified based on “type’
service:

type: CusterlP

port: 5060

rmHeal t hCheckAPI Port: 8300

## ConfigVaps with Configuration

## Use Config Map for creating environnent variabl es

cont ext:

env:
cfghandl er:

CFGSERVER: gvp-configserver.gvp.svc.cluster. | ocal
CFGSERVERBACKUP: gvp- confi gserver. gvp. svc. cl uster.|ocal
CFGPORT: "8888"
CFGAPP: "defaul t"
RVAPP: "azure_rnt
RVFOLDER: " Applicati ons\\RM M croServi ce\\ RM Apps"
HOSTFOLDER: " Hosts\\ RM M croServi ce"
MCPFOLDER: " MCP_Confi guration_Uni t\\ MCP_LRG'
SNVPFOLDER: " Appl i cati ons\\ RM_M croSer vi ce\\ SNVP_Apps"
Envi ronment Type: "prod"
CONFSERVERAPP: "conf serv"
RSAPP: "azure_rs"
SNVPAPP:  "azure_rm snnp"
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STDOUT: "true"
VO CEMAI LSERVI CEDI DNUMBER: "55551111"

RMCONFI G

rm
si p-header-for-dnis: "Request-Uri"
ignore-gw1Irg-configuration: "true"
ignore-ruri-tenant-dbid: "true"

| og:
verbose: "trace"

subscri ption
sip.transport.dnsharouting: "true"
si p. headerut f8verification: "fal se"
sip.transport.setuptiner.tcp: "5000"
si p. threadpool si ze: "1"

registrar:
si p.transport.dnsharouting: "true"
si p. headerut f8verification: "false"
sip.transport.setuptinmer.tcp: "5000"
si p. threadpool si ze: "1"

proxy:
si p.transport.dnsharouting: "true"
si p. headerut f8verification: "fal se"
sip.transport.setuptiner.tcp: "5000"
si p. t hreadpool si ze: "16"
si p. maxt cpconnections: "1000"

noni t or
si p.transport.dnsharouting: "true"
si p. maxt cpconnections: "1000"
si p. headerutf8verification: "false"
sip.transport.setuptiner.tcp: "5000"
si p. t hreadpool si ze: "1"

ens:
rc.cdr.local _queue_path: "/rm ens/datal/cdr Queue_r m db"
rc.ors. |l ocal _queue_path: "/rm ens/datal/orsQueue_rm db"

# Default secrets storage to k8s secrets with csi able to be optiona
secret:

# keyVaul t Secret will be a flag to between secret types(k8 s or CSI). If keyVaultSecret was set to false k8's
secret will be used

keyVaul t Secret: false

#1f keyVault Secret set to false the bel ow paraneters will not be used

configserverProvi derd assName: gvp-confi gserver-secret

cf gSecret Fi | eNaneFor Cf gUser nane: configserver-usernanme

cf gSecret Fi | eNameFor Cf gPasswor d: confi gser ver - password

#1f keyVault Secret set to true the bel ow paraneters will not be used

cf gServer Secret Nane: confi gserver-secr et

cf gSecr et KeyNameFor Cf gUser nane: user name

cf gSecr et KeyNaneFor Cf gPasswor d: password

## I ngress configuration
i ngress:
enabl ed: fal se
annot ations: {}
# kubernetes.io/ingress.class: nginx
# kubernetes.io/tls-acne: "true"
paths: []
host s:
- chart-exanple.loca
tls: []

# - secretNane: chart-exanple-tls
# host s:
# - chart-exanple.loca

net wor kPol i ci es
enabl ed: fal se
si p:
servi ceNane: si pnode

## primaryAppresource requests and linits

## ref: http://kubernetes.io/docs/user-guide/ conput e-resources/
#it
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resour ceFor RM
# We usually reconmmend not to specify default resources and to | eave this as a conscious
# choice for the user. This also increases chances charts run on environnents with little
# resources, such as Mnikube. If you do want to specify resources, uncomment the follow ng
# lines, adjust themas necessary, and renove the curly braces after 'resources:'.

requests:

menory: "1G"

cpu: "200nt

epheneral -storage: "10G"
limts:

nenory: "2G"

cpu: "250nt

resoueceFor Snnp:

requests:
menory: "500M "
cpu: "100nt
limts:
nmenory: "1G"
cpu: "150nt

## primaryApp containers' Security Context
## ref: https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-the-security-context-for-
a- cont ai ner
##
## Containers should run as genesys user and cannot use el evated perm ssions
securityContext:

fsGoup: 500

runAsNonRoot : true

runAsUser RM 500

runAsG oupRM 500

runAsUser Cf ghandl er: 500

runAsG oupCf ghandl er: 500

## Priority Cass

## ref: https://kubernetes.io/docs/concepts/configuration/pod-priority-preenption/
#it

priorityC assName: ""

## Affinity for assignnment.

## Ref: https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#affinity-and-anti-affinity
#it

affinity: {}

## Node | abel s for assignnent.

## ref: https://kubernetes.ioldocs/ user-gui de/ node-sel ection/
##

nodeSel ect or:

## Tol erations for assignnent.

## ref: https://kubernetes.io/docs/concepts/configuration/taint-and-toleration/
#it

tolerations: []

## Service/Pod Monitoring Settings
noni tori ng:

podNbni t or Enabl ed: true

pronet heusRul esEnabl ed: true

gr af anaEnabl ed: true

nmoni tor:
noni t or Nane: gvp-nonitoring
promet heusPort: 9116
pronet heusPortl ogs: 8200
| ogFi | ePrefi xName: RM
nmodul e: [if_mb]
target: [127.0.0.1:1161]
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Verify the deployed resources

Verify the deployed resources from OpenShift console/CLI.

5. GVP MCP

Persistent Volumes creation

Create the following PVs which are required for the service deployment.

Note Regarding Persistent Volumes

If your OpenShift deployment is capable of self-provisioning of Persistent Volumes, then this step can be skipped. Volumes will be created by

provisioner.

gvp-mep-logs-01

gvp-mcp-logs-01-pv.yaml

api Version: vl
ki nd: Persi stent Vol ume
net adat a:
nane: gvp-ncp-1|ogs-01
spec:
capacity:
storage: 10G
accessModes:
- ReadWiteOnce
per si st ent Vol unmeRecl ai nPol i cy: Recycle
st oraged assName: gvp
nfs:
path: /export/vol 1/ PAT/ gvp/ ncp- | ogs-01
server: 192.168. 30.51

Execute the following command:

oc create -f gvp-ntp-Ilogs-01-pv.yan

avp-mep-logs-02

gvp-mcp-logs-02-pv.yaml

api Version: vl
ki nd: Persi stent Vol une
met adat a:
name: gvp-ncp-1ogs-02
spec:
capacity:
storage: 10G
accessMdes:
- ReadWiteOnce
persi st ent Vol umeRecl ai nPol i cy: Recycl e
st oraged assName: gvp
nfs:
path: /export/vol 1/ PAT/ gvp/ ncp- | ogs- 02
server: 192.168. 30.51

Execute the following command:
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oc create -f gvp-ncp-1ogs-02-pv. yan

gvp-mcp-rup-volume-01

gvp-mcp-rup-volume-01-pv.yaml

api Version: vl
ki nd: Persi st ent Vol ume
net adat a:
nane: gvp-ncp-rup-vol ume-01
spec:
capacity:
storage: 40G
accessModes:
- ReadWiteOnce
per si st ent Vol uneRecl ai nPol i cy: Recycl e
st orageC assNane: di sk-prem um
nfs:
path: /export/vol 1/ PAT/ gvp/ ntp-1 ogs-01
server: 192.168. 30.51

Execute the following command:

oc create -f gvp-ntp-rup-vol une-01- pv. yani

gvp-mcp-rup-volume-02

gvp-mcp-rup-volume-02-pv.yaml

api Version: vl
ki nd: Persi stent Vol ume
net adat a:
name: gvp-ncp-rup-vol une-02
spec:
capacity:
storage: 40G
accessModes:
- ReadWiteOnce
persi st ent Vol unmeRecl ai nPol'i cy: Recycl e
st orageC assNane: di sk- prem um
nfs:
path: /export/vol 1/ PAT/ gvp/ ncp- | ogs- 02
server: 192.168.30.51

Execute the following command:

oc create -f gvp-ntp-rup-vol une-02-pv. yan

gvp-mcp-recording-volume-01
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gvp-mcp-recordings-volume-01-pv.yaml

api Version: vl
ki nd: Persi stent Vol ume
net adat a:
name: gvp-ntp-recordi ng-vol ume-01
spec:
capacity:
storage: 40G
accessModes:
- ReadWiteOnce
per si st ent Vol unmeRecl ai nPol i cy: Recycl e
st oraged assName: gvp
nfs:
path: /export/vol 1/ PAT/ gvp/ ncp- | ogs- 01
server: 192.168. 30.51

Execute the following command:

oc create -f gvp-ntp-recordi ngs-vol une-01-pv. yan

gvp-mcp-recording-volume-02

gvp-mcp-recordings-volume-02-pv.yaml

api Version: vl
ki nd: Persi stent Vol ume
net adat a:
name: gvp-ncp-recordi ng-vol ume- 02
spec:
capacity:
storage: 40G
accessMdes:
- ReadWiteOnce
persi st ent Vol unmeRecl ai nPol i cy: Recycl e
st oraged assName: gvp
nfs:
path: /export/vol 1/ PAT/ gvp/ nmcp- | ogs- 02
server: 192.168. 30.51

Execute the following command:

oc create -f gvp-ntp-recordi ngs-vol ume-02- pv. yani

Install Helm chart

Download the required Helm chart release from the JFrog repository and install. Refer to Helm chart release URLs.

Install Helm Chart

helminstall gvp-sd ./<gvp-sd-helmartifact> -f gvp-sd-val ues. yan

At minimum following values will need to be updated in your values.yaml:

<critical-priority-class> - Set to a priority class that exists on cluster (or create it instead)

<docker-repo> - Set to your Docker Repo with Private Edition Artifacts

<credential-name> - Set to your pull secret name

Set logicalResourceGroup: "MCP_Configuration_Unit" to add MCPs to the Real Configuration Unit (rather than test)

gvp-mcp-values.yaml
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## Default values for gvp-ntp.
## This is a YAML-formatted file.
## Declare variables to be passed into your tenplates.

## 4 obal Paraneters

## Add | abels to all the depl oyed resources
#it

podLabel s: {}

## Add annotations to all the depl oyed resources
##t
podAnnot ati ons: {}

servi ceAccount :
# Specifies whether a service account should be created
create: false
# Annotations to add to the service account
annotations: {}
# The name of the service account to use.
# If not set and create is true, a nane is generated using the fullnanme tenplate
narme:

## Depl oyment Configuration
depl oynent Env: " UPDATE_ENV'
replicaCount: 2

term nati onG acePeriod: 3600

## Name and dashboard overri des

nameOverride: ""

full nameOverride: ""

dashboar dRepl i caStateful setFilterOverride: ""

## Base Labels. Please do not change these.
servi ceNanme: gvp-ntp

conponent: shared

partOf: gvp

## Command-|ine argunents to the MCP process
args:
- "gvp-configserver"
- "8888"
- "defaul t"
"/ etc/ncpconfig/config.ini"

## Contai ner inage repo settings.
i mge:

ncp:
regi stry: <docker-repo>
repository: gvp/ multicloud/ gvp_ntp
tag: "{{ .Chart.AppVersion }}"
pul I Policy: |fNotPresent

servi ceHandl er:
regi stry: <docker-repo>
repository: gvp/nulticloud/ gvp_ntp_servicehandl er
tag: "{{ .Chart.AppVersion }}"
pul I Policy: |fNotPresent

confi gHandl er:
regi stry: <docker-repo>
repository: gvp/ multicloud/ gvp_ntp_confighandl er
tag: "{{ .Chart.AppVersion }}"
pul I Policy: |fNotPresent

snnp:
regi stry: <docker-repo>
repository: gvp/ multicloud/ gvp_snnp
tag: v9.0.040.21
pul I Policy: |fNotPresent

rup:
registry: <docker-repo>
repository: ccel/recording-provider
tag: 9.0.000.00.b.1432.r. ef 30441
pul I Policy: |fNotPresent
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## MCP specific settings

ncp:
## Settings for liveness and readi ness probes of MCP
## 111 THESE VALUES SHOULD NOT BE CHANGED UNLESS | NSTRUCTED BY GENESYS !!!

i venessVal ues:
path: /ntp/liveness
initial Del aySeconds: 30
peri odSeconds: 60
ti neout Seconds: 20
failureThreshold: 3
heal t hCheckAPI Port: 8300

# Used instead of startupProbe. This runs all initial self-tests, and could take sone tine.
# Timeout is < 1 minute (wWith reduced test set), and interval/period is 1 mnute.
r eadi nessVal ues:
path: /ncp/readi ness
initial Del aySeconds: 30
peri odSeconds: 60
ti meout Seconds: 50
failureThreshol d: 3
heal t hCheckAPI Port: 8300
# Location of configuration file for MCP
# initialConfigFile is the default tenplate
# finalConfigFile is the final configuration after overrides are applied (see ncpConfig section for overrides)
initialConfigFile: "/etc/config/config.ini"
final ConfigFile: "/etc/ntpconfig/config.ini"

# Dev and QA deployments will use MCP_Configuration_Unit_Test LRG and shared depl oynents will use
MCP_Configuration_Unit LRG
| ogi cal ResourceGroup: "MCP_Configuration_Unit"

# Threshol d values for the various alerts in podnonitor.
alerts:
cpultilizationAlertLimt: 70
memtilizationAlertLimt: 90
wor ki ngMemAl ertLimt: 7
maxRestarts: 2
per si st ent Vol une: 20
serviceHeal th: 40
recordingError: 7
configServerFailure: 0
dtnfError: 1
dnsError: 6
total Error: 120
sel f TestError: 25
fetchErrorMn: 120
fetchErrorMax: 220
execError: 120
sdpParseError: 1
nmedi aWarni ng: 3
medi aCritical: 7
fetchTi meout: 10
fetchError: 10
ngi Error: 12
ngi 4xx: 10
recPostError: 7
recOpenError: 1
recStartError: 3
recCertError: 7
reportingDblnitError: 1
reportingFlushError: 1
grammar LoadError: 1
granmmar SynError: 1
dt nf G anmar LoadError: 1
dtnf GanmmarError: 1
vrnOpenSessError: 1
wsTokenCreateError: 1
wsTokenConfigError: 1
wsTokenFet chError: 1
wsQpenSessError: 1
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wsProtoError: 1
grpcConfigError: 1
grpcSSLRoot CertError: 1

gr pcGoogl eCredential Error: 1
grpcRecogni zeStartError: 7
grpcWiteError: 7

gr pcRecogni zeError: 7
grpcTtsError: 7

st reaner OpenSessi onError: 1
streanerProtocol Error: 1
nmem ReqError: 7
dnsResError: 6
rsConnError: 150

## RUP (Recording Upl oader) Settings

rup:
## Settings for |iveness and readi ness probes of RUP
## 111 THESE VALUES SHOULD NOT BE CHANGED UNLESS | NSTRUCTED BY GENESYS !!!

|'i venessVal ues:
path: /health/live
initial Del aySeconds: 30
peri odSeconds: 60
ti neout Seconds: 20
failureThreshold: 3
heal t hCheckAPI Port: 8080

readi nessVal ues:
path: /heal th/ready
initial Del aySeconds: 30
peri odSeconds: 30
ti neout Seconds: 20
failureThreshold: 3
heal t hCheckAPI Port: 8080

## RUP PVC defines

rupVol ume:
st oraged ass: "genesys"
accessMWdes: "ReadWiteOnce"
vol uneSi ze: 40G

## Other settings for RUP

recordi ngsFol der: "/pvol une/ recordings"

recordi ngsCache: "/pvol urme/recordi ng_cache"

rupProvi si oner Enabl ed: "fal se"

decommi si onDest Type: "WebDAV"

deconmi si onDest WebdavUrl: "http://gvp-central -rup: 8180"
deconmi si onDest WebdavUser nanme: "

deconmi si onDest WebdavPasswor d:
di skFul | Dest Type: "WebDAV"

di skFul | Dest WebdavUrl: "http://gvp-central -rup: 8180"

di skFul | Dest WebdavUser name: ""

di skFul | Dest WebdavPassword: ""

cpUrl: "http://cce-conversation-provider.cce.svc.cluster.|local"
unrecover abl eLost Acti on: "upl oadt odefaul t"

unr ecover abl eDest Type: "Azure"

unr ecover abl eDest Azur eAccount Nane: "gvpwest us2dev”

unr ecover abl eDest Azur eCont ai ner Nanme: "ccer p-unrecover abl e"

| ogJsonEnabl e: true

| ogLevel : | NFO

| ogConsol eLevel : | NFO

nn

## RUP resource requests and limts
## ref: http://kubernetes.i o/ docs/user-gui de/ conput e-resources/
resources:

requests:

menory: "128M"

cpu: "100nt

epheneral -storage: "1G"
limts:

nmenmory: "2G "

cpu: "1000nt
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## PVCs defined. RUP one is under "rup" |abel.
recor di ngSt or age:

storageC ass: "genesys"

accessMdes: "ReadWiteOnce"

vol uneSi ze: 40G

# 1f PVCis not used by setting flag enablePV to false, the path in hostPath will be used for |og storage.
| ogSt or age:

enabl ePV: true

storaged ass: genesys

accessMdes: ReadWiteOnce

vol uneSi ze: 5G

host Path: /mt/ | og

## Servi ce Handl er configuration. Note, the port values CANNOT be changed here al one, and shoul d not be

changed.

servi ceHandl er:
servi ceHandl er Port: 8300
nmcpSi pPort: 5070
consul eExt er nal Host :
consul Port: 8501
regi strationlnterval: 10000
ncpHeal t hCheckl nterval : 30s
ncpHeal t hCheckTi neout: 10s

## Config Server values passed to RUP, etc. These shoul d not be changed.
configServer:

host: gvp-configserver

port: "8888"

## Secrets storage related settings - k8s secrets or csi
secrets:
# Used for pulling inmages/containers fromthe respositories.
i magePul | :
- nane: <credenti al - nane>

# Config Server secrets. If k8s is false, csi will be used, else k8s will be used.
configServer:

k8s: true

secret Nane: configserver-secret

dbUser Key: user nane

dbPasswor dKey: password

csi Secret Provi der 0 ass: keyvaul t-gvp- gvp-confi gserver-secret

# Consul secrets. If k8s is false, csi will be used, else k8s will be used.
consul :

k8s: true

secret Nane: shared-consul - consul - gvp-t oken

secret Key: consul -consul - gvp-t oken

csi Secret Provi der G ass: keyvaul t-consul - consul - gvp-t oken

## 1 ngress configuration
i ngress:
enabl ed: fal se
annotations: {}
# kubernetes.io/ingress.class: nginx
# kubernetes.io/tls-acne: "true"

host s:
- host: chart-exanple. | ocal
paths: []
tls: []
# - secretNane: chart-exanple-tls
# host s:
# - chart-exanpl e. | ocal

## App resource requests and linits

## ref: http://kubernetes.io/docs/user-gui de/ conput e-resources/

## Val ues for MCP, and the default ones for other containers. RUP ones are under "rup" |abel.
##

resour cesMp:
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requests:

menory: "200M "

cpu: "250nt

epheneral -storage: "1G"
limts:

nenory: "2G"

cpu: "300nt

resourcesDef aul t:

requests:
menory: "128M"
cpu: "100nt
limts:
nenmory: "128M "
cpu: "100nt

We usual ly recommend not to specify default resources and to |eave this as a conscious
choice for the user. This also increases chances charts run on environnents with little
resources, such as Mnikube. If you do want to specify resources, uncomment the follow ng
lines, adjust them as necessary, and renove the curly braces after 'resources:'.
limts:

cpu: 100m

menory: 128M
requests:

cpu: 100m

menory: 128M

H o R H H H R R HH

## App containers' Security Context
## ref: https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-the-security-context-for-
a- cont ai ner
##
## Contai ners should run as genesys user and cannot use el evated perm ssions
## Pod | evel security context
podSecuri t yCont ext :
fsG oup: 500
runAsUser: 500
runAsG oup: 500
runAsNonRoot : true

## Contai ner security context
securityContext:
# fsGoup: 500
runAsUser: 500
runAsG oup: 500
runAsNonRoot : true

## Priority Cass

## ref: https://kubernetes.io/docs/concepts/configuration/pod-priority-preenption/
## NOTE: this is an optional paraneter

##

priorityd assNanme: <critical-priority-class>

# affinity: {}

## Node | abels for assignnent.
## ref: https://kubernetes.io/docs/user-gui de/ node-sel ection/
#t
nodeSel ect or:
#genesysengage. coni nodepool : real tine

## Tol erations for assignnent.
## ref: https://kubernetes.io/docs/concepts/configuration/taint-and-toleration/
##
tolerations: []
# - key: "kubernetes.azure.confscal esetpriority"”
# operator: "Equal"
val ue: "spot"
effect: "NoSchedul e"
- key: "k8s. genesysengage. coni nodepool "
operator: "Equal"
val ue: "conpute"
effect: "NoSchedul e"

H R R H R
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# - key: "kubernetes.azure.conlscal esetpriority"”
# operator: "Equal"

# val ue: "conpute"

# effect: "NoSchedul e"

#- key: "k8s.genesysengage. conf nodepool "

# operator: Exists

# effect: NoSchedul e

## Extra | abels

## ref: https://kubernetes.io/docs/concepts/overview worki ng-with-objects/| abel s/
##t

## Use podLabel s

#l abel s: {}

## Extra Annotations

## ref: https://kubernetes.io/docs/concepts/overview worki ng-w th-objects/annotations/
##

## Use podAnnot ations

#annot ati ons: {}

## Autoscaling Settings

## Keda can be used as an alternative to HPA only to scale MCPs based on a cron schedule (UTC).
## 1f this is set to true, use Keda for scaling, or use HPA directly.

useKeda: true

## |f Keda is enabled, only the followi ng paranmeters are supported, and default HPA settings
## w1l be used w thin Keda.
keda:

preScaleStart: "0 14 * * *"

preScal eEnd: "0 2 * * *"

preScal eDesi redRepl i cas: 4

pollinglnterval: 15

cool downPeri od: 300

## HPA Settings

# GVP-42512: PDB issue

# Al aways keep the foll ow ng:

# m nReplicas >= 2

# maxUnavail able = 1

hpa:
enabl ed: fal se
m nReplicas: 2
maxUnavail able: 1
maxReplicas: 4
podManagenent Pol i cy: Parall el
target CPUAverageUtilization: 20
scal eupPeriod: 15
scal eupPods: 4
scal eupPercent: 50
scal eupSt abi | i zati onW ndow. 0
scal eupPol i cy: Max
scal edownPeri od: 300
scal edownPods: 2
scal edownPercent: 10
scal edownSt abi | i zati onW ndow. 3600
scal edownPolicy: Mn

## Service/Pod Monitoring Settings

pronet heus:

ncp:
name: gvp-ncp-snmp
port: 9116

rup:
name: gvp-ncp-rup
port: 8080

podMbni tor:

enabl ed: true

gr af ana:
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enabl ed: fal se

#l 0g:

# nane: gvp-ntp-1og
# port: 8200

## Pod Di sruption Budget Settings
podDi srupti onBudget :
enabl ed: true

## Enabl e network policies or not
net wor kPol i ci es:

enabl ed: fal se

## DNS configuration options

dnsConfi g:
options:
- nane: ndots
val ue: "3"

## Configuration overrides
ncpConfi g:
# MCP config overrides
ncp. npc. nundi spat cht hreads: 4
ncp. | og. verbose: "interaction"
ncp. npc. codec:
nmcp. npc. transcoders: " PCM MP3"
ncp. npc. pl aycache. enable: 1
nmcp. fmhttp_proxy: ""
nmcp. fm https_proxy: "

#MRCP v2 ASR config overrides

nrcpv2_asr.provision.vrmclient.
nrcpv2_asr.provision.vrmclient.
nrcpv2_asr.provision.vrmclient.
nrcpv2_asr.provision.vrmclient.
nrcpv2_asr.provision.vrmclient.
nrcpv2_asr. provision.vrmclient.
nrcpv2_asr.provision.vrmclient.
nrcpv2_asr.provision.vrmclient.
nrcpv2_asr. provision.vrmclient

nrcpv2_asr. provision.vrmclient.
nrcpv2_asr. provision.vrmclient.
nrcpv2_asr.provision.vrmclient.
nrcpv2_asr. provision.vrmclient.
nrcpv2_asr. provision.vrmclient.
nrcpv2_asr.provision.vrmclient.
nrcpv2_asr.provision.vrmclient.
nrcpv2_asr.provision.vrmclient.

#WMRCP v2 TTS config overrides

nrcpv2_tts.provision.vrmclient.
nrcpv2_tts.provision.virmclient.
nrcpv2_tts.provision.vrmclient.
nrcpv2_tts.provision.virmclient.
nrcpv2_tts.provision.virmclient.
nrcpv2_tts.provision.vrmclient.
nrcpv2_tts.provision.virmclient.
nrcpv2_tts.provision.virmclient.
nrcpv2_tts.provision.vrmclient.
nrcpv2_tts.provision.virmclient.
nrcpv2_tts.provision.vrmclient.
nrcpv2_tts.provision.virmclient.
nrcpv2_tts.provision.virmclient.

Verify the deployed resources

.resource.uri:

"pcmu pcna tel ephone-event”

connect persetup: true

di sabl ehotword: false

hot keybasepat h: "/usr/ | ocal / genesys/ ncp/ gr ammar/ nuance/ hot key"
nodupl i cat edgranuri: true

sendswnspar ans: fal se

transportprotocol : "MCPv2"

sendl-oggi ngtag: true

resource. name: " NuanceASRv2"

"si p: nresour ces@peech-server-clusterip: 5060"
tlscertificatekey: "/usr/local/genesys/ntp/config/x509 _certificate. pent
tlsprivatekey: "/usr/local/genesys/ncp/config/x509_certificate.pent

tl spassword: ""

tl sprotocol type: "TLSv1l"

confidencescale: 1
sendsessionxm : true
supportfornuancell:
uni quegrami d: true

true

connect persetup: true

speechmar ker encodi ng: " UTF- 8"

transportprotocol: "MCPv2"

sendl oggi ngtag: true

resource. nanme: "NuanceTTSv2"

resource. uri: "sip:nresources@peech-server-clusterip:5060"
tlscertificatekey: "/usr/local/genesys/ntp/config/x509 certificate.pent
tlsprivatekey: "/usr/local/genesys/ ncp/config/x509_certificate. pent

tl spassword: ""

tl sprotocol type: "TLSv1"
nospeechl anguageheader :
sendsessi onxm : true
support f or nuancell:

true

true

Verify the deployed resources from OpenShift console/CLI.
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Provision GVP

@ Disclaimer

Genesys Voice Platform (GVP) in Genesys Engage cloud private edition is being released to pre-approved customers as part of the Early
Adopter Program. This means that both the product and the documentation are still under development. As a result, documentation sections
might require revision as the product develops. We advise that you use this documentation with care. Before you make changes that could
affect the success of your deployment, verify them with your Genesys representatives.

GVP Service Discovery (SD) container is used for provisioning tenant object in GVP Configuration Server (CS) and creating application objects for GVP
Configuration Server and Media Control Platform (MCP) app objects under Resource Manager (RM) logical resource group.

GVP Service Discovery (SD) container (running in K8s) does the following:

1. Runs a timer that gets invoked every 1 mi n by default (this is configurable).

2. Checks Consul for the registered MCPs and then checks GVP Configuration Server (CS) for the MCPs present there and does the necessary
addition/removal of MCPs from CS to sync with Consul data.

3. Checks the t enant - i nvent or y configmap in the gvp namespace of the K8s cluster, and if configmap is updated from the last run, then based
on the new data creates/updates tenant information.

Note: SD processes one tenant at a time.
The following objects are created in CS as part of GVP tenant creation and, unless specified, SD uses default values for those objects:

® The Tenant object itself with properties set in the Annex section
® The following IVR Profiles:
® |VRAppDefault
conference
cpd
record
media

For tenant creation, the following parameters SHOULD be specified:
® As part of tenant provisioning, the tenant is registered to GWS and you get a GWS-CCID. This parameter is mandatory for GVP tenant creation.
® The id for the tenant is a mandatory parameter. This can be an arbitrary string, but the preferable value is the last 4-digits of the GWS-CCID.
® The tenant name parameter is preferred to be populated.
®* The default-application parameter should be set to IVRAppDefault always.

Note: GVP Configuration Server comes pre-loaded with the Environment tenant. It can also be used as your tenant if the plan is to use a single tenant
only. In that case, it can't be recreated, but can be updated.

You deploy the Service Discovery container and provision a new tenant as part of the overall GVP deployment. as described on
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Deploy Designer
@ Disclaimer

Designer and Designer Application Server (DAS) in Genesys Engage cloud private edition is being released to pre-approved customers as part
of the Early Adopter Program. This means that both the product and the documentation are still under development. As a result, documentation
sections might require revision as the product develops. We advise that you use this documentation with care. Before you make changes that
could affect the success of your deployment, verify them with your Genesys representatives.

1 About this chapter

This document guides you through the process of deploying and configuring Designer and Designer Application Server (DAS) as a service in a Kubernetes
(K8s) cluster.

Information on the following topics is provided:

Overview of Designer and DAS
Configuration

Deployment process

Enabling optional features
Cleanup

Known limitations

1.1 Intended audience

This document is intended primarily for system engineers and other members of an.implementation team who will be configuring and installing the
Designer and DAS components and for system administrators who will maintain Designer and DAS. To successfully deploy and implement applications in
Designer and DAS, you must have a basic understanding of and familiarity with:

® Network design and operation.

® Your own network configurations.

® Kubernetes

® Genesys Framework architecture and functions

1.2 Before you begin

® |nstall Kubernetes according to the installation instructions on the Kubernetes documentation site. You can also refer to the Genesys Docker
Deployment Guide for information about Kubernetes and High Availability.
® |Install Helm according to the instructions outlined on the Helm documentation site.

Once you have completed these mandatory procedures, return to this manual to learn how to complete deployment of Designer and DAS.

2 Overview

This section provides an overview of the Designer and DAS components.

2.2 Designer

The Designer service provides a web Ul to build and manage VXML and SCXML based self-service and assisted service applications for a number of
media types. It stores data on the local file system which is synchronized across instances by using services like NFS. Genesys customers can build
applications using a drag and drop interface, and assign contact points( Route Points and other media endpoints) to the applications from the Designer
user interface. Insights into runtime behavior of applications and troubleshooting aid is provided by Designer Analytics which includes a rich set of
dashboards based on session detail records (SDR) data stored in Elasticsearch.

Designer provides these features:

Applications for working with phone, chat, email, sms, Facebook, Twitter and Open Media types
Bots, ASR, TTS capabilities for self service

Assisted service or routing

Callback

Business Controls

Audio, message management

Grammars management

Contact points management - Route points, Chat End points, Email pop-client/mailboxes
Analytics Dashboards via embedded Kibana
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Designer is an Express/Node.js application. The Ul is developed using angular/bootstrap. Application data (SCXML and VXML) is stored as a filesystem.
Designer Analytics and Audit data are stored in Elasticsearch.

2.2 Designer Application Server (DAS)
Designer Application Server (DAS) hosts and serves the Designer generated application files (VXML/SCXML), audio, and grammars. It also provides,

® Runtime evaluation of Business Controls (Busines hours, special days, emergency flags and data tables).
® Callback interface to GES.

DAS uses built-in NGINX to front requests. It contains 3 modules NGINX, PHP, and Node.js.
® Requests for static workspace content(scxml, vxml, js, audio, grammar, etc) are handled by the NGINX module.
® Requests for PHP are processed by the FastCGI PHP module.
* SDR(Analytics) processing requests are handled by the DAS Node.js module.

Designer generated files can be served only by DAS, i.e. Designer will work only with DAS.

2.3 Deployment architecture

The below architecture diagram illustrates a sample deployment of Designer and DAS:
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2.4 High Availability(HA)/DR and Scalability

Designer and DAS should be deployed as High Availability deployment to avoid a single point of failure. There should be a minimum of 2 replicas of each
service to be deployed to achieve HA.

The Designer and DAS service pods can be auto-scaled up/down based on metrics such as CPU and memory utilization

The Configuration section explains how to configure HA and auto-scaling.

This document provides general HA recommendation for Kubernetes - https://docs.genesys.com/Documentation/System/8.5.x/DDG/HAandDRNotes.

3 Prerequisites

The table below outlines all the prerequisites for Designer and DAS deployment using Kubernetes:
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Component

Kubernetes
Helm
Docker

Ingress
Controller

Persistent
volumes(PVs)

Shared file
system

Genesys
Web Services
(GWS)

Other
Genesys
components

Elasticsearch

Redis

Description Mandatory
or
Optional
1.12+ Mandatory
3.0 Mandatory
Docker to store Designer and DAS Docker images to the local Docker registry. Mandatory
Mandatory

® The Designer and DAS are accessed from outside of K8s cluster, it is recommended to deploy/configure an
ingress controller(fo example, NGINX). Also the blue-green deployment strategy works based on the ingress
rules.

® Designer Ul requires Session Stickiness, Configure session stickiness in annotations of values.yaml during
Designer installation.

Mandatory
® Persistent volumes should be created for workspace storage (5 GB minimum) and logs (minimum 5GB).
® The Persistent volumes should be created with ReadWriteMany accessModes.
® Designer manifest package includes a sample YAML file to create Persistent Volumes required for Designer and
DAS.
® Persistent volumes should be shared across multiple K8s nodes, it is recommended to use NFS to create
Persistent Volumes.
NFS Mandatory
® For production, the NFS server should be deployed as High availability(HA) deployment in order to avoid a single
point of failure. It is also recommended for NFS storage to be deployed in Disaster Recovery(DR) topology to
achieve continues availability incase one region fails.
® By Default, Designer and DAS containers run as a Genesys user (uid:gid 500:500). For this reason, the shared
volume should have permissions that will allow write access to uid:gid 500:500, the best way is to change the
NFS server host path to the Genesys user: chown - R genesys: genesys.
® Designer manifest package includes a sample YAML file to create NFS server, it can be used only for demo/lab
setup purpose.
Azure Files Storage
If you opt for Cloud storage, then Azure Files Storage is an option to consider and has the following requirements:
A Zone-Redundant Storage for RWX volumes replicated data in zone redundant (check this), shared across multiple
pods.
Provisioned capacity : 1 TiB
Baseline 10/s : 1424
Burst IO/s : 4000
Egress Rate : 121.4 MiBytes/s
Ingress Rate : 81.0 MiBytes/s
v.9.X Mandatory
® Configure to work with a compatible version of Configuration Server.
Mandatory
® Authentication Service
® Voice Microservices
v7.8.0 Optional
It is used for Designer Analytics and audit trails.
v3.2.X Optional for
lab only.

Used by Designer for resource index caching and multi-user collaboration locks on Designer resources.

4 Configuration

This section explains various settings configured in Designer/DAS.
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4.1 Deployment settings (Helm values)

The below deployment settings will be used during the deployment. ie. it will be used during the initial deployment/upgrade. These settings can be
configured in helm values.yaml

4.1.1 Designer deployment settings

The below table provides a reference to the Designer deployment settings. This will be configured in designer-values.yaml

Parameter

desi gner.
depl oynent .
repl i caCount

desi gner.
depl oynent .
maxr epl i caCount

desi gner.
depl oynent .
strategy

desi gner.
depl oynent . col or

desi gner.
depl oynent . type

desi gner. i mage.
registry

desi gner. i mage.
repository

desi gner. i mage.
tag

desi gner . i mage.
pul | Pol i cy

desi gner . i mage.
i mgePul | Secrets

desi gner. vol unes.
wor kspacePvc.
create

desi gner. vol unes.
wor kspacePvc.
nount Pat h

desi gner. vol unes.
wor kspacePvc.
claim

desi gner . vol unes.
wor kspacePvc.
cl ai nSi ze

desi gner. vol unes.
wor kspacePvc.
st orageC ass

desi gner. vol unes.
| ogsPvc. create

desi gner. vol unes.
| ogsPvc. nount Pat h

desi gner. vol unes.
| ogsPvc. cl ai m

Description Mandatory
Number of service instances to be created. Optional
The maximum number of replicas created. It is recommended to configure if auto-scaling Optional
is used.

The strategy to select which type of resources to deploy, Valid values are: Mandatory

® rollingupdate - default kubernetes update strategy where resources will be updated
using the rolling upgrade strategy.

® blue-green - for deploying and upgrading designer service using blue/green strategy.

® blue-green-volume - for blue/green upgrade, this is to create persistent volume claim
(pvc) for the very first time.

® blue-green-ingress - for the blue/green upgrade, this is to create ingress for the first
time and update ingress during service cutover.

This is to deploy/upgrade the Designer service in blue-green upgrade strategy. Valid
values : blue/green.
green- ingress

This is to specify the type of deployment. Valid values: Deployment. Optional
The registry that the organization uses for storing images. Mandatory
Docker repository that contains the images for Designer. Mandatory
Designer Image version. Mandatory
Designer Image pull policy(imagePullPolicy), Valid values : Always / IfNotPresent / Never. Mandatory

® Always - Always pull the image.

* |fNotPresent - Only pull the image if it does not already exist on the node

® Never - Never pull the image
Secret name containing credentials for authenticating to the Docker repository. Mandatory
If the volume is to be created, this value has to be true or else false. Mandatory
The path where the workspace volume to be mounted inside designer container. Mandatory
Persistent volume claim name for the workspace. Mandatory
Size of the Persistent volume claim for the workspace. Mandatory
The persistent volume should be created equivalent or greater size.
storageClassName provided in the Persistent volume that is created for the Designer Mandatory
workspace (e.g. nfs).
If the volume is to be created, this value has to be true or else false. Mandatory
The path where the Designer logs volume to be mounted inside designer container. Mandatory
Persistent volume claim name for logs. Mandatory

Genesys confidential and proprietary information

Mandatory for blue-
green and blue-

Default

10

rollingupdate

Deployment

9.0.110.07.7

IfNotPresent

true

/designer/workspace

designer-managed-disk

true

/designer/logs

designer-logs
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desi gner. vol unes.
| ogsPvc. cl ai nSi ze

desi gner. vol unes.
| ogsPvc.
st orageCl ass

desi gner.
podVol unes

desi gner.
vol uneMount s

desi gner.
i venessProbe.
path

desi gner.
I'i venessProbe.
cont ai ner Por t

desi gner.
i venessProbe.
startupDel ay

desi gner.
I'i venessProbe.
checkl nt erval

desi gner.
|'i venessProbe.
fail ureCount

desi gner.
r eadi nessProbe.
path

Size of the Persistent volume claim for the Designer logs.
The persistent volume should be created equivalent or greater size.

storageClassName provided in the Persistent volume that is created for the Designer
logs (e.g. nfs).

Log and workspace persistent volume claim names and name of the volumes attached to
the pod.

Name and mount path of the volumes to be attached to the Designer pods.

Designer liveness probe API path.

Container running port.

Liveness Probe will be started after a given delay.

The interval between each liveness probe requests.

No of liveness probe failures to mark the container as unstable or restart.

Designer readiness probe API path for readiness probe.
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Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

desi gner:
podVol unes:
- nare:
desi gner - pv-
vol umre

per si st ent Vol une

Claim

cl ai mNarre:
desi gner -
managed- di sk

- nane:
desi gner -1 og-
vol urme

persi st ent Vol une

Claim

cl ai mNamre:
desi gner -1 ogs

designer.

volumeMounts

vol uneMount s:
- nane:

desi gner - pv-
vol unme
nmount Pat h:
/ desi gner
/ wor kspace

- nane:
desi gner -1 og-
vol ume

nmount Pat h:
/ desi gner/ | ogs

/health

8888

20

/health
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desi gner.
readi nessProbe.
cont ai ner Por t

desi gner.
readi nessProbe.
startupDel ay

desi gner.
readi nessProbe.
checkl nterval

desi gner.
r eadi nessProbe.
fail ureCount

desi gner.
desi gner Secrets.
enabl ed

desi gner.
desi gner Secrets.
secrets

desi gner. servi ce.
enabl ed

desi gner . servi ce.
type

desi gner. servi ce.
port

desi gner. servi ce.
target Port

desi gner. servi ce.
nodePor t

desi gner. servi ce.
term nation_grace
_period

desi gner.ingress.
enabl ed

desi gner.ingress.
annot ati ons

desi gner.ingress.
pat hs

desi gner.ingress.
host s

desi gner.ingress.
tls

desi gner.
resources.limts.
cpu

desi gner.
resources.linmits.
nenory

desi gner.
resources.
requests. cpu

desi gner.
resour ces.
requests. nenory

desi gner.
securityContext.
runAsUser

Container running port.

readinessProbe will be started after a given delay.

The interval between each health check requests.

No of readiness probe failure to mark the container as unstable or restart.

This enables to provide GWS client id/secret as an input to Designer pods.

It uses Kubernetes Secrets to store the GWS client credentials.

GWS Client id and GWS Client secret, create a new GWS client if it doesn't exist, steps
are explained in the platform settings section.

True if service needs to be created or else false.

Service type either ClusterlP/NodePort/LoadBalancer.

Designer service port to be exposed in the cluster.

Designer application port running inside the container.

Port to be exposed in case service.type=NodePort.

The period after which Kubernetes starts to delete the pods in case of deletion.

Enable/Disable ingress. Ingress should be enabled for all cases except lab/demo setup.
Annotations added for Ingress.

Designer Ul requires Session Stickiness if the replica count is more than 1, Configure
session sickness based on the ingress controller type.

Ingress configuration like session stickiness can be configured here.

Ingress path.

Hostnames to be configured in ingress for Designer service.

TLS config for ingress.

Maximum amount of CPU K8s allocates for container.

Maximum amount of Memory K8s allocates for container.

Guaranteed CPU allocation for container.

Guaranteed Memory allocation for container.

Controls which user ID the containers are run with. This can be configured to run Designer

as a non-root user.
Currently, only a Genesys user is supported by the Designer base image.
500 is the ID of the Genesys user and cannot be modified.

The file system must reside within the Genesys user in order to run Designer as a
Genesys user. Change the NFS server host path to the Genesys user:

chown -R genesys: genesys

Genesys confidential and proprietary information

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Optional

Mandatory

Mandatory

Mandatory

Mandatory for
designer.service.
type=Nodeport

Optional

Mandatory

Optional

Mandatory

Mandatory

Optional

Mandatory

Mandatory

Mandatory

Mandatory

Optional

8888

20

true

true

NodePort

8888

http

30180

30 seconds

true

(]

- ssdevl.genhtcc.com

600m

1Gi

500m

512Mi
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desi gner.
securityContext.
runAsG oup

desi gner.
nodeSel ect or

designer.affinity

desi gner.
tol erations

desi gner.
podDi srupti onBudg
et . enabl ed

desi gner.
podDi srupti onBudg
et. m nAvail abl e

desi gner.
dnsPol i cy

desi gner.
dnsConfig

desi gner.
priorityC assNanme

desi gner.
net wor kPol i ci es.
enabl ed

desi gner. hpa.
enabl ed

desi gner. hpa.
t ar get CPUPer cent

desi gner. hpa.
t ar get Menor yPer ce
nt

desi gner. | abel s

desi gner.
annot ati ons

desi gner.
promet heus.
enabl ed

desi gner.
pr onmet heus.
i nstance

desi gner.
pronet heus.
t agName

desi gner.
pronet heus.
tagVal ue

Controls which primary group ID the containers are run with. This can be configured to run
Designer as a non-root user. Currently, only a Genesys userGroup(Gid -500) is supported
by the Designer base image.

To allow Pods to be scheduled on the nodes based labels assigned to nodes.

The K8s standard node Affinity and anti-affinity configurations can be added here. Refer
K8s doc for sample values.

https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/

Tolerations work with taints to ensure that pods are not scheduled onto inappropriate
nodes. Refer K8s doc for sample values.

https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/

True if Pod disruption budget is to be created.

The number of pods that should always be available during a disruption.

Should contain the DNS policy that should be applied to the Designer pods.

DNS Config that should be applied to the Designer Pods.

The priority Class Name that the pods should belong to.

True if network policies are to be created, currently, Designer doesn't support Network
Policies, this value is reserved for future use.

Enables K8s Horizontal Pod Autoscaler. It automatically scales the number of Pods based
on average CPU utilization, average memory utilization.

More info about hpa - https://kubernetes.io/docs/tasks/run-application/horizontal-pod-
autoscale/

K8s HPA controller will scale up/down pods based on the target CPU utilization
percentage specified. It scales up/down pods between the range - depl oynent .
replicaCount to depl oyment. maxReplicas.

K8s HPA controller will scale up/down pods based on the target memory utilization
percentage specified. It scales up/down pods between the range - depl oynent .
replicaCount to depl oynment. maxRepli cas.

Labels that will be added to the Designer pods.

Annotations added to the Designer pods.

True if Prometheus metrics are to be enabled or else false.
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Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Default value:

nodeSel ector: {}

Sample value:

nodeSel ector:
<l abel _key>:
<l abel _val ue>

false

false

false

70

70

false

"{{instance}}"

service

designer
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desi gner.
pronet heus.

servi ceMoni tor.

enabl ed

desi gner.
pronet heus.

servi ceMoni tor.

path

desi gner.
pronet heus.

servi ceMonitor.

interval

desi gner.
pronet heus.

servi ceMonitor.

| abel s

desi gner.
pr onet heus.
al erts. enabl ed

desi gner.
pronet heus.
alerts.labels

desi gner.
pronet heus.
alerts.

<al ert _nanes>

True if service monitor resource is needed to monitor the pods through the Kubernetes
service.

The path in which the metrics are exposed.

The scrape interval specified for the prometheus server i.e., the time interval in which the
prometheus server will fetch metrics from the service.

Labels to be specified for the service monitor resource.

True if prometheus alerts need to be created.

Labels to be specified for the alerts resource.

Scenarios for which alerts need to be created.
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Optional

Optional

Optional

Optional

Optional

Optional

Optional

false

/metrics

10

false

designer.

prometheus.alerts

cont ai ner Rest art
Alert:

interval: 3m
threshold: 5

AlertPriority:
CRI Tl CAL

MenoryUWilizatio
n:

interval: 1m
threshol d: 70

AlertPriority:
CRI TI CAL

endpoi nt Avai | abl
e:

interval: 1m

AlertPriority:
CRI TI CAL

CPUUt i i zati on:
interval: 1m
threshol d: 70

AlertPriority:
CRI TI CAL

cont ai ner ReadyAl
ert:

interval: 1m

readycount: 1
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AlertPriority:
CRI TI CAL

Wor kspaceltili za
tion:

interval: 3m
threshol d: 80
wor kspaceC ai m
desi gner -

managed- di sk

AlertPriority:
CRI Tl CAL

Absent Al ert:
interval: 1m
AlertPriority:
CRI TI CAL
Heal t h:

interval: 3m

AlertPriority:
CRI Tl CAL

Wor kspaceHeal t h:
interval: 3m
AlertPriority:
CRI Tl CAL

ESHeal t h:
interval: 3m
AlertPriority:
CRI Tl CAL

GW\BHeal t h:

interval: 3m

AlertPriority:

CRI TI CAL
annot ati ons Enables Kubernetes annotations and adds it to all created resources. Optional {
https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/
| abel s Any custom labels can be configured. It is a key and value, for e.g. key:"value". These Optional {3
Labels are added to all resources.
podLabel s Labels that would be added to all application pods. Optional
podAnnot at i ons Annotations that would be added to all application pods. Optional
4.1.2 Designer config map settings
Parameter Description Mandatory Default
desi gner . desi gner Confi g. This enables to provide environment variables as an input to Designer pods. Mandatory true

create
It uses ConfigMap to store the environment variables
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desi gner . desi gner Confi g. envs. 8888

DES_PORT

Designer port for container ("port" in flowsettings.json). Mandatory

desi gner . desi gner Confi g. envs.
DES_APPSERVER_HOST

DAS hostname ("applicationHost" in flowsettings.json). Mandatory das

desi gner . desi gner Confi g. envs.
DES_APPSERVER_PORT

DAS port ("applicationPort" in flowsettings.json). Mandatory 80

desi gner . desi gner Confi g. envs. | This is normally not changed. It is the relative path to the workspace on DAS. Mandatory /workspac
DES_DEPLOY_URL es
The default value "/workspaces" should be used always("deployURL" in flowsettings.json).

desi gner . desi gner Confi g. envs. Set to "true" so Designer works with GWS. If set to "false" Designer defaults to a local mode and Mandatory false
DES_USE_HTCC may be used temporarily if GWS is unavailable ("usehtcc" in flowsettings.json).
desi gner . desi gner Confi g. envs. GWS server host ("htccserver” in flowsettings.json) for e.g. gws.genhtcc.com. Mandatory

DES_HTCC_SERVER

desi gner . desi gner Confi g. envs.
DES_HTCC_PORT

GWS server port ("htccport” in flowsettings.json)or e.g. 80. Mandatory 80

desi gner . desi gner Confi g. envs. | To enable or disable Designer analytics (“enableAnalytics" in flowsettings.json). Optional false
DES_ENABLE_ANALYTI CS
desi gner . desi gner Confi g. envs. Elasticsearch URL (for ex. http://es-service:9200), "esUrl" in flowsettings.json. Optional
DES_ES URL
desi gner . desi gner Confi g. envs. Elasticsearch Server HostName (for ex. es-service), "esServer" in flowsettings.json. Optional
DES_ES_SERVER
desi gner . desi gner Confi g. envs. Elasticsearch port (for ex. 9200), "esPort" in flowsettings.json. Optional 80
DES_ES_PORT
desi gner . desi gner Confi g. envs. Enable file logging. If not enabled, Designer will create verbose logs. Mandatory false
DES_FI LE_LOGG NG_ENABLED
4.1.3 Designer Application Server (DAS) deployment settings
These settings are configured in das-values.yaml.
Parameter Description Mandatory Default
das. depl oyment. | No. of pods to be created. Mandatory 2
repl i caCount
das. depl oynent.  The maximum number of replicas created. It is recommended to configure if auto-scaling is Optional 10
maxrepl i caCount | used.
das. depl oyment . | The strategy to select which type of resources to deploy, Valid values are: Mandatory rollingupdate
strategy
® rollingupdate - default kubernetes update strategy where resources will be updated
using rolling upgrade strategy.
® blue-green - for deploying and upgrading DAS service using blue/green strategy.
® blue-green-ingress - for the blue/green upgrade, this is to create ingress for the first
time.
® blue-green-service - for the blue/green upgrade, this is to create service for the first
time and update service during service cutover.
® canary - to deploy canary pods along with blue-green pods.
das. depl oynment. | This is to deploy/upgrade DAS service in blue-green upgrade strategy. Valid values : blue Mandatory for blue-
col or /green. green and blue-green-
service strategies
das. depl oynment. | Type of Kubernetes controller. Valid values: Deployment/StatefulSet. Optional Deployment
type
® StatefulSet - If the Designer workspace is stored in a remote cloud storage. For
instance, Azure Files.
das. i mage. The registry that the organisation uses for storing images. Mandatory
registry
das. i mage. Docker repository for DAS. Mandatory
repository
das.image.tag DAS Image version. Mandatory 9.0.106.03.7
das. i mage. DAS Image pull policy(imagePullPolicy), Valid values: Always / IfNotPresent / Never. Optional IfNotPresent
pul | Pol i cy
® Always - Always pull the image.
* |fNotPresent - Only pull the image if it does not already exist on the node.
® Never - Never pull the image.
das. i mage. Secret name containing credentials for authenticating to the Docker repository. Mandatory
i magePul | Secrets
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das. podVol unes

das. vol unes.
podPvc. create

das. vol unes.
podPvc.
mount Pat h

das. vol unes.
podPvc. cl ai m

das. vol unes.
podPvc.
cl ai nSi ze

das. vol unes.
podPvc.
st orageC ass

das. vol unes.
podPvc.
accessMdes

das.
vol uneMount s

das. dasSecrets.

enabl ed

das. dasSecrets.

secrets

das.
I'i venessProbe.
path

das.
|'i venessProbe.
cont ai ner Port

das.
i venessProbe.
startupDel ay

das.
|'i venessProbe.
checkl nterval

Provides the name of the volume and name of the persistent volume claim to be attached to
the pods.

If the volume is to be created, this value has to be true or else false.

The path where the volume to be mounted inside DAS container.

Persistent volume claim name for the volume.

Size of the Persistent volume claim.
The persistent volume should be equivalent to or greater than the value specified here.

storageClassName provided in the Persistent volume that is created for DAS (e.g. nfs).

The read/write priveleges and mount priveleges of the volume claim with respect to nodes.
Valid types:

® ReadWriteOnce -- the volume can be mounted as read-write by a single node.
® ReadOnlyMany -- the volume can be mounted read-only by many nodes.
® ReadWriteMany -- the volume can be mounted as read-write by many nodes.

https://kubernetes.io/docs/concepts/storage/persistent-volumes/#access-modes

The name of the volume and the mount path to be used by the pods.

True if Kubernetes secrets need to be created to store any keys/credentials/token or else
false.

Key value pairs having the secret such as username and password etc.

DAS Liveness Probe API path.

Container running port.

Liveness Probe will be started after a given delay.

The interval between each Liveness Probe requests.
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Mandatory

Optional

Optional

Optional

Optional

Optional

Optional

Mandatory

Optional

Optional

Mandatory

Mandatory

Mandatory

Mandatory

das:
podVol unes
- nane
wor kspace
persi stent
Vol umed ai m
cl ai mNane
desi gner -
managed- di sk
- nane
| ogs
persi stent
Vol umed ai m
cl ai mNane
desi gner -1 ogs

false

ReadWriteOnce

vol umeMount s:
- nount Pat h:
/ das/ www

/ wor kspaces
name

wor kspace

- nount Pat h:
/ das/ 1 og
name: | ogs

false

/health

8081

10
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das.
I'i venessProbe.
fail ureCount

das.
readi nessProbe.
path

das.
readi nessProbe.
cont ai ner Por t

das.
r eadi nessProbe.
startupDel ay

das.
r eadi nessProbe.
checkl nt erval

das.
readi nessProbe.
fail ureCount

das. service.
enabl ed

das. servi ce.
type

das. service.
port

das. service.
target Port

das. service.
nodePor t

das. servi ce.
term nation_gra
ce_period

das. i ngress.
enabl ed

das.ingress.
annot ati ons

das. i ngress.
pat hs

das. i ngress.
host s

das.ingress.tls

das. resources.
limts.cpu

das. resources.
limts. nenory

das. resources.
requests. cpu

das. resources.
requests. menory

das.
securityCont ext
. runAsUser

das.
securi tyCont ext
. runAsG oup

No of Liveness Probe failure to mark the container as instable or restart.

DAS Readiness probe API path.

Container running port.

Readiness probe will be started after a given delay.

The interval between each readiness probe requests.

No of readiness probe failure to mark the container as instable or restart.

Set to true if service is to be created and false if not.

Service port either ClusterlP/NodePort/LoadBalancer.

DAS service to be exposed in the cluster.

DAS application port running inside the container.

Port to be exposed in case service.type=NodePort.

The period after which Kubernetes starts to delete the pods in case of deletion.

Enable/Disable ingress. Ingress should be enabled for all cases except lab/demo setup.

Annotations added for Ingress resources.

Ingress path.

Hostnames to be configured in ingress for DAS service.

TLS config for ingress.

Maximum amount of CPU K8s allocates for container.

Maximum amount of Memory K8s allocates for container.

Guaranteed CPU allocation for container.

Guaranteed Memory allocation for container.

Controls which user ID the containers are run with. This can be configured to run DAS as a
non-root user.

Currently, only a Genesys user is supported by the DAS base image.

500 is the ID of the Genesys user and cannot be modified.

For other security context, visit:
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/

Controls which primary group ID the containers are run with. This can be configured to run

DAS as a non-root user. Currently, only a Genesys userGroup(Gid -500) is supported by
the DAS base image.
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Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Mandatory

Optional

Mandatory

Mandatory

Mandatory

Mandatory if das.

service.type is NodePort

Optional

Mandatory

Optional

Mandatory

Mandatory

Optional

Mandatory

Mandatory

Mandatory

Mandatory

Optional

Optional

/health

8081

10

true

NodePort

80

http

30280

30 seconds

true

(7]

600m

1Gi

400m

512Mi
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das.
nodeSel ect or

das. affinity

das.tol erations

das.
podDi srupti onBu
dget . enabl ed

das.

podDi sruptionBu
dget.

m nAvai | abl e

das. dnsPol i cy
das. dnsConfi g

das.
priorityd assNa
ne

das.
net wor kPol i ci es
. enabl ed

das. hpa. enabl ed

das. hpa.
t ar get CPUPer cent

das. hpa.
t ar get Menor yPer
cent

das. | abel s
das. annot ati ons

das. pronet heus.
enabl ed

das. pronet heus.
i nst ance

das. pronet heus.
t agName

das. pronet heus.
tagVal ue

das. pronet heus.
servi ceMonitor.
enabl ed

das. pr onet heus.
servi ceMoni tor.
path

das. pronet heus.
servi ceMbnitor.
interval

To allow Pods to be scheduled on the nodes-based labels assigned to nodes.

The K8s standard node Affinity and anti-affinity configurations can be added here. Refer K8s
doc for sample values.

https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/

Tolerations works with taints to ensure that pods are not scheduled onto inappropriate
nodes. Refer K8s doc for sample values.

https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/

True if Pod disruption budget is to be created.

The number of pods that should always be available during a disruption.

Should contain the DNS policy that should be applied to the Designer pods.
DNS Config that should be applied to the Designer Pods.

The priority Class Name that the pods should belong to.

True if network policies are to be created, currently, DAS doesn't support Network Policies,
this value is reserved for future use.

True if HPA is to be created or else false.

K8s HPA controller will scale up/down pods based on the target CPU utilization percentage
specified. It scale up/down pods between the range - depl oynent . repl i caCount to de
pl oynent . naxRepl i cas.

K8s HPA controller will scale up/down pods based on the target memory utilization
percentage specified. It scale up/down pods between the range - depl oyment .
replicaCount to depl oynent. maxRepli cas.

Labels that will be added to DAS pods.

Annotations added to DAS pods.

True if Prometheus metrics are to be enabled or else false.

True if service monitor resource is needed to monitor the pods through the Kubernetes
service.

The path in which the metrics are exposed.

The scrape interval specified for the prometheus server i.e., the time interval in which the
prometheus server will fetch metrics from the service.
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Optional

Optional

Optional

Optional

Optional

Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional
Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Default value:

nodeSel ect or:

{}

Sample value:

nodeSel ector:

<l abel _key>:
<| abel _val ue>

{

false

false

false

75

70

{
{

false

"{{instance}}"

service

designer

false

/metrics

10
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das. pronet heus.
servi ceMoni tor.

| abel s

das. pronet heus.

al erts. enabl ed

das. pronet heus.

alerts.labels

das. pronet heus.

alerts.
<al ert _nanes>

Labels to be specified for the service monitor resource.

True if prometheus alerts need to be created.

Labels to be specified for the alerts resource.

Scenarios for which alerts need to be created.
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Optional

Optional

Optional

Optional

false

cont ai ner Rest
artAlert:
interval: 3m
threshold: 5
AlertPriority
CRI Tl CAL
MenoryWUiliza
tion:
interval: 1m
threshol d: 75
AlertPriority
CRI Tl CAL
endpoi nt Avai |
abl e:
interval: 1m
AlertPriority
CRI Tl CAL
CPUUtI i zatio
n:
interval: 1m
threshol d: 75
AlertPriority
CRI Tl CAL
cont ai ner Read
yAl ert:
interval: 5m
readycount: 1
AlertPriority
CRI Tl CAL
rsyncCont ai ne
r ReadyAl ert:
interval: 5m
readycount: 1
AlertPriority
CRI Tl CAL
Wor kspacelti |
i zation:
interval: 3m
threshol d: 70
wor kspaced ai
m desi gner -
managed- di sk
AlertPriority
CRI Tl CAL
Absent Al ert:
interval: 1m
AlertPriority
CRI Tl CAL
Local Wr kspac
eUtilization:
interval: 3m
threshol d: 70
AlertPriority
CRI Tl CAL
Heal t h:
interval: 3m
AlertPriority
CRI Tl CAL
Wor kspaceHeal
th:
interval: 3m
AlertPriority
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CRI Tl CAL
PHPHeal t h:
interval: 3m
AlertPriority

CRI Tl CAL
Pr oxyHeal t h:
interval: 3m
AlertPriority

CRI TI CAL
annot ati ons Enables Kubernetes annotations and adds to all resources created. Optional {3
https://kubernetes.io/docs/concepts/overview/working-with-objects/annotations/
| abel s Any custom labels can be configured. It is a key and value, for e.g. key:"value". These labels | Optional {
are added to all the resources created.
podLabel s Labels that would be added to all application pods. Optional {3
podAnnot at i ons Annotations that would be added to all application pods. Optional {
4.1.4 DAS config map settings
Parameter Description Mandatory Default

das. dasConfig.create This enables to provide environment variables as an input to DAS pods. Mandatory true
It uses ConfigMap to store the environment variables

das. dasConfi g. envs. DAS_FI LE_LOGGE NG_ENABLED ' Enable file logging. DAS supports only std out logging, this should be false Mandatory false
always.

das. dasConfi g. envs. DAS_LOG _LEVEL Enable log levels, valid values : FATAL, ERROR, WARN, INFO, DEBUG, Optional DEBUG
TRACE.

das. dasConfi g. envs. Enable standard output console logging. Mandatory true

DAS_STDOUT_LOGG NG_ENABLE

das. dasConfi g. envs. To enable or disable Designer analytics. This config is required for DAS to Optional false

DAS_SERVI CES_ELASTI CSEARCH_ENABLED initialize ES templates .

das. dasConfi g. envs. Elasticsearch Server HostName with http:// prefix(for ex. http://es-service). Optional

DAS_SERVI CES_ELASTI CSEARCH_HOST

das. dasConfi g. envs. Elasticsearch port (for ex. 80). Optional 9200

DAS_SERVI CES_ELASTI CSEARCH_PORT

4.1.5 Designer-Sync settings

If the Designer workspace is stored in cloud storage then DAS should use the 'StatefulSet' Deployment type. In this case, designer-sync containers will be
used to sync the designer workspace from cloud storage to high-performance disks attached to DAS pods.

Parameter Description Mandatory Default

Parameter Description Mandatory Default
designerSync.image.registry Image registry of designer-sync container Yes
designerSync.image.repository Image repository of designer-sync container Yes
designerSync.image.tag designer-sync image version Yes
designerSync.resources.requests.cpu CPU resource requests needed for designer-sync container Yes
designerSync.resources.requests.memory Memory resource requests needed for designer-sync container Yes
designerSync.resources.limits.cpu CPU resource limit set for designer-sync container Yes
designerSync.resources.limits.memory Memory resource limit set for designer-sync container Yes
designerSync.livenessProbe.healthScript Script path needs to be executed to check the health of the container Yes Iworkspace_sync/health.sh
designerSync.livenessProbe.timeoutSeconds = Timeout for the livenessprobe check Yes 5
designerSync.livenessProbe.checkInterval Interval of executing successive liveness probe check Yes 10
designerSync.livenessProbe.failureCount No of failures to be accounted before deciding container health is not good | Yes 3
designerSync.volumeMounts volumes and mounts configuration for designer-sync image Yes
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4.1.6 Designer-Sync config map settings

Parameter Description Mandatory Default
designerSync.designerSyncConfig.create Whether to create configmap for designer-sync container Yes true
designerSync.designerSyncConfig.envs. MODE designer-sync mode, there are 2 modes Yes periodic

1. initial - imports the designer workspace from cloud file system to the disks
attached to DAS pods.

2. periodic - periodically syncing the incoming changes in the designer
workspace to disks attached to the DAS pods.

designerSync.designerSyncConfig.envs.LOCATION Location name like westus2 No

designerSync.designerSyncConfig.envs. Interval perodic rsync execution. No 60
RSYNC_INTERVAL

designerSync.designerSyncConfig.envs. Persistent volume mount name from where the data needs to be synced Yes
WORKSPACE_RSYNC_MOUNT_O

designerSync.initialDesignerSyncConfig.create Whether to create configmap for designer-sync container for initial import Yes True
designerSync.initialDesignerSyncConfig.envs.MODE initial mode Yes initial
designerSync.initialDesignerSyncConfig.envs. location of the cloud deployment No

LOCATION

designerSync.initialDesignerSyncConfig.envs. Persistent volume mount name from where the data needs to be imprted Yes

WORKSPACE_RSYNC_MOUNT_0

4.2 Designer post deployment settings

Post deployment, Designer configuration is managed in the following 3 locations:

4.2.1 Flowsettings
This is used for controlling global Designer settings that are applicable to all tenants and it contains the bootstap config like port, GWS info, DAS URL etc.
Config path - <workspace>/designer/flowsettings.json.

This will be configured using helm install, the deployment section "6.8 Flowsettings.json update" explains the steps to update flowsettings.json.

4.2.2 Tenantsettings

These are the tenant specific settings if the Designer is configured with multi-tenancy.

Config path - <workspace>/<contactcenter-ld>/config/tenantsettings.json.

The user should logout and log back in. Otherwise the Designer Ul will continue to show the older features.

This will be configured by editing the file in the above path.

4.2.3 DesignerEnv

DesignerEnv transaction list in Configuration Server (Tenant/Transactions/Internal/DesignerEnv). This is mostly used to control the run time settings, any
change in the DesignerEnv list does't require application publish/new build.

The user should be logout and log back in otherwise the Designer Ul will continue to show the older features.

This will be configured by login to Agent Setup.

4.2.4 Configuration reference table

Category Setting Mandatory flowsettings. tenantsettings. DesignerEnv DesignerEnv Description Sample Default
Name json json Section value value
enableAnal | optional yes yes This flag enables or disables true false
ytics analytics
esUrl optional yes yes Elasticsearch URL http://es-
spot.uswl.
genhtcc.
com:80
Analytics
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Audit

Authorization

esServer

esPort

ReportingU
RL

esMaxQuer
yDuration

sdrMaxObj
Count

SdrTracelLe
vel

enableESA
uditLogs

enableFSA
uditLogs

maxAppSiz
eCompare

enableRea
dAuditLogs

optional

optional

optional

optional

optional

optional

optional

optional

optional

optional

disableRBAC optional

rbacSection

optional

disablePBAC optional

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
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reporting

Elasticsearch Server HostName
(for ex. es-service)

Elasticsearch port

URL of Elasticsearch where
Designer applications will report
data

The maximum time range (in
days) to query in Designer
Analytics. Each day's data is
stored in a separate index in
Elasticsearch.

The maximum count of nested
type objects will be captured in
SDRs. When set to -1, which is
the default value, meaning no
objects will be trimmed, all the mil
estones or activities visited in
runtime are expected to be
captured in SDR.

It controls the level of SDR detail
that is recorded by the bl ocks ar
ray for each application.
Currently, the valid values are:

® 100 — Debug level and
up. Currently, there are no
Debug messages.

® 200 — Standard level and
up. This setting will show
all blocks that are entered
during a call in the bl ocks
array.

® 300 — Important level and
up. This setting filters out
all blocks from the bl ocks
array, except those
containing data that will
change from call to call
(such as the Menu block
and User Input block).

Enable or Disable Audit logs
captured in Elasticsearch

Enable or Disable Audit logs
captured in file system under
logs directory or in standard

output

The maximum size of data object
for which a diff will be captured in
audit logs, value in bytes. l.e.
The difference between old
Designer object value and new
value

Control whether reading of
Designer objects is captured in
audit trails. If enabled any
designer objects viewed in the Ul
will be recorded in audit logs

Controls if Designer reads and
enforces permissions associated
with the logged-in user's roles

In a Role object, the name of the
section within the Annex where
the privileges are stored.

Controls if Designer allows
partitioning of Designer
workspace and restricts a user's
access to Designer objects in the
user's partitions

es-spot.
uswi.

genhtcc.
com

80

http://es-
spot.uswl.
genhtcc.
com:80

90

20

300

false

true

1000000

false

false

CfgGenesys
Administrat
orServer

false

90

300

false

true

1000000

false

false

CfgGenesy
sAdministra
torServer

false
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Collaboration

DAS

Digital

External
APIs

Features

GWS

locking optional

application = Mandatory
Host

application
Port

deployURL

rootsSRL optional

maxFlowEn | optional

tryCount

httpProxy optional

redundantH | optional
ttpProxy

features

usehtcc

htccServer

htccport

ssoLoginUrl

maxConcur | optional
rentHTCCR
equest

batchOpera | optional
tionResultT
TL

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

The type of locking used, for an
editing session of applications,
modules, or data tables.

Valid values : "file", "redis",

® none - resources are not
locked and can be edited
simultaneously by multiple
users which can result in
one user overwriting
another user's changes
file - uses files to keep
track of locks and relies on
shared storage (e.g. NFS)
to make lock files available
to each pod of Designer.
Lock files are stored in the
same location as the
customer's Designer
workspace
® redis - uses Redis to for
storing resource locks and
is recommended for
production environments

The server name Designer uses
to generate the URL to the
application. ORS and MCP fetch
application code and other
resources from this URL

The corresponding port to be
used with applicationHost

This is normally not changed. It is
the relative path to the
workspace on DAS

yes If specified, this is used to filter
which Root Categories to display
when selecting Standard
Responses.

yes flowsettings Specify how many times the
same application can process a
specific digital interaction.

yes yes flowsettings Specify the proxy used for
external request and nexus API
calls (if enable_proxy is true)

yes yes flowsettings Specify the backup proxy used
for external request and nexus
API calls (if enable_proxy is
true), when httpProxy is down

yes This is an object. See the
features section for a list of
support features.

Set to "true” so Designer works
with GWS. If set to “false"
Designer defaults to a local mode
and may be used temporarily if
GWS is unavailable

GWS Server

GWS Port

URL of GWS authentication Ul.
Designer redirects to this URL for
authentication.

For batch operations to GWS,
the max number of concurrent
requests that Designer will send
to GWS.

For batch operations to GWS,
the time, in milliseconds, that
Designer stores results of a
batch operation on the server,
before deleting it.
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file

das.uswl.

genhtcc.
com

80

/workspace

A REGular
EXpression
(REGEX)

20

http://vpcpro
xy-000-int.
geo.
genprim.
com:8080

http://vpcpro
xy-001-int.
geo.
genprim.
com:8080

true

gws-uswi-
int.genhtcc.
com

80

https://gws-
uswi.

genhtcc.
com

5

100000

file

localhost

80

Iworkspace

20

{

"nexus":
true,

"enableBu
IkAudiolmp
ort: true

}

false

gws-uswl-
int.genhtcc.
com

80

https://gws-
uswi.

genhtcc.
com

5

100000
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Help docsMicros | optional yes URL for Designer Documentation
erviceURL

IVR recordingTy | optional yes yes Specify the recording type to be
pe used in Record block. Set as

'GIR'. If the option is missing or
blank, "Full Call Recording" type
will be used.

Logging "logging™: { ' optional yes Specify Designer log levels, each
"designer": filed has valid values - trace,
{"level™ debug, info, warn, error, fatal
"debug" },

"audit": { designer - log level of Designer

“level™:

“"trace" }, audit - log level of audit

"auditdebug

{ "|9VI?|"3 auditdebug - log level of audit

"debug”}, debug, this will log detailed audit

|C|' 3|{ information

"level":

"debug” } cli- Log level for cli commands
executed on Designer

url optional yes nexus URL of Nexus that typically
includes API version path e.g. htt
ps://nexus-server/nexus/api/v3

Nexus ) .
password optional yes nexus nexus x-api-key created by

Nexus deployment

enable_pro | optional yes nexus boolean value on whether
Xy httpProxy is used to reach Nexus

profile optional yes nexus Enable Contact Identification via
Nexus (e.g. to enable Last Called
Agent routing)

Process port yes Designer process port in the
container. Normally it should be
left to the default value.

Provisioning = primarySwit = optional yes yes Specify the primary switch name
ch if more than one switch is defined
for the tenant. Designer fetches
and works with route points from
this switch.

Routing ewtRefresh | optional yes flowsettings Specify the interval (in seconds)
Timeout at which to refresh the Estimated
Waiting Time when routing an
interaction.

optional Used by Designer for resource
index caching and multi user
collaboration locks on Designer

“"tiIsEnabled resources.

" true,

"lockTimeo It is a separate object contains

ut": 120,

"listTimeout host - redis host name

": 1800

} port - redis port

redis

tisEnabled - TLS enabled or not

lockTimeout - Timeout, in
seconds, before a resource lock
is released, for an editing session
of applications, modules, or data
tables.

listTimeout - The cache expiry
timeout(in seconds) of the
application list and shared
modules list. By default, it is 30
minutes, i.e any new application
/modules created in the Ul will be
seen in the listing page after 30
mins, this can be reduced to
smaller value. This is to improve
page loading performance of
Applications and Shared
Modules page, more
performance will be achieved
with the higher value

zipFileSize | optional yes yes Defines the maximum zipFile
LimitinMeg size limit(in megabytes) during
aBytes bulk audio import

Security
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https://docs
.genesys.
com
/Document
ation
[PSAAS
[Public
/Administrat

or/Designer"
R GIR

G

"logging™: { | "logging": {

"designer": ' "designer":
{"level™ {"level":
"debug" }, "debug"},
"audit": { “audit™: {
"level™: "level":
"trace" }, “trace" },
"auditdebug = “auditdebug
" { "level": " { "level":
"debug" }, "debug" },
“cli": { cli: {
"level™: "level™:
"debug" } "debug" }

} }
http://nex-
dev.uswl.
genhtcc.
com
dc4qeirol3
nsof569dfn
234smf
false

8888 3000
us-west-1

5 1

"redis"™: {

"host": "redi
E s.server.

"tisEnabled” = genhtcc.

: true, com",

"lockTimeou | “port":

t": 120, "6379",

“listTimeout | “tlsEnabled

" 1800 " true,

} "lockTimeo

ut": 120,

"listTimeout

": 1800

}

50 no default
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disableCSRF optional yes yes Disable CSRF attack protection false
http://cwe.mitre.org/data
[definitions/352.html
By default CSRF attack
protection is enabled, it can be
disabled by setting the flag as
true
disableSec | optional yes Disable the secure cookies false
ureCookie header
idleTimeout = optional yes yes Idle timeout, in seconds, before a | 840
user session is terminated while
editing applications, modules, or
data tables.
Session ) . ) .
lockTimeout | optional yes yes Timeout, in seconds, before a 120
resource lock is released, for an
editing session of applications,
modules, or data tables.
lockKeepali | optional yes yes Interval, in seconds, before the 15
ve client sends a ping to the server,
to refresh the lock for an editing
session of applications, modules,
or data tables.
Workflow maxBuilds | optional yes yes Specify the maximum number of 20
Build allowed per application.
enablePTE | optional yes flowsettings boolean value on whether PTE true
objects are enabled at runtime
Features:
This features should be configured under ‘features' object in flowsettings.json or tenantsettings.json. For example:
"features": {
"nexus": true,
}
Note : These features are configured only in flowsettings.json and tenantsettings.json, and not in DesignerEnv.
Category Feature Mandatory flowsettings. tenantsettings. Description
Setting json json
Name
Audio enableBulkAu | optional yes yes Enable/disable bulk audio import feature
diolmport
grammarValid = optional yes yes If this is enabled, Designer will validate invalid grammar files
ation during grammar upload. If it is enabled, only valid grammar files(.

grxml or Nuance compiled binary grammar) are allowed to upload

Nexus nexus optional yes yes Enable/disable nexus feature.

If t rue , Designer uses

Survey survey optional yes yes Enable/disable survey feature

Milestone enablelmplicit = optional yes yes Enable to report each Shared Module call as an internal
ModuleMilest milestone. If disabled, Shared Module calls will not generate a
ones milestone

4.3 Logging

false

false

840

120

15

20

false

Default
value

false

false

false

true

false

Designer and DAS supports console output(stdout) logging, it recommended to configure console output logging to minimize the host IOPs and PVCs
consumption by using log volumes. The console output logs can be extracted using log collectors like fluentbit/fluentd and Elasticsearch. Please make

sure the below configs are set in the respective values.yaml overrides for the console logging.
1. Designer
a. designerEnv.envs.DES_FILE_LOGGING_ENABLED = false
2. DAS

a. dasknv.envs.DAS_FILE_LOGGING_ENABLED = false
b. dasEnv.envs.DAS_STDOUT_LOGGING_ENABLE = true

4.3.2 Log Level

Post deployment, Designer and DAS log levels can be modified as follows:
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4.3.2.1 Designer

1. Configure the "logging" settings in flowsettings override (flowsettings.yaml) - Refer "4.2.4 Configuration reference table" for these option
description.
2. Run the "6.8 Flowsettings.json update" steps for the changes to take effect.

4.3.2.2 DAS changes

1. Configure the "dasEnv.envs.DAS_LOG_LEVEL" in the helm das values.yaml- Refer "4.1.3 Designer Application Server (DAS) deployment
settings" for the settings description.

2. Run the DAS upgrade to non production color as mentioned in the steps "6.5.2.2.3.3 Upgrade”, same DAS version running in production can be
used for upgrade.

3. Run Cutover as mentioned in the steps "6.5.2.2.3.4 Cutover".

5 Platform / Configuration Server and GWS settings

This section explains the required Configuration Server objects/settings for Designer.

5.1 Create roles for Designer

Designer uses roles and access groups to determine permissions associated with the logged-in user. To enable this, you must make these changes in
Agent Setup.

Designer supports a number of bundled roles suitable for various levels of users.

® Designer Developer : most users will fall in this category. These users can create Designer applications, upload audio and create business
controls. They have full access to Designer Analytics.

Designer Business User : these users cannot create objects but they can manage them e.g. upload audio, change data tables and view analytics.
Designer Analytics : provides access only to Analytics.

Designer Admin : this type of user can setup partitions and manage partitions associated with users and Designer objects.

Designer Operations :Users with this role have full access to all aspects of the Designer workspace. This includes the Operations menu
(normally hidden), where they can perform advanced operational and maintenance tasks.

To create these roles, import .conf files included in the Designer Deployment Manifest package. They are located in packages/roles/ folder.
There are few more items to follow with user accounts that need to login to Designer:

The user must have read permissions on its own Person object

Users must be associated with one or more roles via access groups

The onPremise user must have at least read access on the user, access group(s) and roles(s).

The access groups should have read/write permissions to the Agent Setup folders, Scripts and Transactions.

5.2 Create DesignerEnv transactions list

Designer requires a transaction list for configuration purposes as described in other sections of this document. To set this up,

Create a transaction list called "DesignerEnv".

Import the file configuration/DesignerEnv.conf in the Designer Deployment Manifest package.
Edit any values according to the description above in "Designer Settings".

Save the list.

Ensure Designer users have at least read access to the DesignerEnv transaction list.

5.3 Platform settings

These platform settings are required if the Designer application is used for voice calls.

Component Config Key Value Description
SIP Switch -> Voip Services -> msml service = "userdata-map-format” "sip-headers-encoded" Option needs to set to pass JSON data as user data in SIPS.
SIP Switch -> Voip Services -> msml service = userdata-map-filter * To allow userdata passing to MSML service
SIPServer --> TServer divert-on-ringing false RONA is handled by the platform.

agent-no-answer-timeout = 12
agent-no-answer-action notready
agent-no-answeroverflow | " no value, empty.

after-routing-timeout 24
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sip-treatments-continuous | true

msml-record-support true To allow routed calls recording via the Media Server
Switch object annex --> gts ring-divert 1
ORS --> orchestration new-session-on-reroute false Required for SIPS Default Routing (Default Routing handling (Voice))
MCP [vxmli] transfer.allowed TRUE Required for Transfer block (allows VXML Transfer in MCP)
MCP [cpa] outbound.method NATIVE Required for Transfer block (allow CPA detection for Transfer )
UCSs [cview] enabled TRUE Enables Customer Context Services

5.4 GWS configuration settings

5.4.1 Create Contact Center

Create a contact center in GWS if it is not already created. Refer to the GWS documentation for more information on this.

5.4.2 Create GWS client

Create new GWS client credentials if they are not already created . Refer to the GWS documentation for more information on this.

6 Deployment

This section explains the deployment process for Designer and DAS.

Preparation
Before you deploy Designer And DAS using Helm Charts, complete the following steps:

. Make sure the Helm client is installed.

. Set up an Ingress Controller.

. Setup an NFS server.

Create Persistent Volumes - a sample YAML is provided in the Designer manifest package.

. Download the Designer and DAS docker images and push them to the local docker registry.

. Download the Designer manifest package and extract it to the current working directory.

. Configure designer and das values (designer-values.yaml and das-values.yaml), please make sure the mandatory settings are configured. If blue-
green deployment process is used, Ingress settings are explained in blue-green deployment section.

NOUAWNRE

6.1 Set up ingress

Following are requirements to setup ingress for Designer Ul

Cookies name - designer.session

Header requirements - client IP & redirect, passthrough

Session stickiness -enabled

Whitelisting - optional

TLS for ingress - optional (should be able to enable or disable TLS on the connection).

6.2 Set up Application Gateway (WAF) for Designer

Designer Ingress should be exposed to the internet using Application Gateway enabled with WAF. So, when WAF is enabled, the following are the
exceptions in the WAF rules for Designer:

Designer sends a JSON payload with data, for exmaple, {profile . {} }. At times, this is detected as a OSFileAccessAttempt, which is a false positive
detection. Dsable this rule if you encounter a similar issue in your WAF setup.

6.3 Storage

6.3.1 Designer storage

Designer requires storage to store application workspaces. Designer storage is a shared file storage that will be used by both the Designer and DAS
services. This storage is critical, so make backups and snapshots at a regular interval, for instance, every day.
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A Zone-Redundant Storage system is required to replicate data from the RWX volumes and must be shared across multiple pods:

Capacity 1TiB

Tier Premium
Baseline 10/s 1424

Burst 10/s 4000

Egress Rate 121.4 MiBytes / s
Ingress Rate 81.0 MiBytes /' s

6.3.2 DAS storage

If the Designer workspace is stored in cloud storage like Azure Files, then the data must be synced to DAS pods using Designer-Sync service (as
mentioned in 4.1.5) and in this case, DAS should use Statefulset deployment type.

So, in the DAS StatefulSet pods, each pod must be attached to a premium SSD disk to store the workspace.

Size > 500GiB
Max IOPS (Max IOPS w/ bursting) 2,300 (3,500)

Max throughput (Max throughput w/ bursting) = 150 MB/second (170 MB/second)

6.4 Setup Secrets

Secrets will be needed for the Designer service to connect to GWS and Redis (if you are using it).

GWS Secrets:

GWS provides client id and secrets to all the clients which can be connected. You can create secrets for the client-designer as mentioned in step 5.5.2.
Redis password:

If you are using Designer connected to Redis then you need to provide the Redis password to Designer to authenticate the connections.

6.4.1 Provision secrets for Designer

Refer the section designer.designerSecrets in values.yaml and configure secrets as follows:

desi gner Secret s:
enabl ed: true
secrets:
DES_GWS_CLIENT_ID: " xxxx"
DES_GAS_CLI ENT_SECRET: " xxxXx"
DES_REDI S_PASSWORD: " XXXXX"

6.5 Deployment strategies
Designer supports the following deployment strategies:

® Rolling update (default)
® Blue Green Strategy (recommended)

DAS (Designer Application Server) supports the following deployment strategies:
® Rolling update (default)

® Blue Green (recommended)
® Canary ( has to be used along with Blue-Green ) (recommended in production)
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6.6 Designer - Rolling upgrade

The rolling deployment is the standard default deployment to Kubernetes. It works slowly, one by one, replacing pods of the previous version of your
application with pods of the new version without any cluster downtime. It is the default mechanism of upgrading for both Designer and DAS.

6.6.1 Initial deployment

To perform the initial deployment for rolling upgrade in Designer, use the below given helm command. The values.yaml can be created as per your needs.

hel m upgrade --install designer -f designer-val ues.yanl designer-100.0.112+xxxX.tgz --set designer.imge.tag=9.
0. IxX. XX. XX

@ The values.yaml overrides passed as an argument to the above helm upgrade

designer.image.tag=9.0.1xx.xx.xx - This is the new DAS version to be installed , for example 9.0.111.05.5

6.6.2 Upgrade

To perform an upgrade, the image version has to be upgraded in designer-values.yaml or can be set using the --set flag and the below command is used.
Once the values file is updated, use the below helm command to perform the upgrade.

hel m upgrade --install designer -f designer-val ues.yam designer-100.0.112+xxxx.tgz --set designer.imge.tag=9.
0. IxX. XX. XX

@ The values.yaml overrides passed as an argument to the above helm upgrade

designer.image.tag=9.0.1xx.xx.xx - This is the new DAS version to be installed , for example 9.0.111.05.5

6.6.3 Rollback

To perform a rollback, the image version in the designer- values.yaml can be downgraded or it can also be done using the --set flag and the below
command is used. Once the values file is updated, the rollback can be performed by following the below command.

hel m upgrade --install designer -f designer-val ues.yam designer-100.0.112+xxxx.tgz --set designer.image.tag=9.
0. IxX. XX. XX

@ The values.yaml overrides passed as an argument to the above helm upgrade

designer.image.tag=9.0.1xx.xx.xx - This is the new DAS version to be installed , for example 9.0.111.05.5

6.7 DAS - Rolling upgrade

6.7.1 Initial deployment

To perform the initial deployment for rolling upgrade in DAS, use the below command . The values.yaml can be created as per your needs.

hel m upgrade --install designer-das -f designer-das-val ues.yam designer-das-100.0.112+xxxx.tgz --set das.
i mage. t ag=9. 0. 1xx. XX. XX

@ The values.yaml overrides passed as an argument to the above helm upgrade

das.image.tag=9.0.1xx.xx.xx - This is the new DAS version to be installed , for example 9.0.111.05.5

6.7.2 Upgrade
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To perform an upgrade, the image version has to be upgraded in designer-values.yaml or can be set using the --set flag and the below command is used.
Once the values files is updated, use the below command to perform the upgrade.

hel m upgrade --install designer-das -f designer-das-val ues.yam designer-das-100.0. 112+xxxx.tgz --set das.
i mage. tag=9. 0. 1xx. XX. XX

(D The values.yaml overrides passed as an argument to the above helm upgrade

das.image.tag=9.0.1xx.xx.xx - This is the new DAS version to be installed , for example 9.0.111.05.5

6.7.3 Rollback

To perform a rollback, the image version in the designer- values.yaml can be downgraded or it can also be done using the --set flag and the below
command is used. Once the values file is updated, use the below command to perform the rollback.

hel m upgrade --install designer-das -f designer-das-val ues. yam designer-das-100.0.112+xxxx.tgz --set das.
i mage. t ag=9. 0. 1XX. XX. XX

(D The values.yaml overrides passed as an argument to the above helm upgrade

das.image.tag=9.0.1xx.xx.xx - This is the new DAS version to be installed , for example 9.0.111.05.5

6.8 Designer - Blue-Green deployment

6.8.1 Deployment strategy

Blue-green deployment is a release management technique that reduces risk and minimizes downtime. It uses two production environments, known as
Blue and Green or active/inactive, to provide reliable testing, continuous no-outage upgrades, and instant rollbacks. When a new release needs to be
rolled out, an identical deployment of the application will be created using the Helm package and after the testing is completed, the traffic is moved to a
newly created deployment which becomes the ACTIVE environment, and the old environment becomes INACTIVE. This way we can do fast rollback by
just changing route if a new issue is found with live traffic. The old inactive deployment can be removed once the new active deployment becomes stable.

The service cutover is done by updating the ingress rules, Below diagram shows the high-level approach to how the traffic can be routed to Blue and
Green deployments with Ingress rules.

. Deployment
designer.blue.example.com Service designer-blue Blue Pods

New version

Ingress L .
Controller designer.example.com Active color

Active version

designer.green.example.com Service designer-green

6.8.2 Preparation

Before you deploy Designer using blue-green deployment, complete the preparation steps
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1. Create 3 hostnames like below. The blue service hosthame should contain the string "blue" like designer.blue.example.com or designer-blue.
example.com, The green service hostname should contain the string "green” like designer.green.example.com or designer-green.example.com.
The green/blue services can be accessed separately with these blue/green hostnames

® designer.example.com - This is for production host URL, this is used for external access
® designer.blue.example.com - This is for blue service testing
® designer.green.example.com - This is for green service testing

2. Configure the hostnames in the designer-values.yaml under ingress, annotations and paths can be modified based on the requirement

i ngress:

enabl ed: true

annot ations: {}

paths: ["/"]

host s:
- desi gner. exanpl e. com
- designer. bl ue. exanpl e. com
- designer. green. exanpl e. com

6.8.3 Deployment
6.8.3.1 Initial deployment

The resources - ingress and persistent volume claims (PVC) should be created initially before deploying the Designer service since these resources are
shared between blue/green services and it is required to be created at the very beginning of the deployment, it will not be required for subsequent
upgrades. The required values are passed using the SET command in the below steps, it can be done by changing the values.yaml as well

1. Create Persistent Volume Claims required for the Designer Service(Assuming the volume service name will be designer-volume).

hel m upgrade --install designer-volune -f designer-values.yanl designer-9.0.xx.tgz --set designer.
depl oynent . strat egy=bl ue- gr een-vol une

@ The values.yaml overrides passed as an argument to the above helm upgrade

designer.deployment.strategy=blue-green-volume - This means, this helm install will create a persistent volume claim in the blue
/green strategy.

2. Create ingress rules for the Designer service (Assuming the ingress service name will be designer-ingress)

hel m upgrade --install designer-ingress -f designer-val ues.yam designer-100.0.112+xxxx.tgz --set
desi gner . depl oynent . st rat egy=bl ue- green-ingress --set designer.depl oyment. col or=green

@ The values.yaml overrides passed as an argument to the above helm upgrade
designer.deployment.strategy=blue-green-ingress - This means, this helm install will create ingress rules for Designer service

designer.deployment.color=green - This means, the current production(active) color is green

3. Deploy Designer service color selected in step 2. In this case, green is selected, assuming the service name will be designer-green

hel m upgrade --install designer-green -f designer-val ues.yam designer-100.0.112+xxxx.tgz --set designer.
depl oynent . strat egy=bl ue-green --set designer.inage.tag=9.0.1xx.XxX.xXx --set designer.deploynent.
col or =green

@ The values.yaml overrides passed as an argument to the above helm upgrade
designer.deployment.strategy=blue-green - This means, it will install Designer service in blue/green strategy
designer.image.tag=9.0.1xx.xx.xx - This is the Designer version to be installed , for example 9.0.116.07.10

designer.deployment.color=green - This means, it will install green color service

6.8.3.2 Upgrade
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1. Identify the current production color by checking the Designer ingress rules (kubectl describe ingress designer-ingress). Green is the production
color in the below example as the production host name points to the green service

kubectl describe ingress designer-ingress

Host Path Backends

desi gner . exanpl e. com / desi gner-green: http (10.244.0.23: 8888)
desi gner. green. exanpl e.com / desi gner-green: http (10.244.0.23: 8888)
desi gner. bl ue. exanpl e.com / desi gner-blue: http (10.244.0. 45: 8888)

2. Deploy Designer service into non-production color, for the above example, blue is the non-production color(assuming the service name will be desi
gner-blue)

hel m upgrade --install designer-blue -f designer-values.yam designer-100.0.112+xxxx.tgz --set designer.
depl oynent . strat egy=bl ue-green --set designer.inage.tag=9. 0. 1xx.XxX.XxX --set designer.deploynent.

col or =bl ue

@ The values.yaml overrides passed as an argument to the above helm upgrade
designer.deployment.strategy=blue-green - This means, it will install Designer service in Blue green strategy
designer.image.tag=9.0.1xx.xx.xx - This is the new Designer version to be installed , for example 9.0.116.08.12

designer.deployment.color=blue - This means, it will install blue color release

3. The non-production color can be accessed with the non-production host name (for example - designer.blue.example.com), any testing can be
done using this url

6.8.3.3 Cutover

Once the testing is completed on the non-production color, the traffic can be moved to the new version by updating the ingress rules

1. Update the Designer Ingress with the new deployment color by running the below command, this case, blue is the new deployment color(non-
production color)

hel m upgrade --install designer-ingress -f designer-val ues.yam designer-100.0.112+xxxx.tgz --set
desi gner . depl oynent . strat egy=bl ue- green-i ngress --set designer. depl oynent. col or =bl ue

@ The values.yaml overrides passed as an argument to the above helm upgrade

designer.deployment.strategy=blue-green-ingress - This means, this helm install will create ingress rules for Designer service
designer.deployment.color=blue - This means, the current production(active) color is blue

2. Verify the ingress rule by running the command kubectl describe ingress designer-ingress. The production host name should point to the new
color service

6.8.3.4 Rollback

In case the upgrade needs to be rolled back, the ingress rules can be modified to point to the old deployment pods (green, in this scenario) by performing
a cutover again.

1. Perform cutover using the command

hel m upgrade --install designer-ingress -f designer-val ues.yam designer-100.0.112+xxxx.tgz --set
desi gner . depl oynent . strat egy=bl ue- green-ingress --set designer.deployment.col or=green

@ The values.yaml overrides passed as an argument to the above helm upgrade

designer.deployment.strategy=blue-green-ingress - This means, this helm install will create ingress rules for Designer service

designer.deployment.color=green - This means, the current production(active) color is green
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2. Verify the ingress rule by running the command kubectl describe ingress designer-ingress. The production host name should point to the
green service.

6.9 DAS - Blue-Green deployment

6.9.1 Deployment strategy

Just like Designer, the Blue Green strategy can be adopted for DAS as well. The Blue-Green architecture used for DAS is given below. Here, the cutover
mechanism is controlled by Service, the Kubernetes manifest responsible for exposing the pods. The ingress when enabled, will point to the appropriate
service based on the URL.

~,

das.blue.example.com

das.example.com designer-das

service

Ingress Active Color

U

Green Pods

das.green.example.com

-

6.9.2 Deployment
6.9.2.1 Initial deployment

The ingress should be created initially before deploying the DAS service since it is shared between blue/green services and it is required to be created at
the very beginning of the deployment, it will not be required for subsequent upgrades. The required values are passed using SET command in the below
steps, it can be done by changing the values.yaml as well

1. Deploy initial DAS pods and other resources by choosing an active color, in this case, green is chosen. Use the below command to create
designer-das-green release

hel m upgrade --install designer-das-green -f designer-das-val ues.yan designer-das-100.0.106+xxxx.tgz --
set das. depl oynent . strat egy=bl ue-green --set das.inmage.tag=9. 0. 1xx. XX. XX --set das. depl oynent. col or =gr een

{D The values.yaml overrides passed as an argument to the above helm upgrade
das.deployment.strategy=blue-green - This means, it will install the DAS service in the blue/green strategy.
das.image.tag=9.0.1xx.xx.xx - This is the DAS version to be installed , for example, 9.0.111.04.4.

das.deployment.color=green - This means, the current production(active) color is green.

2. Once the initial deployment is done, the pods have to be exposed to a service called 'designer-das'. Follow the below steps to create the designer-
das service.
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designer-das

hel m upgrade --install designer-das designer-das-100.0.106+xxx.tgz -f designer-das-val ues.yam --set das.
depl oynent . strat egy=bl ue-green-servi ce --set das. depl oynent. col or=green

@ The values.yaml overrides passed as an argument to the above helm upgrade
das.deployment.strategy=blue-green-service - This means, it will install the DAS service in the blue/green strategy.
designer-das service to expose the active color pods

das.deployment.color=green - This means, it designer-das service will point to green pods

1 Step 3 is required only when ingress is to be created to expose DAS outside the cluster. Please skip step 3 in case an ingress is not
needed.

3. Create ingress rules for the DAS service (Assuming the ingress service name will be das-ingress)

helm

hel m upgrade --install das-ingress designer-das-100.0.106+xxxx.tgz -f desi gner-das-val ues.yanm --set das.
depl oynent . strat egy=bl ue- green-i ngress

@ The values.yaml overrides passed as an argument to the above helm upgrade

das.deployment.strategy=blue-green-ingress - This means, this helm install will create ingress rules for DAS service

6.9.2.2 Canary

1 Note

Canary is optional and is only used along with blue green. It is recommended in production. In case Canary is not needed, please skip this
section.

6.9.2.2.1 Canary deployment
Canary pods are generally used to test new versions of images with live traffic. Steps to deploy canary include:

1. Identify the current production color by checking the designer-das service selector labels (kubectl describe service designer-das). Green is the
production color in the below example as the selector label is color=green

kubectl describe service designer-das

Sel ector: col or=green

2. To deploy canary pods, the das.deployment.strategy value has to be set as Canary in the designer-das-values.yaml or can be set using the --set
flag. The command used to deploy canary is given below. Another important to note is that, to make sure Canary pods receive live traffic, they
have to be exposed to the designer-das service by setting das.deployment.color=<active_color>, which can be obtained from step 1.

hel m upgrade --install designer-das-canary -f das-val ues.yanl designer-das-100.0.106+xxxx.tgz --set das.
depl oynent . strategy=canary --set das.inmage.tag=9.0.1xx.xX.Xx --set das.depl oynent. col or=green
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@ The values.yaml overrides passed as an argument to the above helm upgrade
das.deployment.strategy=canary - This means, this helm install will create canary pods

das.deployment.color=green - This means, the current production(active) color is blue

3. Once canary pods are up and running, we have to make sure the designer-das service points to it by using kubectl describe svc designer-das.

Endpoi nts: 10.206. 0. 101: 8081, 10. 206. 0. 162: 8081, 10. 206. 0. 90: 8081

The IP address present in the Endpoints should match the IP of the Canary. Canary pod's IP address can be gotten by using kubectl describe
pod <canary_pod_name>

I P. 10.206.0.90
| Ps:
I P: 10.206.0. 90

6.9.2.2.2 Cleaning - Canary
Once done with the Canary testing, the Canary pods need to be cleaned up. The steps are:

1. To Clean up Canary, the das.deployment.replicaCount should be made zero and the release is upgraded. It can be changed in designer-das-
values.yaml or --set can be used.

hel m upgrade --install designer-das-canary -f das-val ues.yam designer-das-100.0.106+xxxx.tgz --set das.
depl oynent . strat egy=canary --set das.inmage.tag=9. 0. 1xx.XX. XX --set das. depl oynent. col or=bl ue --set das.
depl oynent . repl i caCount =0

6.9.2.3 Upgrade

1. Identify the current production color by checking the designer-das service selector labels (kubectl describe service designer-das). Green is the
production color in the below example as the selector label is color=green

kubectl describe service designer-das

Sel ector: col or=green

2. Deploy DAS service into non-production color, for the above example, blue is the non-production color(assuming the service name will be das-
blue)

hel m upgrade --install designer-das-blue -f das-val ues.yanl designer-das-100.0.106+xxxx.tgz --set das.
depl oynent . strat egy=bl ue-green --set das.inage.tag=9.0. 1xx. xx. xx --set das. depl oynent. col or =bl ue

@ The values.yaml overrides passed as an argument to the above helm upgrade
das.deployment.strategy=blue-green - This means, it will install DAS service in blue-green strategy.
das.image.tag=9.0.1xx.xx.xx - This is the new DAS version to be installed , for example 9.0.111.05.5

das.deployment.color=blue - This means, it will install blue color service

3. The non-production color can be accessed with the non-production service name

6.9.2.4 Cutover

Once the testing is completed on the non-production color, the traffic can be moved to the new version by updating the designer-das- service

1. Update the designer-das service with the new deployment color by running the below command, this case, blue is the new deployment color(non-
production color)
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hel m upgrade --install designer-das-service -f designer-das-val ues.yam designer-das-100.0. 106+xxxx.tgz
--set das. depl oynent. strat egy=bl ue- green-service --set das. depl oynent. col or =bl ue

@ The values.yaml| overrides passed as an argument to the above helm upgrade
das.deployment.strategy=blue-green-service - This means, this helm install will create ingress rules for DAS service
das.deployment.color=blue - This means, the current production(active) color is blue

2. Verify the service by running the command kubectl describe service designer-das. The type label should have the active color label i.e.,
color=blue

6.9.2.5 Rollback

In case the upgrade needs to be rolled back, cutover has to done again to make the service point to the old deployment ( green ) again. Use the below
command to perform the cutover.

hel m upgrade --install designer-das-service -f designer-das-val ues.yanl designer-das-100.0.106+xxxx.tgz --set
das. depl oynent . strat egy=bl ue-green-servi ce --set das. depl oynent. col or=green

Verify the service by running the command kubectl describe service designer-das. The type label should have the active color label i.e., color=green

@ The values.yaml overrides passed as an argument to the above helm upgrade
das.deployment.strategy=blue-green-service - This means, this helm install will create ingress rules for DAS service

das.deployment.color=green - This means, the current production(active) color is green

6.10 Validation and checks

Here are some common validations and checks that can be performed to know if the deployment was successful. They are:
1. Checking if the application pods are in running state by using using the command kubect| get pods.

2. Try to connect to the Designer or DAS URL as per the ingress rules from your browser, you should be able to access the Designer and DAS
webpages.

6.11 Post-deployment/upgrade

6.11.1 Workspace upgrade for Designer
Workspace resources should be upgraded after cutover. This will upgrade the system resources in the Designer workspace

1. Login to one of the Designer pods with the command : kubectl exec -it <pod_name > bash
2. Run the migration command - this will create new directories/new files introduced in the new version

node ./bin/cli.js workspace-upgrade -m-t <contact_center_id>
3. Run workspace resource upgrade command - this will upgrade system resources like system service PHP files, internal audio files and callback
resources

node ./bin/cli.js workspace-upgrade -t <contact_center_id>

contact_center_id - is the contact center id created in GWS for this tenant, also the workspace resources are located under contact center id folder (
/workspaces/<ccid>/workspace)

Note - The above steps "Upgrade non production color", "cutover" and "workspace upgrade" will be used for further upgrades

6.11.2 Designer flowsettings update
Post-deployment, flowsettings.json can be modified via helm install, below are the steps

1. Extract the designer helm chart and find the flowsettings.yaml under the designer chart/config folder.
2. Modify the necessary settings (refer to 4.2.4 Configuration reference table)
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3. Run the below helm upgrade command to the non-production color service. It can be done as a part of Designer upgrade by passing the
flowsettings.yaml in the extra argument --values , in this case, new Designer version can be used for upgrade. If it is only a flowsettings.json
update, the same Designer version will be used

hel m upgrade --install designer-blue -f designer-values.yam designer-9.0.xx.tgz --set depl oynent.
strategy=bl ue-green --set deslnage.tag=9.0. 1xXx. Xxx. Xxx --set-string depl oynent. col or=bl ue --val ues
flowsettings. yam

4, Once the testing is completed in non production service, run cutover step as mentioned in the "6.5.2.1.3.3 cutover", now the production service
will contain the setting changes. The non active color Designer will have to be updated with above settings change once the cutover is done.

6.12 Uninstall

To uninstall a release, use the below command

hel m uni nstall <rel ease-nane>

7 Enabling optional features

7.1 Enable Designer analytics and Audit trails

Post Designer deployment, the Designer analytics and audit trails features can be enabled by following the below steps. Deploy Elasticsearch if it's not
done yet before starting the steps

7.1.1 Designer changes

1. Configure the following settings in flowsettings override (flowsettings.yaml) - Refer "4.2.4 Configuration reference table" for these option
description
a. "enableAnalytics": true
b. "enableESAuditLogs": true
c. esServer
d. esPort
e. esUrl
2. Configure the below setting in DesignerEnv transactions list
a. ReportingURL in "reporting" section
3. Run the "6.8 Flowsettings.json update" steps mentioned above for the changes to take effect

7.1.2 DAS changes

1. Configure the following settings in the helm das values.yaml- Refer "4.1.3 Designer Application Server (DAS) deployment settings" for the settings
description
a. dasEnv.envs.DAS_SERVICES_ELASTICSEARCH_ENABLED = true
b. dasEnv.envs.DAS_SERVICES_ELASTICSEARCH_HOST
c. dasEnv.envs.DAS_SERVICES_ELASTICSEARCH_PORT
2. Run the DAS upgrade(6.5.2.2.3.3 Upgrade), same DAS version running in production can be used for upgrade
3. Run cutover(6.5.2.2.3.4 Cutover)

8 Cleanup

8.1 Elasticsearch maintenance recommendations

To help you better manage your indexes and snapshots and to prevent too many indexes from creating an overflow of shards, it is recommended that you
set up a scheduled execution of Elasticsearch Curator with the following two actions.

® Delete indexes older than the durations specified below, according to the index name and mask:
® sdr-* (3 months)
® audit-* (12 months)
® Make a snapshot of each index:
® sdr-* (yesterday and older)
® audit-*
® kibana-int-*
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9 Limitations

® Designer currently supports multi-tenancy provided by the tenant's Configuration Server. That is, each tenant should have a dedicated
Configuration Server and Designer can be shared across the tenants.
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Deploy Workspace Web Edition
@ Disclaimer

Workspace Web Edition in Genesys Engage cloud private edition is being released to pre-approved customers as part of the Early Adopter
Program. This means that both the product and the documentation are still under development. As a result, documentation sections might
require revision as the product develops. We advise that you use this documentation with care. Before you make changes that could affect the
success of your deployment, verify them with your Genesys representatives.

The Workspace Web Edition Agent Desktop enables contact center agents and supervisors to communicate with customers and team members through
phone calls, Outbound Campaigns, and Genesys Digital channels, such as chat, email, social media, SMS, WhatsApp, and workitems. Supervisors can
use Workspace to monitor and coach their teams.

This topic describes how to deploy Workspace Web Edition in your environment.

The Workspace Web Edition (WWE) Service comprises:

® 1 Docker Container
® 1 Helm Chart
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Prerequisites

Mandatory Dependencies
The following services must be deployed and running before deploying the WWE service:
® Genesys Authentication Service:
® A redirect must be configured in Auth/Environment to allow an agent to login from the WWE URL. The redirect should be configured in

the Auth onboarding script, according to the DNS assigned to the WWE service.
® GWS services:
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® The CORS rules for WWE URLs must be configured in GWS. This should be configured in the GWS onboarding script, according to the
DNS assigned to the WWE service.
® The GWS API URL should be specified at the WWE deployment time as part of the Helm values.
® TLM service:
® The CORS rules for the domain where WWE is declared must be configured in Telemetry Service (TLM).
For example: "genesysengage.com"

Optional Dependencies
Depending on the deployed architecture, the following services must be deployed and running before deploying the WWE service:

® WebRTC Service: To allow WebRTC in the browser
® Telemetry Service: To allow browser observability (metrics and logs)

Miscellaneous desktop-side optional dependencies
The following software must or might be deployed on agent workstations to allow agents to leverage the WWE service:

® Mandatory: A browser referenced in the supported browser list.
® Optional: Genesys Softphone: a SIP or WebRTC softphone to handle the voice channel of agents.

Secret configuration for pulling image

Use the following commands to create your Secret to access the jFrog registry:

oc create secret docker-registry <credential -nane> --docker-server=<docker-repo> --docker-usernane=<user nane> --
docker - passwor d=<APl key from jfrog> --docker-email =<enailid>

oc secrets link default <credential -nanme> --for=pull

Security context configuration

Use the following command to enable the security context for the default service account:

oc adm policy add-scc-to-user genesys-restricted -z we

Prepare your environment
Check the cluster
Run the following command to get the version of the cluster:

oc get clusterversion

Create new project

Use the following command to create a new Workspace Web Edition (WWE) project:

oC new proj ect we

Download the WWE helm charts

Download the GWS helm charts from JFrog using your credentials.

Create the values.yaml file
From the following sample file, create the values.yaml file with appropriate overrides for a sample deployment.

Note: ingress should be enabled and set with an appropriate hostname and the value for gwsUrl must be set with the external GWS URL:
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context:

envs:
optim zedConfig: false
gwsUrl: 'https://<gws-external-url>'
For example:

nanespace: wwe
nanmeOverri de:
full naneQverri de:

securityContext:
runAsNonRoot: true
runAsUser: 500
runAsG oup: 500
fsG oup: 500

podLabel s: {}
podAnnot ations: {}

whe:
i mage:
registry: <docker-repo>
repository: wwe
tag: "9.0.000.82.10461"
pul I Policy: |fNotPresent
i mgePul | Secrets: []
service:
enabl ed: true
type: CusterlP

port: 80
i ngress:
enabl ed: true
host s:
# Exanpl e
- host: wwe. apps.vce-cO0. eps. genesys. com
pat hs:
- path: '/’
port: 443
annot ations: {}
# Exanpl e
# cert-manager.io/cluster-issuer: |etsencrypt-prod-nginx
# ngi nx. i ngress. kubernetes.io/ssl-redirect: "false"
#  kubernetes.io/ingress.class: nginx01l-internal
# ngi nx. i ngress. kuber net es. i o/ proxy- body-si ze: "0"
tls:
# Exanpl e
- secretName: ""
host s:

- wWwe. apps. vce- c0. eps. genesys. com

servi ceNane: wwe
depl oynent :

type: Depl oynment

replicaCount: 3

m nReplicas: 1

maxRepl i cas: 10

strategy: {}
annot ations: {}
I i venessPr obe:

httpGet:
path: /index.htm
port: http

initial Del aySeconds: 10
peri odSeconds: 5
failureThreshold: 3
ti meout Seconds: 5

r eadi nessProbe:
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httpGet:
path: /index. htni
port: http
initial Del aySeconds: 10
peri odSeconds: 5
failureThreshol d: 3
ti meout Seconds: 5
context:
envs:
opti m zedConfig: false
gwsUrl: "https://<g
ws- external -url >'
resources:
requests:
cpu: 500m
menory: 2G
limts:
cpu: "1"
menory: 64
priorityd assName:
affinity: {}
nodeSel ector:
genesysengage. com nodepool :
tolerations: []
| abel s: {}
aut oscal i ng:
enabl ed: true
target CPUUti | i zati onPer cent age: 40
target MenoryUtili zati onPercent age: 80

WWE service installation
Login to OpenShift cluster
Use the following command to log in to OpensShift cluster from the host where you will run deployment:

oc login --token <token> --server <url of api server>

Select your WWE Project

Use the following command to select the default WWE project that was created as a prerequisite:

oc project wwe

Render the templates

To ensure that resources are created correctly, you can render the templates for debugging purposes without installing them. Use the following command
to render the templates:

hel mtenpl ate --debug -f val ues.yanml wwe-hel m wwe- ngi nx/

Kubernetes descriptors are displayed. The values are generated from Helm templates, based on settings from values.yaml and values-test.yaml. Ensure
that no errors are displayed. This configuration will be applied to your Kubernetes cluster.

Deploy WWE

Use the following command to deploy WWE:

helminstall --debug --namespace wwe --create-nanespace -f val ues.yanl we-hel m wwe- ngi nx

This process takes several minutes. Wait until all objects are created and allocated, and the Kubernetes descriptors applied to the environment appear.
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Check the deployment

Use the following command to check the installed Helm release:

hel mlist -all-nanmespaces

Use the following command to check the status of the WWE project:

oc status

Use the following command to check the WWE OpenShift objects created by Helm:

oc get all -n we

Expose the WWE service
Perform the following steps to make WWE accessible from outside the cluster, using the standard HTTP._port:

1. Use the following command to expose the WWE service:

oc create route edge --service=wwe- hel m we-ngi nx --host nanme=<host nane>

2. Use the following command to verify that the new route is created in the WWE project:

oc get route -n wwe

The result should show details similar to the following:

NAME  HOST/ PORT PATH - SERVI CES PORT  TERM NATI ON
wne wwe. apps. vce-c0. eps. genesys. com wwe- hel m wwe- ngi nx http edge/ Al | ow

where <host> is the host name generated by OpenShift.
3. Verify that you can access WWE at the following URL:

http://wwe.<host>

Configure Workspace Web Edition in Agent Setup

Use Agent Setup to configure Workspace Web Edition.

Uninstall WWE

To remove WWE, execute the following command:

hel m uni nstall wwe-helm-n we

Genesys confidential and proprietary information

W LDCARD
None

96


https://all.docs.genesys.com/PEC-AS/Current/ManageCC/Getting_started

Deploy Voice Services

@ Disclaimer

Voice Services in Genesys Engage cloud private edition is being released to pre-approved customers as part of the Early Adopter Program.
This means that both the product and the documentation are still under development. As a result, documentation sections might require revision
as the product develops. We advise that you use this documentation with care. Before you make changes that could affect the success of your
deployment, verify them with your Genesys representatives.

. Introduction

. Deploy Prerequisites

. Creation of the Voice Namespace

. Installation of Prometheus and Voice Dashboard and Alerts
. Deployment of Voice Services

. Deployment of Voice Tenant Service

. Testing of Voice Services
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1. Introduction

Voice Microservices is an application cluster composed of several microservices that run together:

Voice SIP Cluster Service
Voice SIP Proxy Service
Voice Orchestration Service
Voice Agent State Service
Voice Call State Service
Voice Dial Plan Service
Voice Registrar Service
Voice Config Service

Voice Front End Service
Voice Redis (RQ) Service

Voice Microservices provide the following functionality:

Handle incoming voice (SIP) interactions
Route voice and digital (IXN) interactions
Support outbound interactions

Provide events stream for reporting
Support agents across regions

This document captures steps to deploy Voice Services including dependent infrastructure services.

2. Deploy Prerequisites

This section describes the deployment of infrastructure services that are required for Voice Services:

Consul

Redis

Kafka

Elastic Search
Prometheus

NOTE: In the OpenShift platform, the oc command can be used in place of the kubectl command, because oc was built on top of kubectl.

2.1 Override Values for Infra and Voice service Deployment

For both infra services as well as voice services we have captured the values that need to be configured in the override files. These values will override
the default values provided by the Helm chart. These override values can be found in the following path <override_values_path>. Copy from this path and
change the working directory to azure_voice_install.

2.2 Deployment of Consul
Enable the following Consul features that are required for Voice Services:

® connectinject - to deploy sidecar containers in voice pods.
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® controller - to provide service intention functionality.

® openshift - to set OpenShift specific permissions.

® syncCatalog - to sync K8 services into Consul: set toK8S: false and addK8SNamespaceSuffix: false for syncing services only from K8 to
Consul.

® AccessControlList - to enable ACL, set manageSystemACLs: true.

® storageclass - to set the storage class to a predefined storage class.

® TLS - to enable TLS, set enabled: true and follow the steps/commands described below to set up TLS.

Here is the file content for the Consul configuration:

# config.yanl
gl obal :
name: consul
tls:
enabl ed: true
caCert:
secret Nane: consul -ca-cert
# The key of the Kubernetes secret.
secretKey: tls.crt
cakKey:
# The nanme of the Kubernetes secret.
secr et Nane: consul - ca- key
# The key of the Kubernetes secret.
secretKey: tls.key
acl s:
manageSyst emACLs: true
openshift:
enabl ed: true
connect | nj ect:
enabl ed: true
controller:
enabl ed: true
syncCat al og:
enabl ed: true
toConsul : true
toK8S: false
addK8SNanespaceSuf fi x: fal se

Command Purpose

consul tls ca create To generate Consul certificates

kubectl create secret generic consul-ca-cert -n consul --from-file="tIs.crt=./consul-agent-ca. | To obtain the TLS certification and store it as a K8s

pem' secret
kubectl create secret generic consul-ca-key -n consul --from-file="tIs.key=./consul-agent- To obtain the TLS key and store it as a K8s secret
ca-key.pem'

2.1.1 Commands to deploy Consul

kubect| create ns consul

hel m repo add hashicorp https://hel mrel eases. hashi corp. com

hel m repo update

hel minstall consul hashicorp/consul -f ./consul/consul-config.yam -n consul
kubect| get pods -n consul

2.1.2 Add a Rule for Consul DNS forwarding

OpensShift sends DNS requests to the DNS server in the openshift-dns namespace. To forward Consul FQDN resolution to a Consul DNS server, add a
forwarding rule to configmap of the default DNS operator. Save the Consul's DNS IP address using the following command:
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kubect| get svc consul -dns -n <consul namespace> -0 jsonpath={.spec.clusterlP} (Internal |IP of consul-dns
service)

> oc edit dns.operator/default

Add the bel ow specs:

spec:

servers:

- nane: consul -dns

zones:

- consul

f or war dPl ugi n:

upst r eans:

- <Internal IP of consul-dns service>

2.2 Deployment of Redis Kafka and Elasticsearch

2.2.1 Add a Helm Repository

kubect| create namespace infra

hel mrepo add bitnam https://charts. bitnani .conl bitnan

hel mrepo add elastic https://helmelastic.co

hel mrepo add confluentinc https://confluentinc.github.io/cp-hel mcharts/
hel m repo update

2.2.2 Deploy the Helm Charts

#REDI S#
helminstall infra-redis bitnam /redis-cluster --set usePassword=true --set cluster.nodes=6 --set persistence.
size=1G -n infra

#El astic Search#
helminstall elasticsearch elastic/elasticsearch -n infra --set replicas=1

#KAFKA#
hel minstall infra-kafka confluentinc/cp-hel mcharts -f ./kafka/values.yam -n infra
kubect| set env statefulset -n infra infra-kafka-cp-kafka KAFKA OFFSETS TOPI C_REPLI CATI ON_FACTOR=1

3. Creation of the Voice Namespace

Before deploying Voice Services and their dependencies, create a namespace using the following command:

kubect| create ns voice

NOTE: In all Voice Services and their dependencies configuration files, the namespace is voice. If a customer wants a specific/custom namespace, create
the namespace (using the above command) and change the namespace in respective files below as required.

4. Installation of Prometheus and Voice Dashboard and Alerts

Deploy dashboards and alert Helm charts for voice services as described in this section.

4.1 Prerequisite for deploying voice monitoring

Deploy and run Prometheus.

4.2 Deploy Dashboard and Alert dashboards

Deploy dashboards and alert rules using these Helm charts:

® voice-dashboards - This installs the dashboards that are created to monitor various Voice Services.
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® voice-alertrules - This installs the alert rules that specify what type of alarm must be triggered based on the metrics.

hel mrepo add hel mstaging https://<jfrog artifactory/hel mlocation> --usernane "$JFROG USER' --password
" $JFROG_PASSWORD"
hel m repo update

hel minstall voice-alertrules -n voice https://<jfrog artifactory/hel mlocation>/voice-nonitoring/voice-
alertrules-1.0.5.tgz --usernane "$JFROG USER' --password "$JFROG PASSWORD'

hel minstall voice-dashboards -n voice https://<jfrog artifactory/hel mlocation>/voice-nonitoring/voice-
dashboards-1.0.8.tgz --username "$JFROG USER' --password "$JFROG_PASSWORD'

5. Deployment of Voice Services

5.1 Creation of the Consul bootstrap token

When Access Control List (ACL) is enabled in Consul, the Voice Services must have read-write privileges for some of the core components of the consul.

1. Get the Bootstrap Token. Use the following command to obtain the bootstrap token:

kubect| get secret consul -bootstrap-acl-token -n <consul namespace> -o go-tenplate='{{.data.token |
base64decode} }

2. Log in to the Consul Ul using the bootstrap token.
3. Create a new Token. In the same page, click Create policy.

4. Create a new policy (voice-policy) with the following privileges:
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service_prefix "" {

policy = "read"
intentions = "read"

}

service_prefix "" {
policy = "wite"
intentions = "wite"

}

node_prefix "" {
policy = "read"

}

node_prefix "" {
policy = "wite"

}

agent _prefix "" {
policy = "read"

}

agent _prefix "" {
policy = "wite"

}

session_prefix "" {
policy = "wite"

}

session_prefix "" {
policy = "read"

}

namespace_prefix "" {
key_prefix "" {
policy = "wite"

}

session_prefix "" {
policy = "wite"

}

}

key_prefix "" {
policy = "read"

}

key_prefix "" {
policy = "wite"

}

5. Assign the newly created voice-policy to this token and create the token. The sample value of Token (a7529f8a-1146-e398-8bd7-367894c4b37b).

6. Click the token and copy the token, and create a K8 secret with this token, as follows:

kubect| create secret generic consul -voice-token -n voice --fromliteral = consul -consul -voi ce-t oken=a7529f 8a-

1146- e398-8bd7-367894c4b37b’

5.2 Creation of Intentions in Consul Ul

Voice Services use a Consul service mesh to connect among services. Consul has provision to either allow or deny the connection between services. This

is done using Intentions.

Log in to the Intentions tab using the bootstrap token. Then create a new intention to allow all source services to all destination services as shown below.

Genesys confidential and proprietary information 101



R 241Deplo. x | VOICEMC: X | © Genesys-1 x | Q

<

Overview| X | & 85Voice

C & consul-uiapi0l

prodoo;

default  northeurope-prod002  Services  Nodes

Intentions 1w
S pe

1) | = Allow (1

Source

Al Services (*) >

®

Key/Value ACL Intentions

Destination

All Services (*)

X | @ taunchve x | @ LaunchMe X G Intentions X 4 o

Precedence

1

Help v Settings Login

Actions

5.3 Security context configuration

In the OpenShift cluster, the access control is more restrictive and the UID and GID numberingis different. Because of this, the default Genesys User
which is used in Genesys docker images cannot be installed directly. As described on Common prerequisites, you must create a Security Context
Contraint (SCC) and add the required privileges for a Genesys user (genesys-restricted) and group (genesys-restricted-group).

Bind the SCC to service accounts used by Voice Services to grant permissions for any operations from the pod/container.

oc adm policy add-scc-to-user genesys-restricted -z voice-agent -n voice

oc adm pol i cy add-scc-to-user genesys-restricted -z voice-callthread -n voice

oc adm policy add-scc-to-user genesys-restricted -z voice-config -n voice

oc adm policy add-scc-to-user genesys-restricted -z voice-registrar -n voice

oc adm policy add-scc-to-user genesys-restricted -z voice-sip -n voice

oc adm policy add-scc-to-user genesys-restricted -z voice-sipfe -n voice

oc adm pol i cy add-scc-to-user genesys-restricted -z voice-sipproxy -n voice

oc adm policy add-scc-to-user genesys-restricted -z voice-rqg -n voice

oc adm policy add-scc-to-user genesys-restricted -z voice-ors -n voice

oc adm pol i cy add-scc-to-user genesys-restricted -z voice-dialplan -n voice

oc adm policy add-scc-to-user genesys-restricted -z voice-cprs-test-cprs -n voice
oc adm policy add-scc-to-user genesys-restricted -z tenant-<TENANT-UU D> -n voice

5.4 Register the Redis service in Consul

After the creation of the Redis cluster, the Redis FQDN must be registered in Consul. Use the voice-redis-service Helm chart for this purpose, as follows:

##get | Paddress of the naster redis pod
export REDI S_MASTER | P=$(kubect| get pods infra-redis-redis-cluster-0 -n infra -o jsonpath='{.status.podl P}")
hel mrepo add hel mstaging https://<jfrog artifactory/hel mlocation> --usernane "$JFROG USER' --password

" $JFROG_PASSWORD'
hel m repo update

helminstall -n voice -f ./voice_hel mval ues/voice_redis_val ues.yam voice-redis-services https://<jfrog
artifactory/hel mlocation>/voice-redis-services/voice-redis-services-1.0.1.tgz --usernane "$IJFROG USER' --
password "$JFROG PASSWORD' --set redis. agent node. host nane=$REDI S_MASTER | P, r edi s. cal | t hr eadnode.

host namre=$REDI S_MASTER | P, r edi s. confi gnode. host name=$REDI S_MASTER | P, r edi s. or snode. host name=$REDI S_MASTER | P,
redi s. orsnodeSt r eam host nane=$REDI S_MASTER | P, redi s. r egi st rar node. host name=$REDI S_MASTER | P, r edi s. r gnode.
host name=$REDI S_VVASTER | P, r edi s. si pnode. host name=$REDI S_MASTER | P, r edi s. t enant node. host nane=$REDI S_MASTER | P

5.5 Secrets for Voice Services

Create the following K8 secrets for other infrastructure services:
1. Kafka
2. docker-registry
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3. Redis

5.5.1 Kafka Secrets

When Kafka is deployed without authentication, create Kafka secrets as shown below:

kubect| create secret generic -n voice kafka-secrets-token --fromliteral =kaf ka-secret s={\"bootstrap\": <kaf ka-
boot strap-url >}

for ex, kubectl create secret generic -n voice kafka-secrets-token --fromliteral =kaf ka-secrets={\"bootstrap\":
\"i nfra-kaf ka- cp- kaf ka. i nfra. svc. cluster.|ocal : 9092\ "}

When Kafka is deployed with authentication, create Kafka secrets as shown below:

kubect| create secret generic -n voice kafka-secrets-token --fromliteral =kaf ka-secret s={\"bootstrap\": <kaf ka-
boot strap-url >, \"usernane\": <USERNAME>, \"password\": <PASSWORD>}

for ex, kubectl create secret generic -n voice kafka-secrets-token --fromliteral =kaf ka-secrets={\"bootstrap\":
\"i nfra-kaf ka- cp- kaf ka. i nfra.svc. cluster.local : 9092\ ",\"user nane\ ":\ "kaf ka-user\",\"password\ ":\"kaf ka-
password\ "}

5.5.2 Redis Secrets

Use the following commands to create Redis secrets:

export REDI S_PASSWORD=$( kubect| get secret infra-redis-redis-cluster -n infra -o jsonpath="{.data.redis-
password}" | base64 --decode)

kubect| create secret generic -n voice redis-agent-token --fromliteral =redi s-agent-state={\"password\":

\ "$REDI S_PASSWORD\ "}

kubect| create secret generic -n voice redis-callthread-token --fromliteral =redis-call-state={\"password\":
\"$REDI S_PASSWORD\ "}

kubect| create secret generic -n voice redis-config-token --fromliteral =redi s-config-state={\"password\":
\"$REDI S_PASSWORD\ "}

kubect| create secret generic -n voice redis-tenant-token --fromliteral =redi s-tenant-streanm={\"password\":
\ "$REDI S_PASSWORD\ "}

kubect| create secret generic -n voice redis-registrar-token --fromliteral =redis-registrar-state={\"password\":

\ "$REDI S_PASSWORD\ "}

kubect| create secret generic -n voice redis-sip-token --fromliteral =redis-sip-state={\"password\":

\ "$REDI S_PASSWORD\ "}

kubect| create secret generic -n voice redis-ors-streamtoken --fromliteral =redis-ors-streanm{\"password\":
\ " $REDI S_PASSWORD\ "}

kubect| create secret generic -n voice redis-ors-token --fromliteral =redi s-ors-state={\"password\":

\ "$REDI S_PASSWORD\ "}

kubect| create secret generic -n voice redis-rg-token --fromliteral =redi s-rqg-state={\"password\":

\"$REDI S_PASSWORD\ "}

5.5.3 Jfrog Secrets

Use the following commands to create Jfrog secrets:

kubect| create secret docker-registry <credential -name> --docker-server=<docker-repo> --docker-
user name="$JFROG_USER' - - docker - passwor d="$JFROG_PASSWORD' -n voi ce

5.6 Deployment of Voice Services

Before deploying Voice Services, we must create Persistent Volume Claims (PVC) that are required for Voice Services.

5.6.1 Persistent Volumes

The Voice SIP Cluster Service uses the persistent volume--a piece of storage--to store traditional SIP Server logs in OpenShift. For this, you do the
following:

1. Persistent Volume for OCS
2. Persistent Volume for NFS
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Persistent Volume in OCS Storage Type

A Storage Class might have been already created in the OCP (OpenShift Container Platform). This Storage Class is used for creating PVC and must be
set in the override values of sip_node_override_values.yaml.

For the OpensShift cluster with OpenShift Container Storage (OCS) storage, configure the Storage Class to be used for creating the persistent volume. In
the case of OCS storage, PV will be created automatically when PVC is claimed. For such clusters, the volumeName parameter in sip_node_override_va
lues.yaml must be empty

# pvc will be created for |ogs
vol unes:
pvclLog:
create: true
claim sip-1og-pvc
st orageC ass: voice
vol unmeNane:

pvcJsonlLog:
create: true
claim sip-json-1og-pvc
st oraged ass: voice
vol umeNane:

Persistent Volume in NFS Storage Type

For the OpenShift cluster with Network File System (NFS) storage, the persistent volume must be created manually:

kubect!| apply -f ./voice_hel mval ues/sip_node_| og_pv. yam

The created persistent volume must be configured in sip_node_override_values.yaml as shown below:

# pvc will be created for |ogs
vol unes:
pvclLog:
create: true
claim sip-1og-pvc
st orageC ass: voice
vol umreNane: <pv nanme> (ex sip-|o0g-pv)

pvcJsonlLog:
create: true
claim sip-json-1og-pve
st orageC ass: voice
vol umeNane: <pv nanme> (ex sip-Io0g-pv)

5.6.2 Configure the DNS Server for voice-sip
The Voice SIP Cluster Service requires that the DNS server is configured in sip_node_override_values.yaml.

In the OCP environment, the K8 DNS server name can be obtained using the following command:

oc get dns.operator/default -o jsonpath={.status.clusterlP}

In a non-OCP environment, follow the steps provided in Kubernetes documentation (https://kubernetes.io/docs/tasks/administer-cluster/dns-debugging-
resolution/) and install the dnsutils pod. Using the dnsutils pods, get the dnsserver that is used in the environment.

Default value in the SIP Helm chart is "10.0.0.10", if the DNS server address is different, update it in sip_node_override_values.yaml as shown below:

# update dns server ipaddress
cont ext:
envs:
dnsServer: "10.202.0.10"

5.6.3 Voice Service Helm chart deployment

Genesys confidential and proprietary information 104



Deploy the Voice Services using the provided Helm charts.

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mval ues/agent_override_val ues. yan
voi ce-agent <hel m repo>/voi ce- agent - <hel nthart-version> tgz --set version=<contai ner-version> --usernane
"$JFROG_USER' --password " $JFROG_PASSWORD'

hel m upgrade --install --force --wait --tineout 300s -n voice -f ./voice_hel mvalues/callthread_override_val ues.
yam voice-callthread <hel mrepo>/voice-callthread-<hel nthart-version> tgz --set version=<contai ner-version> --
user name "$JFROG USER' --password "$IJFROG_PASSWORD'

hel mupgrade --install --force --wait --timeout 200s -n voice -f ./voice_hel mval ues/config_override_val ues.
yam voi ce-confi g <hel mrepo>/voi ce-confi g-<hel nthart-version>.tgz --set version=<contai ner-version> --usernane
"$JFROG_USER' --password " $JFROG_PASSWORD'

hel m upgrade --install --force --wait --tineout 300s -n voice -f ./voice_hel mval ues/dial pl an_override_val ues.
yam voi ce-di al pl an <hel mrepo>/voi ce-di al pl an-<hel nthart-version>.tgz --set versi on=<contai ner-version> --
user name "$JFROG_USER' --password "$IJFROG_PASSWORD'

hel mupgrade --install --force --wait --timeout 200s -n voice -f ./voice_hel mval ues/ors_node_override_val ues.
yam voice-ors <hel mrepo>/voi ce-ors-<hel nthart-version> tgz --set version=<container-version> --usernanme
"$JFROG_USER' --password " $JFROG_PASSWORD'

hel m upgrade --install --force --wait --tineout 300s -n voice -f ./voice_hel mvalues/registrar_override_val ues.
yam voice-regi strar <hel mrepo>/voice-registrar-<hel nchart-version>.tgz --set versi on=<contai ner-version> --
user name "$JFROG USER' --password "$JFROG_PASSWORD'

hel mupgrade --install --force --wait --timeout 200s -n voice -f ./voice_hel mval ues/rqg_node_override_val ues.
yanml voice-rq <hel mrepo>/voice-rq-<hel nthart-version>tgz --set versioon=<contai ner-version> --usernane
"$JFROG_USER' --password " $JFROG_PASSWORD'

hel m upgrade --install --force --wait --tineout 200s -n voice -f ./voice_hel mval ues/si p_node_override_val ues.
yam voi ce-sip <hel mrepo>/voi ce-sip-<hel ntchart-version>.tgz --set versi on=<contai ner-version> --usernanme
"$JFROG_USER' --password "$JFROG_PASSWORD'

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mval ues/sipfe_override_val ues. yan
voi ce- si pf e <hel mrepo>/ voi ce-si pf e-<hel nthart-version> tgz --set version=<container-version> --usernane
"$JFROG_USER" --password "$JFROG PASSWORD'

hel m upgrade --install --force --wait --tineout 300s -n voice -f ./voice_hel mval ues/sipproxy_override_val ues.

yam voi ce-si pproxy <hel mrepo>/voi ce-si pproxy-<hel nthart-version>.tgz --set versi on=<container-version> --
user name "$JFROG_USER' - - password "$IFROG _PASSWORD'

The following table contains a list of the minimum recommended Helm chart versions that should be used for the OCP installation:

S.No Service Name Helm chart version

1 voice-config voice-config-9.0.11.tgz

2 voice-dialplan voice-dialplan-9.0.08.tgz

3 voice-registrar voice-registrar-9.0.14.tgz
4 voice-agent voice-agent-9.0.10.tgz

5 voice-callthread | voice-callthread-9.0.12.tgz
6 voice-sip voice-sip-9.0.22.tgz

7 voice-sipfe voice-sipfe-9.0.06.tgz

8 voice-sipproxy voice-sipproxy-9.0.09.tgz
9 voice-rq voice-rg-9.0.08.tgz

10 voice-ors voice-0rs-9.0.08.tgz

5.7 Upgrade of Voice Services
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Because Voice Services are real-time services, we use canary-based deployment for their upgrades. The canary deployment is a technique of deploying
one or more canary instances with the new version and verification of the new version to ensure it works as expected and also works with the previous
version. Deploying only one or two canary instances should be sufficient to discover a faulty version and to minimize the risk of adding a new version into
production.

The upgrade procedure consists of these major steps:

1. Canary deployment
2. Upgrade
3. Delete canary

5.7.1 Canary Deployment

For any new Voice Service version, the canary instance of it is deployed, and after the new version of the canary is approved, this version is rolled out to
all instances of a Voice Service using the procedure covered in upgrade section.

For the canary deployment, some parameters in the canary_override_values.yaml file must be overridden. This file is passed to the Helm chart during
the deployment of the canary instance.

# serviceaccount is created during initial deploynent
servi ceAccount :
create: false

depl oynent :
postfix: canary

# configmap is already created during initial deploynent
context:
create: false

# this is needed for SIP canary only
| oggi ngSi decar:

cont ext:

create: false

# this is also needed for SIP canary only
vol unes:

pvclLog:

create: false

pvcJsonLog:

create: false

# podnmonitor is not needed for canary, but nmetric server enabling is needed
pronet heus:

podNbni t or:

enabl ed: fal se

netricServer:

enabl ed: true

# canary does not need HPA
hpa:
enabl ed: fal se

Commands to deploy a canary instance:
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hel m upgrade --install --force --wait --tineout 300s -n voice -f ./voice_hel mval ues/agent_overri de_val ues. yam
-f ./voice_hel mval ues/ canary_override_val ues. yam voice-agent-canary <hel mrepo>/voi ce-agent - <hel nthart -
version>.tgz --set version=<new contai ner-version> --usernane "$JFROG USER' --password "$JFROG PASSWORD'

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mvalues/callthread_override_val ues.
yam -f ./voice_hel mval ues/canary_override_val ues.yam voice-callthread-canary <hel mrepo>/voice-callthread-
<hel nthart-version>.tgz --set versi on=<new contai ner-version> --usernanme "$JFROG USER' --password

" $JFROG_PASSWORD'

hel m upgrade --install --force --wait --timeout 200s -n voice -f ./voice_hel mval ues/config_override_val ues.
yam -f ./voice_hel mval ues/canary_override_val ues. yam voi ce-config-canary <hel mrepo>/voi ce-config-<hel nchart-
version>.tgz --set version=<new contai ner-version> --usernane "$JFROG USER' --password "$JFROG PASSWORD"

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mval ues/dial pl an_overri de_val ues.
yam -f ./voice_hel mval ues/canary_override_val ues. yam voi ce-di al pl an-canary <hel mrepo>/voi ce-di al pl an-
<hel nthart-version>.tgz --set version=<new contai ner-version> --usernanme "$JFROG USER' --password

" $JFROG_PASSWORD'

hel mupgrade --install --force --wait --timeout 200s -n voice -f ./voice_hel mval ues/ors_node_override_val ues.
yam -f ./voice_hel mval ues/canary_override_val ues.yam voice-ors-canary <hel mrepo>/voice-ors-<hel nthart-
version>.tgz --set version=<new contai ner-version> --usernane "$JFROG USER' --password "$JFROG PASSWORD'

hel m upgrade --install --force --wait --tineout 300s -n voice -f ./voice_hel mvalues/registrar_override_val ues.
yam -f ./voice_hel mval ues/canary_override_val ues.yam voice-registrar-canary <hel mrepo>/voi ce-registrar-
<hel nchart-version>.tgz --set version=<new contai ner-version> --usernane "$JFROG USER' --password

" $JFROG_PASSWORD"

hel m upgrade --install --force --wait --tineout 200s -n voice -f ./voice_hel mval ues/rg_node_override_val ues.
yam -f ./voice_hel mval ues/canary_override_val ues. yam voice-rqg-canary <hel mrepo>/voice-rqg-<hel nchart -
version>.tgz --set version=<new contai ner-version> --usernane "$IJFROG USER' --password "$JFROG_PASSWORD"

hel mupgrade --install --force --wait --timeout 200s -n voice -f ./voice_hel mval ues/sip_node_override_val ues.
yam -f ./voice_hel mval ues/canary_overri de_val ues. yam voice-sip-canary <hel mrepo>/voice-sip-<hel nthart-
version>.tgz --set version=<new contai ner-version> --usernane "$JFROG USER' --password "$JFROG PASSWORD'

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mval ues/sipfe_override_val ues. yam
-f ./voice_hel mval ues/ canary_override_val ues. yam voice-si pfe-canary <hel mrepo>/voi ce-si pfe-<hel nthart -
version>.tgz --set version=<new container-version> --usernane "$JFROG USER' --password "$JFROG_PASSWORD'

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mval ues/sipproxy_override_val ues.
yam -f ./voice_hel mval ues/canary_overri de_val ues. yam voi ce-si pproxy-canary <hel mrepo>/voi ce-si pproxy-
<hel nthart-version>.tgz --set versi on=<new cont ai ner-versi on> --usernane "$JFROG USER' --password

" $JFROG_PASSWORD'

5.7.2 Service Upgrade

When the canary deployment of a Voice Service is ready for an upgrade, use the following commands to upgrade the current version of a Voice Service to
the desired version:
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hel m upgrade --install --force --wait --tineout 300s -n voice -f ./voice_hel mval ues/agent_overri de_val ues. yam
voi ce- agent <hel m repo>/voi ce-agent - <hel nthart-version>.tgz --set versi on=<new cont ai ner-versi on> --user nane
"$JFROG_USER' --password " $JFROG_PASSWORD'

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mvalues/callthread_override_val ues.
yam voice-callthread <hel mrepo>/voice-callthread-<hel nchart-version> tgz --set versi on=<new cont ai ner -
versi on> --usernanme "$JFROG USER' --password "$JFROG PASSWORD'

hel m upgrade --install --force --wait --tineout 200s -n voice -f ./voice_hel mvalues/config_override_val ues.
yaml voi ce-config <hel mrepo>/voi ce-confi g-<hel nthart-version>.tgz --set versi on=<new contai ner-version> --
user name "$JFROG USER' --password "$IJFROG_PASSWORD'

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mval ues/dial pl an_overri de_val ues.
yam voi ce-di al pl an <hel mrepo>/voi ce-di al pl an-<hel nthart-version>.tgz --set versi on=<new cont ai ner-version> --
user name "$JFROG USER' --password "$IFROG_PASSWORD'

hel m upgrade --install --force --wait --tineout 200s -n voice -f ./voice_hel mval ues/ors_node_override_val ues.
yam voice-ors <hel mrepo>/voi ce-ors-<hel nthart-version> tgz --set versi on=<new cont ai ner-versi on> --usernane
"$JFROG_USER' --password "$JFROG_PASSWORD'

hel m upgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mval ues/registrar_override_val ues.
yam voi ce-regi strar <hel mrepo>/voice-registrar-<hel nchart-version>. tgz --set versi on=<new cont ai ner-versi on>
--username "$JFROG USER' --password "$JFROG_PASSWORD"

hel m upgrade --install --force --wait --tinmeout 200s -n voice -f ./voice_hel mval ues/rg_node_override_val ues.
yam voi ce-rq <hel mrepo>/voi ce-rqg-<hel nthart-version>.tgz --set versi on=<new- cont ai ner-versi on> --user name
"$JFROG_USER' --password " $JFROG_PASSWORD'

hel m upgrade --install --force --wait --timeout 200s -n voice -f ./voice_hel mval ues/sip_node_override_val ues.
yam voi ce-sip <hel mrepo>/voi ce-sip-<hel nchart-version> tgz --set versi on=<new contai ner-versi on> --usernane
"$JFROG_USER' --password "$JFROG _PASSWORD'

hel m upgrade --install --force --wait --tineout 300s -n voice -f ./voice_hel mval ues/sipfe_override_val ues. yam
voi ce- si pfe <hel mrepo>/voi ce-si pf e-<hel nthart-version>. tgz --set versi on=<new cont ai ner-versi on> --user nane
"$JFROG_USER' --password " $JFROG_PASSWORD'

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./voice_hel mval ues/sipproxy_override_val ues.
yam voi ce-si pproxy <hel mrepo>/voi ce-si pproxy-<hel nthart-version>.tgz --set versi on=<new contai ner-version> --
user name "$JFROG _USER' --password "$JFROG. PASSWORD!

5.7.3 Delete the canary instance

If the upgrade of a Voice Service is successful, delete the canary instance of the service by using the following commands:

hel m del ete voi ce-agent-canary -n voice

hel m del ete voice-callthread-canary -n voice
hel m del ete voi ce-config-canary -n voice

hel m del et e voi ce-di al pl an-canary -n voice
hel m del et e voi ce-ors-canary -n voice

hel m del ete voice-registrar-canary -n voice
hel m del ete voi ce-si p-canary -n voice

hel m del et e voi ce-si pfe-canary -n voice

hel m del et e voi ce-si pproxy-canary -n voi ce

5.7.4 Upgrade of RQ Node Service

The upgrade procedure of the RQ node service differs from other Voice Services and consists of the following steps:

1. Change Strategy to OnDelete:
Set the strategy to OnDelete in rq_node_override_values.yam. Note that when a fresh RQ node service is deployed, the strategy is set to Rollin
gUpdate in rqg_node_override_values.yaml by default.

Example:
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depl oynent :
depl oynent Type: stateful set
strategy: OnDel ete

2. Upgrade voice-rq Helm to a new version:

Upgrade the voice-rq Helm to the newer version using the following command:

hel m upgrade --install --force --wait --tineout 200s -n voice -f ./voice_hel mval ues
/rg_node_override_val ues.yam voice-rq https://<jfrog artifactory/helmlocation>/voice-rqg/voice-rqg-
9.0.07.tgz --set version=9.0.6 --usernane "$JFROG USER' --password "$JFROG_PASSWORD"

3. Delete voice-rq-0 pod:
Delete the voice-rg-0 pod, and then the voice-rg-0 pod will be upgraded to a new version. Note that only when a pod is deleted, the upgraded
Helm version will be considered to new pods. And this canary pod can be verified to ensure it works with other RQ nodes.

4. Downgrade Helm to a previous version:

If other RQ node pods are deleted, they would also get upgraded to a newer version. To avoid such random upgrade of RQ nodes, downgrade
Helm version to a previous version. And voice-rg-0 will have a new version available for testing.

5. Deploy Helm to a new version:

If a canary pod (voice-rg-0) works correctly with other pods and in the environment, upgrade the voice-rq Helm to the newer version (same as
step 2). When the upgrade is successful, delete all RQ pods, so the newer RQ node pods will have the upgraded new version.

6. Deployment of Voice Tenant Service

Refer to Deploy Voice Tenant Service for details for the Voice Tenant Service deployment.

7. Testing of Voice Services

After the Voice Services and at least one instance of a Tenant Service are deployed for testing purposes, the smoke test can be run to validate the
Voice Services.

1. Bind the SCC to service account voice-cprs-test-cprs used by a voice test service to grant permissions for any operations from the pod

/container. This operation will be executed as a part of step 4.2.
2. Install the cprs Helm chart as follows:

hel m upgrade --install --force --wait -n voice -f ./cprs/cprs_hel nval ues.yam voice-cprs-test https://<jfrog
artifactory/hel mlocation>/voice-test/voice-test-9.0.05.tgz --set version=latest --usernanme "$IJFROG USER' --
passwor d " $JFROG_PASSWORD'

3. Start the cprs which will start the smoke test.

hel mtest voice-cprs-test -n voice

4. This smoke test does the following:

® SIP Registration

® Tlib Registration

® Agent Login

® Inbound call being routed to an agent
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Deploy Voice Tenant Service

@ Disclaimer

Voice Tenant Service in Genesys Engage cloud private edition is being released to pre-approved customers as part of the Early Adopter
Program. This means that both the product and the documentation are still under development. As a result, documentation sections might
require revision as the product develops. We advise that you use this documentation with care. Before you make changes that could affect the
success of your deployment, verify them with your Genesys representatives.

. Introduction

. Prerequisites

. Deployment Scenarios

. Dependencies

. Deployment Parameters

. Containers and Charts Deliverables
. Deployment Steps
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1. Introduction

A Voice Tenant Service is a core service of the Genesys Engage cloud platform that serves as an application layer between front-end Genesys Engage
cloud solutions and shared backend core services in a region.

The Voice Tenant Service instances are dedicated to a tenant of Genesys Engage cloud platform and provide these main functions: provisioning of tenant
resources, such as agents and DNs; routing of interactions within a tenant; execution of outbound campaigns for a tenant; providing call control
functionality; participation in authentication workflow for tenant's agents.

This document describes use-cases and deployment steps for a Voice Tenant Service.

2. Prerequisites

® Voice Platform 9.0 and all its external dependencies must be deployed before proceeding with the Tenant Service deployment. See Steps 1-5 in
Deploy Voice Services for details.

® PostgreSQL 10 database management system must be deployed and database shall be allocated either as a master or replica. See 2.1
PostgreSQL DB for details of the sample deployment of the standalone DBMS.

® GWS Authentication Service 9.0 - recommended before proceeding with tenant deployment if use of Agent Setup, WWE is expected after
tenant is deployed.

See Dependencies for details about interconnections between tenant and its dependencies.

2.1 PostgreSQL DB

For a Tenant Service, the PostgreSQL database is required and credentials of the database can be obtained in two ways: either create its own
PostgreSQL DB for a Tenant Service or use the shared PostgreSQL DB (which is recommended in the OpenShift platform).

Deploy a PostgreSQL DB using the below commands:
hel mrepo add bitnam https://charts.bitnam .conibitnam

helminstall -n voice t100postgres -f ./tenant_hel mval ues/ postgres_val ues. yam bitnam /postgresql

3. Deployment Scenarios

Several deployment scenarios are supported, including a single region, redundant and multi-region deployments, and multi-tenant deployment.

3.1 Single region/location/cluster

Tenant resources are deployed in a single Azure Kubernetes Service (AKS) cluster within the same or separate namespace (project) with the voice
platform. If shared resources are being deployed across all tenants, they must also be added to the same target namespace.

Before proceeding with the Tenant(s) deployment at a location, the following features are required:

POD Monitor for all tenant pods
® FluentBit logging framework
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The deployment must include the tenant-monitor module execution at a location, as described in tenant-monitor.

3.1.1 Single tenant

Basic deployment

Single-node deployment requires a single override file and one "tenant" module to deploy, with reference implementation described at Single service at
one location.

Mandatory parameters for basic installation are:
® tenant uuid (v4)

® tenant nickname (become a helm release name)
® all backend parameters (along with all secrets that may be required based on these parameters)

To increase number of nodes, the node count parameter can be adjusted. See Scalability and redundancy parameters.

Upgrade

The upgrade can be performed by re-running deployment with the same mandatory parameters and adjusted version of tenant image(s) and Helm charts.
The upgrade will be performed automatically, one node at a time (if node count is > 1). The update of the tenant configuration may happen automatically
upon upgrade of the master node. It is recommended to perform a backup of the backend database for a Tenant Service before upgrade.

3.1.2 Multiple tenants at one location

Basic deployment

Additional tenants can be deployed at the same location with following guidelines:

® Each Tenant Service has to have unique tenant uuid, shortid, and nickname
® Each Tenant Service is deployed/upgraded and adjusted independently

3.2 Multiple regions/locations/clusters

3.2.1 Basic deployment

In multi-regional/multi-location deployments, one region/location is considered "master” (from a tenant perspective) and includes the database backend
with write capabilities. Other regions/locations have replicas of the database backend in read-only mode. A Tenant Service at each location may be
deployed to have one of its nodes running as master (write access to provisioning data via config API) or have all its nodes running only as replicas (read
access to configuration).

Multi-regional deployments have to be done according to these steps (with pre-requisites already satisfied at each region/location):

® |If required, deploy the tenant-monitor module at a location planned as a master tenant node.

® Complete basic deployment of a Tenant Service in the master region, including specification of DR parameters for master, as per Scalability and
redundancy parameters.

® Complete deployment of the database backend with replica of master database at location(s) where replica tenant nodes are expected to run,
including provisioning of access keys/secrets to access local replica.

® |f required, deploy the tenant-monitor module at location(s) , where replicas are expected to run.

® Complete basic tenant deployment for additional region(s) and specify DR parameters for a master region (see Scalability and redundancy

parameters).

The same customization scenarios discussed for tenant nodes can be applied for each location independently.

3.2.2 Upgrade

Can be performed by re-running deployment with the same mandatory parameters and adjusted version of tenant image(s) and helm charts for every
location. Update of tenant configuration may happen automatically upon upgrade of master node in master region. It is recommended to perform back up
of the backend database for a Tenant Service before upgrading the master region.

4. Dependencies

This section describes dependencies between service components, service dependencies on the rest of the platform and external (third party)
dependencies, with endpoint information.

4.1 Service components endpoint dependencies

® Voice Front End Service
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® Voice Redis (RQ) Service
® Voice Config Service

4.2 Platform Endpoint dependencies

® GWS environment API
Interaction service core
® [nteraction service vq

4.3 Third-party endpoint dependencies

Kafka
Consul
Redis
PostgreSQL

5. Deployment Parameters

This section describes purpose and use cases for configurable parameters of a Tenant Service deployment. Itis NOT intended to provide actual values or
names of override option of helm charts (later have to be extracted from values.yaml) file of each helm chart.

5.1 Versioning

Group

version
version

location

name

tenant image versions
roles and permissions version

image location

purpose

5.2 ldentification

Group

Tenant

Tenant

name

uuid

name

unique identifier of all instances
of tenant service

nickname of tenant

purpose

5.3 Backend parameters

Group

postgres

postgres

postgres

postgres

postgres

postgres

consul

consul

name

database
host

database
user

database
name

database
password
parameters

k8s
secret
usage
flags

ssl usage

k8s
secret
usage
flags

consul
token
parameters

purpose

reference to backend dbms to persist service
into

reference to backend database to persist
service into

reference to backend database to persist
service into

either direct value or reference to a secret
name and key that hold a value, depends on
relevant k8s secret flag and k8s secret env
map flag

indication of k8s secret being used to keep
password and whenever secret shall be
mounted to env variable or expected to be
mapped as a volume

specify secure connection preferences

indication of k8s secret being used to keep
token and whenever secret shall be mounted
to env variable or expected to be mapped as
a volume

either direct value or reference to a secret
name and key that hold a value, depends on
relevant k8s secret flag and k8s secret env
map flag
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comments

target image to install, must use same version for all init containers
target version of roles and permissions to apply

target registry to pull images from

all nodes deployed to handle end customer environment use that uuid that is also registered. last 4 positions of
this uuid are used as short tenant id, when applicable.

human readable name , default to “t<short_id>"

comment

either direct value or file path that can point out to a mapped volume with file content that can
be used as dbms name

either direct value or file path that can point out to a mapped volume with file content that can
be used as database username

either direct value or file path that can point out to a mapped volume with file content that can
be used as database username

these parameters control how password is being extracted by service. direct value is supported
to testing purposes; secret name can be specified if password from external secret shall be
mounted as a volume and password exposed via file; secret key can be specified if password
shall be mapped to environment variable

boolean values that forces use of secret (instead of direct database password).

allow or require tls

boolean values that force use of secret (instead of direct consul token value).

these parameters control how token is being extracted by service. direct value is supported to
testing purposes; secret name can be specified if token from external secret shall be mounted
as a volume and token exposed via file; secret key can be specified if password shall be
mapped to environment variable
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redis

redis

redis

redis

kafka

kafka

k8s
secret
usage
flags

redis
connectio
n string
for tenant
stream

redis
connectio
n string
for config
cache

cluster
flag

k8s
secret
usage
flags

kafka
connectio
n string

indication of k8s secrets being used to keep
connection strings and whenever secrets shall
be mounted to env variables or expected to
be mapped as a volumes

either direct value or reference to a secret
name and key that hold a value, depends on
relevant k8s secret flag and k8s secret env
map flag

either direct value or reference to a secret
name and key that hold a value, depends on
relevant k8s secret flag and k8s secret env
map flag

type of redis backend to connect

indication of k8s secrets being used to keep
connection strings and whenever secrets shall
be mounted to env variables or expected to
be mapped as volumes

either direct value or reference to a secret
name and key that hold a value, depends on
relevant k8s secret flag and k8s secret env
map flag

5.4 K8s parameters

Group

Auth and
Autorizati
on

Auth and
Autorizati
on

Scheduli
ng

Scheduli
ng

Scheduli
ng

Scheduli
ng

name

Service
Account

Pod
identity

pod
node
selector

pod tole
ration

affinity

priority
class

purpose comments
Specify non-default service
account that shall be
associated with all PODs of
a tenant service deployment

specify optional annotation
to associate with POD in
order to access K8s
resources

specify optional node pool
selector for tenant PODs

specify optional toleration
for tenant PODs

PODs will be assigned default account if not specified.
tenant deployment and set to use by all PODs. This could be required if consul registration of tenant service relies
on tenant's POD having k8s accounts named after tenant service being registered. Service account is being
created with name matching service name of as tenant (as visible in consul)

boolean values that forces use of secret (instead of direct connection strings). applicable for all
type of redis connections supported by tenant

these parameters control how string is being extracted by service. direct value is supported for
testing purposes; secret name can be specified if value from external secret shall be mounted
as a volume and connection parameters exposed via file; secret key can be specified if string
shall be mapped to environment variable

these parameters control how string is being extracted by service. direct value is supported for
testing purposes; secret name can be specified if value from external secret shall be mounted
as a volume and connection parameters exposed via file; secret key can be specified if string
shall be mapped to environment variable

indicate whenever backend for redis is cluster or standalone server (same is used for all types
of redis endpoints)

boolean values that force use of secret (instead of direct connection strings).

these parameters control how string is being extracted by service. direct value is supported for
testing purposes; secret name can be specified if value from external secret shall be mounted
as a volume and connection parameters exposed via file; secret key can be specified if string
shall be mapped to environment variable

If required, a separate account will be created during

PODs may be assigned adodbidentity if needed

PODs can be assigned to a specific pool, if needed. There is no default K8s pool selections

PODs can be set to tolerate specific taints, There is no default tolerations

enable affinity of tenant
PODs to provide high
availability

specify optional priority
class for tenant PODs

5.5 Logging parameters

Group

logging
framewor
ks

logging

framewor

ks

name

fluentbit

fluentbit
config

purpose

specify usage of fluentbit for tenant console

logging

specify config map with fluentbit sidecar
configuration that should be mounted as a volume

PODs of same tenant service may be forced to schedule in different locations ( if supported by underlying
infrastructure) using failure-domain.beta.kubernetes.io/zone annotation when this is enabled. there is no affinity by
default

PODS may be assigned specific priority class, not set by default

comments

tenant PODs won't use fluentbit logging solution by default, tenant-specific fluentbit
configuration can be enabled when deploying tenant-monitor resources, and use of
fluentbit sidecar can be enabled on tenant PODs afterward.

if fluent is enabled in both tenant-monitor and tenant charts, a volume referencing config
map shall be specified, as below (if custom config map is created, map name can be set
differently)
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logging
framewor
ks

file
logging

file

logging

file
logging

file
logging

fluentbit
local
storage

logging
persistent
volume

logging
persistent
volume
storage
class

logging
storage
class

logging
empty
directory

specify volume and volume mount where fluentbit

logs will accumulate

specify usage of persistent volumes for logging by

tenant component that produce log files

if use of persistent volume for logging has been
enabled, storage class can be specified for these

volumes as needed

if logging to persistent volume is enabled and
storage class has been specified explicitly then
creation of storage class can also be enabled as

needed

default logging mount path pointing to a K8s empty

directory volume

5.6 Monitoring and observability

Group

promethe
us

promethe
us

5.7 Integration

Group

GWS

GWS

GWS

GWS

Service

Mesh

voice

Tenant

Tenant

name purpose
Prometheus  specify if pod monitor to scrape prom
pod monitor | endpoints of tenant PODs should be created
Pod level alternative to enabling pod monitor
annotations

name

GWsS
endpoint

GWS
endpoint
tls mode

k8s
secret
usage
flags

client id
and
token

upstrea
m
services

sip
domain

service
user

k8s
secret
usage
flags

purpose

specify dedicated endpoint to register
tenant service upon initial deployment or
upgrade

enable https (secure) connection mode to
contact GWS endpoint

indication of k8s secrets being used to keep
client id and token and whenever secrets
shall be mounted to env variables or
expected to be mapped as volumes

either direct values or references to secret
names and keys that hold values, depends
on relevant k8s secret flag and k8s secret

env map flag

override upstream service references used
by tenant instance to locate intra-service
and platform dependencies via consul

provide sip communication domain for voice
/sbc integration

provide name of service user account

indicate usage of k8s secrets to keep
tenant service account password
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if fluent bit is enabled, below volume :

and volume mount:

shall be added

tenant PODs won't use persistent volume claims by default and no storage classes are
created. Persistent volume claims can be added to tenant PODs when this is enabled

if tenant PODS are set to use persistent volume claims, storage class can be specified
explicitly for volume claims. storage class is not specified in PVC by default

tenant-specific storage class for persistent volumes won't get created by default, can be
enabled when deploying tenant-monitor resources and later utilized by tenant PODs
using same storage class name. storage class name shall be specified for this to work

part of default mounts provided for tenant service

comments

tenant-monitor won't create pod monitor for prometheus by default, prometheus specific
monitor can be created as part of infrastructure deployment when this is enabled

comments

when provided, define contact address to reach master GWS environment service that should be
used to register tenant resources to make them available for GWS-based applications. by default,
endpoint isn't specified and localhost connection attempt will be made by tenant container, GWS

endpoint shall be reachable via service mesh upstream

when endpoint is provided, use of this parameter forces secure connection when accessing GWS
on that address. NOTE: not available in initial release, only http connections are supported

boolean values that force use of secret (instead of direct client id and token).

these parameters control how client id and token is being extracted by service. direct value is
supported for testing purposes; secret name can be specified if value from external secret shall be
mounted as a volume and connection parameters exposed via file; secret key can be specified if
string shall be mapped to environment variables

tenant POD has default service references that tenant service has to access via consul service
mesh, this parameter allow to specify alternative values to make consul service names to tenant
POD local ports allocated for service mesh. For more details see Dependencies.

customize SIP URI used to deliver between tenant and core voice platform and / or SBC

this account is being used to manage all parts of tenant service provisioning and is created at
bootstrap
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service
user
password

Tenant

either direct value or references to a secret
name and key that hold values, depends
on relevant k8s secret flag and k8s secret

env map flag

these parameters control how password for internal admin account is being accessed service.
direct value is supported for testing purposes; secret name can be specified if password from
external secret shall be mounted as a volume and password exposed as a file; secret key can be
specified if password shall be mapped to environment variables

5.8 Scalability and redundancy parameters

Group name
Tenant node
count
Tenant master
location

purpose

manage number of nodes
deployed per service
instance

manage location where
master (writable) tenant
node can be found for multi-
regional deployments

5.9 Extended parameters

Group name
main
volume
mounts
for
backend
secrets

postgres

postgres  init
volume
mounts
for
backend
secrets

main
volume
mounts
for
consul
token

consul

consul init
volume
mounts
for
consul
token

redis

kafka

purpose

specify volumes and volume
mounts for main tenant container
that reference secrets to bound

specify volumes and volume
mounts for init containers (which
are started as part of tenant
onboarding and require secrets to
operate)

specify volume mounts for main
container to bound for consul
access creds

specify volume mounts for main
container to bound for consul
access creds

comment

by default service instance is being deployed with single node. if local high availability is required, additional nodes
can be added to as service by value of this parameter and re-running deployment

by default tenant service is deployed as master, and expects to have writable local database backend accessible at
its location, this parameter is required when deploying additional regions of the same tenant at other locations and
its content should match with the name of consul datacenter where master tenant nodes are deployed. it shall be
set the same across all locations

comment

usage of volumes and volume mounts depends on backend parameters selected as part of backend
provisioning. volumes and mounts need to be specified if backend secrets are provisioned to come from
secrets mapped as file systems. Note: Tenant has only one set of volume and volumeMounts entries in
parameters overrides, all volumes for all purposes must be concatenated into one entry

Similar to volumes/mounts of main tenant container. Note: Tenant has only one set of initVolumes and
initVolumeMounts entries in parameters overrides, all volumes for all purposes must be concatenated into
one entry.

usage of volumes and volume mounts depends on backend parameters selected as part of consul
provisioning. Volumes and mounts need to be specified if consul token is being provisioned from secret
mapped as file systems. Note: Tenant has only one set of volume and volumeMounts entries in parameters
overrides, all volumes for all purposes must be concatenated into one entry

Similar to volumes/mounts of main tenant container. Tenant has only one set of initVolumes and
initVolumeMounts entries in parameters overrides, all volumes for all purposes must be concatenated into
one entry.

only main container needs to bound

only main container needs to bound

6. Containers and Charts Deliverables

6.1 Container Deliverables

container name

core tenant service container

database initialization and upgrade container

role and privileges initialization and upgrade container

solution specific: pulse provisioning container

Genesys confidential and proprietary information

delivered via

internal versions for testing:
<docker-repo>/genesys/katana/tenant_node:9.0.X

internal versions for testing:
<docker-repo>/genesys/katana/tenant_pgdb_init:9.0.X

internal versions for testing:
<docker-repo>/genesys/bec/tools/cspostdeplrs:8.5.00X.XX
internal versions for testing:

<docker-repo>/genesys/katana/tenant_pulse_init:9.0.X
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6.2 Helm Chart Deliverables

chart name delivered via

tenant deployment  internal versions for testing:
<docker-repo>/tenant-9.0.X.tgz

tenant infrastructure | internal versions for testing:

<docker-repo>/tenant-monitor-9.0.X.tgz

7. Deployment Steps

This section provides reference commands with key parameters that are required to complete each deployment step.

7.1 Service-specific infrastructure definitions

7.1.2 Docker container account adjustments

A Tenant Service requires a non-run Linux user genesys with uid:gid of 500:500 to be present-and available to run tenant containers. If this user isn't
available on nodes of K8s cluster, SecurityContextConstraint must be created. SecurityContextConstrain may need to be applied to the K8s account that
Tenant Service is set to run. If a non-default account is being used (see K8s parameters), then it may be required to associate context with that particular
account:

oc adm policy add-scc-to-user genesys-restricted -z tenant-<TENANT-UU D> -n <nanespace>

For a sample security context policy for the genesys use, see Samples and References below.

7.2 Service-specific secrets

7.2.1 Postgres database backend

Database backend can be allocated shared or dedicated. A Tenant Service requires a separate database. Once deployed, secrets with details of postgres
backend parameters must be created as follows:

kubect| create secret generic dbserver -n voice --fromliteral ="dbserver=<postgres service endpoi nt>"
kubect| create secret generic dbnane -n voice --fromliteral ="dbnane=<tenant DB nane at postgres>"
kubect| create secret generic dbuser -n voice --fromliteral ="dbuser=<postgres user for tenant database>"
kubect| create secret generic dbpassword -n voice --fromliteral ="dbpasswor d=<passwor d>"

7.2.2 Service account password

Default account allowing to access the Tenant Service config interface after initial deployment can be supplied a password via a secret. If not provided, pas
sword will be used as a default value (empty passwords are prohibited by a Tenant Service).

kubect| create secret generic svcaccount -n voice --fromliteral ="svcpassword=<password>"

7.2.3 GAUTH backend secrets

GWS/GAuth integration requires a client ID and token to allow a Tenant Service to register at GWS.

kubect| create secret generic gauthclientid -n voice --fromliteral ="clientid=<client id>"

kubect| create secret generic gauthclientsecret -n voice --fromliteral ="clientsecret=<token>"

7.3 Location-specific deployment steps
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tenant-monitor

Monitoring/logging shared configuration and infrastructure deployment:

hel mupgrade --install --force --wait --timeout 600s -n voice tenant-nonitor https://<jfrog artifactory/helm
| ocati on>/t enant - noni t or - STENANT_MANI FEST_VERSI ON. t gz - -usernane "$JFROG USER' --password "$JFROG_PASSWORD'

To enable fluent bit logging and Prometheus monitoring, the following overrides can be used with tenant-monitor:

pronet heus:
podMoni tor:
create: "true"

fluent:
enable: "true"

Enable Persistent Volume Claim to store tenant logs, then the following overrides can be used with tenant-monitor:

logStorageClass must be provided by the infrastructure team.

tenant:
| oggi ng:
vol une:
enabl ed: "true"
createSC. "fal se"
createpvClaim "true"
logd aim "tenant-Iogs-pvc"
| ogd ai nfSi ze: "5G "
| ogSt or ageCl ass: "azure-files"
St or ageprovi si oner: "TBD OC provosi oner"
paraneters: {}

7.4 Service-specific deployment steps

7.4.1 Single service at one location

A single-service deployment can be implemented with these sample parameters in tenant-node-values.yaml:

tenantid: 9350e2fc-aldd-4c65-8d40- 1f 75a2e080dd

replicaCount: 1
pgdb:
dbhost: "/opt/genesys/ dbserver/dbserver"
dbuser: "/opt/genesys/ dbuser/dbuser"”
dbnane: "/opt/genesys/ dbnanme/ dbnane"
pgpwdSecr et Nane: "/ opt/genesys/ dbpasswor d/ dbpasswor d"
usesecret: "true"

pul | Secrets: nycred
i mage:

registry: <docker-repo>

tag: <version of tenant service>
initcontianer:

regi stry: <docker-repo>

tag: <version of tenant service>

addonpul sei ni t cont ai ner:

Genesys confidential and proprietary information 117



registry: <docker-repo>

tag: <version of tenant service>
enabl e: "true"

pul senode: "setup"”

rcsinitcontianer:
enabl e: "true"
regi stry: <docker-repo>
tag: <version of roles service batch i mage>

resources:
limts:
cpu: "2"
menory: 4G
requests:
cpu: "1"
menory: 1G

cont ai ner Securi t yCont ext :
readOnl yRoot Fi | esystem fal se
runAsNonRoot: true
runAsUser: 500
runAsG oup: 500

service:
type: ClusterlP

tenant :
servi ceuser: "default"”
servi ceuser pwd: "<random password-string>"
consul :
acl :
uset oken: "true"
token: "/opt/genesys/consul -shared-secret/consul-consul - voi ce-token"

vol unes: |
- nane: fluent-Iogs
emptyDir: {}
- nane: tenants-fluent-bit-config
confi ghvap:

nane: tenants-fluent-bit-config
- nane: consul -shared-secret
secret
secret Name: consul -voi ce-t oken
- nane: dbserver
secret
secret Nane: dbserver
- nane: dbnane
secret:
secr et Nane: dbnane
- nane: dbuser
secret
secret Nane: dbuser
- nane: dbpassword
secret
secr et Nane: dbpassword
- nane: redis-config-secret
secr et
def aul t Mode: 420
secret Nane: redis-config-token
- nane: kafka-secrets
secret
def aul t Mode: 420
secret Nane: kaf ka-secrets-token
- nane: redis-tenant-secret
secr et
def aul t Mode: 420
secret Name: redis-tenant-token
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vol uneMount s: |
- nane: fluent-I|ogs
nmount Pat h: "/ opt/genesys/ | ogs/ JSON'
- nane: consul -shared-secret
readOnly: true
nmount Pat h: "/ opt/genesys/ consul - shared-secret”
- nane: dbserver
readOnly: true
nmount Pat h: "/ opt/genesys/ dbserver"
- nane: dbname
readOnly: true
nmount Pat h: "/ opt/genesys/ dbnane"
- name: dbuser
readOnly: true
nmount Pat h: "/ opt/genesys/ dbuser™
- nane: dbpassword
readOnly: true
nmount Pat h: "/ opt/genesys/ dbpasswor d"
- nane: redis-config-secret
readOnly: true
mount Pat h: "/ opt/genesys/redi s-config-secret”
- nane: redis-tenant-secret
readOnly: true
mount Pat h: "/ opt/genesys/redi s-tenant-secret”
- nane: kafka-secrets
readOnly: true
mount Pat h: "/ opt/genesys/ kaf ka-secrets”

initVolumeMunts: |
- nane: consul -shared-secret
readOnly: true
nmount Pat h: "/ opt/genesys/ consul -shared-secret”
- nane: dbserver
readOnly: true
nmount Pat h: "/ opt/genesys/ dbserver"
- nane: dbname
readOnly: true
nmount Pat h: "/ opt/genesys/ dbnane"
- nane: dbuser
readOnly: true
mount Pat h: "/ opt/genesys/ dbuser™
- nane: dbpassword
readOnly: true
mount Pat h: "/ opt/genesys/ dbpasswor d"

gws:
enabl ed: "fal se"

redis:
enabl ed: "true"
port: 6379

isCluster: true

usesecret: "true"

usesecretenv: "false"

redi sCacheSecr et Nane: "/opt/genesys/redis-config-secret/redis-config-state"
redi sTenant Secr et Nane: "/opt/genesys/redis-tenant-secret/redi s-tenant-streant

kaf ka:
enabl ed: "true"
usesecret: "true"
usesecretenv: "false"
kaf kaSecr et Nane: "/opt/genesys/ kaf ka- secr et s/ kaf ka- secrets”

servi ceAccount
create: true
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In addition, use the following deployment command:

hel mupgrade --install --force --wait --timeout 600s -n voice -f ./tenant-node-val ues.yan tenant<shortid>
https://<jfrog artifactory/hel mlocation>/tenant-<hel mversion>.tgz --username "$JFROG USER' --password
" $JFROG_PASSWORD'

Above deployment will create a Tenant with the password of the service account set up explicitly and without enabling GWS integration. See Samples and
references (below) for values that allow to reset the Tenant password upon deployment using a pre-generated value from the secret and to enable
automated GWS integration.

7.5 Samples and references

Security context constraint for the genesys user:

ki nd: SecurityContextConstraints
api Version: vl
net adat a:
nane: genesys
al | owPrivil egedCont ai ner: false
runAsUser:
type: RunAsAny
seLi nuxCont ext :
type: RunAsAny
fsG oup:
type: RunAsAny
suppl enent al G oups:
type: RunAsAny
users:
- genesys
groups:
- genesys

Enabling a service admin password (the secret should be created in the Service account password step above):

tenant:
serviceuser: "default"”
svcpwdSecr et Nane: "/ opt/genesys/servi ce-user-account/svcpassword”
vol unes: |
- nanme: service-user-account

secret:
secret Nane: svcuseraccount

vol umeMount s: |
- name: service-user-account
readOnly: true
nmount Pat h: "/ opt/genesys/ servi ce-user-account"”

initVolumeMunts: |
- name: service-user-account

readOnly: true
nmount Pat h: "/ opt/genesys/ servi ce-user-account"

Enabling GWS integration (the secret should be created in the GAUTH backend secrets step above):
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gws:
enabl ed: "true"
usesecret: "true"
gwsuser Secr et Nae: "/ opt/genesys/gauth-client-id/clientid"

gwspwdSecr et Name: "/ opt/genesys/ gaut h-client-token/clientsecret”

tenant:
vol unes: |
- nane: gauth-client-id
secret:
secret Nanme: gauthclientid
- nane: gauth-client-token
secret:
secret Name: gaut hclientsecret

vol umeMount s: |
- nane: gauth-client-id
readOnly: true
nmount Pat h: "/ opt/genesys/gauth-client-id/clientid"
- nane: gauth-client-token
readOnly: true

mount Pat h: "/ opt/genesys/gauth-client-token/clientsecret”

ini t Vol umeMounts: |
- nane: gauth-client-id
readOnly: true
nmount Pat h: "/ opt/genesys/gauth-client-id/clientid"
- nane: gauth-client-token
readOnly: true

nmount Pat h: "/ opt/ genesys/ gaut h-client-token/clientsecret"

Mount Persistent Volume Claim to store Tenant logs, then add the following override values in tenant-node-values.yaml:
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tenant:
vol unes: |
- nane: |log

persi st ent Vol umed ai m
cl ai mMNane: tenant-|ogs-pvc

vol umeMount s: |

- nount Path: /opt/genesys/|ogs/vol une

nanme: | og
- nmount Path: /1| ogs
nane: |og

i ni tVol uneMounts: |

- nount Pat h: /opt/genesys/| ogs/vol ume

nane: |og
- nmount Path: /1 ogs
name: | og
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Deploy Voice Voicemail Service
@ Disclaimer

Voicemail Service is part of Voice Services in Genesys Engage cloud private edition is being released to pre-approved customers as part of the
Early Adopter Program. This means that both the product and the documentation are still under development. As a result, documentation
sections might require revision as the product develops. We advise that you use this documentation with care. Before you make changes that
could affect the success of your deployment, verify them with your Genesys representatives.

1. Introduction

2. Choosing Voicemail Storage
3. Prerequisites

4. Voicemail Deployment

® 5 Upgrade of Voicemail Service

1. Introduction

Voicemail Service is part of Voice Services and provides the following functionality:

Provides deposit of voicemail messages to agent and agent group mailboxes.
Provides access to voice mailboxes by dialing to a voicemail access number.
Uses the Config Service to retrieve agent configuration and states.

Stores voicemail recordings and metadata in a storage system.

Provisioning is done through Agent Setup.

2. Choosing Voicemail Storage

To store mailbox metadata and messages, consider the following supported options for storage in the Private Edition:

1. Persistent Volumes & Persistent Volume Claims
2. Azure Blob Storage

Consult sections that follow to learn how to use these storage options and their limitations.

2.1 Persistent Volume & Claim

® Persistent Volume (PV) is a piece of storage that can be mounted to a Voicemail Service deployment inside the Kubernetes cluster.
® PVs in OpensShift can be created with different plugins
® Plugin Reference: https://cloud.netapp.com/blog/kubernetes-persistent-storage-why-where-and-how#h_h10

® Voicemail Service requires a separate storage class and PV to be created for a Voicemail storage.

® |f the customer wants to extend the deployment to more than one Kubernetes cluster, Voicemail Service requires to mount the same PV for all the
Kubernetes cluster for that customer.

® Create the Persistent Volume Claim (PVC) from the Voicemail PV.

®* The access mode for the PVC must be ReadWriteMany, since the Voicemail Service will edit the existing data while updating the mailbox
settings or the message state.

® Use the sizing doc (from the doc site) to calculate the required storage space.

Here is the sample K8s YAML file for creating PVCs for a Voicemail Service. The PVC creation is controlled by the Voicemail Service Helm chart by
overriding the values.yaml.

api Version: vl
ki nd: PersistentVol uned ai m
net adat a:
name: voi ce-voi cenail -pvc
nanespace: voice
| abel s:
servi cenane: Vvoi ce-voi cemai |
spec:
st orageCl assNane: voi ce-voi cenai |
vol uneMode: Fil esystem
accessModes:
- ReadWiteMany
resources:
requests:
storage: 20G
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2.1.1 Limitations

1. Replication strategies are not available for the data.

2. Retention limit: Admins can't configure the auto-expiration for a Voicemail message.

3. When a customer has more than one Kubernetes cluster deployed, the PV for all the K8s clusters must be created from a single storage drive, so
that the data from one K8s cluster is shared among other K8s clusters.

2.2 Azure Blob

® Unlike PV, the Azure Blob Storage provides options to replicate and configure Time to live for the files and can be accessed from any K8s cluster
by using the storage access keys.
® Create the Azure Storage with the blob storage.
® The access keys for the blob storage must be securely mounted to the Voicemail pod. You can do one of the following:
® Store access keys in Azure Key Vault and mount it via a Container Storage Interface (CSl) driver.
® Create access keys as a K8s secret and volume mount the K8s secret. (This option is considered less secured than the CSI driver
approach.)
® The values.yaml file can be overridden for configuring either a K8s secret or CSI driver, which is explained under Section 4.1 Overriding values.
yaml.

3. Prerequisites

Ensure to complete the following before proceeding with a Voicemail Service deployment:

® Complete Steps 1-5 in Deploy Voice Services before deploying a Voicemail Service.
® Choose a Voicemail storage to be created in Section 2.

The following services are required before proceeding with Voicemail deployment testing:
® Voice Tenant Service

® GVP Deployment
® GWS and Agent Setup (for accessing the Ul and configuring the Voicemail solution)

4. Voicemail Deployment

1. Similar to Voice Services, a Voicemail Service also requires security context constraints for Genesys users. Since the security context already
created for Voice Services, we reuse the same for the Voicemail Service. Use the following command to add the security context for a Voicemail
Service:

oc adm pol i cy add-scc-to-user genesys-restricted -z Vvoice-voicemail -n voice

2. From the cloned repository (<repo location>/azure_voice_install/voice_helm_values), edit the voicemail_override_values.yaml file in the voice_
helm_values directory as per required storage. See Section 4.1 Overriding values.yaml.
3. Install the Voicemail Helm chart with overridden_values.yaml (with the -f flag), below is the sample command.
a. The pass "--set version=<voicemail node image version>"

hel mupgrade --install --force --wait --timeout 300s -n voice -f ./overridden_val ues.yanl voice-
voi cemai | https://<jfrog artifactory/hel mlocation>/voice-voicemail/voice-voicemail-9.0.07.tgz --set
version=9.0.10 --usernane "$JFROG_USER' --password "$JFROG PASSWORD'

4.1 Overriding values.yaml

Common changes:

#Configure the GWs Base URL
cont ext:

envs:

gwsBaseUrl: <GAS URL> # sanple URL https://<GA5_HOST>/ aut h/v3

Voicemail Service values to be overridden for the following parameters based on what kind of storage is chosen.

4.1.1 For PV and PVCs

Genesys confidential and proprietary information 124



#Bl ob Storage to be disabled and no value for nounts and vol unes
bl obSt or age:
general :
nmode: 'k8s | csi'
enabl ed: fal se
nount s:
vol unes:

context:
envs:

storagel nterface: "FileSystent
voi cemai | Hone: "/storage/ data"

4.1.2 For Azure Blob Storage
Azure Blob Storage with the CSI driver:
1. Store the Azure Blob storage account access keys into Key Vault with a key-value pair:

a. key=<storage account name>
b. value=<primary access key>

2. Create an CSl driver from the Key Vault into the K8s cluster with the name "keyvault-voice-voicemail-storage-csi-secrets".

3. Do the following changes in values.yaml:

#Bl ob Storage is enabl ed
bl obSt or age:
general :
mode: 'k8s | csi' # Secrets needs to nounted via K8s or CSI driver
enabl ed: true
nount s:
- nanme: voicennil-secrets
readOnly: true
mount Pat h: "/ opt/ genesys/ kat ana/ voi cenmai | / secret™
vol unes:
- nane: voicenail-secrets
csi:
driver: secrets-store.csi.k8s.io
readOnly: true
vol uneAttri butes:
secret Provi derd ass: keyvaul t-voi ce-voi cenni | - st orage-csi -secrets

context:

envs:

storagel nterface: "AzureBl ob"
voi cemai | Honme: ""

Azure Blob Storage with a K8s secret:

1. Create a K8s secret cluster with the name "voicemail-storage-secrets" having a key-value pair:
a. key=<storage account name>
b. value=<primary access key>

2. Do the following changes in values.yaml:
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#Bl ob Storage is enabl ed
bl obSt or age:
general :
node: 'k8s | csi' # Secrets needs to nounted via K8s or CSI driver
enabl ed: true
mount s:
- nane: voicemail-secrets
readOnly: true
nount Pat h: "/ opt/genesys/ kat ana/ voi cemai | / secret”
vol unes:
- nanme: voicenail-secrets

secret:
secret Name: voi cenai |l - st orage-secrets
cont ext:
envs:

storagel nterface: "AzureBl ob"
voi cemai | Hone: ""

Now run the Helm install to deploy a Voicemail Service.

5 Upgrade of Voicemail Service

The upgrade procedure is the same as for other Voice Services and consists of these major steps:

1. Canary deployment
2. Upgrade
3. Delete canary

5.1 Canary Deployment

Other than the parameters mentioned in Section 4.1, override the following values in canary_override_values.yaml:

### Canary Override Val ues
servi ceAccount :
create: false # Service account will be already created while initial deploynent

service:
canaryNane: canary # Postfix that will be added for canary depl oynment

pr onmet heus:
podNbni t or:
enabl ed: false # Podnonitor deployed during initial deploynment will get nmetrics fromall pod instance
i ncl udi ng canary.

hpa:
enabl ed: false # HPA is not needed for canary

Deploy a canary instance:

hel m upgrade --install --force --wait --tinmeout 500s -n voice -f ./voicenmnil_override_val ues.yanml -f

/voi ce_hel m val ues/ canary_override_val ues. yam voice-voi cemail-canary https://<jfrog artifactory/helm

| ocat i on>/ voi ce-agent/voi ce-voi cemai | -9.0.07.tgz --set version=9.0.10 --usernane "$JFROG USER' --password
" $JFROG_PASSWORD"

5.2 Service Upgrade
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When the canary deployment of a Voicemail Service is ready for an upgrade, use the following command to upgrade the current version of a Voicemail
Service to the desired version:

hel m upgrade --install --force --wait --tineout 500s -n voice -f ./voicemail_override_values.yanl -f voice-
voi cemai | -canary https://<jfrog artifactory/hel mlocation>/voice-agent/voice-voicenail-9.0.07.tgz --set
version=9.0.10 --usernane "$JFROG USER' --password "$JFROG PASSWORD'

5.3 Delete Canary

If the upgrade of a Voicemail Service is successful, delete the canary instance of the service by using the following command:

hel m del ete voi ce-voi cenail -n voice
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