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Preface

Welcome to the UC Connector 8.0 Deployment Guide. This document
provides an overview of the deployment of the UC Connector into the Genesys
contact center, as well as the integration of the UC Connector deployment with
the third-party UC platform in the Enterprise.

Note: For versions of this document created for other releases of this
product, visit the Genesys Technical Support website, or request the
Documentation Library DVD, which you can order by e-mail from
Genesys Order Management at ordermanegenesys lab.com.

This preface contains the following sections:

+ Intended Audience, page 11

«  Making Comments on This Document, page 12
+  Contacting Genesys Technical Support, page 12
«  Document Change History, page 12

For information about related resources and about the conventions that are
used in this document, see the supplementary material starting on page 223.

Intended Audience

Deployment Guide

This guide is intended primarily for system engineers and other members of an
implementation team who will complete the deployment and integration of the
UC Connector into the Genesys environment and with the third-party UC
solution. This guide assumes that you have a basic understanding of:

* Computer-telephony integration (CTI) concepts, processes, terminology,
and applications.

*  Unified Communications (UC) generally, as well as the specifics of the
third-party UC platform deployed on the Enterprise side.

* The Genesys Management Framework architecture and functions that
support T-Server, SIP Server, and Genesys routing.

*  The Session Initiation Protocol (SIP).

* Network design and operation.

1"
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Making Comments on This Document

*  Your own network configurations.

Making Comments on This Document

If you especially like or dislike anything about this document, feel free to
e-mail your comments to Techpubs.webadminegenesyslab.com.

You can comment on what you regard as specific errors or omissions, and on
the accuracy, organization, subject matter, or completeness of this document.
Please limit your comments to the scope of this document only and to the way
in which the information is presented. Contact your Genesys Account
Representative or Genesys Technical Support if you have suggestions about
the product itself.

When you send us comments, you grant Genesys a nonexclusive right to use or
distribute your comments in any way it believes appropriate, without incurring
any obligation to you.

Contacting Genesys Technical Support

If you have purchased support directly from Genesys, please contact Genesys
Technical Support.

Before contacting technical support, please refer to the Genesys Care Program
Guide for complete contact information and procedures.

Document Change History

This section lists content that is new or that has changed significantly since the
first release of this document. The most recent changes appear first.

New in Document Version 8.0.301.00

This section provides details about what is new or has changed significantly
from version 8.0.201.00 of this document.

Table 1: Document Changes

Heading/Topic Page | Details
Chapter 2, “How It Works,” on page 31
How It Works—Customized Knowledge 49 A new section describes how UC Connector

Worker States

allows you to customize presence states for
Knowledge Workers.

12
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Table 1: Document Changes (Continued)

Document Change History

Heading/Topic

Page

Details

How It Works—External Number Redirect

52

A new section describes the functionality of the
external number redirect feature.

Chapter 5, “Deploying UC Connector,” on page

75

Customizing Knowledge Worker States

155

A new section describes how to configure
customized presence states for Knowledge
Workers.

Enabling a Redirect Number

158

A new section describes how to enable the
redirect number feature.

Enabling After Call Work

158

A new section describes the configuration steps
to enable After Call Work.

Appendix A, “Configuration Options,” on page

189

UC-Connector Section

189

New configuration options are added to the
UC-Connector section:

» gla-call-match-window
* gla-kpl-time

» gla-kpl-response-time

* presence-location

* redirect-setup-enabled

Microsoft-OCS Section

199

New configuration options are added to the
Microsoft-OCS section:

* presence-acw-note
* presence-acw-status
* presence-lg-note

* presence-lg-status

Knowledge Worker Person Object Section

207

New configuration options are added to the
UC-Connector section:

* redirect-setup-enabled
* redirect-enabled

* redirect-number

Deployment Guide
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Document Change History

New in Document Version 8.0.201.00

This section provides details about what is new or has changed significantly
from version 8.0.101.00 of this document.

Table 2: Document Changes

Heading/Topic Page | Details

Chapter 1, “About the UC Connector,” on page 19

Release 8.0.200 20 A new section identifies the features that were
added in the 8.0.200.00 release of UC
Connector.

Deployment Modes 30 A new section identifies the three deployment
modes available in UC Connector.

Chapter 2, “How It Works,” on page 31

How It Works—Voice Scenarios 31 New graphics illustrate updated call flows.

Table 4: Status Change Scenarios 37 A new table row explains the Automatic
changes in UC Connector client action.

The Overall Preview Interaction 40 You can now specify an audio file to be played
if the audio-on-preview option is configured.

How It Works—Reporting Events 42 A new section describes how UC Connector

produces and sends reporting-related events for
the Interaction Preview mechanism to reporting
platforms.

Chapter 4, “Deployment Prerequisites,” on page 67

Table 9: Configuring the Baseline Genesys 68 A new step explains how to configure UC
Environment Connector in Genesys Administrator.

Chapter 5, “Deploying UC Connector,” on page 75

Task Summary: Deploying the UC Connector | 76 New rows explain how to enable the following:

* Automatic Login
* Logout Menu
* Audio on Preview or Ringing

14
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Table 2: Document Changes (Continued)

Document Change History

Heading/Topic

Page

Details

Table 11: UC Connector—UC Connector
Section

84

New rows identify new options in the
UC-Connector section of the UC Connector
Application object.

* presence-gateway-mode
* preview-shortkey-accept
* preview-shortkey-reject

* login-queue

* enable-logout-menu

* enable-preview-reporting
* preview-state-name

* presence-gateway-mode

* popup-udata-key

Table 13: Interoperability Values for OCS
Presence States

90

New values indicate OCS Presence State.

Task Summary: Configuring the Knowledge
Worker

91

New procedures explain how to create the
Knowledge Worker in Genesys Administrator:

* Procedure: Creating the Knowledge Worker
Place in Genesys Administrator.

* Procedure: Creating the Knowledge Worker
Person in Genesys Administrator

Task Summary: Enabling MTLS
Communication

131

New steps and procedures explain how to
enable MTLS Communication by generating
client and server certificates.

Enabling Audio on Preview or Ringing

153

A new section explains how to enable an audio
file to play when a Preview or Ringing pop-up
window is displayed.

Configuring Hotkeys for Interaction Preview

154

A new section describes the steps to configure
hotkeys to control accepting or rejecting a call
when the Preview window is displayed.

Appendix A, “Configuration Options,” on page 189

Deployment Guide
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Table 2: Document Changes (Continued)

Document Change History

Heading/Topic

Page

Details

UC-Connector Section

189

New configuration options are added to the
UC-Connector section:

* audio-on-preview

* audio-on-ring

* login-queue

* enable-logout-menu

* presence-gateway-mode
* presence-gateway-mode
* preview-state-name

» preview-shortkey-accept
* preview-shortkey-reject
* enable-preview-reporting
* popup-udata-key

The default value of user-unregister-timeout is
updated from 300000 to 60000.

Microsoft-OCS Section

199

The default value of agent-status-ready is
updated from 3000-4499 to 0-4499.

The default value of agent-status-logout is
updated from 0-2888,18000- to 18000-.

Appendix C, “T-Server Compatibility with UC Connector,” on page 213

Table 30: UC Connector Compatibility with
T-Server

213

A new table describes UC Connector’s
compatibility with each T-Server.

16
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Deployment Guide

UC Connector Overview

For an overview of the UC Connector and how it connects the contact center to
the enterprise, as well as the kinds of deployments and call flow scenarios that
the UC Connector supports, see the following chapters:

* Chapter 1, “About the UC Connector,” on page 19
* Chapter 2, “How It Works,” on page 31
* Chapter 3, “Supported Integrations,” on page 57
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Chapter

About the UC Connector

The UC Connector 8.0 enables enterprise-wide customer service. It connects
the Genesys Contact Center to the larger enterprise, allowing agents to consult
the enterprise Knowledge Workers and take advantage of their special or
expert skills. You can also use it independently from a Genesys Contact Center
to enable knowledge workers to flexibly provide customer service in a more
personal setting or when a contact center is not part of the company function.
This chapter includes the following sections:

What Is the UC Connector? page 19
« New In This Release, page 20

Functional Overview, page 23
-+ Basic Architecture, page 24

High Availability, page 27
«  Deployment Modes, page 30
« Limitations, page 30

What Is the UC Connector?

Deployment Guide

As a Genesys server application, you deploy UC Connector 8.0 in the Genesys
environment. With UC Connector, Genesys routing capability and business
rules that normally govern the flow of communication within the contact
center are extended to control the flow of interactions into the back office or
branch office, as well as to provide end-to-end reporting on these interactions.
The UC Connector adds unique capabilities that make it easier to involve
knowledge workers in customer interactions without impacting their normal
workflow, providing enterprise-wide customer service. In addition, the UC
Connector is used as an integral part of Genesys integration with Microsoft
Lync Enterprise Voice, which is a contact center offering. In this setting, UC
Connector acts as a presence gateway with Microsoft Lync server, propagating

19
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presence information from Lync to Genesys and vice versa, and acting in
concert with the Genesys SIP Server to provide call control services to users.

New In This Release

20

Release 8.0.300

Release 8.0.200

The following new features were introduced in release 8.0.300.00 of UC
Connector.

Customized Knowledge Worker states. UC Connector now allows you
to customize the states available to Knowledge Workers in the UC
Connector web client drop-down menu. The Knowledge Worker states and
the corresponding text displayed in the menu can be customized by editing
application resources. See “How It Works—Customized Knowledge
Worker States” on page 49.

External number redirect. A user or an Administrator can now enable an
external redirect number. Enabling this feature allows agents to accept
preview calls at the specified number. See “How It Works—External
Number Redirect” on page 52.

Propagation of Genesys After Call Work state to Lync, in integration
with Microsoft Lync Enterprise Voice. When an agent enters the After
Call Work state, the agent's presence state is:

+ Preserved in Genesys until the agent uses the Lync client menu to
change state, or the After Call Work timer expires.

+ Propagated to the Lync server so that the agent's unavailability is also
reflected in the corresponding Lync presence, with a configurable
presence status and note values.

When the agent exits the After Call Work state (either automatically or
manually), the agent's Lync presence state is set back to a value that is
preserved from the Lync presence update. The agent's Genesys state is also
updated with the corresponding value. See “Enabling After Call Work” on
page 158.

The following new features were introduced in release 8.0.200.00 of UC
Connector.

Interaction Preview-related reporting events. UC Connector now
creates reporting-related records in ICON for the user actions in the
Preview window. Reporting tools can extract these records to create reports
on the performance of Knowledge Workers while responding to previews.
See “How It Works—Reporting Events” on page 42.

Configurable hotkeys for interaction Preview. You can now configure
keyboard hotkeys to perform key actions when the Preview window is in
focus. See “Configuring Hotkeys for Interaction Preview” on page 154.

Play audio with interaction Preview. You can now add a custom audio
file that UC Connector plays when the Preview window is displayed. See
“Enabling Audio on Preview or Ringing” on page 153.

UC Connector 8.0 @
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* User logout ability. Users can now explicitly logout of UC Connector by
clicking a button in the user interface. See enable-logout-menu on page 191.

*  Default routing. UC Connector now includes an application-wide option
to allow default routing in case of URS failure, if this functionality is
supported by the T-Server and other solution components. See login-queue
on page 190.

* Third-party call control window suppression. UC Connector now
suppresses web browser pop-ups for incoming calls based on User Data
attached to the call. See popup-udata-key on page 198.

* Username in browser window. UC Connector now displays the username
for the logged in user in the browser window. The displayed string shows
“first name” + <space> + “last name” + - Genesys”, as specified in the
Person object for the logged in user in Configuration Manager.

+ John Smith - Genesys

If neither field is present, then the Person user ID will be used.
+  LyncKWO - Genesys

Release 8.0.100 The following new features were introduced in release 8.0.100.00 of UC
Connector.

* Customized Help Button. UC Connector now includes a Help button,
which you can use to link to a customized help files located on your
network or server. You can hide or show this help button as it appears in
various parts of the user interface. See “How It Works—Customized Help”
on page 46.

* Customized Default Languages. UC Connector now lets you select from
a variety of supported languages to be used in the interface. See “How It
Works—Customized Languages” on page 47.

* Automated UC Connector Log-in. UC Connector now supports
automatic log-in for all users on startup. This feature must be enabled for
integrations with Microsoft Lync Server 2010. See
user-auto-registration on page 196.

* Enhanced Support for Microsoft Lync Server 2010. UC Connector now
uses the Microsoft Lync extensibility window for integration with UC
Connector. See “How It Works—Lync Integration” on page 44.

* Countdown Timer. The interaction Preview window disappears
automatically after a timeout if the user does not accept or reject the
interaction. This widget allows the user to see the time remaining to
respond to the preview. See “The Overall Preview Interaction” on page 40.

Release 8.0.001 The following new features were introduced in release 8.0.001.00 of UC
Connector.

* Enhanced Instant Messaging Integration. UC Connector now supports
integrations with Genesys Instant Messaging (IM), independently of the
third-party UC platform used. This allows for IM functionality in IBM
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Release 8.0.0

Sametime 8.x deployments. For Microsoft OCS, you can now choose
instant messaging through Genesys IM or through the previous OCS-SIP
Server integration.

Support for Microsoft Lync Server 2010. UC Connector now supports
integration with Microsoft Lync Server, for both voice and chat
interactions.

The following features were included in the initial release 8.0.0 of UC
Connector:

Support for UC platforms. UC Connector supports integration with
Microsoft OCS 2007 R2 and IBM Sametime 8.5.

Presence Mapping. UC Connector determines Knowledge Worker
availability by subscribing to user presence (states/updates) provided by
the UC platform.

Telephony Integration. Knowledge Worker telephony integration is
available through T-Server, for calls flowing from the contact center to the
Enterprise. Voice call control is provided through the standard UC client.

Instant Messaging Integration. When integrated with the Microsoft
Office Communication Server, UC Connector supports interaction flows
that use the IM integration through SIP Server. IM content and call control
is provided through the Microsoft Office Communicator UC client.

Interaction Preview Notification. Genesys Routing can send a preview to
a targeted Knowledge Worker, letting the Knowledge Worker accept or
decline the interaction before actually routing the interaction. This can be
done for a selected Knowledge Worker, or round robin for a group of
Knowledge Workers. Multiple preview notifications can also be sent
simultaneously—broadcast—to a set of Knowledge Workers. In this case
the first Knowledge Worker to respond receives the interaction.

Business Data Exchange. The Knowledge Worker can access call context
and attached data related to any interaction that is transferred to them.
Genesys UserData is passed to the UC client, displayed on their Interaction
window, the Preview window, or the custom UC Connector tab of their UC
client, depending on the configuration.

Limited Enterprise Footprint. All deployment related to the integration
with the UC platform takes place on the Genesys side, with no need for any
new applications to be running on the Knowledge Worker desktop.

Reporting. Business and performance metrics about the Knowledge
Worker voice activity is provided through the Genesys Reporting solution.
Knowledge Workers are configured in the Genesys system as standard
agents, and standard reporting products and templates can be used to
generate reports on how the Knowledge Worker is used or how the call is
handled.
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Functional Overview

Figure 1 shows the main components and functionality involved in the UC
Connector interaction between the contact center and the enterprise.
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Figure 1: Overview of the UC Connector Interactions

The Main Components

The main components involved in the UC Connector interaction between
contact center and enterprise are as follows:

* Customer—Customers use voice channels to connect with customer
service provided by the Genesys contact center or directly to the enterprise
through Genesys UC Connector.

* Contact Center Agent—Contact center agents have CTI-enabled phones
and an Agent Desktop client (Genesys Interaction Workspace, for
example) that supports UserData. They can involve enterprise Knowledge
Workers in the customer interactions through the UC Connector over voice
or IM.

* Enterprise Knowledge Worker—Enterprise workers are not generally
considered part of the contact center, but their expertise can benefit
customer interactions. The UC Connector can involve them directly in
customer service even if a contact center is not deployed.

Knowledge Workers are represented inside Genesys as agents with access
to all business rules, routing, and reporting available to regular agents.
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Third-party UC solution—The Unified Communications (UC) software
system used by the enterprise. In 8.0, UC Connector supports integration

with the following UC solutions:

+  Microsoft Lync 2010

+  Microsoft Office Communications Server 2007 R2

+ IBM Sametime 8.5

UC Connector—The Genesys component used to integrate the Genesys

environment with the third-party UC solution and enable enterprise-wide
customer service.

The Main Functions Provided by UC Connector

The main functions provided by a UC Connector integration are:

Voice interaction—The customer uses voice to connect with the contact
center or directly with the enterprise customer service function. The agent
can also use voice when contacting the Knowledge Worker to determine
availability (for example, when initiating a voice transfer).

Instant Messaging (IM)—The agent can contact a Knowledge Worker
using IM, either to ask if the Knowledge Worker can accept a particular
customer interaction, or to pass typed information for convenience during a
phone conversation. Instant messaging is available through a
platform-independent integration with Genesys Instant Messaging (IM), or
through the SIP Server-OCS interaction for Microsoft OCS 2007 RN only.

Presence Monitoring—By integrating with the third-party UC solution,
the Genesys environment is able to determine the availability status of a
given Knowledge Worker, so that it knows who might be available to
handle the customer interaction.

Interaction Preview Notifications—Knowledge Workers may not have
job roles that allow for interruptions, even when their presence status
shows they are available. When an agent sends a customer interaction to
the Knowledge Worker, a screen pop or other kind of notification arrives at
the Knowledge Worker’s desktop, providing relevant information about
the current customer interaction. This gives the Knowledge Worker the
opportunity to accept or decline the interaction, based on their real
availability.

Basic Architecture

Figure 2 shows the different server elements involved in a UC Connector
deployment, as well as the kinds of interfaces used to communicate among the
components.

24
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Figure 2: Server-level Integration Architecture

Genesys Components in the Solution

Deployment Guide

The server components included in the basic architecture include the
following:

SIP Server—Provides both a SIP and T-Library interface. SIP Server can
act as a T-Server and softswitch, for deployments with no third-party PBX.
SIP Server is required for Instant Messaging.

T-Server—Provides the T-Library interface between the UC Connector,
the agent desktop, and the rest of the Genesys contact center components.
T-Server monitors the DN status of the Knowledge Worker device (giving
call control) as well as provides emulated agent functionality.

Note: T-Server must support emulated agent functionality to integrate with
UC Connector.

Universal Routing Server (URS)—Provides Genesys routing for the
customer interaction. URS processes the routing strategies, designed in
Interaction Routing Designer (IRD) that govern how the interaction is
processed. The UC Connector integrates with URS as a Custom Server,
using a proprietary protocol to execute, in this case, the Preview
Mechanism for the Knowledge Worker selected in the routing strategy.
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* Interaction Workspace—The interface that appears on the desktop of
Genesys contact center agents. Agents can use their workspace to send the
customer interaction to the expert user or Knowledge Worker in the
Enterprise, including any important notes or information that would be
helpful to the expert.

Note: Interaction Workspace 8.1 is not mandatory to the deployment. If
using a different desktop client for your agents, some custom
functionality might be required.

* Stat Server—Tracks information about the customer interaction. For UC
Connector, Stat Server is used to monitor the DNs, agents, emulated
agents, and other objects, making their states available to other Genesys
components, in particular to URS for Genesys routing. UC Connector is
also able to use statistics—for example, number of calls in a queue—that it
can display in the Interaction window, so that Knowledge Workers can
check availability of a Contact Point before transferring a call.

* Local Control Agent (LCA)—The LCA is deployed on each host
computer running Genesys components, and is used to monitor the
operating status of all locally running Genesys software.

* Configuration Server—Stores and manages the Configuration Database
data that users can access through Configuration Manager or Genesys
Administrator.

* Message Server—Receives error messages from all installed Genesys
application and logs them into a common database.

Communication Between Server Components

Table 3 shows the protocols and libraries used for communication between the
various server components.

Table 3: Server Interfaces

Function or Connection Interface Description

Call control T-Library messaging

Microsoft Lync and Microsoft OCS 2007 R2

Presence MS-PRES protocol MS-PRES extends SIP/SIMPLE in several
(extended SIP from ways for presence propagation
Microsoft)
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Table 3: Server Interfaces (Continued)

High Availability

Function or Connection Interface Description
Instant Messaging SIP messaging SIP is used in direct Lync-SIP Server
OR integration.
T-Library T-Library messaging is used in Genesys
chat integration.
Lync 2010 client HTTP A web-based “extensibility window” in
Lync client uses HTTP between UC
Connector and the Lync client.
Microsoft Office Communicator | HTTP A web-based custom tab on MOC is
2007 R2 maintained using HTTP between UC
Connector and the MOC client.
IBM Sametime 8.5
UC Connector to IBM Sametime | IBM Sametime SDK | The Genesys component UC Connector
uses the IBM Sametime SDK to integrate
with the IBM Sametime solution.
Sametime UC-client HTTP HTTP is used to communicate with the IBM
Sametime UC client.
Instant Messaging T-Library Chat uses T-Library messaging in Genesys

IM integrations.

High Availability

As a Genesys server component, UC Connector supports the warm standby
redundancy method for a high availably (HA) deployment, meaning that a
backup UC Connector server application remains initialized and ready to take
over the operations of the primary server, when needed.

As a solution, different HA methods are used to provide greater reliability for
the connections among the various components. HA is supported for the
following connections:

* HA connections to Genesys servers established by UC Connector.

* HA connections to UC Connector established by Genesys servers.

* HA connections between UC Connector and the third-party UC platform.
* HA connections to UC Connector established by the UC client.

Figure 3 shows an overview of the HA connections to and from UC Connector

with other parts of the integration.

Deployment Guide
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Figure 3: HA Connections

High Availability with Genesys Servers

The warm standby method is used for connections with Genesys Stat Server,
Configuration Server, and Message Server. In this case, if any of these
connections fails, the UC Connector will try to re-connect with the backup
server instance. After a successful reconnection, UC Connector continues
normal operation.

High Availability with Genesys T-Servers

For connections with T-Server, the hot standby method for HA provides a more
robust redundancy. In this case, the solution maintains a connection with both
T-Server instances, actively passing call data from primary to backup T-Server.
This lessens the interruption in service, and allows for better survival of calls
after the switchover process.

Warm standby connections are also supported with T-Server.

For more information, consult the Deployment Guide for your T-Server.
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High Availability with Universal Routing Server

For connections established from Universal Routing Server (URS) and the UC
Connector, the warm standby method is used. If URS connection to UC
Connector fails, it reconnects with the backup UC Connector instance, then
resumes normal operation. Call processing during this process is dropped or
delayed.

Connections to UC Connector initiated through the Custom Server are switched
over as part of the Windows NLB configuration, together with the web
interface. For configuration details, see Chapter 7 on page 171.

High Availability with Third-party UC platform

Deployment Guide

For connections with the third-party UC platform, the HA method used
depends on which UC platform the UC Connector is integrated with.

High Availability with Microsoft OCS

HA is only supported with Enterprise Edition of Microsoft OCS—Lync or
OCS 2007 R2 (Standard Edition places all components on a single host).

In this case, multiple Front End Servers make up a highly available pool of
resources. UC Connector initiates and manages the connection to the OCS
pool, which is contacted through a single URL or virtual IP address. If the
connection between UC Connector and this OCS contact point fails, UC
Connector initiates the reconnection process.

In this case, the OCS platform is configured behind a third-party load balancer.

For a sample architecture diagram, see “Deployment with Microsoft OCS
Enterprise Edition” on page 59. For more information, consult the Microsoft
documentation.

Load balancing through third-party hardware is also available in deployments
with multiple instances UC Connector, so that the Microsoft Communicator
client can use a single point of contact, regardless of which UC Connector
instance is primary at any moment.

High Availability with IBM Sametime

IBM Sametime 8.5 provides Community Server clusters for load balancing and
failover functionality in cases where HA is required in the deployment. Similar
to integration with Microsoft OCS 2007 R2, UC Connector integrates with
IBM Sametime through a single point of contact—either a URL or a virtual IP
address. If the connection between UC Connector and this IBM Sametime
contact point fails, UC Connector initiates the reconnection process, also using
the warm standby mechanism. After a successful reconnection, UC Connector
resumes normal operation.
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Configuring High-Availability UC Connector Instances

For information about configuring UC Connector for a high-availability
deployment, see Chapter 7, “UC Connector High Availability Deployment,”
on page 171.

Deployment Modes

You can deploy and configure UC Connector in two modes: normal and
standalone.

Normal Mode

This is the typical UC Connector deployment, in which UC Connector
subscribes to a Unified Communications system and interaction preview
pop-ups are presented to users.

Standalone Mode

In standalone mode, UC Connector does not subscribe to a Unified
Communications system to receive the user's presence. This may be because
no compatible UC system is present in the Enterprise. In this case, UC
Connector uses its own information to relay presence information to the
Genesys environment. Users can control their presence state manually, by
logging in and out of the UC Connector and acting on the control to put
themselves in one of the presence states that are defined for them. See
“Customizing Knowledge Worker States” on page 155 and the
enable-logout-menu option.

Note: These options are only enabled in standalone mode.

Limitations

UC Connector 8.0 currently has the following limitation:

* UC Connector does not support After Call Work (ACW) time for
Knowledge Worker users. Ensure that ACW in the Agent Login for the
Knowledge Worker is disabled (set both wrap-up-time and
legal-guard-time to 0).

Note: ACW is supported for contact center agents who use Microsoft Lync
Voice.
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Chapter

How It Works

This chapter describes how the different functions enabled by the UC
Connector work.

+  How It Works—Voice Scenarios, page 31

+  How It Works—Instant Message Scenarios, page 34
- How It Works—Presence Monitoring, page 36

«  How It Works—The Preview Window, page 39

«  How It Works—The Interaction Window, page 41

+  How It Works—Reporting Events, page 42

+  How It Works—Lync Integration, page 44

+  How It Works—Customized Help, page 46

+  How It Works—Customized Languages, page 47

+  How It Works—Customized Knowledge Worker States, page 49
«  How It Works—External Number Redirect, page 52

How It Works—Voice Scenarios

The UC Connector integration supports voice interactions between the
Knowledge Worker, the contact center agent, and the customer. This can
involve direct calls from the customer to the enterprise customer service
function, or transfers and conference calls initiated by the agent. Knowledge
Worker transfers to agents in the contact center are also available, as well as
transfers and conferences between Knowledge Workers.

Contact Center to Knowledge Worker

Deployment Guide

In this scenario, either a customer calls directly into a number that maps to a
group of Knowledge Workers engaged in customer support (bypassing the
contact center) or a contact center agent engaged in a voice call with a
customer decides that help from an expert outside of the contact center is
needed, and so initiates a call transfer. In both cases the interaction can go
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either to a particular Knowledge Worker, or more commonly to a group of
Knowledge Workers. The call flow for this scenario is as follows:

Knowledge
Customer o)
EndponA \4/ /@)\Aworker
EE] Routing

E—o-[F—o— % i

Agent
Endpoint

Figure 4: Contact Center to Knowledge Worker Call Flow

1.

The customer dials the contact center and a voice channel is established
with a particular agent. Regular Genesys call distribution from a Routing
Point or ACD Queue determines which agent will handle the customer
interaction.

The agent decides that a Knowledge Worker is needed to satisfy the
customer interaction. From their Interaction Workspace, the agent initiates
a call transfer to a designated Knowledge Worker Routing Point DN.

Or, the customer contacts an Enterprise Customer Support number directly,
which does not involve the contact center.

The routing strategy loaded onto this Routing Point DN determines how
the particular Knowledge Worker is selected. You can design the strategy
so that:

+ The agent specifies the specific Knowledge Worker that they need.

+ The routing strategy selects a particular Knowledge Worker from a
group, using a round-robin approach based on worker availability. This
distributes the workload, making sure the same expert is not overused
(recommended approach).

+  The routing strategy sends or “broadcasts” multiple Preview
Notifications simultaneously to a group of Knowledge Workers (the
interaction will be routed to the first Knowledge Worker who accepts).

Presence monitoring (through integration with Genesys Stat Server and
Management Layer) determines which Knowledge Workers are currently
available, and this information is made available to the routing strategy.

Using the presence information, the routing strategy selects an available
Knowledge Worker.

Universal Routing Server (URS) sends a Preview Interaction to the
selected Knowledge Worker—a screen pop arrives at the Knowledge
Worker’s desktop or device, asking if they will accept the interaction.
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How It Works—Voice Scenarios

8. [If the Preview is accepted, the customer call is then routed to the
Knowledge Worker—a new voice channel between customer and
enterprise expert is created.

If the Preview is declined, URS can apply default routing, or select another
available Knowledge Worker for Preview, depending on the strategy.

Knowledge Worker to Contact Center

Deployment Guide

In this case, the Knowledge Worker is already involved in a customer call—
typically after a successful transfer from contact center to Knowledge Worker
earlier in the customer interaction. For whatever reason—to collect more user
information, for example, or process a new order—the Knowledge Worker
decides it is necessary to transfer the customer back to the contact center. As
part of the UC Connector integration, the Knowledge Worker is able to use
customizations on their UC client to send the call to an agent in the contact
center. Regular Genesys routing is used to select a particular agent—for
example, the Knowledge Worker sends the call to a Genesys Routing Point
DN, where the strategy selects a particular agent based on skill, group, and so
on.

A common call flow for this scenario is as follows:

Agent

Customer Knowledge Endpoint

Endpoint Worker

EE EE Routing E8
B%%B%$ Point —®—)H%

Figure 5: Knowledge Worker-to-Contact Center Call Flow

1. A Knowledge Worker is engaged in a voice call with a customer, with no
other party or contact center agent involved (in other words, this is not a
conference or consultation call with the initiating agent still involved).

2. The Knowledge Worker decides that the call should be sent to the contact
center, either back to the original agent who started the customer
interaction, or for further processing by the contact center (for example, to
an IVR for a customer satisfaction survey).

To initiate the transfer, the Knowledge Worker uses the Interaction
window to select a configured UC Connector contact point. This contact
point is mapped to a Routing Point DN in the Genesys environment.

3. Once the call arrives on the Routing Point DN, the routing strategy loaded
on the DN is responsible for selecting an available agent, configured for
the business rules of the contact center.

4. Connection between customer and selected agent is established.
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Knowledge Worker to Knowledge Worker

In this case, a Knowledge Worker already engaged on a customer voice call
decides that the interaction should be handled by another Knowledge Worker
in the enterprise. The call is routed through the Genesys environment, and the
targeted Knowledge Worker is sent a Preview interaction asking if they can
accept the customer call.

A common call flow for this scenario is as follows:

Customer Knowledge @ K&ow;edge
Endpoint Worker 1 \2) orker
=3] Routing

B—a—-[F—o— R —o—jE

o

Figure 6: Knowledge Worker-to-Knowledge Worker Call Flow

1. A Knowledge Worker is engaged in a voice call with a customer.

2. The Knowledge Worker initiates a transfer or conference to another
Knowledge Worker in the enterprise by selecting a contact point in the
Interaction window. This contact point is mapped to a Routing Point DN
in the Genesys environment.

3. Once the call arrives on the Routing Point DN, the routing strategy loaded
on the DN begins the process of selecting an available Knowledge Worker.

4. Presence monitoring determines which Knowledge Workers are currently
available, and this information is made available to the routing strategy.

5. Using this presence information, the routing strategy selects an available
Knowledge Worker.

6. Universal Routing Server (URS) sends a Preview Interaction to the
selected Knowledge Worker—a screen pop arrives at the Knowledge
Worker’s desktop or device, asking if they will accept the interaction.

7. If the Preview is accepted, the customer call is then transferred to the new
Knowledge Worker.

If the Preview is declined, URS can apply default routing, or select another
available Knowledge Worker for Preview, depending on the strategy.

How It Works—Instant Message Scenarios

Contact center agents can use Instant Messaging to communicate with a
Knowledge Worker in the enterprise, either to approach a Knowledge Worker
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How It Works—Instant Message Scenarios

about a particular customer interaction, or to convey information through an
IM session (text) instead of by voice over an existing call

Agent Sends IM During a Customer Call

Deployment Guide

In this scenario, an agent is currently on a call with a customer when the agents
starts an Instant Message with a Knowledge Worker. Once the IM with the
Knowledge Worker is established, the agent can continue chatting with the
Knowledge Worker—for example, to obtain some expert details to pass on to
the customer on the call—or they can initiate a voice connection (escalate the
customer interaction) to the Knowledge Worker by transfer or conference.

A common call flow for this scenario is as follows:
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Figure 7: Agent Sends Instant Message to Knowledge Worker

1. An agent is engaged in a voice call with a customer.

2. The agent decides that a Knowledge Worker is needed to satisfy the
customer interaction. From their Interaction Workspace, the agent initiates
an IM to a designated Knowledge Worker Routing Point DN.

3. The routing strategy loaded onto this Routing Point DN determines how
the particular Knowledge Worker is selected.

4. Presence monitoring (enabled by UC Connector ability to map UC
presence status to Genesys agent states) determines which Knowledge
Workers are currently available, and this information is made available to
the routing strategy.

5. Using the presence information, the routing strategy selects an available
Knowledge Worker.

6. Universal Routing Server (URS) sends a Preview Interaction to the
selected Knowledge Workers—a screen pop arrives at the Knowledge
Worker desktop, asking if they will accept the interaction.

7. If the Preview is accepted, the IM is then routed to the Knowledge Worker,
and the IM session between agent and Knowledge Worker begins.
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If the Preview is declined, URS can apply default routing, or select another
available Knowledge Worker for Preview, depending on the strategy.

8. The agent can then continue chatting, or the agent can transfer or
conference (escalate) the customer call to the Knowledge Worker. In the
case of transfers, this can be done through either of the following methods:
+ The call is sent to a Routing Point DN with the relevant attached

UserData to identify the Knowledge Worker currently handling the IM.
Depending on the business rules, the strategy can then present a
preview or just route the call directly.

+  With Interaction Workspace, the voice DN of the Knowledge Worker
who accepted the IM is presented as a transfer target to the initiating
agent. The agent can then transfer the call directly to this Knowledge
Worker, without going through a Routing Point.

The IM and the voice call are handled separately.

How It Works—Presence Monitoring

To determine whether a particular Knowledge Worker is available for a
customer interaction, the UC Connector monitors the presence status of the
Knowledge Worker on the UC platform. Knowledge Workers are integrated
into the Genesys environment as emulated agents, and their presence status in
the UC client is mapped to a corresponding “agent status” in the Genesys
contact center. Any change in the status in the UC client for a particular
Knowledge Worker triggers a corresponding change in agent status, as
monitored by Stat Server.

Changing Knowledge Worker Status in Genesys

36

When the UC Connector receives notification about a change in presence
status for a particular Knowledge Worker, it sends a T-Library request to
change the status of the corresponding Knowledge Worker “agent”
(RequestAgentLogin, RequestAgentReady, and so on) to the T-Server that
manages the Knowledge Worker’s Genesys DN. The exact mapping of UC
client presence status to Genesys agent status is configurable, but the default
mapping is shown in Table 4.

Table 4: Mapping Presence to Agent Status

UC Presence Status Genesys Agent Status
Online Ready

Offline LoggedOut

Any other status NotReady + Reason code
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T-Server Support for Emulated Agents

Because the Knowledge Worker must be configured as an emulated agent, the
T-Server managing the Knowledge Worker DN must support the emulated

agent feature.

Presence and Agent-Status Scenarios

Changes in the Knowledge Workers presence in Genesys can come from the
UC Client side, or from the UC Connector (Genesys) side, depending on the
scenario. UC Connector integrates both sources of presence for each user.
Table 5 describes some of the scenarios that result in a change of presence for
Knowledge Workers.

Table 5: Status Change Scenarios

Action

Resulting Change In Status

Manual change in UC-client.

The Knowledge Worker changes status manually in the
UC-client. Whatever change is made is reflected in the
Genesys environment, with the emulated agent DN that
represents the Knowledge Worker being set to Ready,
NotReady, or LoggedOut.

Knowledge Worker accepts a call.

On accepting a routed call from the contact center, the
Knowledge Worker’s presence status is changed in the
UC-client to Do Not Disturb.

Knowledge Worker declines a preview.

If the Knowledge Worker declines the preview interaction,
the Knowledge Worker’s agent status is changed (by default)
to the agent status of NotReady.

After a configured NotReady timeout period (5 minutes by
default), the Knowledge Worker’s agent status is updated to
whatever their current presence status is in the UC-client. For
example, if the UC-client status is still Online, then the
Knowledge Worker is put back into Ready agent status.

Deployment Guide
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Table 5: Status Change Scenarios (Continued)

Action

Resulting Change In Status

Knowledge Worker is unavailable for
contact-center work.

The Knowledge Worker changes status to Do Not Disturb in
the UC Connector GUI, which is either included in the
UC-client or shown in a browser window. This sets their
Genesys agent status (by default) to NotReady, but does not
otherwise affect their presence status for the enterprise.

When this setting is enabled, regular UC-client status
changes are not mapped to changes in agent status in
Genesys. Only once the Knowledge Worker indicates that
they are again Available to the Contact Center does
regular presence-to-agent status mapping apply.

Automatic change in UC Connector client

Most UC Clients are integrated with the user's calendar and
are aware if the Knowledge Worker enters a meeting or is
otherwise unavailable. When this happens, the user's
presence status is reflected in the corresponding agent status
in Genesys. Similarly, UC Clients detect when the user has
been idle for a while, and this is also captured by UC
Connect.

Presence Integration with Microsoft OCS

UC Connector communicates with Microsoft Lync (and OCS 2007 R2) using
MS-PRES (a Microsoft protocol that extends SIP for presence) over TCP-IP
and TLS. UC Connector connects to Lync through the Front-End Server,
directly or through a third-party load balancer. For more information about
supported deployments, see “Microsoft Office Communication Server” on

page 58.

UC Connector registers with OCS using SIP REGISTER requests, and OCS
responds with a 200 0K. After registration is completed, UC Connector
subscribes to the status of Knowledge Workers using SIP SUBSCRIBE requests,
and OCS responds with a 200 0K. This occurs only when the Knowledge
Worker logs in to the UC Connector tab in Office Communicator.

Whenever a change is made to the Knowledge Worker's presence status in
Microsoft Office Communicator, OCS sends a BENOTIFY (Best Effort NOTIFY, an
MS-PRES message) to UC Connector with the updated status. UC Connector
changes the agent status for the Knowledge Worker’s corresponding Genesys
DN based on mapping rules.

38
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Presence Integration with IBM Sametime

UC Connector communicates with IBM Sametime using an IBM proprietary
protocol implemented through Sametime SDK. This connection is established
over TCP/IP.

UC Connector logs into Sametime as a server. When successfully logged in,
UC Connector receives login notifications from the users (Knowledge
Workers) in the Sametime community. If the Knowledge Worker is configured
in Configuration Layer and logs into the custom panel—the Genesys Contact
Center panel—in their Sametime Connect client, UC Connector opens a status
notification subscription with Sametime for that Knowledge Worker.

Whenever a change is made to the Knowledge Worker’s presence status in the
IBM Sametime Client, UC Connector changes the agent status for the
Knowledge Worker’s corresponding Genesys DN, based on rules configured in
the application or in the Knowledge Worker Person object.

Push On-Call Status from Genesys to the UC Platform

When integrated into a UC platform, Genesys can push the telephony status of
a Knowledge Worker to the UC provider. If push-status functionality is
enabled, when the Knowledge Worker receives a call, UC Connector updates
the Knowledge Worker UC status to the default Do Not Disturb. This status
setting is configurable (see oncall-status for OCS, and oncal l-status for
Sametime)

How It Works—The Preview Window

UC Connector uses the Custom Server module, a Universal Routing Server
(URS) component built into the UC Connector itself, to handle the Preview
interaction. By using the Custom Server module, UC Connector processes
proprietary CUSTOMLIB protocol messages sent from the routing strategy, in
order to initiate the Preview interaction with the third-party UC client.

HTTP is used as the transport method for both supported UC platforms.

Figure 8 shows how the embedded Custom Server handles the Preview
Interaction between URS and the UC platform.

UC Connector UC Client

Custom Server Customized

Extension

T-Server —TLIB— URS (PreviewlInteraction HTTP.
Manager)

Figure 8: Routing Integration Architecture
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The Overall Preview Interaction

Depending on how the routing strategy is configured, the Preview interaction
can be sent to a particular individual Knowledge Worker, or in a round-robin
manner (consecutively) to a pool of available Knowledge Worker resources,
continuing until one of them accepts the interaction. You can also design the
routing strategy to broadcast notifications to several Knowledge Workers in a
group, where the interaction is then sent to the first Knowledge Worker that
accepts the preview.

The call flow for the overall interaction is as follows:

1. Customer interaction is initiated towards the Knowledge Worker,

2. Based on the Knowledge Worker presence status in the UC client (mapped
to the corresponding agent status on the Genesys side), URS selects an
available Knowledge Worker and initiates a preview interaction with that
user—the Preview window appears on their device. If the
audio-on-preview option (introduced in release 8.0.2) is configured, the
specified audio will also play to alert Knowledge Workers who may not be
at their desk that an interaction Preview has arrived.

3. A countdown timer appears in the preview window (the length of the
timeout period is configurable). The Knowledge Worker must respond
before this timer runs out, otherwise the call is returned to URS, where the
strategy can select a new Knowledge Worker.

4. On accepting the Preview, an incoming call notification window appears
on the Knowledge Worker device (typically, the device is also ringing). If
accepted, the voice call between customer and Knowledge Worker is
established.

The Preview Notification Window

Figure 9 shows a sample Preview window for an incoming voice call, as it
appears on the desktop of a Knowledge Worker with Microsoft Lync. The
interaction also appears in the UC Connector GUI in a browser window (not
show).
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Figure 9: Sample Preview Window

How It Works—The Interaction Window

accept

The Knowledge Worker
s orrejects the preview

Countdown timer shows the time
left before preview expires
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Case data
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Phone#
Account 45678 ﬂ
lotes Call attached data presented to Knowledge Worker
Pat has a question regarding his loan. Could you please help?
Agent note can provide important
details about the interaction
2

The Preview window can display any user information available to the routing
strategy—in other words, any customer information stored or collected earlier
in the interaction, in order to give relevant details of the interaction to the
Knowledge Worker. In this case, customer information such as phone number
and service level are included.

Closing the Preview Window

This Preview window will close if the Knowledge Worker clicks the Accept or
Reject buttons. It will also close automatically if the Knowledge Worker fails
to respond before the timeout period, or if the interaction is canceled on the
agent/customer end.

How It Works—The Interaction Window

When the interaction is accepted, the Interaction window or IM session
interface will appear instead of the Preview window, depending on the kind of
interaction requested.

Deployment Guide
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How It Works—Reporting Events

Figure 10 shows the Interaction window, which allows the Knowledge Worker
to see information about the interaction and perform any call control actions
they need (transfer, hold, and so on). Because the window is browser based, it
has the same appearance no matter which UC platform is used.

Buttons to perform call contral:
hold, transfer, conference the call

Figure 10: Sample Voice Interaction Window

How It Works—Reporting Events

42

UC Connector produces and sends reporting-related events for the Interaction
Preview mechanism to reporting platforms through the T-Server/SIP Server.
To enable reporting, set the enable-preview-reporting option to true in the
uc-connector section of the UC Connector Application.

The feature is designed to be used with the ICON Custom Agent State feature,
although other reporting platforms can be used. See the Using Custom States
section of the Interaction Concentrator 8.1 Deployment Guide for form
information on ICON.

The T-Library function TDistributeUserEvent is used to report Preview offers
and completion results for each Knowledge Worker offered an interaction
Preview. UC Connector sends a request to T-Server to distribute the
corresponding event to all registered clients. A reporting application then
makes relevant detailed records upon receiving these events.
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When there are invalid configuration parameters, the default values will be
used.

Message Content

All events sent by UC Connector to T-Server will contain the following:
¢ ConID—Connection ID of the current call.

* ThisDN—The main DN of the Knowledge Worker.

* AgentID—The Knowledge Worker’s Agent ID.

e UserData—This is the custom state-related information to be sent to
T-Server/SIP Server.

The Preview offer will start the custom state identified by the key UCC_Preview
and the number 3271, which is customizable by the configuration option
preview-state-name. The Preview offer event will also record the associated
ConnlID using the key UCC_ConnID, and the Knowledge Worker’s user ID using
the key UCC_UserId, and the Knowledge Worker’s login ID using the key
UCC_AgentId.

The Preview termination event will record the reason for the termination using
the key UCC_Reason. One of the following reasons will be recorded:

Accepted—The user accepts the interaction.

Rejected—The user explicitly rejects the interaction by pressing the
appropriate button or key.

Timeout—The user does nothing while the interaction Preview is open.

Taken—Another user accepts the interaction. This can only occur in broadcast
mode.

Error—An error occurred while showing the interaction Preview window.

Cancel—The interaction was abandoned by the original caller.

Note: The keys UCC_Connld, UCC_UserId, UCC_AgentId, and UCC_Reason are
configurable with the option presence-gateway-mode.

Preview offer event User Data

UCC_Preview = '+

ucC_connId = "3271, <ConnID(hex number) )"
UCC_AgentId = "3271, <agent_id>"
ucC_UserId = "3271, <user_id>"

Preview termination event User Data

UCC_Reason = "3271, {Accepted|Rejected]...}"
UcC_Preview = "-"
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How It Works—Lync Integration

In integration with Microsoft Lync, Knowledge Workers see the UC Connector
user interface on a browser window, or possibly in a Lync Conversation
Extensibility window. Both these windows are web-based and allow the
Knowledge Worker to control their UC Connector presence status, to accept or
reject interactions in the Preview window, and to control ongoing chat or voice
calls in the Interaction window.

There are two ways for the Knowledge Worker to access the UC Connector
from the Lync client:

* The Knowledge Worker manually opens the UC Connector web client
from the Lync Tools menu.

* The Knowledge Worker accepts a Lync preview interaction from UC
Connector, which opens the extensibility window.

Note: If the Knowledge Worker uses Safari as their default browser, they
must keep a browser window open in order to receive previews for
incoming interactions. If the user closes the browser, Lync-based
alerts will not be received.

The Genesys UC Connector Web Client

In the Lync client, under Tools, select Genesys UC Connector from the
drop-down menu to open the UC Connector web client.

ﬁGenesys UL Connector - Windows Internet Explorer !EI E

|S hipuin.aohosen 7| B 2] % | 2 Bing o~
5.7 Favarites | ’.:3 € | Suggested Sites ~ @ | Web Slice Gallery -

= »
& Genesys JC Connector | %5 v B - ) o= v Page v Safety - Tools -+ @~

# - | Interactions || Channels |

Mo Ackive Interactions

il

Done |_|_|_|_|_|_|@ Internet | Protecked Maode: OFF ’T| L
Figure 11: Genesys UC Connector Web Client
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How It Works—Lync Integration

Using the drop-down menu, the Knowledge Worker can change their UC
Connector presence status. This status does not change if the Knowledge
Worker then closes the web client.

While this window is open, an incoming interaction arrives as a regular UC
Connector-based Preview notification.

If this window is closed, an incoming interaction will arrive as a Lync Preview
invitation (see Figure 12). If this invitation is accepted, the UC Connector
extensibility window opens (see Figure 13), followed by the UC Connector
Preview notification.

The Lync Preview Invitation

If the extensibility window or the UC Connector web client (see previous
section) is not already open, a new interaction will arrive at the Knowledge
Worker’s desktop using the native Lync chat request.

l ucc r)

iz inviting you to a conversation

Reply
L Redirect - Decline

Figure 12: Lync Preview for a UCC Interaction

If the Knowledge Worker accepts this invitation, the extensibility window
opens.

The Extensibility Window

Deployment Guide

This window shows both the UC Connector tab as well as a Lync chat window
used by the system to provide a configurable welcome message

(invite-message, page 202) to the Knowledge Worker. This window will only
be enabled if the invite-message option is present and has a value configured.
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How It Works—Customized Help
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This chat window will instead be used for all system
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|i
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Figure 13: Extensibility Window On Accepting an Interaction

After the interaction is finished, the UC Connector tab remains open in the
extensibility window. If the Knowledge Worker keeps this window open, any
new interaction will arrive as a separate web-based Preview window. If the
extensibility window is closed, new interactions will arrive once again as a
native Lync chat request.

Preview and Interaction Windows

With Lync (as with other the other supported UC systems), the Preview
window opens when a new interaction arrives at the Knowledge Worker’s
desktop, and the extensibility window has already been opened (the web
connection to UC Connector is established). If the Knowledge Worker accepts
the invitation in the Preview window, the Interaction window opens in its
place.

How It Works—Customized Help
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UC Connector lets you create customized Help files that Knowledge Workers
can access from the web-based user interface. If enabled on a particular
window, a clickable Help button appears, providing a link to a .html help file
that opens in the Knowledge Worker’s browser. A sample .html help file is
included on the product CD, under Documentation/Help. You can use this file,
or create one of your own, stored at a network-accessible location.
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How It Works—Customized Languages

You can specify a different help file for each of the following windows in the
user interface:

* Login screen (help-Llogin-url)
* Interaction window (help-interaction-url)

* Preview and Interaction windows (help-callcontrol-url, the same option
is used for both windows)

For detailed procedures, see Task Summary: Customizing the Help Button, on
page 152.

The following figures show some sample screens where the Knowledge
Worker can access an enabled He Lp button.

-=| |& Genesys UC Connector =

;I @ -~ Interactions | Channels Helg

Tu Customer.. 1282
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Accept | v || Reject | Remaini

CASE data

ustomer Sergment Gold

Customer Name

H

Customer Corporstion
8385951111
227679989

Phone Mumber
Account Number

Enabled Help
buttons

IBM. Lotus. Sametime. Entry 8.5

Preview Window

Connecked

Interaction Window

Figure 14: Customized Help Button

How It Works—Customized Languages

Deployment Guide

UC Connector allows you to change the language used in the client interface.
By default, UC Connector uses English for the various tools and labels in the
interface. Using the configuration option Locale, you can change the default
language to one of several supported languages.

For configuration details, see Task Summary: Changing the Default Language,
on page 153.

The following figure shows a sample Interaction window localized for the
French (fr) language.
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Default language is
set to French (fr).
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How It Works—Customized Languages
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Figure 15: UC Connector with Default Language Set to French

List of Supported Languages

When Other Languages May Be Used

48

The following table lists the languages supported by UC Connector, as well as
the two-character country codes used to specify the language in the

configuration.

Table 6: Supported Languages

Supported Languages

Language Codes

English en
French fr
German de
Italian it
Russian ru
Spanish (Latin America) es

If Locale option is set to default, then UC Connector uses the language of the
local operating system—provided it is included in the list of supported
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languages. If UC Connector integrates with a web browser that uses a
preferred language setting, then the web browser’s preferred language takes
precedence over the internal UC Connector setting—again, only if the web
browser language is included in the list of supported UC Connector
localizations.

Note: With IBM Sametime and Microsoft OCS, the UC Connector tab is
embedded in the UC client using Internet Explorer. If the Knowledge
Worker machine uses another browser (not 1E) as default, then you
must set the language preference in both browsers (IE for embedded
tab and non-IE for default browser) in order for the localized strings to
appear correctly in both the UC Connector tab and the
Interaction/Preview windows.

If the Locale option is not configured at all, then English is used as the absolute
default.

How It Works—Customized Knowledge
Worker States

UC Connector allows you to customize the states available to knowledge
workers in the UC Connector web client drop-down menu. The “agent states”
and the corresponding text displayed in the menu can be customized by editing
application resources. This custom state functionality is only supported in the
standalone deployment mode. See “Standalone Mode” on page 30. If UC
Connector is connected to an external presences source, such as Microsoft
Lync, the presence updates from Lync will override the state set in T-Server.

Each customizable state is characterized by a unique combination of the major
“agent state” (Ready or Not Ready), the agent mode, and a reason code. The
customized states can be made available for display in the UC Connector web
client drop-down menu. The customized states can also be used to reflect the
current user’s state in the Channels tab.

Before release 8.0.300, UC Connector included two fixed states that mapped to
the Genesys states Agent Not Ready and Ready (without an agent mode or
reason code):

e Do Not Disturb On
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How It Works—Customized Knowledge Worker States

¢ Do Not Disturb Off.

@ ~ | Interactions Channels

& SetDo Mot Disturb Off

Set Do Mot Dizturb On

@ Log Out

Figure 16: Default menu options.

In release 8.0.300, the UC Connector application is installed with these two
states as an example in the XML resource file. The states are also built in the
application to enable default handling when the resources are corrupted.

The editable XML resource file contains the state definitions and their
corresponding visual representation in the UC Connector web client menu,
such as text strings, icons, and translations. The provided example XML can
be edited by the system administrator or integrator as required.

The XML file can be provided on the local file system or through HTTP(s)
service. The HTTP(s) service can be convenient for managing multiple

instances of UC Connector for redundancy or load sharing. The instance of
Jetty web server packed with UC Connector can also be used to service this
file and its related resources, such as localization files, icons, and graphics.

See “Customizing Knowledge Worker States” on page 155 for details on the
setup procedures.

Defining Knowledge Worker States

50

Each Genesys agent state in the XML file is composed of a unique
combination of the following:

*  Main state—Ready or Not Ready. This is the ‘agent state” that will show
up in real-time or historical reporting.

* Agent mode—Manual, After Call Work, Legal Guard, Auxiliary Work,
Walk Away, and Nodisconnect

* Reason code string—A free-form text string that UC Connector attaches as
a Reason or Extension attribute with a user-defined key name to the
corresponding agent state change request sent to T-Server. The key name
ReasonCode is used by default, but the name can be customized.

The agent mode and the reason code are optional.

UC Connector uses the definitions of the states to display the current user state
in the agent status indicator on the main panel and the corresponding channel
state in the Channels tab of the UC Connector web client. The appearance of
the user state is defined by the icon and the status string associated with the
corresponding state definition.
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Deployment Guide

How It Works—Customized Knowledge Worker States

To make custom state recognizable in the UC Connector web client, you must
provide distinct relevant icons. The system integrator is responsible for
providing the corresponding artwork.

@ - | Interactions || Channels

Ina meeting

-

L

@ Inacall

@ Assisting customers
Working on a task

- o o mm mm Ew mm e

Figure 17: Customized menu options.

The text representation of the custom state can be defined in several languages
simultaneously. UC Connector transmits localized resources to the user’s
browser to be selected based on local preferences.

When T-Server reports the agent state event, UC Connector matches the event
against a set of defined agent states. When the reported state is matched, UC
Connector updates the corresponding status indicators in the main panel and
Channels tab of the UC Connector web client.

To display a non-matching agent state, UC Connector uses one of the
predefined states that have no matching elements defined. For example, UC
Connector receives an event with the following:

* Agent state: Not Ready
* Agent mode: After Call Work
* Reason code: 101

If UC Connector cannot match the reason code, it might use a definition for the
Not Ready state with an After Call mode and no reason defined. If it cannot
match the reason code and the state, it might use a definition for a plain Not
Ready state without a mode.

UC Connector uses built-in plain Ready, Not Ready (previously called “DND
on” and “DND off”), and DND state definitions for states that cannot be
matched against the XML file.
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The system integrator is responsible for defining all the states that must be
represented in the UC Connector web client.

Note: Some states, such as Not Ready with a work mode Legal Guard,
cannot be requested because they are controlled exclusively by
T-Server or the PBX. Other states, such as Not Ready with a work
mode After Call Work, might not be compatible with a particular
T-Server or PBX. UC Connector does not validate the state definition.
If the state is defined as an available web client menu item, UC
Connector attempts to use it as defined, but the operation may fail if
the target state is not supported by the T-Server.

The states that are controlled by T-Server and cannot be executed as
an agent command can still be defined in the XML document so that
the corresponding status can be displayed visually.

Multiple Channels

Users may have multiple channels provisioned in their place, but the UC
Connector web client only has one combined agent state indicator.

When a state change command is issued from the menu, UC Connector
attempts to apply the same agent state request to all channels. If all the
resulting channel states map to the same defined state, UC Connector displays
and icon corresponding to that state. If the resulting channel states map to
different custom states, UC Connector updates the main agent status indicator
in the web client with one of the following predefined states:

partial-ready—at least one of the channels is in the “ready” state
not-ready—at least one channel is in the “logged in” state

Logout—all channels are logged out

Note: The indicator for an individual channel reflects the state of the channel
only if the icon for the badge is supplied.

How It Works—EXxternal Number Redirect

A Knowledge Worker or an Administrator can enable an external redirect
number, which allows Knowledge Workers to accept preview calls at the
specified number.
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When this features is enabled, the preview window has a button to accept the
incoming call on an external number.

Crn [unknown]

] Help
L™ Alerting, Vioice, +15504650006
[ Acoept -]  Reject | emanng: 222 | Aceept on 1010
"}‘% +16504660008 "'1\
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Contact “-.'L BANK OF MONEY '-1
'\\ 5
1\ ‘I‘~
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= ] : : Allow to send call to
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“€% | Show the current : | Redirect number
to hiotes | default accept DN on i
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Figure 18: Accepting a preview on an external number.

If the user clicks the external number button, Universal Routing Server (URS)
routes the call to the specified redirect number. When the preview is accepted
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on an external number, the window is modified to indicate the call is on an
external number.

& v | Interactions | Channsis

lo Active Interactions

~2y [unknown] Heip
¥ Accepted on External number . Violce, =165

Case data

Caller lir R
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Contact BANK OF MONEY

Hotes

%

Figure 19: Preview accepted on an external number.

If provisioned in the presence definition XML document, see “How It
Works—Customized Knowledge Worker States” on page 49, UC Connector
sets the user to the “preview-redirect” auto-state after the redirect. The default
target state after the redirect is “dnd”. Remote call control is not possible at this
point, and call notes (user data) cannot be edited or added.

When the user is ready to take the next call, they must first close the preview
window and set the user status to “ready”.
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Configuring an external number

To configure an external number for preview, the user must select the Setup
menu option.

@ ~ | interactions Channels =

Mo Active Interactions

%

Figure 20: Setup menu option.

This menu option will only appear if the redirect-setup-enabled
configuration option is set to true. For configuration details for this feature,
see “Enabling a Redirect Number” on page 158.

Selecting the Setup menu option opens the Setup Redirect Number window,
where the user can set or change the redirect number.

Setup Redirect Number *
Redirect Mumber 1010 Enable

Save | Clear Cancel

Figure 21: Setup Redirect Number window.

It is possible for an Administrator to enable and set the redirect number for a
person through Genesys Administrator. See “Enabling a Redirect Number” on
page 158.

Note: The redirect number is not validated against premium rate,
international numbers and so on. It is the responsibility of the
Administrator and the telephony platform to validate if the user has
permissions to redirect to the requested number.

Deployment Guide 55



Chapter 2: How It Works How It Works—External Number Redirect

56 UC Connector 8.0 @



S Genesys

Chapter

Supported Integrations

The UC Connector supports Genesys contact center integrations with a variety
of third-party Unified Communications (UC) solutions. This chapter describes
the differences in supported functionality between the different UC platforms,
as well as basic information about the platforms themselves.

«  Functional Support, page 57

+  Microsoft Office Communication Server, page 58

« IBM Sametime 8.5, page 62

Note: The references to third-party documentation in this section, including
any URL or other web references, are subject to change without
notice. They are included for your convenience.

Functional Support

Table 7 lists the main differences in functionality between integrations with
Microsoft OCS (Lync, OCS 2007 R2) and with IBM Sametime 8.5.

Table 7: Functions Supported by the UC Solution

UCC Function Microsoft Lync Microsoft OCS IBM Sametime
2007 RN

IM through SIP Server-OCS | yes yes no

Integration

IM through Genesys IM yes yes yes

Integration

Presence Monitoring yes yes yes

Deployment Guide
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Table 7: Functions Supported by the UC Solution (Continued)

UCC Function Microsoft Lync Microsoft OCS IBM Sametime
2007 RN

Custom Presence States yes yes no

Voice channels yes yes yes

Overflow yes yes yes

Preview Mechanism yes yes yes

Push on-call status yes yes yes

Custom tab® no yes yes

Secure connections (TLS) yes yes yes

a. Custom tab requires direct UC Connector integration with the UC client, so that interactions can be accept-
ed and handled using native UC client capabilities. If the UC platform does not support custom tab integra-
tion, interactions are processing using the Knowledge Worker’s web browser instead.

Microsoft Office Communication Server

58

The UC Connector provides the connection between the Genesys environment
and the Microsoft OCS (Lync, OCS 2007 R2) solution in the enterprise. For
presence, communication between UC Connector and OCS is through
MS-PRES. For a complete description of MS-PRES see
http://msdn.microsoft.com/en-us/Llibrary/cc431501%28v=o0ffice.12%29.aspx

The UC Connector does not play an active role in instant messaging scenarios
with OCS. These are handled between OCS and SIP Server exclusively, over
SIP.

For integration with the Microsoft Office Communicator (MOC) client, the UC
Connector uses a custom web application. This web application provides a
custom tab in the MOC 2007 R2 client, providing controls over the user's
presence and any current interaction. Communication between UC Connector
and MOC is through HTTP. The same function is implemented with Lync
using the conversation Extensibility window, or directly in a browser window
on the user desktop. This is because Lync does not support a custom tab in its
user interface.

Supported deployments with Microsoft OCS include:

*  “Deployment with Microsoft OCS Standard Edition”

*  “Deployment with Microsoft OCS Enterprise Edition”

*  “Deployment with Microsoft OCS Enterprise via Edge Server”
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Deployment with Microsoft OCS Standard Edition

Figure 22 shows a UC Connector integration with Microsoft OCS Standard

Edition.
TS HTTP(s) Web
-Server I
H%\TUB— (primary &  ——TLIB— uc
== - backup) | | Connector sip sIp
Agent TCP/P TCP/IP MOC
OCS database
EE
=
Knowledge

Worker
Figure 22: Deployment with Microsoft OCS Standard Edition
Integrations with the Standard Edition of Microsoft OCS require that the main
server components, as well as the database for storing user and conference
information, are deployed on a single Front End Server. This integration is

used for organizations with under 5000 users, and which does not require High
Availability through clustering for the OCS part of the system.

Database

For the Standard Edition, the real-time communications (RTC) database must
be kept locally on a Microsoft SQL Server Express instance.

Deployment with Microsoft OCS Enterprise Edition

Figure 23 shows a UC Connector integration with Microsoft OCS Enterprise
Edition, where OCS is deployed on multiple servers, the database is deployed
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Microsoft Office Communication Server

on a separate server, and a third-party load balancer is deployed to balance the
load across the OCS Front End servers.
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Figure 23: Deployment with Microsoft OCS Enterprise Edition

With the Enterprise Edition, you can separate the server functions from the
database functions as a way to increase capacity and availability. This edition
is recommended for organizations that require higher availability through
clustering of server roles.

Pools

The Enterprise Edition supports multiple pools, with each pool consisting of
one or more Front End Servers that provide IM, presence, and conferencing
services and are connected to a separate dedicated Microsoft SQL Server
back-end database.

Database

The Enterprise Editions enables you to specify a remote database server. This
dedicated Microsoft SQL Server back-end database must be located on a
computer that is separate from any of the Enterprise Edition servers.

Deployment with Microsoft OCS Enterprise via Edge Server
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Figure 24 shows a UC Connector integration with Microsoft OCS Enterprise
Edition, where OCS is deployed on multiple servers, the database is located on
a separate server, and a Microsoft OCS Edge Server is deployed in front of the
primary OCS servers.
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Figure 24: Deployment with Microsoft OCS Enterprise Edition Through Edge Server

About the Edge Server

Installed at the perimeter of the enterprise network where the OCS servers are
located, the edge server is used to authorize users from outside of the
enterprise firewall before they can access the OCS deployment.

For more information about deployments that use the OCS Edge Server, see
the Microsoft documentation for the product:

http://www.microsoft.com/downloads/details.aspx?familyid=E9F86F96-AABY
-4DCA-9088-F64B4F01C7038displaylang=en

Reporting in Microsoft OCS Integrations

Deployment Guide

When integrated with Microsoft OCS, the four standard Microsoft Office
Communicator presence states are mapped to Knowledge Worker-specific
AttributeReason parameters. These KW_UC_STATUS parameters are used to
provide Genesys Reporting with additional information about routing requests
involving Knowledge Workers.
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Table 8 shows the mapping between Microsoft OCS presence states and
Genesys AttributeReason parameters.

Table 8: Presence Mapping to AttributeReason

Communicator KW_UC_STATUS

Presence

Busy RequestAgentNotReady with KW_UC_STATUS of busy.

Do Not Disturb RequestAgentNotReady with KW_UC_STATUS of dnd.

Be Right Back RequestAgentNotReady with KW_UC_STATUS of
be-right-back.

Away RequestAgentNotReady with KW_UC_STATUS of away.

Available RequestAgentReady with KW_UC_STATUS of ready.

IBM Sametime 8.5

The UC Connector provides the connection between the Genesys contact
center and the IBM Sametime 8.5 platform in the enterprise. For presence,
communication between UC Connector and IBM Sametime is through a
proprietary IBM protocol, implemented by the Sametime SDK built into the
UC Connector application. For integration with the Sametime Connect clients,
the UC Connector deployment creates a custom Contact Center plug-in for
each Sametime Connect client. This plug-in displays a Contact Center panel in
the client, which the Knowledge Worker can use to access information about
contact center resources, as well as where a call can be transferred.
Communication between UC Connector and the Sametime Connect client is
through HTTP.

Deployment with IBM Sametime Entry/Standard Edition

Figure 25 shows a sample UC Connector integration with IBM Sametime
Entry or Standard Edition.
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IBM Sametime 8.5

B8 TuB
g5 (TLS)

Agent

HTTP(s) Web
- — L
backup) (s) 1] Connector IBM protocol Sametime
Connect
S — 9 Load
Balancer
LDAP IBM
SametlmeUEE
=
Knowledge
Worker

Figure 25: Deployment with IBM Sametime Entry/Standard Edition

Database

Sametime can be configured to operate as a client to a Lightweight Directory
Access Protocol (LDAP) server containing an LDAP directory. You can use
this LDAP directory as your Knowledge Worker user repository.

Clustering

Multiple Sametime servers can be configured to operate together, in order to
support failover and load balancing for large user populations.

Entry Versus Standard Editions

Sametime Entry has less functionality than Standard, but is not limited in terms
of scalability. For integrations with UC Connector, there is no practical
difference between these two editions. All UC Connector functionality is
supported for both Entry and Standard Editions.

Reporting in IBM Sametime 8.5 Integrations

Deployment Guide

When integrated with IBM Sametime 8.5, the standard Sametime Connect
presence states are mapped to Knowledge Worker-specific AttributeReason
parameters. These KW_UC_STATUS parameters are used to provide Genesys
Reporting with additional information about routing requests involving
Knowledge Workers.
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Table 9 shows the mapping between Sametime Connect presence states and
Genesys AttributeReason parameters.

Table 9: Presence Mapping to AttributeReason

Sametime Connect
Presence

KW_UC_STATUS

Away

RequestAgentNotReady with KW_UC_STATUS of "I am
away from the computer.”

In a Meeting

RequestAgentNotReady with KW_UC_STATUS of "I am in
a meeting."

Do Not Disturb RequestAgentNotReady with KW_UC_STATUS of "Please
do not disturb me."
Available RequestAgentReady with KW_UC_STATUS of "I am

available".

Note: The text for these KW_UC_STATUS messages are configurable from the
Sametime Connect client. The above messages are the default
messages provided by Sametime Connect.

64
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Part

UC Connector Deployment

The following chapters describe the prerequisites and procedures that are

required to deploy the UC Connector into the Genesys environment, as well as
how to integrate the deployment with the third-party Unified Communications
(UC) platform on the enterprise side:

* Chapter 4, “Deployment Prerequisites,” on page 67

* Chapter 5, “Deploying UC Connector,” on page 75

* Chapter 6, “Configuring the Routing Strategies,” on page 161

*  Chapter 7, “UC Connector High Availability Deployment,” on page 171

Deployment Overview

Complete the following tasks to deploy and integrate the UC Connector

solution.

Task Summary:

Configuring the UC Connector Solution

Objective Actions

1. Complete prerequisites. .

Configuring the Baseline Genesys
Environment

Installing JAVA
Host Requirements
Deploying the Third-party UC Platform

Deployment Guide
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Task Summary:

Deployment Overview

Configuring the UC Connector Solution (Continued)

Objective

Actions

2. Deploy the UC Connector.

Verify the baseline Genesys configuration.
Create Host.

Import the application template.

Create the UC Connector Application object.
Install the UC Connector.

Configure the UC Connector section.

Configure the Log section.

e A ol o e

Configure the third-party UC section.

3. Configure the Knowledge
Worker.

Create KW DNs.
Create Agent Logins.
Configure Places.
Create KW Persons.

el

4. Integrate with the agent’s
desktop.

Integrating with Interaction Workspace

5. Integrate with the
third-party UC.

* Integrating with Microsoft Lync Server
» Integrating with Microsoft OCS 2007 R2
* Integrating with IBM Sametime 8.5

6. Integrate with Genesys
Routing

1. Create a “dummy” Custom Server
Application object.

2. Connect UC Connector to Custom Server.
3. Configure routing from contact center to KW.

4. Configure a contact point for the KW.

(optional)

Enable Instant Messaging
(Genesys IM Integration)

1. Verity the Genesys IM solution.
2. Configure the Knowledge Worker DN.

(optional)

Enable Instant Messaging
(SIP-OCS Integration)

1. Install and configure SIP Server.
2. Integrate SIP Server with OCS.

(required for Lync)

Enable Secure
Communication

* Enabling MTLS
* Enabling TLS/Kerberos
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Chapter

Deployment Prerequisites

Before you begin the UC Connector integration, all baseline components must
be installed and configured. For Genesys components, consult the product
Deployment Guides as outlined in the section below. For the enterprise UC
solution-related components, consult the third-party product documentation
described in the section below.

This chapter contains the following sections:

«  Configuring the Baseline Genesys Environment, page 67

« Installing JAVA, page 70

+  Host Requirements, page 71

«  Deploying the Third-Party UC platform, page 71

Configuring the Baseline Genesys
Environment

Deployment Guide

The following table lists the prerequisite Genesys components, their respective
Deployment Guides, as well as key actions that you must complete before
starting the integration procedures.
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Configuring the Baseline Genesys Environment

Table 10: Configuring the Baseline Genesys Environment

Component

Key Actions

Documentation

Management Framework 7.5+

A centralized Genesys Management
Framework, with all required components,
must be installed.

Framework 8.1
Deployment Guide

Genesys Administrator

After installing Genesys Administrator, login
to the tool:

1. Open a web browser and enter the
following URL:
http://<{computer name)>/wcm/Default.aspx

2. Enter the following information:
+ User name
+ User password

+ Application (name of the Configuration
Server in database)

+ Host name (Configuration Server host)
+ Port (Configuration Server port)
3. Click Log in

Note: Genesys Administrator or Configuration
Manager can be used to configure UC Connect.

Framework 8.1
Genesys Administrator
Deployment Guide

Configuration Manager

On a computer installed with Configuration
Manager, login to the tool:

1. Start > Programs > Genesys Solutions >
Framework > Configuration Manager >
Start Configuration Manager

2. Enter the following information:
+ User name
+ User password

+ Application (name of Configuration
Server in database)

+ Host name (Configuration Server host)
+ Port (Configuration Server port)
3. Click Ok.

Note: Genesys Administrator or Configuration
Manager can be used to configure UC Connect.

Framework 8.1
Deployment Guide
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Configuring the Baseline Genesys Environment

Table 10: Configuring the Baseline Genesys Environment (Continued)

Component

Key Actions

Documentation

T-Server

Required for integration with various switches
or PBXGs.

Note: The T-Server and associated switch
MUST support emulated-agent functionality
for integration with UC Connector.

See the Deployment
Guide for your
respective T-Server.

For more information
on which T-Servers
support
emulated-agent
functionality, see
Appendix C,
“T-Server
Compeatibility with
UC Connector,” on
page 213.

SIP Server version 8.0.300.00
or later

Required for the following deployments:

+ Instant Messaging functionality with
Microsoft OCS

Framework 8.1 SIP
Server Deployment
Guide

Universal Routing Server

Required for routing to agents and for handling
the contact center-to-knowledge worker
interaction.

Required connections:
* Message Server
» SIP Server Application object (if included)

* Any other T-Server Application that is
included your deployment.

« Stat Server

¢ Custom Server

Universal Routing 8.1
Deployment Guide

Universal Routing 8.1
Reference Manual

Interaction Routing Designer

Required for building the URS routing
strategies that control the interaction between
contact center and knowledge workers.

Universal Routing 8.1
Business Process
User's Guide

Universal Routing 8.1
Interaction Routing
Designer Help

Deployment Guide
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Table 10: Configuring the Baseline Genesys Environment (Continued)

Component Key Actions Documentation

Interaction Workspace 8.1 (or | Required for a desktop workspace that the Interaction

pre-8.0 Genesys Desktop) contact center agent uses to initiate interactions | Workspace 8.1
with the Knowledge Worker. Deployment Guide

For Interaction Workspace 8.1, required
functionality is included in default deployment.
For Genesys Desktop, some additional
configuration may be required.

See “Integrating with Interaction Workspace”

on page 100

Stat Server 7.6+ Required for monitoring the availability of Framework 8.1 Stat
agents and emulated agents (knowledge Server Deployment
workers) targeted in the routing strategies. Guide

Required connections:
* Message Server

» SIP Server Application object (or
T-Server)

Installing JAVA

UC Connector requires that you install a Java Software Development Kit
(JDK). UC Connector support JDK 7.0 (release 1.7.0_06+).

The following table provides basic information about installing the JDK on the
host Windows Server.

Task Summary:
Installing JDK 7.0 on the Windows Server

Objective Key Actions

1. Download the JDK Download the JDK 7.0 (release 1.7.0_06+) to your
version 1.7. host computer (see “Operating System—UC
Connector Host™).

At publication of this document, JDK 7.0 is available
for download here:

http://www.oracle.com/technetwork/java/javase/
downloads/index.html
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Task Summary:
Installing JDK 7.0 on the Windows Server (Continued)

Objective Key Actions
2. Configure Make sure the JAVA_HOME environment variable points
Environment to the directory where you installed the JDK—for
Variables. example:
c:\jdk1.7.0

Host Requirements

Operating System—UC Connector Host

For installation of the UC Connector application on the host computer, UC
Connector 8.0 currently supports the following operating systems:

*  Windows Server 2003, 32-bit and 64-bit
*  Windows Server 2008, 32-bit and 64-bit
*  Windows Server 2008 R2, 64-bit

Web Browser—Knowledge Worker Host

UC Connector 8.0 integrates with the web browser on the host Knowledge
Worker computer. UC Connector currently supports integration with the
following web browsers:

*  Windows Internet Explorer 8.0, 9.0
* Firefox 3.5 and higher
e Safari 5

Deploying the Third-Party UC platform

The installation and deployment of the third-party UC platform required for a
UC Connector integration is beyond the scope of this document. If you are
performing an end-to-end deployment (the UC platform is not already
installed), the following table details where you can go for more information
about setting up the UC platform

Note: The references to third-party documentation in this section, including
any URL or other web references, are subject to change without
notice. They are included for your convenience.
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Task Summary: Deploying the Third-party UC Platform

UC Platform Key Actions or Info

Microsoft OCS Deploying the Server
The Microsoft OCS Servers must be installed and configured according to the
required topology. This may include:
* Load balancers for handling traffic.
» Edge Servers for authorizing Genesys contact center access to the enterprise UC

platform.
For details, consult the following Microsoft product documentation:
Microsoft OCS 2007 R2:
http://www.microsoft.com/downloads/details.aspx?FamilyID=e9f86f96-aal9-4d
ca-9088-164b4f01c703
Microsoft Lync Server:
http://technet.microsoft.com/en-ca/library/gg398616.aspx
Deploying the client (Office Communicator)
Office Communicator must be installed on the Knowledge Worker device(s). For
Microsoft OCS 2007 R2, additional configuration for the custom “Contact Center”
tab in the client is required. For details, see the Procedure: Modifying the Custom
Tab File, on page 108.
Microsoft Lync does not support a custom tab; however, there are some registry keys
that must be set in order to enable launching the UC Connector GUI in a browser
window from the Lync client. For details, see the Procedure: Modifying the Registry
for Microsoft Lync, on page 102.
Secured Mode
For Microsoft Lync Server, secured communication is mandatory. For details see
Task Summary: Enabling TLS/Kerberos Secure Communication, on page 140.
Supported Architectures
For information about supported OCS architectures, see “Microsoft Office
Communication Server” on page 58.
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Task Summary: Deploying the Third-party UC Platform (Continued)

Deploying the Third-Party UC platform

UC Platform

Key Actions or Info

IBM Sametime

The IBM Sametime server architecture and Sametime clients must be installed and
configured before you begin the integration with the UC Connector.

IBM Sametime 8.5.x Documentation

The latest version is available at
http://www. ibm.com/deve Lloperworks/lotus/documentation/sametime/index.html

Supported Architectures

For information about supported IBM Sametime architectures, see “IBM Sametime
8.5” on page 62.

Deployment Guide
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Chapter

Deploying UC Connector

This chapter describes how to deploy the UC Connector, how to integrate the
UC Connector into the rest of the Genesys environment, and how to integrate
the UC Connector deployment with the third-party UC solution.

This chapter includes the following sections:

Deploying the UC Connector, page 75

Configuring the Knowledge Worker, page 90
Integrating with Interaction Workspace, page 100
Integrating with the Third-Party UC Platform, page 100
Integrating with Genesys Routing, page 119

Enabling Instant Messaging, page 124

Enabling Secure Communication, page 129
Customizing UC Connector, page 150

Deploying the UC Connector

The following table provides an overview of the main steps that you must
complete in order to deploy the UC Connector into the Genesys environment.

Deployment Guide
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Task Summary: Deploying the UC Connector

Objective Actions
1. Verify the baseline Genesys If the UC Connector is deployed together with a Genesys Contact
configuration. Center installation, check that the following prerequisite

components are deployed:

* Management Framework (LCA, Config Server, Message
Server)

* Universal Routing Server

» Stat server

* T-Server

» SIP Server (for Instant Messaging scenarios)

* Interaction Workspace (optional. Other agent desktop clients
can also be used)

If the UC Connector is used without a Contact Center, install the
following components that come with the UC Connector bundle.
The components should be installed within the same subnet.
Refer to the respective deployment guides for installation
information.

* Management Framework (LCA, Config Server, Message
Server)

* Universal Routing Server

* Stat server

* The appropriate T-Server for the deployed PBX
» SIP Server (for Instant Messaging scenarios)

For details, see Table 10, “Configuring the Baseline Genesys
Environment,” on page 68.

2. Create Host. Create a Host object for the computer on which you will later
install the UC Connector on (if one has not been created already).

Supported Operating Systems:
*  Windows Server 2003 32/64 bit
¢  Windows Server 2008 32/64 bit
*  Windows Server 2008 R2 64 bit

For more information about creating hosts, see the
Framework 8.1 Deployment Guide.
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Deploying the UC Connector

Task Summary: Deploying the UC Connector (Continued)

Objective

Actions

3. Import the application template.

1. Go to Environment > right-click Application Templates >
Import Application Template

2. Select the UC_Connector_800.apd template available on the
product CD.

For more information, see the Framework 8.1 Deployment Guide.

4. Create the UC Connector
Application object.

1. Create the UC Connector object from the imported .apd
template.

2. Add a SIP listening port—typically 5060 (required for
integration with OCS only).

3. Add connections to:

+ Custom Server (see “Integrating with Genesys Routing” on
page 119)

+ T-Server
+ Stat Server

For more detailed instructions, see Procedure: Creating the UC
Connector Application object, on page 79.

5. Install the UC Connector.

On the host computer, launch the setup.exe file available on the
product CD.

Note: The installation path must not include any spaces. Genesys
recommends installing to the default path:

C:\GCTI\UCConnector

Key Action

* Take note of the HTTP port that you enter in the installation
wizard. You will have to specify this port in web page
customization later in the deployment.

For more detailed instructions see, Procedure: Installing the UC
Connector server on the host, on page 81.

6. Configure the UC Connector
section.

Use the options in the UC-Connector section to enable notes,
customize interaction windows, configure timeouts, and other
features.

None of these options are mandatory (default values are
acceptable; some features may not be enabled).

For a detailed list of UC-Connector options, see Procedure:
Configuring UC Connector options.

Note: DN/Switch-level settings (configured on the KW Person
object) take precedence.

Deployment Guide
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Deploying the UC Connector

Task Summary: Deploying the UC Connector (Continued)

Objective

Actions

7. Configure the Log section.

In the Log section, configure the log-related options as you would
for any other Genesys application.

There is one UC Connector-specific log option:
internal

For more information, see the Framework 8.1 Deployment Guide.

8. Configure the third-party UC
section.

Depending on your third-party UC platform, configure one of the
following sections:

Microsoft-0CS

IBM-Sametime
For details, see Procedure: Configuring UC Connector options.

Note: DN/Switch-level settings (configured on the KW Person
object) take precedence.

Optional Customization

* Enable Help Buttons

You can enable a help button on various UC Connector screens,
with links to a customized help file.

For details, see “Customizing the Help Buttons” on page 151.

» Set Default Language

You can set the default language for the UC Connector user
interface.

For details, see “Changing the Default Language” on page 152.

* Enable Automatic Log-in

To automatically log in all Knowledge Workers on UC Connector
start up:

e Inthe uc-connector section of the UC Connector
Application object, set the option user-auto-registration
to true.

Note: This is required for integrations with Microsoft Lync
Server.

* Enable Logout Menu

To display the logout menu in the GUI:

In the uc-connector section of the UC Connector Application
object, set the option enable-Llogout-menu to true.

¢ Enable Audio on Preview or
Ringing

You can enable an audio file to play when the Preview or Ringing
pop-up window is displayed.

For details, see “Enabling Audio on Preview or Ringing” on
page 153

78
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Task Summary: Deploying the UC Connector (Continued)

Objective

Actions

» Configure Hotkeys for Interaction | You can set specific keys to accept or reject a call when the

Preview

Preview window is displayed.

For details, see “Configuring Hotkeys for Interaction Preview”
on page 154.

* Customize Agent Sates

You can define custom presence states for the UC Connector
Web Client with an XML resource file.

For details, see “Customizing Knowledge Worker States” on
page 155.

* Enable Number Redirect You can allow agents to change their own external redirect

number and accept preview calls on that number.

For details, see “Enabling a Redirect Number” on page 158.

Procedure:
Creating the UC Connector Application object

Prerequisites

The host object has been created for the machine where you want to install
UC Connector. For details, see the “Create Host.” section of the table Task
Summary: Deploying the UC Connector.

The UC_Connector_800.apd is imported into the Application Templates
folder. For details, see the “Import the application template.” section of the
table Task Summary: Deploying the UC Connector

You are logged into Configuration Manager.

Start of procedure

1. Go to Environment, right-click the AppLications folder, and select New >
Application.

2. In the Browse window, select the UC_Connector_800.apd that you created in
Step 3.

3. On the General tab of the new object window, give the UC Connector a
Name.

4. On the Server Info tab, browse to select the Host that you created in
Step 2.

5. (Required for Microsoft OCS integrations only). In addition to the default

Deployment Guide

listening port, click Add Port to add an additional SIP listening port for
communication with the third-party UC platform.
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Deploying the UC Connector

Port ID—Enter a useful name for this port.

Communication Port—Enter the SIP communication port to be used.
Typically 5060 is used for SIP ports.

Connection Protocol—Select sip from the drop-down list.

## UC_Connector_BOD [pubsj:2020] Properties

x

O ptiohz Annex Security Dependency
General Server Info | Start Info Connections
Host: | @ pubs|3 V|
Parts
D Liztening port Secured
default 7004
OCs_SIP 5060
& New Port Info [pubsj:2020] Properties
{ Part Infa |.-’-'u:|vanced
acd ol Port ID: [0CS_SIP v
Backup Server: ﬁ [ Cormmunication Port: |5EIEEI v|
Redundancy Type: | Not Sp Connection Pratocol: |$iI:' V|
Reconnect Timeout: |10 Ha sy [
Reconnect Attempts: |1 Listening Mode: (&) Unsecured
() Secured
[ (] ] [ Cancel ] [ Help

*

*

*

*

6. On the Connections tab, add connections to:

Figure 26: Creating the SIP Port for Microsoft OCS

T-Server/SIP Server—To handle agent and call control.

Stat Server—To present real time information about resources.

Message Server—To handle log events.

Custom Server—To handle the Preview Interaction.

Tip: Custom Server, which links UC Connector to the Universal Routing
Server, might not be created yet. You can add the connection later if

required.

7. Onthe Start Info tab, type a period (.) in the Working Directory, Command
Line, and Command Line Arguments text boxes.

The information will be filled in automatically when you install UC
Connector.
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8.

Click 0K.

End of procedure

Next Steps

Procedure: Installing the UC Connector server on the host

Procedure:
Installing the UC Connector server on the host

Prerequisites

A Windows Server 2003/2008/2008 R2 computer on which to install the
server.

A UC Connector Application object is configured, according to
Procedure: Creating the UC Connector Application object.

JDK 6.0 is installed on the host computer. For details, see Task Summary:
Installing JDK 7.0 on the Windows Server, on page 70.

A valid license file placed on a network-accessible location.

Start of procedure

1.

On the UC Connector 8.0 product CD, locate the setup.exe file and
double-click to start the Genesys Installation Wizard.

Tip: Click the About button to see the read_me file. This file also
provides a link to the product Release Note.

Follow the Wizard instructions, clicking Next through each of the
following pages:
a. Connection Parameters to the Genesys Configuration Server—Enter
host name, port, user name, and password for Configuration Server.
b. Select Application—Select the name of the UC Connector
Application object that you created in Step 4.
¢. Access to License—Select one of the following options:
* License Manager—You want your server application to use host
name and port number parameters to connect to the license server.
In this instance, you must enter values for the host and the port of
the license server.
* License File—You want your server application to retrieve
license server information from the license file. Use the Browse
button to navigate to the license file.
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Deploying the UC Connector

Choose Destination Location—UC Connector requires that the path to
the installation directory has no blank spaces. Genesys recommends
accepting the default path:
C:\GCTI\UCConnector\[CME_Application_Name]

Select Installed Sun's Java Development Kit (JDK)—Select the
JDK version installed for the UC Connector deployment. This should
be the same JDK as the one you installed in “Installing JAVA” on
page 70

User Parameters—Select HTTP or HTTPS. The installer then asks for
the HTTP port. Enter the HTTP port to be used for HTTP
communication between the UC Connector and the web page for the
custom UC Connector tab in the UC client.

Notes: Take note of this HTTP port number. You will need to input this

later when customizing UC client for integration with UC
Connector.

For High Availability deployments, use the Windows NLB
Virtual IP address for the Host. Do this for both primary and
backup UC Connector instances. You must also use the same port
number for both instances. For details, see Chapter 7, “UC
Connector High Availability Deployment,” on page 171.

Unified Communication Server Options—Select your UC platform
type: Microsoft-0CS or IBM-Sametime.

Unified Communication Server Configuration—Depending on your
UC platform, enter the following parameters:

Table 11: UC Platform-Specific Installation Parameters

UC Platform

Parameter

Value

Microsoft-OCS

Contact

Enter the SIP URI configured in Microsoft
OCS for the UC Connector. For OCS, this
is the “principal” assigned to the UC
Connector application. For example,

sip:ocs-ucceyour-ocs-address.com

This principal represents the UC Connector
in Microsoft OCS.

Registrar-uri

Enter the URI that UC Connector uses to
connect to Microsoft OCS. For example,

sip:pool@1.your-ocs-address.com
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Table 11: UC Platform-Specific Installation Parameters

(Continued)

UC Platform Parameter | Value
IBM-Sametime Server-fqdn Enter the fully qualified domain name
(FQDN) for the IBM Sametime server host
computer.
Server-port Enter the port number for the IBM

Sametime server.

i. Ready to Install—Click Install to proceed.

3. Inthe final Installation Complete page, click Finish.

End of procedure

Next Steps

* Procedure: Configuring UC Connector options

Procedure:

Configuring UC Connector options

Prerequisites

*  You are logged in to Configuration Manager.

* A UC Connector Application object, configured according to Procedure:
Creating the UC Connector Application object.

* Genesys recommends that you create an account/user to represent the UC
Connector in Microsoft OCS—for example, ocs-ucc.

Start of procedure

1. GotoEnvironment > Applications > and double-click the UC Connector
Application object.

2. Go to the Options tab.

Deployment Guide
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3. Inthe UC-Connector section, configure the following options.

Table 12: UC Connector—UC-Connector Section

Option Name

Default Value

Description

chat-title

Chat

Enter the name you want to appear in the
regular chat window.

chat-consult-title

Consulting Chat

Enter the name you want to appear in the
window that appears for consultation chat
interactions.

presence-gateway-mode

false

If enabled, UC Connector does not send
invite messages to Lync when there is no
web client Ul connected for the
corresponding user, and a new call or
preview call is delivered. If false, sending
the invite is controlled by the
invite-message option.

preview-itx-arrival-timeout

9000

UC Connector waits 9 seconds (9000 ms)
after the Preview Notification is accepted
for the interaction to arrive.

preview-shortkey-accept

Blank

If blank, the keyboard hotkey is disabled.
Otherwise, pressing the configured key
accepts the call when the interaction
Preview window is displayed.

preview-shortkey-reject

Blank

If blank, the keyboard hotkey is disabled.
Otherwise, pressing the configured key
rejects the call when the interaction
Preview window is displayed.

preview-expiration-timeout

15000

UC Connector waits 15 seconds (15000

ms) for a response from the target of the
Preview Notification. If no response, the
target user is set to NotReady.

A countdown timer in the preview
window shows how much time is
remaining.

login-queue

No default Value

Users logging in through the Custom Tab
of the UC client are logged into the
specified ACD Queue.

84

UC Connector 8.0 @



Chapter 5: Deploying UC Connector

Deploying the UC Connector

Table 12: UC Connector—UC-Connector Section (Continued)

Option Name Default Value Description

dnd-off-timeout 300000 If the user declines the Preview
Notification, UC Connector sets the user
to NotReady for 300000 milliseconds (5
minutes).

enable-logout-menu false Specifies whether the logout menu item is
displayed in the UC Connector GUI.

enable-preview-reporting false Controls whether UC Connector creates

records in ICON for the interaction
Preview events Accepted, Rejected,
Timeout, Taken, Error, Cancel.

preview-state-name

3721, UCC_Preview

Specifies the numeric identifier and key
name of the custom state associated with
the UC Connector interaction Preview
offer for the record in ICON.

presence-gateway-mode

UCC_Connld,UCC_Userld,
UCC_Agentld,UCC_Reason

Specifies the ordered list of key names
used for reporting the UC Connector
Preview offer parameters in ICON.

userdata-preview-format<n>

title:
<UserData_DisplayName>,
value: [UserData_Key]

UC Connector displays the value of the
configured UserData_Key in a field which
will have the display name as configured
in UserData_DisplayName.

userdata-call-format<n>

title:
<UserData DisplayName>,
value: [UserData Key]

UC Connector displays the value of the
configured UserData_Key in a field which
will have the display name as configured
in UserData_DisplayName.

userdata-contact-format

title: Contact, value:
[USER-ID]

UC Connector displays the value of the
configured USER-ID key under the field
Contact, value: field.

Note: This value is not displayed in the
interaction, but is required for a valid
configuration.

popup-udata-key

Blank

UC Connector shows the call control
window if the option value is blank.
Otherwise, UC Connector shows the call
control window for calls with the
specified User Data Key.

Deployment Guide
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Table 12: UC Connector—UC-Connector Section (Continued)

Option Name

Default Value

Description

userdata-note-key

KW _ITX NOTES

UC Connector includes any agent notes
on the interaction in the Interaction
window.

userdata-onringing

false

Controls whether the user data specified
in user-data-call_format<n) is
displayed in a ringing interaction on the
Knowledge Worker.

userdata-note-onpreview

false

Controls whether user data specified in
the userdata-note-key is displayed in a
preview notification on the Knowledge
Worker.

Limitation: The agent notes for the
Preview window cannot contain single
quotation (‘) marks.

userdata-note-onringing

false

Controls whether user data specified in
userdata-note-key is displayed in a
ringing interaction on the Knowledge
Worker.

userdata-contact-onpreview

false

Controls whether user data specified in
userdata-contact-format is displayed in
a preview notification on the Knowledge
Worker.

userdata-contact-onringing

false

Controls whether the user data specified
in userdata-contact-format is displayed
in a ringing interaction on the Knowledge
Worker.

userdata-title

Case data

Specify the heading name to be displayed
in an interaction for all the user data
specified by the
userdata-call-format<n) options.

Note: The text configured here appears in
the GUI. If you are localizing the UC
Connector language, make sure you
modify this option to match the localized
language.
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Table 12: UC Connector—UC-Connector Section (Continued)

Option Name Default Value Description

userdata-note-title Notes Specify the heading name to be displayed
in an interaction for all the user data
specified by the userdata-note-key
option.

Note: The text configured here appears in
the GUI. If you are localizing the UC
Connector language, make sure you
modify this option to match the localized
language.

itx-window-close-timeout 9000 Enter the length of time you want the
interaction to remain open after the
Knowledge Worker interaction is released
or abandoned.

user-unregister-timeout 300000 (5 minutes) Enter the length of time, in milliseconds,
that UC Connector will wait after
Knowledge Worker has closed all
browser sessions before it unregisters the
Knowledge Worker DN with
T-Server/SIP Server.

4. In the log section, configure the following UC Connector-specific log
option:
* internal—Set this option to the level of message detail you want for
the internal UC Connector components.

For other log-related options, see the Framework 8.1 Deployment Guide.

5. Depending on which UC platform you are integrating with, configure one
of the following sections:
Microsoft-0CS
IBM-Sametime

Then configure the following options (for your UC platform):
Table 13: UC Connector—Third-party Platform Sections

Option Name Value Description

Microsoft-OCS Section

agent-status-logout 1800, 0-2999, 1800? Maps the 0f f Line presence status in OCS to the
Genesys Logout status.
agent-status-notready 6500,9500,12500,15500, | Maps the Away presence status in OCS to the
4500-18000* Genesys NotReady status.
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Table 13: UC Connector—Third-party Platform Sections (Continued)

Option Name

Value

Description

agent-status-ready

3500, 3000-4499?

Maps the Online presence status in OCS to the
Genesys Ready status.

contact SIP URI Enter the user name for the UC Connector as
configured in Microsoft OCS (called the UC
Connector “principal”). For example,
sip:ocs-ucceyour-domain.com

registrar-uri SIP URI Enter the URI that UC Connector uses to
connect with Microsoft OCS. For example,
sip:pool@1.your-ocs-address.com

IBM-Sametime Section

agent-status-logout -32768, 0° Maps the presence statuses in IBM Sametime to

the Genesys Logout status.

agent-status-notready

8,64,96,128,512,16384°

Maps the presence statuses in IBM Sametime to
the Genesys NotReady status.

agent-status-ready 32,5440 Maps the presence statuses in IBM Sametime to
the Genesys Ready status.

channel-type 62 Specifies that the voice channel on IBM
Sametime is to be used for this connection.

server-port 1516 Specifies the port number for the IBM
Sametime server. The default 1516 is typically
used among Sametime components.

server-fqdn FQDN Specifies the fully-qualified domain name

(FQDN) for the IBM-Sametime host computer.

a. See Table 14 for detail about these values.

b. See Table 15 for detail about these values.
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Figure 27 shows a sample configuration for integration with Microsoft
OCS.

General | Tenants | ServerInfo [ Start info | Connections | Otions | Annex | Securty | Dependency| General | Tenants | ServerInfo [ Start info | Connections | Otions | Annex: | Securty | Dependency
% MicrosoftoCS BEARREY=NE Y (% UCConnector BEARE=N Y
Name ¥ Value Neme ¥ Value
Entertext here | Entertext here 7 Entertext here | Entertext here 7
‘Sbs standalone mode registrar-uri “sip pool01 lynedeo lab:506 1" b userdatasile “Case data to save”
sbs standalone mode contact “sip ynckw2@hynedealab” 3bg userdata-preview fomat2 “title: Name, value:[Name]"
abs oncallstatus "B500" obs userdata previe fomat “tile:Accoun, vakue {Account]ref itp /google.co.uk"
Gbs ivite message "Wake up. you rapscalion!” 2bs userdataroniinging e
‘bs enable-push-oncallstatus false” ks userdatanote ttle “Sily Notes"
s agent stetus eady "3000-4495" ‘ibs userdatanete onnging e
b agent status noiready "4500-17000" 2bs userdataote-onpreview e
s agent status dogout *0-2999,18000" ‘be userdatanote ey "KW _NOTES"
abs userdatafiterincoming <zl “UserDataFiterCall
bs userdata contact-onringing e
b userdata contact-orpreview e
b Userdatacontact fomat “title: Contact value: [Contact]”
bs userdata cal-omat “tile: Name, value: [Name] href faoclink]”
s userunregisierdimeout *120000"
“false™
‘hs eporting izt enabled e
G preview-oxarivaldimeot "5000"
o expi 15000"
OK [ Cancel |[ fosv ][ Hep ab preview-enable shortouts ye
abs ibe-window-close timeout 5000
Sbs help-ogin st “help/help ie him"
2 help nteraction u " help/help il him"
b help-calicontrol-ur “/help/help file htm”
Sbs enable-ogout menu e
ahs dndoff-imeout "120000"
i defauit-acd-queue "6969"
b debug e
abs Ghat ditle: "Spread Lies"
b chat-consuile “Gibbersh”

OK | [ Concel |[ ooy ][ He |

Figure 27: UC Connector Application—Options Tab

6. Click OK.
End of procedure

Next Steps

* This completes the basic deployment of the UC Connector ApplLication
object. Next, create the Genesys objects used to represent Knowledge
Workers in the Genesys environment. See “Configuring the Knowledge
Worker” on page 90.

Additional Reference Info

Table 14 shows the interoperability values for the various presence states used
in Microsoft OCS 2007R2.

Note: These values correspond to those described in the Microsoft
proprietary MS-PRES protocol. Genesys does not guarantee that these
values will remain valid through future product updates. For the latest
values, consult third-party Microsoft documentation.
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Table 14:

Configuring the Knowledge Worker

Interoperability Values for OCS Presence States

Interoperability Value

OCS Presence State

0-4499 Available

4500 — 5999 Available - Idle
6000 — 7499 Busy

7500 — 8999 Busy - Idle
9000 — 11999 Do No Disturb
12000 — 14999 Be Right Back
15000 — 17999 Away

>= 18000 Offline

Table 15 shows the default status map for IBM Sametime presence states.

Table 15: Default Mapping for IBM Sametime Presence States

Genesys Agent Status IBM Sametime Presence State
Loggedout ST USER _STATUS UNKNOWN= -32768;
ST USER_STATUS OFFLINE = 0;
Ready ST _USER_STATUS_ACTIVE = 32;
ST USER STATUS ACTIVE MOBILE = 544;
NotReady ST USER STATUS NOT USING = 64;

ST _USER_STATUS_AWAY = 96;

ST USER_STATUS DND = 128;

ST _USER_STATUS_MOBILE = 512;

ST USER_STATUS DONTCARE = 16384;
ST USER_STATUS_IN MEETING = 8;

Configuring the Knowledge Worker

The Knowledge Worker must be configured on both the Genesys side and on

90

the third-party UC platform.

On the Genesys side, you configure a Person object for each Knowledge
Worker, so that the Knowledge Worker is treated by the contact center as an
agent, with access to all business rules, routing, and reporting available to a
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regular agent. You must also create an Extension DN object for each
Knowledge Worker who is to be integrated into the contact center.

About Emulated Agent Functionality

For integrations with T-Server, you must configure the Knowledge Workers as
“emulated” agents. Consult the Deployment Guide for your respective
T-Server for more information about configuring emulated agents.

Configuring Do Not Disturb Status at Login

UC Connector relies on T-Server/SIP Server to determine the Do Not Disturb
status of the Knowledge Worker when they login. You can define this status by
setting the relevant T-Server/SIP Server options that are used to control
whether emulated agents are logged in to the Ready or NotReady state. Some
T-Servers might not support defining this behavior using configuration options.
In this case, the Do Not Disturb status of the Knowledge Worker at login
cannot be defined. Consult the Deployment Guide for your T-Server for
information about how to configure this feature.

After Call Work is Not Supported

UC Connector does not support After Call Work (ACW) time for Knowledge
Worker agents. Ensure that AFC in the Agent Login for the Knowledge
Worker is disabled (set wrap-up-time to 0).

Task Summary: Configuring the Knowledge Worker

Deployment Guide

The following table describes the basic steps required to configure the
Knowledge Worker on the Genesys side.

Task Summary: Configuring the Knowledge Worker

Step Action

1. Create KW DNs. | Create an Extension DN for each Knowledge Worker
you want to integrate into the contact center.

For information about configuring Extensions, consult
the respective Deployment Guide for your T-Server.

2. Create Agent 1. Inthe Agent Login folder under the switch, create an
Logins. Agent Login object for each Knowledge Worker.

2. On the General tab, enter an agent login ID in the
Code field.

You will link to this agent login when you create the
Person for the KW.
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Task Summary: Configuring the Knowledge Worker (Continued)

Step

Action

3. Configure Places.

1. Create a Place object for each Knowledge Worker.
2. Add a shortcut to the DN you created in Step 1.

For a detailed procedure, see Procedure: Creating the
Knowledge Worker Place in Genesys Administrator or
Procedure: Creating the Knowledge Worker Place in
Configuration Manager.

4. Create KW
Persons.

Each Knowledge Worker requires a Person to be created
in the contact center.

1. For each KW, create a Person object.

2. On the General tab, define a user name and password
(which you will use later to log into the UC
Connector interface in the client).

Note: Format depends on how <userid) is
configured in the custom tab .xml file. See
“<userid>" on page 110.

3. Inthe Annex tab, UC-Connector section, configure the
following option:
+ enabled

4. In the section for third-party UC (Microsoft-0CS or
IBM-Sametime), configure the following options:

+ agent-status-ready (optional)

+ agent-status-notready (optional)

+ agent-status-logout (optional)

+ contact
5. For each Person, on the Agent Info tab:

+ Configure a default Place.

+ Assign the login ID that you created in Step 2.
For details, see one of the following procedures:

* Procedure: Creating the Knowledge Worker Person
in Genesys Administrator

* Procedure: Creating the Knowledge Worker Person
in Configuration Manager.
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Procedure:
Creating the Knowledge Worker Place in Configuration

Manager

Prerequisites

* The Knowledge Worker DNs and Agent Logins are created. For details,
see the following sections in the Task Summary: Configuring the
Knowledge Worker table:

+  “Create KW DNs.”
+  “Create Agent Logins.”

Start of procedure
1. Under the tenant, right-click the Places folder, and select New > Place.

Pl ¥
= %’ Sces | 1 Mewr Place [pubsj3:2520] Properties
e
i Fald
g Z;:E @ Refresh i Focer
sy o @
) Stat = 2
[+ ik
E g T:I;l Name; | 207 b
Tirng
g Trar ) Disable
) Trez 3¢, Delete e
) Maic
E Properties

General | Anrex

Manage Options

Wizard »
Figure 28: Creating a Genesys Place Object for a Knowledge Worker

2. After you have created the Place, right-click the new object and select New >
Shortcut to DN.

3. Browse for the DN that you created in Procedure: Create KW DNss.
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Browse

= Pl L i -~
= '::"]Faces Lack in: |‘_j Switches v| €] I - -
b Q oM 1 Contents of 'Configuration/Resources/Switches
5 Scripts o Shorteut to DN S 5IP_Server_0.0.300.40
@ Refresh _Server_8.0.300
) Skills
I Statistical i ;
Bl I3 Switches =0y Lok in: |¥ SIP_Server_8.0.300.40 Vi (¢ I [l
=28 sIP_S Contents of 'Configuration/Resounces/Switches/SIP_Server_8.0.300.40
I A -
of @ Disable —
o |1 DMs Browse
£ Table scc| 2, Delste | 3
I Time Zong : Look in: =5 DNs |
(=) Transactid B2 Properties . .
I Treatmenl Contents of 'Configuration/Resources/Switches/SIP_Sery
() Waice Pron Wizard * Oby [
O 4
|@hz02

Figure 29: Adding a Shortcut to a Knowledge Worker DN

4. Click oK.

5. Repeat this procedure for every Knowledge Worker that you want to
integrate into the contact center.

End of procedure

Next Steps

* Procedure: Creating the Knowledge Worker Person in Configuration
Manager

Procedure:
Creating the Knowledge Worker Place in Genesys

Administrator

Prerequisites

* The Knowledge Worker DNs and Agent Logins are created. For details,
see the following sections in the Task Summary: Configuring the
Knowledge Worker table:

s+ “Create KW DNs.”
+  “Create Agent Logins.”

Start of procedure
1. Under Provisioning » Switching > Places, click the New ... button.

2. After you enter a name for the Place, click the Add ... button.
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=
= Genesys Wew Window

PROVISIOMING > Switching > Places > New Place

Log out

Genesys Administrator

Navigation M e} =yPlacesy
o Search +11| ¥ cCancel [l save &.Close [l Save (ol Save 2uhew | | AReload
= Enviranment + Configuration Options Permissions Dependencies
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[l Places * Name: 2Dl|
[l Place Groups DNs: Tladd ; %
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[ VRs

State: Enabled

= | Cost Based Routing

Figure 30: Creating a Genesys Place Object for a Knowledge Worker

3. Double-click your switch.
4. Double-click the DNs folder.
5. Select the DN that you created in Procedure: Create KW DNs. and click 0K.

Browse *
) Instructions: Choose the DN for Flace from the list belove.
Browse *
DNs
A Instructions: Choose the DM far Flace From the list below,
¥ (%) Mew Folder o e
Name - Swit Browse %
- - DNs
T |Filter Filtel ) Instructions: Choose the DM for Place from the list below,
View: =] Root = [ Switches =i
|
B MuttimediaSwitch Muttir Naime = Type Sta e
¥ SIP_Server_5.0.300.40 ses | T Filter Filter Filt] - - -
£ 0| Mew ... [ Mew Fold:
— o View. =|Root > (]Swiches > =] SIP_Server_3.0.300.40 = A S
{ |Page|l [afl| P Pl | &
3 — I bs B Humber Type State
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b 1202 Extension Enshled
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Figure 31: Adding a Knowledge Worker DN

Deployment Guide

6. Click Save.

7. Repeat this procedure for every Knowledge Worker that you want to
integrate into the contact center.

End of procedure

Next Steps

* Procedure: Creating the Knowledge Worker Person in Genesys
Administrator
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Procedure:

Configuring the Knowledge Worker

Creating the Knowledge Worker Person in
Configuration Manager

Prerequisites

* An Agent Login is created for each Knowledge Worker. You will link to
the ID for this Agent Login when creating the Person.

Start of procedure

1. Under the tenant, right-click the Persons folder, and select New > Person.

2. Configure the fields on the General tab. For the user name field, the format
depends on how <userid) is configured in the custom tab .xml file. See
“<userid>" on page 110. For more information about these fields, click
Help (or consult the Framework 8.1 Deployment Guide).

3. On the Agent Info tab, browse and select the Place object that you created

in Configure Places.

4. Click Add 1D and browse to select the Agent Login that you created in

Create Agent Logins.

5. On the Annex tab, create a UC-Connector section by using the following

options.

Table 16: Knowledge Worker Person—UC-Connector Options

Option Name

Value

Description

enabled

true

Enables this Person object for use with UC Connector.

6. (Annex tab) Depending on which UC platform you are integrating with,
configure one of the following sections:

Microsoft-0CS

IBM-Sametime

Then configure the following options (for your UC platform):

Table 17: UC Connector—Third-party Platform Sections

Option Name Value Description
Microsoft-OCS Section
agent-status-logout >=18000? Maps the 0ff Line presence status in OCS to

(optional)

the Genesys Logout status.

agent-status-notready

(optional)

4500-17999%

Maps the Away presence status in OCS to the
Genesys NotReady status.
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Table 17: UC Connector—Third-party Platform Sections (Continued)

(optional)

Option Name Value Description

agent-status-ready 0-44992 Maps the Online presence status in OCS to the

(optional) Genesys Ready status.

contact SIP URI Enter the Knowledge Worker sign in name for
the UC Connector as configured in Microsoft
OCS. For example,
sip:ocs-ucceyour-ocs-address.com

IBM-Sametime Section

agent-status-logout -32768, 0P Maps the presence statuses in IBM Sametime

to the Genesys Logout status.

agent-status-notready

8,64,96,128,512,16384°

Maps the presence statuses in IBM Sametime
to the Genesys NotReady status.

(optional)

agent-status-ready 32,544b Maps the presence statuses in IBM Sametime
(optional) to the Genesys Ready status.

contact LDAP entry Enter the user name, in LDAP format, as

configured in the IBM Sametime environment.
For example,

CN=Jack smith/0=City Bank

a. See Table 14 for details about these values. These take precedence over Application-level options.

b. See Table 15 for details about these values. These take precedence over Application-level options.

7.

Click 0K.

8. Repeat this procedure for each Knowledge Worker that you are integrating

into the contact center.

End of procedure

Next Steps

Deployment Guide

This completes the configuration of the Knowledge Workers as
represented in the Genesys environment.

Next, you must integrate the UC Connector with the agent desktop used in
your deployment. For example, you can integrate with Interaction
Workspace 8.1. See “Integrating with Interaction Workspace”.
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Procedure:
Creating the Knowledge Worker Person in Genesys
Administrator

Prerequisites

An Agent Login is created for each Knowledge Worker. You will link to
the ID for this Agent Login when creating the Person.

Start of procedure
1. Under Provisioning > Accounts » Users, click the New ... button.
2. Configure the fields on the General tab. For the user name field, the format

6.

depends on how <userid) is configured in the custom tab .xml file. See
“<userid>" on page 110. For more information about these fields, click
Help (or consult the Framework 8.1 Deployment Guide).

On the Agent Info tab, browse and select the Place object that you created
in Configure Places.

Click Add and browse to select the Agent Login that you created in Create
Agent Logins.

Click the options tab and select Advanced View (Annex) from the View drop
down list.

Create a UC-Connector section by using the following options.

Table 18: Knowledge Worker Person—UC-Connector Options

Option Name

Value Description

enabled

true Enables this Person object for use with UC Connector.

7.

(Annex tab) Depending on which UC platform you are integrating with,
configure one of the following sections:

Microsoft-0CS

IBM-Sametime

Then configure the following options (for your UC platform):

Table 19: UC Connector—Third-party Platform Sections

Option Name Value Description
Microsoft-OCS Section
agent-status-logout >=18000? Maps the 0ff Line presence status in OCS to
(optional) the Genesys Logout status.
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Table 19: UC Connector—Third-party Platform Sections (Continued)

Option Name

Value

Description

agent-status-notready

4500-17999%

Maps the Away presence status in OCS to the

(optional)

(optional) Genesys NotReady status.

agent-status-ready 0-44992 Maps the Online presence status in OCS to the

(optional) Genesys Ready status.

contact SIP URI Enter the Knowledge Worker sign in name for
the UC Connector as configured in Microsoft
OCS. For example,
sip:ocs-ucceyour-ocs-address.com

IBM-Sametime Section

agent-status-logout -32768, 0° Maps the presence statuses in IBM Sametime

to the Genesys Logout status.

agent-status-notready

8,64,96,128,512,16384°

Maps the presence statuses in IBM Sametime

(optional) to the Genesys NotReady status.
agent-status-ready 32,5440 Maps the presence statuses in IBM Sametime
(optional) to the Genesys Ready status.

contact LDAP entry Enter the user name, in LDAP format, as

configured in the IBM Sametime environment.
For example,

CN=Jack smith/0=City Bank

a. See Table 14 for details about these values. These take precedence over Application-level options.

b. See Table 15 for details about these values. These take precedence over Application-level options.

8.

Click Save.

9. Repeat this procedure for each Knowledge Worker that you are integrating

into the contact center.

End of procedure

Next Steps

Deployment Guide

This completes the configuration of the Knowledge Workers as
represented in the Genesys environment.

Next, you must integrate the UC Connector with the agent desktop used in
your deployment. For example, you can integrate with Interaction
Workspace 8.1. See “Integrating with Interaction Workspace”.
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Integrating with Interaction Workspace

For the purposes of this guide, the agent side of the customer interaction is
presented using Interaction Workspace 8.1. Interaction Workspace provides
the functionality required to give agents access to experts outside the contact
center. This functionality includes:

* Showing a group of Knowledge Workers in the Interaction Workspace
Buddy List (the group will appear as a regular agent group).

* Showing an individual Knowledge Worker in the Interaction Workspace
Buddy List (the KW will appear as a regular agent).

For more information about using the Buddy List, consult the Interaction
Workspace 8.1 Deployment Guide and the Interaction Workspace 8.1 Users
Guide.

If you are using previous versions of Agent Desktop, or a customized agent
client using the Genesys SDK, some modifications may be required to achieve
the above functionality. Consult the Agent Desktop Deployment Guide for
your version of the product, or the Genesys SDK used to create your custom
agent client.

Next Steps

* Next, integrate UC Connector with your deployment’s UC platform. See
“Integrating with the Third-Party UC Platform”.

Integrating with the Third-Party UC
Platform

Depending on your UC platform, see either of the following:
*  “Integrating with Microsoft Lync Server”

*  “Integrating with Microsoft OCS 2007 R2”

* “Integrating with IBM Sametime 8.5”

Integrating with Microsoft Lync Server

The following table lists the basic steps required to integrate UC Connector
with Microsoft Lync Server, as well as with the Lync client.
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Task Summary: Configuring Microsoft Lync Server

Objective

Actions

1. Modify the Windows
Registry.

Import the registry file included in the
microsoft-oc-client folder of the UC Connector
installation.

* Procedure: Modifying the Registry for Microsoft
Lync, on page 102

2. Enable Automated
Login.

In the UC Connector Application object, go to the
uc-connector section and configure the following
option:

* user-auto-registration — Set this to true. UC
Connector will automatically login all Knowledge
Worker DNs on application restart.

Key Notes

* Lync integration does not use “custom tabs” as in
previous OCS versions, so individual Knowledge
Worker login is not possible. For Lync
integrations, this configuration is mandatory.

3. Enable secured mode.

Secured mode—using TLS or MTLS— is mandatory
with Microsoft Lync.

MTLS is required for push presence status
functionality.

Complete one of the following tasks:

* Task Summary: Enabling MTLS Communication,
on page 131

* Task Summary: Enabling TLS/Kerberos Secure
Communication, on page 140

Deployment Guide
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Task Summary: Configuring Microsoft Lync Server
(Continued)

Objective Actions

Optional Configuration

* (optional) To enable push-status from the contact center to the
Enable Push On Call | Lync client, you can configure the Microsoft-0CS
Status. section as follows:

* Globally in the UC Connector Application object.

* Individually in the particular Knowledge Worker’s
corresponding Person object.

Configuration options for this feature are:

enable-push-oncall-status
oncall-status

Key Notes

* The Person-level settings take precedence over the
Application-level settings.

*  With Lync, MTLS is required. See Task Summary:
Enabling MTLS Communication, on page 131.

Procedure:
Modifying the Registry for Microsoft Lync

Purpose: UC Connector integrates with Microsoft Lync Server and client
through an extensibility window that opens when an interaction arrives at the
Knowledge Worker’s desktop. This integration requires that you import to the
Windows Registry a registry file included in the UC Connection installation.

Start of procedure

1. On the UC Connector host machine, locate the registry file required for
your operating system. Go to the microsoft-oc-client folder in the UC
Connector installation, and select one of the following registry files:

* mocApp — For OCS 2007 R2 installations.
* mocAppLync —For Lync installations on 32-bit systems.
* mocAppLync64 — For Lync installation on 64-bit system.
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Figure 32: Location of Registry File

2. Open this file in a text editor, to determine the registry location where you
will later import this file. For an example, see the following figure. The
path you need is highlighted in red.

E___' TextPad - C:\GCTIYUCConnector UCC_Saran'microsoft-oc-client'mocAppLyncBd.

Fil=  Edit Search Miew  Tools  Macros  Configure Window  Help
DwEHd BESbE { B2RD == Q% 4mk
Il 4h ] Match case - . : :

Find incrementally

| |nucAperncE4JEg]

Findows Registry Editor Version G.00

|[HKE?_LOCAL_HACHIHE\SOFTHAREﬁPDlicies\Hichsnft\CDmmunicat
"Hame™="Lenesyz U Connector™
"DefaultContextPackage" =dword: 00000000
"InternallURL"="http:~-10.10.10.3:6060-ucccallocontrol YHADT
"ExternalURL"="http:~-10.10.10.3:6060-ucc-callcontrol Y4ADT
"ExtenzibilityWindowSize"=dwvord:1

[HEEY LOCAT, HMACHINE-SOFTWARE-Wowb43Z2Hode-Hicrosof t~Communi
"ApplicationType"=dword: 00000001
| "TAiwrSeruvarTnteraratirm " =dwoed - NOOOOOMNN

Figure 33: Path to Registry Location

3. On the Knowledge Worker machine (where the Lync client is installed),
open the Windows Registry Editor. Click Start > Run > Regedit.

4. Navigate to the path that you found in Step 2.

Note: Changes made to one registry location will automatically
propagate to the other locations as well; you only need to import
the file once.
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Import the registry file. Click File > Import.

The Import Registry File window opens.

Browse to the microsoft-oc-client folder and select the registry file for

your deployment.
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Figure 34: Importing the Registry File

7. Click Open to finish the import.

{value not sek)
Cx00000000 {0}

(6052
06052
06/05/2
(6052
06052
09/05/2

8. Repeat this process for every Knowledge Worker/Lync client machine in

your deployment.

End of procedure

Next Steps

1.

Set user-auto-registration (page 196) to true. This enables automated
login for all Knowledge Workers. For details, see the section “Enable
Automated Login.” on page 101 in the Task Summary table.

Secured mode is mandatory for integrations with Microsoft Lync.

+ For TLS, see Task Summary: Enabling TLS/Kerberos Secure
Communication, on page 140.

+ For push presence status functionality with Lync, Mutual Transport
Layer Security (MTLS) is required. Continue at Task Summary:

Enabling MTLS Communication, on page 131.

Once secured mode is configured, you must integrate the UC Connector
deployment with Genesys Routing. Continue at Task Summary:
Integrating with Genesys Routing, on page 119.
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Integrating with Microsoft OCS 2007 R2

The following table lists the basic steps required to integrate UC Connector
with the third-party UC server (Microsoft OCS 2007 R2), as well as with the
UC client (Microsoft Office Communicator).

Task Summary: Configuring Microsoft OCS 2007

Step

Actions

1. Add Authorized Hosts
to OCS.

If integrating with Microsoft OCS 2007 R2, you
must add the UC Connector host IP address to the
list of Trusted Hosts/Servers on OCS.

For details, see Procedure: Adding Authorized Hosts
to Microsoft OCS 2007 R2, on page 106.

Note: If the UCC host cannot be considered as
trusted by OCS, you may want to enable Kerberos
security instead. See “Enabling Secure
Communication” on page 129

2. Modify the Custom
Tab Definition File.

Modify the Custom Tab Definition File so that it
points to the web page for the custom tab.

See Procedure: Modifying the Custom Tab File, on
page 108.

3. Modify the Windows
registry.

On each Knowledge Worker computer:

In the Registry, go to HKEY_LOCAL_MACHINE >
SOFTWARE > Policies » Microsoft and add a
Communicator key. Within this key specify a new
string value called TabURL, with the value pointing to
the path of the moc.xml file. For example,

http://web_host_1/ucc/moc.xml

For details, see Procedure: Modifying the Windows
Registry, on page 111.

4. Add Trusted Hosts to
Internet Explorer.

On each Knowledge Worker computer:
In the Trusted Hosts for Internet Explorer:

* Innon-HA deployments: add the UC Connector
host.

* In HA deployments, add the Windows NLB
virtual IP.

» If the Custom Tab Definition File is provided on
a web server, add this web server address.

Deployment Guide
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Task Summary: Configuring Microsoft OCS 2007 (Continued)

Step

Actions

Optional Configuration

* Integrate without using
the Custom Tab.

If you do not want to use the custom tab integration,
you can skip those steps.

In this case, UC Connector will not maintain an
ongoing web connection to OCS. You need to
configure the solution to use the native OCS
preview mechanism for incoming interactions:

1. Import the mocApp registry file to the Windows
Registry on each Knowledge Worker machine
where the MOC installed.

For more information on how to import the
registry file, see the procedure for Microsoft
Lync:

+ Procedure: Modifying the Registry for
Microsoft Lync, on page 102

2. Setuser-auto-registration to true.

* (optional)
Enable Push On Call
Status.

To enable push-status from the contact center to the
MOC client, you can configure the Microsoft-0CS
section as follows:

* Globally in the UC Connector Application
object.

* Individually in the particular Knowledge
Worker’s corresponding Person object.

Configuration options for this feature are:

enable-push-oncall-status
oncall-status

Note: The Person-level settings take precedence
over the Application-level settings.

Procedure:
Adding Authorized

Hosts to Microsoft OCS 2007 R2

Note: This procedure involves adding UCC hosts as an Authorized Host in the
OCS installation. If the UCC host should not be authorized, you may want
to enable Kerberos security instead. For details, see “Enabling Secure
Communication” on page 129.
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Start of procedure

1. On the host computer where Microsoft OCS 2007 R2 is installed, go to
Start > Administrative Tools > Office Communications Server 2007 R2.

2. In the folder structure for OCS, click through Enterprise pools > your
configured pool > Properties > Front End Properties.

&2 Microsoft Office Communications Server 2007 R2

E File  Window Help

‘@ Office Communications Server 2007 | [ley womr .
B &, Forest - GUCC40CS2007R2.ne 1.0ffice CDI'I]I_'_I'IUI'IlcatIOI'IS
[l [ | Enterprise pools Server 2007 2
El FJJW “fatus Database
; Remove Pool
H.J:1 Logging Tool b ral Settings
7| Stands  Filtering Tools 2
| Archiv]  Device Updater -ation or global route:
| Monitd CO0N:

| Unass Front End Properties

[ I R = R R S R R
L

- View

= Web Conferencing Properties

- Unass Mew Window from Here = i

_| Mediai Web Component Properties

| Earli Refresh

- EEE =T Applications »
Help r IP routes {outbound connections)

Figure 35: Selecting Front End Properties

3. On the Host Authorization tab, add the IP address for the UC Connector
host, and specify the following:

* Qutbound Only—Select No to disable.
e Throttle As Server—Select Yes to enable.
e Treat As Authenticated—Select Yes to enable.

Note: In HA deployments, add the host where the backup UC Connector
instance is also running.
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pool01 Front End Properties x|

Monitoring I Yoice I Video I PSTM Conferencing
General I Rauting | Cormpression
Authentication | Federation Host Authorization | Archiving

Specify authorized hosts such as gateways, application servers, special
clients that need additional bandwidth and so farth,

Servers | Qutbound Only | Throttle As 5... | Treat As A
1234567890 Mo Yes Yes
1234567891 Mo Yes Yes

Figure 36: Front End Properties Window
End of procedure

Next Steps
* Procedure: Modifying the Custom Tab File

Procedure:
Modifying the Custom Tab File

The Custom Tab File is used to point Microsoft Office Communicator (MOC)
to the main UC Connector Web interface and the graphics files it needs to
create the custom UC Connector tab in the Knowledge Worker MOC client.

A sample moc.xml file is included in the UC Connector installation package,
installed to the following location:
<UCC_Install_Path)\microsoft-oc-client\moc.xml

This file includes includes the basic xml parameters required to create a single
custom tab. If you are already using a custom tab for your MOC clients, then
you will need to modify the existing .xml file, creating a new section for the
UC Connector tab. MOC can handle up to 32 custom tabs.

For more information about custom tabs, consult the Microsoft documentation
here:
http://technet.microsoft.com/en-us/Llibrary/dd425110 (office.13) .aspx

Note: The references to third-party documentation in this section, including
any URL or other web references, are subject to change without
notice. They are included for your convenience.
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Prerequisites

* UC Connector has been installed on the host computer. The installation
includes the moc.xml file used for the custom UC Connector tab.

* A .png graphics file has been placed on a network-accessible location. This
graphic file must be either 16x16 or 32x32 pixels in dimension. For your
convenience, a sample Genesys logo is included in the UC Connector
installation: <UCC_Install_Path>\microsoft-oc-client\logo.png.

Start of procedure

1. In the directory where you installed UC Connector, locate the .xml tab
definition file. Or create/modify your own. xml file. The following is a
sample:

<?xml version="1.0" ?>
{(tabdata)

{tab>
{image>http://your_webserver_IP/ucc/genesys_logo.png</image>
{useridytrue</userid>
<{name)Contact Center<{/name)

{tooltip>Contact Center</tooltip)
{contenturl>http://<UCC_host_FQDN>:<UCC_HTTP_port>/ucc/app/we Lcome<
/contenturl)

{/tab)

{/tabdata)/

The following table describes the key parameters in more detail.

Table 20: Custom Tab XML Definition File

XML tag Description

<image> Value: URI

Specifies the URI to the prerequisite .png file used to fill the
custom tab

For example:
http://<{your-web-server>/mds_icon.png
The URI can be in the following format:

* https: (recommended)

* http://

o file:///

Note: This icon only appears if two or more tabs are
configured in the .xml file. However, the image file MUST
be included for the tab to appear.

109



Chapter 5: Deploying UC Connector

Integrating with the Third-Party UC Platform

Table 20: Custom Tab XML Definition File (Continued)

XML tag

Description

<userid>

Value: true

* true—Microsoft OCS passes the userid from the OCS
login to the UC Connector custom tab. It cannot be
edited.

Note: The username configured in the corresponding
Person object in Configuration Layer must be in the
format sip:<MOC_User_Name).

For example, if user logs in to OCS with
Joe.Smithecompany.com, then the corresponding Person
must be configured with User Name set to
sip:Joe.Smithecompany.com.

* false—The Knowledge Worker will specify the user
name when logging into the UC Connector interface on
the custom tab. In this case, there are no restrictions on
the format for the user name configured in the Person
object.

<name>

Friendly name for the tab. Does not display in the interface.

<tooltip>

Displays the text that will show when the mouse pauses over
the tab.

<contenturl>

Value: URL to the UC Connector web page

Specify the URL to the web page built into the UC
Connector application. Use the following format:
http://<UCC_host_FQADN>:<HTTP_port)/ucc/app/welcome
For example:

http://your-web-server.com: 12345/ucc/app/we Lcome
Note: For the HTTP port in this URL, use the port number

you assigned to the UC Connector in the installation wizard.
See Step 5 on page 77.

2. Place the .xml file in a network-accessible location. This can be a web
server, a network folder, or local folder on each Knowledge Worker
computer. It is important that this file is accessible from every Knowledge
Worker host computer.

End of procedure

Next Steps

* Procedure: Modifying the Windows Registry, on page 111
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Procedure:
Modifying the Windows Registry

Start of procedure

1.

Using a registry editor (for example, Run > regedit), go to either of the
following registry keys:

HKEY_LOCAL _MACHINE\SOFTWARE\Policies\Microsoft\Communicator
HKEY_CURRENT_USER\Software\Policies\Microsoft\Communicator

Note: The HKEY_LOCAL_MACHINE\SOFTWARE section takes precedence.

Create a new key called TabURL, with the value pointing to the path of the
moc.xml file location.

You can use any of the following kinds of locations:
file:///\\server\share\ucc\tabs.xml
file:///c:/ucc/tabs.xml
http://web_server/ucc/tabs.xml

For example,
http://web_host_1/ucc/moc.xml

Tip: The web_host must be configured as a Trusted Host in the web
browser on the Knowledge Worker computers. See Step 4 on page 105.

Do this on the host computer for each Knowledge Worker to be integrated
with the contact center.

End of procedure

Next Steps

1. On each Knowledge Worker computer, you must add the UC Connector

host to the list of Trusted Hosts in Internet Explorer. For details, see the
section “Add Trusted Hosts to Internet Explorer.” on page 105 in the Task
Summary table.

This completes the integration with Microsoft OCS 2007 R2. Next, you
must integrate the UC Connector deployment with Genesys Routing.
Continue at Task Summary: Integrating with Genesys Routing, on

page 119.
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Integrating with IBM Sametime 8.5

112

The following table lists the basic steps required to integrate UC Connector
with the third-party UC server (IBM Sametime 8.5), as well as with the UC

client (Sametime Connect).

Task Summary: Integrating with IBM Sametime 8.5

Step

Actions

1. Add Authorized Hosts
to IBM Sametime.

If integrating with IBM Sametime 8.5, you must add
the UC Connector host IP address to the list of
trusted IPs in the Sametime configuration.

For details, see Procedure: Adding UC Connector
host to list of trusted IPs in Sametime, on page 113.

2. Install the Sametime
Connect UCC plug-in.

To install the UC Connector plug-in, perform the
following steps:

1. Create a website from the following folder, found
in the UCC installation directory:
ucc-sametime-client-site

2. In Sametime Connect, create a new plug-in that
points to this website.

3. Configure the Server URL for this plug-in to
point to the UC Connector host and HTTP port,
as specified in the Install Wizard.

For details, see Procedure: Installing the UC
Connector plug-in for Sametime Connect, on
page 114.
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Task Summary: Integrating with IBM Sametime 8.5 (Continued)

Step

Actions

(optional)

Enable Push On Call
Status.

To enable push-status from the contact center to the

IBM Sametime client, you can configure the
IBM-Samet ime section as follows:

* Globally in the UC Connector Application
object.

* Individually in the particular Knowledge
Worker’s corresponding Person object.
Configuration options for this feature are:
enable-push-oncall-status
oncall-status
oncall-status-message
call-released-status

Note: The Person-level settings take precedence
over the Application-level settings.

For details, see Procedure: Enabling push status
from Genesys to Sametime, on page 118.

Procedure:

Adding UC Connector host to list of trusted IPs in

Sametime

Start of procedure

1. On the host computer where IBM Sametime is installed, navigate the
installation directory to find the sametime. ini file. For example, the default
installation path would be:

C:\Program Files\IBM\Lotus\Domino\sametime.ini

2. Open the sametime. ini file and locate the parameter VPS_Trusted_IPS.

3. Add the IP address for the host computer where you installed the UC
Connector instance. Use a comma-separated list for multiple IP addresses.

Note: For HA deployments, add both the primary and backup UC
Connector hosts.

Deployment Guide
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i . TextPad - C:\Program Files',IBM' Lotus',Domino’,sametime.ini
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I [Debug]
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Figure 37: Adding UCC host IP to the sametime.ini File
End of procedure

Next Steps

*  Procedure: Installing the UC Connector plug-in for Sametime Connect

Procedure:
Installing the UC Connector plug-in for Sametime
Connect

Purpose: To enable the custom UC Connector tab in the Sametime Connect
client.

UC Connector integrates with Sametime Connect as a plug-in, where the
plug-in points to a website created from special ucc-sametime integration files
included in the UC Connector installation. This plug-in creates a custom
“Contact Center” panel in the Sametime Connect client—the Knowledge
Worker uses this panel to access contact center resources, as well as view
current contact center interactions.

Prerequisites

* UC Connector is installed on the host computer and you have access to the
folder directory where the application is installed.
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You have access to a web server on this host computer. For example, in
Windows Server 2008 you can use Microsoft Internet Information Services
(IIS) to host the plug-in.

Obtain the host IP address and HTTP port for UC Connector. This is the
information that you entered on the User Parameters page of the UCC
installation wizard. For more information, see Procedure: Installing the UC
Connector server on the host, on page 81.

Start of procedure

1.

Create a website using the content of the ucc-sametime-client folder,
located in the root directory of the UC Connector installation.

C:\<ucc_root)\ucc-sametime-client-site

For example, on a Windows 2008 Server host computer, create a Virtual
Directory in IIS that points to this ucc-sametime-client-site folder.
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Figure 38: Virtual Directory in ISS for UCC plug-in

To test the website, enter the host computer and the name for this website
in your web browser. You should see something like the following:
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(_'.;' Genesys UC Connect Site - Windows Internet Explorer
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Figure 39: UC Connector Web Page

2. On the Knowledge Worker host computer, open Sametime Connect and
select Tools > Plug-ins > Install Plug-ins...

e IBM Lotus Sametime Connect - ucuserl... !El E
File Edit “iew | Tools Help

Q, || Set Availabilicy I

@ - &3 - sy  EditStatus Message

'-:i-" i Clean Contact Lisk..,
TR Privacy Lists. ..
< Contacts
_— Sametime Meetings
jl' Sametime

Invite ko Chat..,

Invite bor Instant Meeting, ..
Inyite to Instant Meekng R, ..
Create Calll Invitation. ..

1.7 Sametime P

RefrestPersan Infic

Send

Alerts

Meetings

Screen Caphure, ..

Manage Plug-ns, %

Gheck for, Cptional FlugHns, ..

Figure 40: Installing the Plug-In on the KW Host Sametime Connect client

3. In the installation dialog box, select Search for new features to install
and click Next.
4. Click Add Remote Location....

5. Enter the following information:
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* Name—Give the custom contact center panel the name as you want it to
appear in the Sametime Connect client. For example, Genesys UC
Connector.

* URL—Enter the URL to the website that you created in Step 1.
6. Click 0K, Finish, then follow the installation process.

7. Restart Sametime Connect. You should now see the contact center panel at
the bottom of the client.

@ 18M Lotus Sametime Connect - ucuserz@genesyslab.com

Fil=  Edit Wiew Tools Help

S

&~ E@ - an - | EBindia

i Contacts
=2 Sametime Meetings
o ime Primany C

4

q

S>> Genesys UC Connector

q

[

Figure 41: Empty Contact Center Panel

Currently, the custom panel should be empty, because the Sametime
Connect client is integrated with the UC Connector website, but not with
the UC Connector application itself.

8. SelectFile > Preferences > Genesys UC Connector (or whatever you
named your plug-in in Step 5).

9. Inthe Server URL field, enter the host address (FQDN or IP) and HTTP
host for the UC Connector application. This information should match the
information that you provided on User Parameters in the Install Wizard
(for details, see Procedure: Installing the UC Connector server on the host,
on page 81) .

10. Restart Sametime Connect. You should now see the custom panel with
login.

11. You must add this plug-in (Steps 2 to Step 5) to the Sametime Connect
client for every Knowledge Worker you want to integrate into the contact
center.

End of procedure

Next Steps

* Procedure: Enabling push status from Genesys to Sametime
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Procedure:
Enabling push status from Genesys to Sametime

Prerequisites

* The UC Connector has been installed and configured to the default settings
as described in “Deploying the UC Connector” on page 75.

Start of procedure

1. You can configure this feature globally for all Knowledge Workers, as well
as individually per Knowledge Worker. The individual setting takes
precedence:

* Globally—Open the UC Connector Application object, Options tab.

* Individually—Open the Person object for the particular Knowledge
Worker, Annex tab.

2. Inthe IBM-Sametime section, configure the following options:

Table 21: Push Status Option Settings

Option Setting | Description
enable-push-oncall-status | true Enables push-status functionality.
oncall-status 128 Pushes the Do-Not-Disturb status in

Sametime Connect when the
Knowledge Worker is on a Genesys
call.

oncall-status-message <text> Enter the message to be shown in
Sametime Connect for when the
Knowledge Worker is on a Genesys
call.

t3]

Enter the status to be pushed when the
Knowledge Worker releases the
Genesys call.

call-released-status “reset

The default “reset” means the
Knowledge Worker will revert to the
last status in Sametime Connect before
the Genesys call.

3. Click 0K to save your changes.

End of procedure
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Next Steps

* This completes the integration with IBM Sametime. Next, you must
integrate the UC Connector deployment with Genesys Routing. Continue
at Task Summary: Integrating with Genesys Routing, on page 119.

Integrating with Genesys Routing

Genesys routing is used to handle transfers and conferences both to and from
the Knowledge Worker. For agent transfers to the Knowledge Worker, the
routing strategy must be designed to include the Preview Interaction, and the
Routing Point DN—or DNs—should be accessible to the agent desktop. For
Knowledge Worker transfers to the contact center, special “contact points”
must be created in Genesys. These contact points (Routing Point DNs) are
then exposed in the UC client Interaction window, so that Knowledge Workers
can send calls back to the contact center for further processing. In these
strategies, no preview interaction is required.

The following table describes the main steps required to enable Genesys
routing to and from Knowledge Workers.

Task Summary: Integrating with Genesys Routing

Objective

Actions

1. Create a “dummy” Custom 1. Import the Custom_Server_800.apd application template.
Server Application object.

2. Create the Custom Server Application object with the same
host as UC Connector.

Key Rules

* Do not install the Custom Server .exe file. Only the dummy
application is required in the Configuration Layer. This is
because an instance of the Custom Server is included with the
UC Connector executable.

* Create one dummy Custom Server for each instance of UC
Connector.

* For HA deployments, deploy one dummy Custom Server for
each HA UC Connector pair. For more information, see
“Configuring HA for Custom Server” on page 179.

For details, see Procedure: Creating the Custom Server Application
object.

Deployment Guide
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Integrating with Genesys Routing

Task Summary: Integrating with Genesys Routing (Continued)

Objective

Actions

2. Connect UC Connector to
Custom Server

Add connections to Custom Server in both UC Connector and URS
Application objects:

* On the Connections tab of the Application object, Add and
browse for the Custom Server object you created in Step 1.

¢ Do this for both UC Connector and URS.

3. Configure a contact point for
the KW.

1. Configure a Routing Point DN as the contact point that
Knowledge Workers can use to transfer/conference interactions
back to the contact center. Add the following options to the
Annex tab:

+ enabled—Set this option to true.

+ display-name—Set this option to the name that will be
displayed in the Interaction window. For example, Contact
Center.

+ attribute<n>—Set this option to the statistics you want to
make available for this contact point.

For details, see Procedure: Configuring contact points.

2. Create a routing strategy that handles agent selection in the
contact center, and load it on this DN. Preview Interactions for
transfers to agents are not required.

Key Rules

* Create a separate Routing Point DN for each contact point that
you want to appear in the Interaction window.

4. Configure routing from contact
center to KW.

» Configure Routing Points for contact center agent transfers to
the Knowledge Worker.

» Create and load the routing strategies that will direct transferred
calls to the Knowledge Worker.

Sample Strategies

For sample strategies that you can import or use as a model for your
own strategies, see the following:

* Routing to a Particular Knowledge Worker
* Routing with Round-Robin Selection

* Routing with Broadcast Preview

120
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Procedure:
Creating the Custom Server Application object

Prerequisites

*  You have the Universal Routing product CD or downloaded IP ready.

* URS s installed and configured according to the procedures described in
the Universal Routing 8.0 Deployment Guide.

Note: This procedure provides an overview of the main steps required to
install and configure Custom Server. For more detailed procedures,
see the Universal Routing 8.0 Deployment Guide.

Start of procedure

1. Import the Custom Server Application template.

Go to the Applications Template folder. Import the Custom_Server_800.apd
Application Template from the Universal Routing CD.

2. Create the Custom Server Application object.

Go to the App Lications folder and create a new Custom Server Application
object based on the template you imported in Step 1.

3. On the General tab, specify the Application name.

4. On the Server info tab, specify the following:

* For non-HA Deployments—Add the same host that is as used by UC
Connector.

* For HA deployments—Add the host and port for the Windows NLB
virtual IP cluster.

5. Click 0K to save.

6. Verify that both UC Connector and URS are both connected to the Custom
Server application.

End of procedure

Next Steps

1. Connect custom server to UC Connector. For details, see the “Connect UC
Connector to Custom Server” section in the task summary table.

2. Next, continue at Procedure: Configuring contact points.
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Procedure:

Integrating with Genesys Routing

Configuring contact points

Purpose: To create the Routing Point DNs exposed in the Knowledge Worker
Interaction window for transfer or conferences to the contact center.

Start of procedure

1. Under a configured Switch object, select the DNs folder. In the Fi le menu,
select New > DN to create a new DN object of the type Routing Point.

2. On the Annex tab, create a UC-Connector section with the following options.

Table 22: Contact Point DN—UC-Connector Section

Option

Description

attribute<n)

Value: format: <display text>: #s, statistic:<object),
{0bjectType>, <TenantName), <StatType>, <(TimeProfile>,
{StatServerName)

Specifies the statistic to be displayed when the user places their
cursor over the contact point in their Interaction window.

For example, to display the number of calls waiting on a contact
point (Routing Point 1111) as follows,

Calls Waiting: <#of calls)

configure the value for this option as follows,

format: Calls waiting: 7s, statistic:1111eYourSwitch,
RoutePoint, YourTenantName, CurrNumberWaitingCalls,
Default

Key Actions:

* All fields are required for UC Connector to properly
subscribe to get the CurrNumberWaiting statistic from Stat
Server.

* You can enter the <n> variable in the option name as 1, 2, 3,
and so on, or leave it empty.

e The parameter <StatServerName) is only required if UC
Connector connects to more than one Stat Server.

For details, see the attribute<n) option description on
page 205.
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Table 22: Contact Point DN—UC-Connector Section (Continued)

Option Description

display-name | Value: <required>

Enter a unique descriptive name for this contact point, as you
want it to appear in the Interaction window.

For details, see the option description display-name on
page 206.

enab led Value: true

Enables the contact to be used by the UC Connector.

For details, see the option description enabled on page 206.

Figure 42 shows a sample configured Routing Point DN.

%% 1111 [pubs;j3: 2520] Properties
General Advanced Default DNs
Annex Security Dependency

Y2 0OX B e

Mame Walue

| 7|

T UC-Connector
% 1111 [pubsj3:2520] Properties

General | Advanced | Default DNs | Annext | Secuity | Dependency

% UC-Conrector

Valug
7 7

'ﬁ_b; ehabled “te”

b display-name “Contact Center"

.u_b; attribube “format: Calls waiting: %d, statistic1111@Y owrSwitch, RoutePaint, YourTenanth ame, Cunumberyy/aitingCalls, Default”

MName

Figure 42: Contact Point Configuration—Routing Point DN

3. Click oK.

4. Repeat this procedure (creating a separate Routing Point DN) for each
contact point that you want to appear in the Interaction window.

End of procedure

Next Steps

1. Create a routing strategy that handles agent selection in the contact center,
and load it on this DN. Preview Interactions for transfers to agents are not
required. For general information about designing routing strategies, see
the following Universal Routing documents:

+  Universal Routing 8.0 Strategy Samples
+  Universal Routing 8.0 Reference Manual

2. Ifyou are deploying a voice-only UC Connector solution, continue at
Chapter 6, “Configuring the Routing Strategies,” on page 161.
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Optional

Optional

Mandatory

Enabling Instant Messaging

If you want to include Instant Messaging interactions in the deployment,

continue at one of the following (depending on how IM is going to be

provided):

+  Task Summary: Integrating UC Connector with Genesys IM, on
page 126

+ Task Summary: Enabling IM with Microsoft OCS, on page 128

If you want to enable secure communication in the deployment (and have
not already done so), continue at Task Summary: Enabling TLS/Kerberos
Secure Communication, on page 140.

Secured mode is mandatory for integrations with Microsoft Lync Server.

+ For TLS, see Task Summary: Enabling TLS/Kerberos Secure
Communication, on page 140.

+ For push presence status functionality with Lync, Mutual Transport
Layer Security (MTLS) is required. Continue at Task Summary:
Enabling MTLS Communication, on page 131.

Enabling Instant Messaging

Instant Messaging (IM) functionality is available through either of the
following configurations:

Pros and Cons

124

Integration with Genesys Instant Messaging (IM).
SIP Server integration with Microsoft Lync and OCS 2007 R2

The following table describes the advantages and disadvantages of the
supported IM configurations.

Table 23: IM Configurations—Pros and Cons

Genesys IM Integration

SIP Server-OCS Integration

* Platform-independent. * Limited to OCS deployments.
Can be used regardless of UC
platform.

* Inbound IM only. * Inbound and outbound IM.
The Knowledge Worker can only The Knowledge Worker can both
accept incoming IM sessions. They accept incoming IM sessions, as
cannot initiate new IM sessions with well as initiate new IM sessions
the contact center. with the contact center.
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Enabling Instant Messaging

Table 23: IM Configurations—Pros and Cons (Continued)

Genesys IM Integration

SIP Server-OCS Integration

Simplified configuration.

You can configure a single DN to
support both voice and IM
interactions.

Note: You can still choose to keep
the interactions on separate DNs—
for example, to separate voice and
chat traffic across two separate
switches.

Multiple DNs required.

OCS-SIP Server integration requires
a separate Knowledge Worker DN
for voice and chat. It also requires a
special DN to handle the direct
connection between SIP Server and
the UC platform.

UCC-controlled IM window.

OCS-controlled IM window

T-Library

With UC Connector, chat through
Genesys IM is controlled by the
T-Library interface. This allows UC
Connector to manage the IM
session.

SIP

Chat is provided through the SIP
interface.
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Enabling Genesys IM
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Enabling Instant Messaging

The following table shows the main steps required to integrate the UC
Connector SIP Server with OCS for IM functionality, in a UC Connector

deployment.

Task Summary: Integrating UC Connector with Genesys IM

Objective

Actions

1. Verify the Genesys IM
solution.

The Genesys IM Solution uses many of the same
prerequisite Genesys components as those used
by UC Connector:

* Genesys Stat Server
» Universal Routing
* Interaction Workspace or customized desktop

These components should already be installed and
configured as part of the prerequisites for
deploying UC Connector.

Genesys IM also requires:
» SIP Server

For more information, see:
*  Genesys 7.6 Instant Messaging Solution Guide
o Framework 8.1 SIP Server Deployment Guide

2. Configure the Knowledge
Worker DN.

Configure the Knowledge Worker Extension DNs
with the following options:

* multimedia—Set this option to true to allow
IM interactions.

* sip-signaling-chat—Set this option to none
so that UC Connector handles the IM
interaction.

* voice—(Optional) Set this option to false for
DN that will only provide chat functionality.
(for example, if you are separating chat and
voice traffic across different switches).

Sample DNs
+ Single DN for Both Chat and Voice
* Separate Chat-Only DN
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Enabling Instant Messaging

Task Summary: Integrating UC Connector with Genesys IM

(Continued)

Objective

Actions

3. Customize the Chat
window (optional).

You can customize the name for the Chat window.

In the UC Connector Application, on the Options
tab, UC-Connector section, you can configure the
following options:

chat-title—Enter the name you want to
appear in the regular chat window.

chat-consult-title—Enter the name you
want to appear in the window that appears for
consultation chat interactions.

Single DN for Both Chat and Voice

You can modify an existing Knowledge Worker voice DN to also handle the chat
interaction. Or you can create a separate DN that handles chat only.

Figure 43 shows a DN that handles SIP voice plus SIP instant messaging (the
sip-signaling-chat option is set to none).

General | Advanced | Annex

Securnty | Dependency

£ TServer w I |:| x E @ rép
M ame Wallue
7| 7|
-'EE contact “eip 172 21 27 975081
& abe rnultimedia "trE
.ﬁ_b-; refer-enabled "falze
.ﬁg reinvite-requirez-hold "true
-'ﬁg;request-uri "aip 1000 (R 2 21,27, 970061
'ﬁg gip-chi-control "talk., hold"
£ gbe sip-signaling-chat "nane

SIP IM Cptions
Added To an Existing
SIP Yoice-Only DM

Figure 43: Sample of Options on a DN Handling SIP Voice and SIP IM
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Separate Chat-Only DN

Figure 44 shows what this same DN object’s options might look like if you
intended for it to handle SIP instant messaging only (the sip-signaling-chat
option is set to none, and the voice option is set to false).

General | Advanced | Annex | Security | Dependency

L TServer A _,15 |:| x E @ F_}._

M arne Yalue
e

b WOiCE

‘-:'E gip-zighaling-chat
abe rultimedia

SIP IM Cptions For
an IM-Cinly DN

Figure 44: Sample of Options for a DN That Handles IM Only

Next Steps

* Ifyou do not require secure communication in the deployment, continue at
Chapter 6, “Configuring the Routing Strategies,” on page 161.

e Ifsecure communication is required, continue at one of the following:
+ Task Summary: Enabling MTLS Communication, on page 131.

+  Task Summary: Enabling TLS/Kerberos Secure Communication, on
page 140.

Enabling IM through SIP Server-OCS

128

The following table shows the main steps required to integrate SIP Server with
OCS for IM functionality, in a UC Connector deployment.

Task Summary: Enabling IM with Microsoft OCS

Objective Actions

1. Install and configure SIP | SIP Server is mandatory for Instant Messaging.

Server. If SIP Server is not already part of your

deployment, install and configure SIP Server
according to the procedures described in the
Framework 8.1 SIP Server Deployment Guide.

Note: No special configuration in the SIP Server
Application object is required for IM.
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Task Summary: Enabling IM with Microsoft OCS (Continued)

Objective Actions

2. Integrate SIP Server with | Complete all the steps for Presence Integration

OCS. with Microsoft Office Communications Server
2007, as described in theFramework 8.1 SIP
Server Deployment Guide.

These steps include:

» Creating a Routing Point and adding a user for
it in OCS. Used for presence integration.

* Configuring a Trunk DN for OCS.

» Configuring Extension DNs for each
Knowledge Worker, to be used for IM
interactions only.

Note: Do not configure the ocs-dn option in
the Extension DN. Presence is handled
through UC Connector.

3. Customize the Chat You can customize the name for the Chat window.

window (optional). In the UC Connector Application, on the Options

tab, UC-Connector section, you can configure the
following options:

* chat-title—Enter the name you want to
appear in the regular chat window.

* chat-consult-title—Enter the name you
want to appear in the window that appears for
consultation chat interactions.

Next Steps

* Ifyou do not require secure communication in the deployment, continue at
Chapter 6, “Configuring the Routing Strategies,” on page 161.

e Ifsecure communication is required, continue at one of the following:
+  Task Summary: Enabling MTLS Communication, on page 131

+  Task Summary: Enabling TLS/Kerberos Secure Communication, on
page 140.

Enabling Secure Communication

Deployment Guide

UC Connector supports the Kerberos protocol for establishing secure
connections—using simple Transport Layer Security (TLS) or Mutual
Transport Layer Security (MTLS)—between the UC Connector application
and Microsoft OCS. Secured mode is required for integrations with Microsoft
Lync Server. MTSL is required for push presence status with Lync.
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About TLS/Kerberos Security

About MTLS

If configured for TLS/Kerberos secure communication, when UC Connector
registers with Microsoft OCS (by sending a SIP REGISTER request), OCS will
use Kerberos authentication procedures to send sip 401 Unauthorized or sip
407 proxy authentication required in the following cases:

* UCKC is using regular TCP connection, and the UC Connector host IP
address has not been added to the Trusted Host list.

* UCKC is configured to use TLS connection.

To configure TLS/Kerberos, see Task Summary: Enabling TLS/Kerberos
Secure Communication, on page 140.

If configured for Mutual Transport Layer Security (MTLS), a shared trusted
Certificate Authority (CA) on both the UC Connector host and the Lync
deployment are used to establish secure communication. The certificates prove
the identity of each server to the other.

To configure MTLS, see Task Summary: Enabling MTLS Communication, on
page 131.

Enabling MTLS
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Complete the following steps to enable MTLS between UC Connector and
OCS.

Note: These procedures apply specifically to Microsoft Lync Server. The
exact steps may differ slightly for integrations with Microsoft OCS
2007 R2.
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Enabling Secure Communication

Task Summary: Enabling MTLS Communication

Step

Actions

1. Add UCC host as trusted
host/application in Lync

In the Lync Topology Bui lder, add the UC
Connector host machine as a trusted application:

* Enter FQDN for the UCC host.
» SelectSingle computer pool.

For a detailed procedure, see Procedure: Adding
UCC Host as Trusted Host in Lync.

* Note: For OCS 2007, skip this step.

2. Generate client certificate.

* Generate a client certificate using internal
Certificate Authorities (CA).

For a detailed procedure, see Procedure:
Generating the Client Certificate.

3. Generate server
certificate.

Generate the server certificate using one of two
methods:

* Procedure: Generating the Server Certificate
using Lync Management Shell

* Procedure: Generating the Server Certificate
using Microsoft Management Console or CA
Web Access

A third method can be used to generate a

certificate, but it must only be used in an isolated
lab:

* Procedure: Using the Lync Front End Server
Certificate

Note: The first method, using Lync Management
Shell, is preferred.

4. Add certificate file to
UCC installation.

Copy the exported file to a logical location on the
machine where you installed the UC Connector
server.
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Task Summary: Enabling MTLS Communication (Continued)

Step

Actions

5. Configure secure SIP port
in UCC.

In the UCC application, add the SIP port 5061 for
security-enabled communication with Microsoft
OCS.

For a detailed procedure, see Procedure:
Configuring a secure SIP port.

6. Modify Command Line

You must add the following parameters to the

Argument. UC Connector command line argument:
-cert_store_file <path to .pfx file on UCC
host)

-cert_store_pass {password generated in
Step 1>
-cert_store_type pkcsi12
For a detailed procedure, see Procedure:
Modifying Command Line Arguments for
MTLS.

Procedure:

Adding UCC Host as Trusted Host in Lync

Note: For OCS 2007 R2, you can skip this step. This requirement should
already be completed as part of the basic integration. For details, see
Procedure: Adding Authorized Hosts to Microsoft OCS 2007 R2, on

page 106

Start of procedure

1. On the computer where Lync Server is installed, click Start > ALL
Programs > Microsoft Lync Server, and then click Lync Server Topology

Bui lder.

2. Right-click Trusted application servers and click New Trusted

Application Pool.

3. Follow the wizard to create a trusted application pool for the UC

Connector host machine.
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'-?S Lync Server 2010, Topology Builder
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Figure 45: Trusted Applications pool FQDN

4. Enter the Fully Qualified Domain Name (FQDN) for the UC Connector
host machine.

5. Select Single computer pool.

6. Click Next to continue the wizard.
End of procedure

Next Steps

Procedure: Generating the Client Certificate

Procedure:
Generating the Client Certificate

Purpose:

To generate a regular client/user certificate used to trust servers in the domain,
such as the Lync Front End server(s). This is the same type of certificate that is
installed on a user’s workstation to start a Lync client and to connect to the
Lync server using TLS connectivity. It is not necessary to export private keys
for this certificate or have private keys exportable.

Start of procedure

1. Request the certificate through Certification Authority (CA) Web Access
https://[server_namel/certsrv

2. Select ‘Download a CA certificate, certificate chain, or CRL’
3. Select ‘Download CA certificate’
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4.

Enabling Secure Communication

Save the certificate as “DER encoded binary X.509 (.CER).” For example,
CompanyA_Certificate.cer

End of procedure

Next Steps

On the host computer where Genesys is installed, open the Microsoft
Management Console (MMC) or Internet Explorer to retrieve the
certificate.

Continue to one of the following:

+ Procedure: Generating the Server Certificate using Lync Management
Shell

+ Procedure: Generating the Server Certificate using Microsoft
Management Console or CA Web Access

Procedure:
Generating the Server Certificate using Lync
Management Shell

Purpose: To generate a server certificate. This is the same type of certificate
required by any server belonging to a Lync infrastructure (A/V MCU, Edge
Server, Mediation Server).

Start of procedure

1.

On the host computer where the Lync Front End Server is installed, open
the Microsoft Lync Shell and type

Request-CsCertificate -New -Type Default -FriendlyName
"GenesysServerCertificate" -CA
"labdc@1.companya.com\companya-LABDC@1-CA" -ComputerFQDN
[server_name]-Verbose

Note: The [server name] must match the FQDN of the host where UC

Connector is running.

This will request the certificate through Lync. If
authorized/granted, it will be installed on the Certificate Store
(Personal) of the host where the request was issued.

2. Open the Microsoft Management Console (MMC):

a. Click Start > Run.
b. Type MMC and click 0k.

3. Add the certificates snap-in:

a. GotoFile > Add/Remove Snap-In.
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b. Click Add.
c. Select the Certificates Snap-In and click Add.
d. Select Local Computer and click Finish.

Find the Genesys Server certificate that you want to export:

a. Under the Certificates tree, locate your domain certificate; for
example this could be in the Personal folder.

b. Click Certificates.

Right-click the certificate you want to export, select ALL Tasks >
Advanced Operations > Export.

Follow the wizard to export the certificate to a .pfx file (“Personal
Information Exchange - PKCS #12 (.PFX)”).

a. Choose 'Yes, export the private key'.

b. Choose 'Include all certificates in certificate path if
possible'.

Tip: Do NOT select 'Delete Private key'.

c. Enter a password (take note of it). (Example: mnopqr)

Select a location to save the file, then click Finish (Example:
GenesysServer Certficate.pfx)

When you get the message "The export was successful", click OK.

End of procedure

Next Steps

Place the exported file in a logical location on the UC Connector host
machine.

After the certificate is moved to the UCC host, continue at Procedure:
Configuring a secure SIP port.
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Procedure:
Generating the Server Certificate using Microsoft
Management Console or CA Web Access

Purpose: To generate a certificate for the host running UC Connector with the
Microsoft Management Console or Certification Authority (CA) Web Access.

Note: Note that such a certificate template may not exist by default at the
Certification Authority level (certificate template including Server
Authentication as enhanced key usage and allowing Private keys to be
exported). If operational policies permit it, a copy of the "Web Server"
certificate template can be made, adding permission to export Private
keys. This can be achieved on the Certification Authority host running
the client tool "certtmpl.msc ".

Start of procedure

1. On the host computer where Genesys is installed, request the certificate
through CA Web Access:

https://[server_namel/certsrv
2. Select Request a certificate
3. Select Advanced certificate request

4. Select Create and submit a request to this CA
* Type - Select a Server Template with Private Keys exportable
¢ (NDLR: custom Server template with Private Keys exportable)
* Name: demosrv.genesyslab.com (Subject)

* New keyset: Microsoft RSA, Key Size 2048, Mark Keys as
exportable

* Friendly Name: (Example: GenesysServerCertificate)

5. Export the certificate and save it into a .pfx file (Example:
GenesysServer_Certficate.pfx). [password - Example: mnopqr)]

End of procedure

Next Steps

» Place the exported file in a logical location on the UC Connector host
machine.

*  After the certificate is moved to the UCC host, continue at Procedure:
Configuring a secure SIP port.
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Procedure:
Using the Lync Front End Server Certificate

Purpose: To generate a server certificate for use in a lab environment.

Start of procedure

1. On the host computer where Lync Front End Server is installed, open the
Microsoft Management Console (MMC):
a. Click Start > Run.
b. Type MMC and click Ok.

2. Add the certificates snap-in:
a. GotoFile > Add/Remove Snap-In.
b. Click Add.
c. Select the Certificates Snap-In and click Add.
d. Select Computer Account and click Finish.
e. Seclect Local Computer and click Finish.

3. Find the Domain certificate that you want to export.

a. Under the Certificates tree, locate your domain certificate, for
example in the Personal folder.

b. Click Certificates.

Right-click the certificate you want to export, select ALL Tasks >
Advanced Operations > Request New Certificate with the Same Key.

= Consolel - [Console Root'Certificates {Local Computer)',Personal’,Certificates]

E File Action View Favorites ‘Window Help

€9 | 7Hmld L RE = [HE
7| Console Rook

=] E Certificates {Local Computer)
= ] Personal

Ex

| Actions

Issued To =

e WMSVC LIK- L\"NC

| Certificates i
7| Trusted Roct Certification Autharities Gpem r
Enterprise Trust Cut Request Certificate with Mew Key..
| Intermediate Certification Authaorities Copy Renew Certificate with New Key...
7 Trusted Publishers Delate
7 Untrusted Certificates ——— Manage Private Keys...
*| Third-Party Root Certification Authoriti Request I Certificate with the Same Key. .. Adwvanced Operations
1 Trusted Pecple Renew This Certificate with the Same Key... k! Export |
7| Remote Desktop T
7| Certificate Enrollment Requests |
T Sraark Card Teockad Banke

Figure 46: Requesting a new certificate

4. Follow the wizard to export the certificate to a .pfx file.
a. Choose 'Yes, export the private key'.

b. Choose "Include all certificates in certificate path if
possible'.

Tip: Do NOT select 'Delete Private key'.
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c. [Enter a password (take note of it).
d. Seclect a location to save the file, then click Finish.

5. When you get the message "The export was successful”, click OK.
End of procedure

Next Steps
» Place the exported file in a logical location on the UC Connector host
machine.

*  After the certificate is moved to the UCC host, continue at Procedure:
Configuring a secure SIP port.

Procedure:
Modifying Command Line Arguments for MTLS

Prerequisites

*  You noted the password that you created in Step 3 .

* You noted the file location where you placed the .pfx file.

Start of procedure

1. Goto Start Infotab> Command Line Arguments in the UC Connector
application.
2. Add the following parameters to the existing command line argument:
-cert_store_<path to .pfx file on UCC host)
-cert_store_pass <password generated in Step 3>
-cert_store_type pkcs12
-key_store_file <path to the Java keystore file> — This file contains
the collection of CA certificates trusted by the application process (trust
store). If a trust store location is not specified, the SunJSSE
implementation uses a keystore file in the following locations (in order):
i. $JAVA HOME/lib/security/jssecacerts
ii. $JAVA HOME/lib/security/cacerts
-key_store_pass <{password to unlock the keystore file>
-ket_store_type jks

138 UC Connector 8.0 @



Chapter 5: Deploying UC Connector Enabling Secure Communication

General | Server lnfo | StatInfo | Conrections | Options | Annes | Security | Dependency

Wiorking Directony:
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Command Line:
ucclauncher. exe w

Command Line Arguments;

Efile chgotislync_ucc_1.pfe -cert_ztore_pass genesys -cert_store_twpe pkosgl 2 vj
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4

Shutdawn: |30

4

Figure 47: Modifying the Command Line Parameters for MTLS

3. Click 0K to save.

4. Ifyou are planning on starting UC Connector from the batch file, you must
also modify the startup.bat file with the certificate parameters.

For example, the following startup.bat is appended with these sample
certificate values:

-cert_store_file c:\gcti\lync_ucc_1.pfx

-cert_store_pass genesys

-cert_store_type pkcs12

Eecho oft

FEm
rern Copyright (C) 2011 Genesys Telecommunications Laboratories, Inc.
FEm

rern startServer. bat file for UC Connector, version 8.0.100.12

FEm

@TITLE UC Connector v, 8.0.100.12; Application UCC_Saran
ucc-launcher exe -host 10.10.10.0 -port 2020 -app UCC_Saran - 7260E0135.80.170.
chgetilync_ucc 1.pfx -cent_store pass genesys -cert_store type pkos12

End of procedure

Next Steps

* Ifyou came to this task from the Lync procedures, you might still need to
integrate with Genesys Routing. If so, continue at Task Summary:
Integrating with Genesys Routing, on page 119.
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* Otherwise, configure the routing strategies used to deliver interactions to
the Knowledge Worker. See Chapter 6, “Configuring the Routing
Strategies,” on page 161.

Enabling TLS/Kerberos

Complete the following steps to enable TLS/Kerberos authentication between

UCC and OCS.

Note: These procedures apply specifically to Microsoft OCS 2007 R2. The
exact steps may differ slightly for integrations with Microsoft Lync

Server.

Task Summary: Enabling TLS/Kerberos Secure Communication

Objective

Actions

1. Configure OCS
server for Kerberos.

In Front End properties window, select Kerberos
as the authentication protocol.

For a detailed procedure, see Procedure: Enabling
Kerberos security in Microsoft OCS.

2. Configure OCS users
for Kerberos.

Open the Active Directory in the host server
(Windows).

1. Open the User Properties window for the user
that represents UC Connector in OCS.

2. Go to the Account tab and select Use kerberos
DES encryption types. This gives the 168 bit
encryption type (triple DES) that is used by Java
Kerberos.

For a detailed procedure, see Procedure: Configuring
Kerberos security in Active Directory.

3. Configure the UC
Connector application
for Kerberos.

In the Microsoft-0CS section, create a new option
password, and enter a password for the user that
represents UC Connector in OCS.

For a detailed procedure, see Procedure: Creating a
password for Kerberos security

4. Export the OCS
host’s trusted
certificate.

Use Internet Explorer to export a trusted certificate
(.cer) file.

For a detailed procedure, see Procedure: Exporting
the trusted certificate from the OCS host.
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Task Summary: Enabling TLS/Kerberos Secure Communication
(Continued)

Objective

Actions

5. Add certificate file to
the UCC installation.

1. Copy certificate file to JDK.

2. Use the keytool command to create the keystore
file for UC Connector.

3. Add the keystore file to the UCC install directory.

For a detailed procedure, see Procedure: Adding the
certificate to the UC Connector installation.

6. Create the Kerberos
configuration file.

1. Configure the krb5.conf file.

2. Place the file in the default location
{ucc_root)/etc.

For a detailed procedure, see Procedure: Creating the
configuration file for Kerberos security.

7. Configure secure SIP
port in UCC.

Add the SIP port 5061 for security-enabled
communication with Microsoft OCS.

For a detailed procedure, see Procedure: Configuring
a secure SIP port.

8. Modify Command
Line Arguments.

You must add the following parameters to the UC
Connector command line argument:
-krb_conf_file <{path to krb5.conf file)
-cert_store_pass {password generated in step
5>

-cert_store_file <path to keystore file moved
in step 5>

For a detailed procedure, see Procedure: Modifying
Command Line Parameters for TLS.

Procedure:
Enabling Kerberos security in Microsoft OCS

Start of procedure

1.

On the host computer where Microsoft OCS is installed, go to Start >

Administrative Tools > Office Communications Server 2007 R2.

In the folder structure for OCS, click through Enterprise pools > your

configured pool > Properties > Front End Properties.

On the Authentication tab, select either of the following choices for
authentication protocol:

e Both NTLM and Kerberos
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e Kerberos

Note: The NTLM protocol is not supported.

pool0l Front End Properties x|

Manitoring | Voice I Viden I PSTM Conferencing
General I Routing I Compression
Authentication | Federation I Host Authorization I Archiving

— Authentication

Specify the authentication protocol,

Authentication protocol: IEh:uﬂ'n MTLM and Kerberos j

Both NTLM and Kerberos
Kerberos
MTLM

Figure 48: Selecting Kerberos Protocol
End of procedure

Next Steps

*  Procedure: Configuring Kerberos security in Active Directory

Procedure:
Configuring Kerberos security in Active Directory

Purpose: To configure Kerberos security for the user that represents the UC
Connector environment in the Microsoft OCS deployment.

Start of procedure

1. Access the user properties in Active Directory.

2. Locate the OCS user that represents your UC Connector environment,
right-click this user, and then select Properties.

3. On the Account tab, under the Account options ficld, select Use Kerberos
DES encryption for this account.
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Member Of I Chial4n | Environment | Sessions I

Remote control I Teminal Services Profile I COM+ I Communications I

General I Address Accourt | Profile I Telephones | Organization

IUser logon name:

IucuserE I-:_E yoLr-domain. com - I

User logon name {pre-Windows 2000):
IG IICCH, IucuserE

Logon Hours... Log On To... |

™ Unlock account

Arccount options: |

L]

™ Account is sensttive and cannot be delegated ‘

[™ This account supports Kerberos AES 128 bit encryption.
[ Thiz accourt supports Kerberoe AES 286 bit encryption.

Lol

Figure 49: Configure OCS User In Active Directory

End of procedure

Next Steps

Procedure: Creating a password for Kerberos security

Procedure:
Creating a password for Kerberos security

Prerequisites

You are logged in to Configuration Manager.

A UC Connector Application object, which as been configured according
to Procedure: Creating the UC Connector Application object.

An account/user that represents the UC Connector has been created in
Microsoft OCS. For example, ocs-ucc.

You will need the password configured for this user in Active Directory. If
you do not know the password, you might have to reset it. Right-click the
user in Active Directory and select reset password.
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Start of procedure

1. GotoEnvironment > Applications and double-click the UC Connector
Application object.

2. Go to the Options tab.

3. Inthe Microsoft-0CS section, configure the following option.

Table 24: UC Connector—Password Option

Option Name Value Description

password String Set this option to the password
configured for the OCS user in Active
Directory. This is your Kerberos
password, required for Kerberos
authentication between the
components.

End of procedure

Next Steps

* Procedure: Exporting the trusted certificate from the OCS host

Procedure:
Exporting the trusted certificate from the OCS host

Prerequisites

* A valid certificate to authenticate the OCS server has been installed as part
of the domain configuration. This can be obtained using internal Certificate
Authorities (CA), a domain configuration utility, or from a third party (for
example, Verisign), according to your security policy.

Start of procedure

1. On the host computer for Microsoft OCS, open Internet Explorer.

2. GotoTools > Internet Options > Content > Certificates and select the
Trusted Root Certification Authorities tab.

3. Highlight the certificate that has been issued to this host computer, then
click Export.
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Figure 50: Exporting the Trusted Certificate

4. When you are prompted to do so during the export operation, under Export
format, select DER Encoded Binary x.509 (*.cer).

5. When asked to enter a name for the certificate, enter any useful name.
There are no mandatory formats. For example, if you enter
UCC_certificate, the export operation will create a file called
UCC_certficate.cer.

End of procedure

Next Steps

* Procedure: Adding the certificate to the UC Connector installation

Procedure:
Adding the certificate to the UC Connector installation

Prerequisites

* The trusted certificate has been exported from the Microsoft OCS host
computer.
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Start of procedure

1. Copy the certificate that you created in Procedure: Exporting the trusted
certificate from the OCS host.

2. Place this certificate in the JDK\bin directory of your prerequisite JDK
installation.
3. From the JDK\bin directory, run the following command:

keytool -import -alias "certificate_name" -file <{certifcatefile.cer)
-keystore <output_file.jks>

For example,

keytool -import -alias "ucc-cert" -file UCC_Certificate.cer
-keystore UCC_store.jks

Note: Take note of the password that was generated during the keytool
process. You will add this later to the Command Line Parameters
of the UC Connector application.

Table 25: Keytool Command Parameters

parameter description

-alias Enter an alias for the certificate. It can be anything;
there are no restrictions.

-file Enter the file name of the exported certificate

-keystore Enter the name of the file that will be created as a
result of running this keytool command.

4. Place this file in a logical location. For example:
<ucc_root>\etc\MYSTORE. jks

Note: Take note of the location where you save this file. You will need
to add a parameter for this path to the Command Line Arguments of
the UC Connector application.

End of procedure

Next Steps

* Procedure: Creating the configuration file for Kerberos security
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Procedure:
Creating the configuration file for Kerberos security

Start of procedure

1.

If Kerberos is not already configured for your environment, on the UC
Connector host computer, navigate to the etc folder in the installation
directory and open the sample krb5.conf file.

For example, the default path to the etc folder would be:
C:\GCTI\UCConnector\<your_UC_Connector»\etc

Modify the krb5.conf file with the following information (change the text
in bold to match your environment):

[libdefaults]
default_realm = YOUR-O0CS-DOMAIN.COM
# default_checksum = rsa-md5
[realms]
YOUR-0CS-DOMAIN.COM = {
kdc = SERVER1.YOUR-0CS-DOMAIN.COM
}
[domain_realm]
.your-ocs-domain.com = YOUR-O0CS-DOMAIN.COM

The following table provides more information about the parameters used
in this file.

Table 26: Kerberos Configuration File—Parameters

Parameter Description

default realm Set this option to the OCS domain as per the UCC setup.

This is used in cases where a user in Active Directory is
configured without a specified domain. For example, in
cases where clients are connecting from computers that
are not part of the domain.

[realms] This is a list of all the domain names included in the OCS
environment.
kde= Set this option to the FQDN or [P address for the Key

Distribution Center (KDC), typically the same computer
hosting the domain or domain controller.

[domain_realm] Use this to map domains to realms in which Kerberos

authentication is running (typically used in multi-domain
environments).

In our sample, the realm .your-ocs-domain.com is
mapped to the domain YOUR-0CS-DOMAIN. COM.
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3. Save the krb5.conf file.

Note: Take note of the location where you save this file. You will need
to add a parameter for this path to the Command Line Arguments of
the UC Connector application.

End of procedure

Next Steps

*  Procedure: Configuring a secure SIP port

Procedure:
Configuring a secure SIP port

Purpose: To configure the UC Connector Application object to connect to
Microsoft OCS using the secure port.

By default, the Microsoft OCS installation uses port 5060 as the unsecure SIP
port, and port 5061 as the secure port. For secure communication, you must
configure UC Connector to use this secure port 5061 instead for SIP traffic.

Start of procedure

1. Inthe UC Connector Application object, on the Server Info tab, add a
new port for SIP communication with OCS, using the port number 5061.

Fort Info | Advanced

w Port 1D: |OC5_Secured w
Communication Port; | S0R1 w
Connection Protocol | =ip w

Ha swnc: [
Ligtening Mode: () Unzecurad
() Secured
] l [ Cancel ] [ Help

Figure 51: Adding Secure SIP Port to UC Connector
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2. On adding this port, you may see the following Warning. For this

configuration, you can ignore this warning. Click Yes to continue.

Liztening mode [certificate]
! Y Mo certificate iz azsigned to host, application, ar park

objectz. Secure connection will not be established.
Continue?

[ ]In the future, do not show thiz warning

e ] [ Mo

Figure 52: No certificate warning

End of procedure

Next Steps

For TLS/Kerberos, continue at Procedure: Modifying Command Line
Parameters for TLS.

For MTLS, continue at Procedure: Modifying Command Line Arguments
for MTLS. Or go back to “Modify Command Line Argument.” in the Task
Summary: Enabling MTLS Communication, on page 131.

Procedure:
Modifying Command Line Parameters for TLS

Prerequisites

You noted the password that you created in Procedure: Adding the
certificate to the UC Connector installation, on page 145.

You noted the file location where you placed the keystore file in Procedure:
Adding the certificate to the UC Connector installation, on page 145.

Start of procedure

1.

Go to Start Info tab > Command Line Arguments in the UC Connector
application.

Add the following parameters to the existing command line argument:
-krb_conf_file <{path to krb5.conf file)

-cert_store_pass {password generated in Step 5>
-cert_store_file <path to keystore file moved in Step 5>
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Command Line:
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Figure 53: Modifying the Command Line Parameters

3. Click 0K to save.
End of procedure

Next Steps

* Configure the routing strategies used to deliver interactions to the
Knowledge Worker. See Chapter 6, “Configuring the Routing Strategies,”
on page 161.

* Ifyou came to this task from the Lync procedures, you might still need to
integrate with Genesys Routing. If so, continue at Task Summary:
Integrating with Genesys Routing, on page 119.

Customizing UC Connector

UC Connector supports the following customization:

* Help Button — Enable the Help buttons on various UC Connector client
windows.
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Default Language — Modify the language used in the UC Connector user
interface.

Audio — Enable an audio file to play when UC Connector displays a
Preview or Ringing pop-up window.

Hotkeys — Configure hotkeys to control accepting or rejecting a call when
UC Connector displays the Preview window.

Knowledge Worker States — Customize the “agent states” displayed in the
UC Connector Web Client drop-down menu.

Redirect Number — Enable a Knowledge Worker or Administrator to
define an external telephone number to recieve interactions.

After Call Work — Enable a Knowledge Worker to enter the After Call
Work state.

Customizing the Help Buttons

Deployment Guide

The following table describes the steps required to enable an active Help
button in the various UC Connector client windows. For general information
about this feature, see “How It Works—Customized Help” on page 46.
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Task Summary: Customizing the Help Button

Objective Related Procedure and Action

* Customize the Help Buttons. In the UC-Connector section of the UC Connector Application
object, configure any of the following:

* help-login-url — Enter the path the Help file for the Login
screen. For example, the path to the sample help file is:

* /help/login.html

* help-interaction-url — Enter the path to the Interaction
window Help file. For example,
/help/interation.html

* help-callcontrol-url — This configuration applies to both
the Preview and Interaction windows. For example,

/help/callcontrol.html

Key Notes

» Sample help files are included on the product CD. You can
find them under the documentation/helLp folder.

* You can move these sample help files to a network-accessible
location (point the help-url options to this location). Or you
can create help files of your own.

* By default, these options are not configured. You can enable
any or all of these buttons. Only if enabled will a particular
Help button appear.

* For external help files, use a fully qualified URL. For
example,
http://www.companyhelp.com

Changing the Default Language

The following table describes the steps required to modify the language used
by the UC Connector client interface. For general information about this
feature, see “How It Works—Customized Languages” on page 47.
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Task Summary: Changing the Default Language

Objective Related Procedure and Action

* Change the default language. In the UC-Connector section of the UC Connector ApplLication
object, configure the following:

* locale — Enter a two-character language code. For example,
the default language (English) uses the code en.

For a list of supported languages and character codes, see
“Supported Languages” on page 48.

Enabling Audio on Preview or Ringing

The following table describes the steps required to enable an audio file to play,
in a loop, when UC Connector displays a Preview or Ringing pop-up window..

Task Summary: Enabling audio on preview or ringing

Objective Related Procedure and Action

* Enable audio when a preview or | In the UC-Connector section of the UC Connector Application
ringing pop-up is displayed. object, configure one of the following:

* audio-on-preview—Enter the location of the audio file. For
example, a file path to the UC Connector installation or a
URL to some other network-accessible location.

* audio-on-ring—Enter the location of the audio file. For
example, a file path to the UC Connector installation or a
URL to some other network-accessible location.

Key Notes

» To specify the location of a file in the UC Connector
installation, place the file in the UCC-install/webapps
directory or any of its subdirectories. For example, if an audio
file 'ring.mp3' is placed in UCC-install/webapps/audio/, then
the value for the audio-on-ring or audio-on-preview option
should be /audio/ring.mp3.

» These options are only applicable when UC Connector is used
in non-gateway mode (presence-gateway-mode is set to
false).

» This feature supports .mp3, .ogg and .wav formats, but not all
audio formats are supported by all browsers. HTMLS5 is used
to play the audio file, which is not supported by Internet
Explorer 8. For information on audio formats and browser
support as of the time this document was last updated, see
Table 27.

Deployment Guide 153



Chapter 5: Deploying UC Connector

Customizing UC Connector

Table 27: Audio Formats and Browser Support

Browser MP3 Wav Ogg
Internet Explorer 8 No Yes No
Internet Explorer 9+ | Yes No No
Firefox 4.0+ No Yes Yes
Google Chrome 6+ Yes Yes Yes
Apple Safari 5+ Yes Yes No

Configuring Hotkeys for Interaction Preview

The following table describes the steps required to configure hotkeys to control
accepting or rejecting a call UC Connector displays the Preview window.

Task Summary: Enabling audio on preview or ringing

Objective

Related Procedure and Action

» Configure hotkeys for interaction
Preview.

In the UC-Connector section of the UC Connector Application
object, configure the following:

preview-shortkey-accept — Set to an alpha-numeric or
ASCII number format to represent the key used to accept
the call when the Preview window is displayed.

preview-shortkey-reject — Set to an alpha-numeric or
ASCII number format to represent the key used to reject the
call when the Preview window is displayed.

Key Notes

The user is still able to click the corresponding buttons in the
Preview window.

The Preview window must be in focus for the hotkeys to
function.

ASCII decimal number format — The string must start with
a hash (#) as the first character:
* #32

Only a single digit can be processed with this ASCII deimal
number format.

Alpha-numeric format — The number of characters should
not exceed 255, and the first character ‘#’ should be specified

as ‘##’. The string can be a combination of uppercase and
lowercase characters representing a single keystroke:

+ QqWwEeRrTt
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Customizing Knowledge Worker States

The following table describes the steps required to configure customized
Knowledge Worker states and display customizable menus. For general
information about this feature, see “How It Works—Customized Knowledge
Worker States” on page 49.

Task Summary: Customizing Knowledge Workerstates

Objectives Related Procedure and Action
1. Modify or override the presence The UC Connector application is initially installed with a
definition document. default presence definition document called presence.xml

file. This file contains the two states available in releases
prior to 8.0.300:

* Set Do Not Disturb On
e Set Do Not Disturb Off

You can modify this file or create your own XML file to
override the default. See Presence definition document for
details.

states.

2. Enable customized Knowledge Worker | In the UC-Connector section of the UC Connector

Application object, configure the following:

» presence-location — Set to the location of the
presence.xml file.

XML Document

Deployment Guide

Presence definition document

You can provide an XML file with presence definitions that can override the
default definitions. This file is recognized as a resource file and its location is
defined with the presence-location option.

The default presence definition document is called presence.xml. This file
represents the custom states seen by the agent in releases prior to 8.0.300,
which provides backwards compatibility. See Appendix, “Presence Definition
Document Examples,” on page 215 for the default presence.xml file and other
examples.

Requirements and restrictions

If the namespace of the loaded XML definition is not matched, UC Connector
considers the XML definition to be invalid. If the XML definition is invalid,
UC Connector ignores it and continues to use the previous valid definition.

UC Connector considers an XML document to be valid if at least one state
definition is valid.

UC Connector only uses the first root element with the name “presence” for all
state definitions.
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State ID

Icons

The State ID must not contain whitespace characters and it must be unique. If
there are multiple states with the same ID, only the first definition is used.

The following predefined names cannot be used with the state:

predefLogoutMenu
predefLoggedOut
predefOutOfService
predefReady
predefPartReady
predefNotReady
predefDND

There are two types of icons used in the web client:

Main icons to represent agent status in the agent status indicator on the
main panel of the web client. These icons must be 16 by 16 pixels. The
icons can be specified as a local or URL location, or the ID of a standard
icon can be provided. Table 28 lists predefined icon ID URIs you can use:

Table 28: Predefined icon ID URIs

Ilcon ID URI

Icon description

tag:ucc.genesyslab.com,2013:icons/status/ready Round green shape

tag:ucc.genesyslab.com,2013:icons/status/partready | Round part green and part orange shape with

vertical divider

tag:ucc.genesyslab.com,2013:icons/status/notready | Round red shape

tag:ucc.genesyslab.com,2013:icons/status/dnd Red "Stop" pictogram
tag:ucc.genesyslab.com,2013:icons/status/logout Red "Out" pictogram
tag:ucc.genesyslab.com,2013:icons/status/oos White cross on grey background

Display Text
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Badge icons to represent agent status in the agent status indicator Channel
view (icons). These icons must be 10 by 10 pixels. UC Connector will use
the location of the main icon to define the location for the bade icon. For
example, if a main icon location is defined as /icons/iconName.png, then
UC Connector will use the location /icons/iconName-badge.png for the
badge icon.

UC Connector does not check the supplied images; any image is valid as long
as it is supported by the client browser.

The display text entries in the XML definition must follow these guidlines:

The entry must have an element “stateText” in order to present the status
text in agent status indicators.
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Genesys Agent
State definitions

Auto-state
definition

Deployment Guide

* The entry must have an element named “menuText” to make it available
for execution. If the element is missing, UC Connector will not add an
entry in the drop-down menu of the web client.

* UC Connector only considers an entry valid if it has either a “menuText”
or “stateText” element.

* Entries can be defined for any language, but only languages currently
supported by UC Connector will be used. See “List of Supported
Languages” on page 48.

* Ifan entry for default language is missing, UC Connector does not display
the corresponding state in an unsupported language.

UC Connector processes the definitions for states in the order in which they are
defined in the XML document. UC Connector uses the first found state that
matches an event reported by T-Server to represent the agent state in the in the
agent state indicators. For example, if the XML definition has an entry
defining the state NotReady with no reasons, followed by a definition for the
state Not Reay with reason, then UC Connector uses the first entry.

UC Connector ignores a work mode definition for an element “ready” with a
value of “true”. If the value is “false”, UC Connector will accept the following
work modes:

* manual

s acw

o legal

* auxwork
s away

* back

e nodisconnect

Note: The work modes might not be supported by T-Server.

UC Connector only accepts the following auto-state event definitions:
* preview-reject

* preview-timeout

* preview-redirect

UC Connector checks if the attributes “onevent” and “postevent” refer to an
existing state definition. If no match is found, the value is ignored.

For each of the auto-states missing in the custom-defined XML document, UC
Connector uses a predefined auto-state definition:

*  When activated, the default auto-state “preview-reject” invokes the default
DND state and the default Ready state when the timeout defined in the
dnd-off-timeout option expires.
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*  When activated, the default auto-state “preview-timeout” invokes the
default NotReady state.

*  When activated, the default auto-state “preview-redirect” invokes the
default DND state.

Note: UC Connector supports “postevent” only for the auto-state
“preview-reject”.

Enabling a Redirect Number

The following table describes the steps required for either a Knowledge
Worker or an Administrator to enable an external redirect number. Enabling
this feature allows Knowledge Workers to accept preview calls at the specified
number. For general information about this feature, see “How It Works—
External Number Redirect” on page 52.

Task Summary: Enabling a redirect number

Objective

Related Procedure and Action

* Enable the redirect setup.

To allow all users to set and enable their own redirect
number using the Setup menu option in the UC Connector
web client:

* Inthe UC-Connector section of the UC Connector
Application object, set the option redirect-setup-enabled
to true.

To allow a specific user to set and enable his or her own
redirect number:

* Inthe Persons > Annex » UC-Connector section, set the
option redirect-setup-enabled to true. This option
overwrites the value of the application-level
redirect-setup-enabled option.

To set and enable the redirect number for a Person:

* Inthe Persons > Annex » UC-Connector section, set the
redirect-number option to the number.

* Inthe Persons > Annex > UC-Connector section, set the
redirect-enabled option to true.

Enabling After Call Work

When an agent enters the After Call Work state, the agent's presence state is
preserved in Genesys until the agent uses the Lync client menu to change state,
or the After Call Work timer expires. The agent’s presence state is also
propagated to the Lync server so that the agent's unavailability is reflected in
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the corresponding Lync presence, with a configurable presence status and note

values.

When the agent exits the After Call Work state (either automatically or
manually), the agent's Lync presence state is set back to a value that is
preserved from the Lync presence update. The agent's Genesys state is also
updated with the corresponding value.

The following table describes the steps required to configure the presence and
note values for the After Call Work and Legal Guard states.

Task Summary:

Objective

Related Procedure and Action

* Enable After Call Work.

In the Microsoft-0CS section of the UC Connector
Application object, configure the following:

* presence-acw-note — Enter the note UC Connector
uses when an agent enters the After Call Work State.

* presence-acw-status — Enter a positive integer
between 1 and 18500.

* Enable Legal Guard.

In the Microsoft-0CS section of the UC Connector
Application object, configure the following:

* presence-lg-note — Enter the note UC Connector
uses when an agent exits the After Call Work state and
enters the Legal Guard state.

» presence-lg-status — Enter a positive integer between
1 and 18500.

Deployment Guide
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Chapter

Configuring the Routing
Strategies

This chapter describes a few sample Universal Routing Server (URS) routing
strategies, as configured in Interaction Routing Designer (IRD), which can be
used to deliver interactions from an agent to the Knowledge Worker—
including negotiation of the PreviewInteraction protocol for delivering the
Preview Notification.

Note: This section does not provide detailed step-by-step instructions for

designing routing strategies, but instead gives samples and key
information that you can work from. If you need detailed information
about using IRD, see the Universal Routing 8.0 Deployment Guide.

This chapter includes the following sections:

Deployment Guide

About the Key Routing Blocks, page 162

About the Preview Interaction Protocol, page 165
Routing to a Particular Knowledge Worker, page 167
Routing with Round-Robin Selection, page 168
Routing with Broadcast Preview, page 169
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About the Key Routing Blocks

The following table gives an overview of the main blocks that are used in the
configuration of the sample routing strategies described in this chapter.

Table 29: About the Key Routing Blocks

Routing Block

Key Actions

Attach data block

Used for adding UserData for the call, which will
include any key-value pairs (KVPs) sent by the agent.
For example, a KVP that:

» Adds agent Notes on the interaction.
» Specifies a particular KW to target for this call.

Limitation: For agent notes that will appear in the
Preview window, the text cannot contain a single (‘)
mark. URS does not process this quotation mark as
regular text.

SelectDN block

Used for building the expression that will choose the
DN.

» Point to the Stat Server instance installed in your
environment.

162
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Table 29: About the Key Routing Blocks (Continued)

Routing Block

Key Actions

BlockDN

Used for environments with multiple URS instances.
BlockDN makes the Target DN selected by this
strategy unavailable for the duration specified in this
block, so that other URS instances do not attempt to
route interactions to this DN.

Database blocks

These are the key blocks for the Preview Interaction.
When configuring this block, you will:

» Connect the strategy to the Custom Server module
built into the UC Connector.

» Specify the PreviewInteraction protocol message
to be sent to the Custom Server. For example,
PreviewInterationRequest, which asks Custom
Server to initiate the preview.

» Specify how to process the results that come back
from the Custom Server.

Sample Screenshots

For some sample screenshots of the Database Wizard,
see “PreviewInteractionRequest Database Block™ on
page 163.

About The Protocol Formats

For a list of formats to be used with the various
Previewlnteraction protocol messages, see “About the
Preview Interaction Protocol” on page 165.

PreviewlnteractionRequest Database Block

Deployment Guide

The following figures show sample configuration screens from the database
wizard for the PreviewInteractionRequest Database Block.
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1. Select Custom Server

{3 Database wizard E3

‘ £ Database serve) % Custom server ‘

— Select server
If you change any selection here, you will loze the current definition of the data access expression.

|UEC_Eust0mS erver_B01 ¥ Use variables

Cuztom Server |
UCC_CustomServer_801

— Select the type of data access expression

‘Warning |

There are currently no tables in the Config Server
Database. IFYou want to create SOL query, You
;%uld create the tables first, then get back here

) Select

create SOL statement,

< Back I Mest > I Cancel | Help

Figure 54: Database Wizard—Selecting Custom Server

2. Configuring the PreviewInteractionRequest Message

3.\ Database wizard

— Procedure

Mame

connld=connld

h=dn
switch=switch
mediaT ype=mediaT ype
Add uzerD ata=uzerData
agent=agent
Delete |
— SOL statement

FreviewlnteractionR equest
connld=connld.dn=dn switch=switch,mediaT ype=mediaT ype userD ata=uzerD ata,agent=agent

< Back Cancel | Help |

Figure 55: Database Wizard—Configuring the PreviewinteractionRequest
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3. Assigning Values to the Results from Custom Server

3 Database wizard [ =)

—Uzing output value(s]

™ Do not use output valuels

—Azzign output

 Assign output value to a variable, Output value is always considered as a sting, integer or float,

s MReyl Valuel [Kep2Walue 2l ey3 alue3].. "

" Assign each value ta a variable when the autput iz a string of values separated by a uzer-defined
zeparator. Output format: " aluel <zepxYalue2<seps "

—Attach output

" Attach key-value pairls] as defined by kev(z) in the output format:
"KewlWaluel [Key2V alue2lKey3aluedl.. "

 Attach key-value pairs) by replacing keylz] in the output farmat:
"Kewl Waluel [Key2\ alue2Kep3:aluedl..." with interaction data keyls]

 Attach key-value pairs) by assigning interaction data key to members of output values separated b

a uger-defined separator, Dutput format: "Yaluel <sepxValuel<zeps "

< Back Aot Cancel | Help |

Figure 56: Database Wizard—Assigning Values to Custom Server Results
4. Mapping KVPs to Variables

&Datahase wizard A Currently Sharing | X

—dzzign valuels] of the key-value pairs to vanable(z] by mapping output kew(s] ta vanable name(z).
Output format: "Keyl WaluelKep2WalueZK ey alued]..."

= K Edit Yariables |

Humber Variable Key from output
1 status statuz

2 awitch awvitch

3 dn dn

Figure 57: Database Wizard—Mapping KVPs to Variables

About the Preview Interaction Protocol

Table 30 shows the various PreviewInteraction protocol messages and the
formats that go along with them.
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About the Preview Interaction Protocol

Table 30: Preview Interaction Protocol Messages

Message Format
PreviewlneractionRequest agent
Initiates the Preview Interaction | connld
with the targeted Knowledge dn
Worker. )
mediaType
switch
userData
PreviewlnteractionCancel Contact
Indicates to the Knowledge ThisDN
‘Worker that the interaction is ConnlID
canceled.
OtherDN
MediaType
UserData
Message
Status
StatusMessage

PreviewlnteractionMultiple

Initiates the Preview Interaction
with the Knowledge Worker
group. This acts like a broadcast
to all the agents in the group.

connld — Used as a key for this interaction,
and added to any ICO reporting messages.

mediaType — Media type as assigned by
TServer/SipServer

userData — Used for display, this may include
the filter third-party window key.

targets — A list of agents found from a source
e.g Stat Server. The default delimiter "|"
should be replaced with “*”.
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Routing to a Particular Knowledge Worker

Figure 58 shows a sample strategy that routes a call to a particular Knowledge
Worker selected by the agent.

uzerData = UDatal"]

connlD = ConniC]

mediaType = GethlediaType[]

customzerver = UData['HwW_CUSTOM_SERVER'
destination = UDsta['lY_TARGET'

-+ - [ target=SelectDN["," StatAgertsAvaiable’ StatSelectMax destination] |- -+ - - - e

..... | dn=GetStringkey]'dn’ target]
A c | switch=GetStringkey['switch' target] |- 0 - L
ol el agent-GetstringReylagert terget] |1 i
=
................. PreviewlnteractionRequast | - - -« -« -«
S connld=connld, I D
e dn=ain, Assigned Warigbles | - oo
........................ SWi‘tCh=SWi‘tCh, status=status=
S SRR mediaType=mediaTypes, | Witch=swich [0
e oo 0| userData=uzerData, dn=dn I
SERE PORREEEREERNE S . 771 _agent=agent RS

..... TRoute[dn,zwitch RouteTypeDirect "]
S . Drestination=dn

----- - Segment 1 = 0015 Clozed server s e | L acation=sweitch

----- .| Segment 2 = 0013 Remate errar s | Route Type=RouteTypeDirect

SR 1 ] e DS
................. _F-fl'
B N LD DT PreviewinteractionCancel oLl
B N Ll | agent=agent oLl
B N Coolol | description=Routing is failed BlockDN[dn,30]
B N LN EET T T Target=cdn

F N I ZZ:::::___"EE!J..... ool Timels)=30
e .",hf DA

Figure 58: Contact Center to Particular Knowledge Worker

For details about the call flow that this strategy supports, see “Contact Center
to Knowledge Worker” on page 31.
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Routing with Round-Robin Selection

Figure 59 shows a sample strategy that routes a call to an available Knowledge
Worker using a round-robin selection method.

Gl I s
T [ oo T E S EE N EEEEH
. |5Target_&3,rai|ah|e=|] .......................................................
‘| | uUserData=uDatar] AR
o) | kwData=UDatal k] i
¥ | Target=GetStringhew[ KW _TARGET KDt | @000 s
L | [ SelectONT - StatSeleathie Targat] - - - ..o CollllllliiiiIIIIIIIII I

Tl selectionFlag=Stat Selecthas AN I
33 Target=Target R I

f T [ BleskDMTangetDnga0] | - - o oI IIi
....... 2100 Target=TargetOM L
S I s E ] D[ Femign wAmabless | ..o oilliiiiiiiiiiiiiiiiiiiinli

N e Corviriurirr | isTangetawailable D0l
T | T e e aan| wData RN I
cooviiil i oo Target=Target Target RN I

: ool ioo || TargetDn=TargetOn | TargetOn RN I
...... UserData=UserDatd TargetsToBwclude |- - -oveeveeeeeme e e

R === e ] UserData e
Suspend ForOM[E] R L L A A A A ANl
Timeout=5 o S AN I
....... o [(status=fcompted | 0000 D10 IIIIIIIIIIII I
S Romte CalllTargetDn] | & ... ... . . llioiiiioiiiiiiii| i
R Destingtion=Target DM | £ 0 © 00000 il i
SRR DA [l I I S Iy ==y s e SN I
coonrril e s s s Tangeteilable [ D0l ]
N I [ Il I I 11 0 SN I I
coorrril e s T PrewieminteratienCaneal | Target SR I I
ool s o ] Tanget=Target TargetOn ST I I
covorool oo ] TangetDN=Target Dn TargetsToExclude |- oo |
cooriril e ) UserData=UserData Hserllata SR I I
SR :::::::::::::::{:EﬂﬁmiﬂnfﬂmmiSUﬂSUWESSfLL'J::::::::::::::::::: K
DLTiiiiliiiiiin il [ Gegment! = 001E Clesed server | oooooooiiiiiiiiiiiiiiiiiiii|of
ool it | segmentz = 0013 Remate emar | DDl
P A I M — .- |- it | [ TargetsToExclude= Cat [Targets To Exclude ., | Sl
I IR IR A TargetsToExclude= Cat [TargetsToExclude, Target] © | - | -
e ] SRR I =Excludesgents [TargetsTo Ecclude]| & | 0 |
R B I I B Block DN[TargetOn0] | | - |
R B I I B Target=Target On K
R B I I B Time(=F0 K
i liniiiiiiiiioon g

Figure 59: Round Robin Knowledge Worker Selection

For details about the call flow that this strategy supports, see “Contact Center
to Knowledge Worker” on page 31.
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Routing with Broadcast Preview

Figure 60 shows a sample strategy that broadcasts preview notifications
simultaneous to a set of Knowledge Workers.

N

[ AmcUssDenFilleCall 1, - oe e
el

e e A StringFe[dn' target].
Tarpsts ToEntlude=", || ewitch=GetStringKavlswitch targat] || 0 00 00 D0 00D DI T I
useDat=UDpta["], | sgent=GetStringKeylagentitargat] |- - -0 0o
madizType=frathladiaTvpa]]. Z;'FE}ZZZZZZZZZZIZZZZZZZZZZZZZZZZZZZZZZZ
-IE-mﬂ’-sm‘%LDaH[K‘-‘-'_EUSTDM_SERTERI:ZZZZZZZZZ BN

|
|
|
|
|
|
|
dastinatipn=" ta[ W _TARGET), I
|
|
|
|
|
|

i=1

I = . WEEL.KE}=|:-3[[W§E[:1:

) E.. CLULDUU L) tarmeeSaReplace[targat [,

_=‘|'i e e e e -IJ!I'-!I'.[_W:—'EFSEEEUi.t_ﬂf.—".'_‘_-'[bafga[:[,afgaﬂ{a_‘_-':-:l_',na'_[_[,af:_ra[::
Ll tergets=Cat[targats, Curmanl_tarEst]

| OnCallAbendoned[CallAbendoned] | - o0 C 0 0l lIftI Il Il

s e e e e TargetsToExcluge=Cat[Target: ToExclude, Tarzet S
'ZZZZZL{:}JZZZZ Coooouiliiog ity EmcludeAgents[Targets ToExclude] D
I R L R i~ I R

o000 [Attach[ExFludsd TerestsToExcluds] |- - -

. —

s

R e T e e e e I

:F"
::]..ZZZ:ZZZZZZZZZZZZZ

Ce P:r-:ﬂ.-'i—:ﬂ.:'It:-ha::iw_Raqueaﬂlul.:lpla
| connld=coqnld,
| medigTypsFEmedizTryps,

.| veeDats=ubsDats tarpets=tarzats

B

S ::::|'I'Ra‘ugcd:.5v'l:-j:.Ra‘u:aT"-E_Di.f-'_~::.'|::::
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Figure 60: Broadcast Preview for Knowledge Worker Selection Strategy
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Chapter

UC Connector High
Availability Deployment

This chapter describes the steps required to deploy primary and backup UC
Connector instances in a High Availability (HA) configuration, using a virtual
IP-based architecture provided by Windows Network Load Balancer (NLB).
This chapter includes the following sections:

«  About HA Through Windows NLB, page 171

«  How The Switchover Works, page 172

«  Deploying HA Instances of UC Connector, page 173

About HA Through Windows NLB

Deployment Guide

Windows Network Load Balancer (NLB) is used to provide high-availability

for the following connections:

* The interaction web page on the Knowledge Worker desktop—the custom
UC Connector tab—and the UC Connector web port.

* Universal Routing Server (URS) and the UC Connector Custom Server
port.

The ports used for both of these connections must be switched over as part of

the Window NLB mechanism, in order to ensure that both the Preview

Notification method and the custom UC Connector tab continue to operate
after a switchover from primary to backup instance of UC Connector.

When configured for HA, the HTTP messages from the UC platform are sent
to the Windows NLB cluster—using the virtual IP (VIP) address—and the
Windows NLB cluster then delivers this traffic to the individual UC Connector
instance, according to its unique IP address.

Figure 61 shows an overview of how HA-enabled UC Connector instances can
be deployed.
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Unique IP : . Unique IP
Host1 Windows NLB Virtual IP Host2
/ / \ \ |
Other Web Custom Custom Web Other
Connections Server Server Server Server Connections

UC Connector - Primary

UC Connector - Backup

Figure 61: UC Connector in an HA Deployment

While web communication with the UC platform uses a single Virtual IP
address to communicate with UC Connector, Genesys Management and
Configuration Layer components and T-Library clients use the unique IP
address for communication with the UC Connector and the Local Control
Agent (LCA) installed at each UC Connector host.

When a failure occurs, Genesys performs a switchover of the failed primary
UC Connector instance to the backup instance. The Genesys Management
Layer uses a Windows NLB utility (wlbs.exe or nlb.exe) to enable and disable
the web ports used by UC Connector. To start this utility, special control scripts
(.bat files) are required. These scripts are triggered when alarm conditions in
the UC Connector log events are generated as the UC Connector instances
switch modes from primary to backup.

How The Switchover Works

172

The following steps describe a primary UC Connector failure workflow for a
Windows NLB cluster configuration. The figure above represents the end state
of the workflow.

1. The primary UC Connector (UC Connector 1) fails.

2. The LCA detects the primary UC Connector application failure and reports
it to the SCS.

3. Through the LCA, SCS instructs the backup UC Connector (UC Connector
2) to go into primary mode.

4. When backup UC Connector (UC Connector 2) goes into primary mode, a
log event occurs, which indicates that the backup UC Connector has

changed to primary mode. The log event triggers an associated alarm
condition.

UC Connector 8.0 @



Chapter 7: UC Connector High Availability Deployment

Deploying HA Instances of UC Connector

5. The alarm condition triggers associated alarm reaction scripts.

6. The alarm reaction scripts trigger the associated VIP control script

application objects.

The control scripts run Windows NLB utilities that disable the Web and
Custom Server ports on the primary UC Connector and enable the web port on

the backup UC Connector.

Deploying HA Instances of UC Connector

Task Summary: Deploying HA UC Connector Instances Using

Windows NLB

The following table provides an overview of the tasks you must complete to
deploy a highly available configuration of UC Connector in a Windows NLB

cluster environment.

Task Summary: Windows NLB cluster HA Deployment

Step

Related Procedures and Information

Ensure that your system meets the deployment pre-
requisites.

“Windows NLB Cluster HA Deployment Prerequi-
sites” on page 174

Configure Windows Network Load Balancing
(NLB) Parameters.

Use the Windows NLB Configuration Manager
to configure load balancing parameters, as
described in Procedure: Configuring Windows
NLB cluster parameters, on page 175.

Deployment Guide
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Task Summary: Windows NLB cluster HA Deployment (Continued)

Step

Related Procedures and Information

UC Connector HA Deployment

Complete the following procedures to deploy your
UC Connector HA configuration:

1.

. Procedure: Configuring HA for Custom Server,

. Procedure: Creating Virtual IP Interface control

. Procedure: Testing alarm conditions (Windows

Procedure: Configuring the primary UC
Connector (Windows NLB cluster), on
page 176.

Procedure: Configuring the Backup UC Con-
nector (Windows NLB cluster), on page 178.

on page 179

scripts (Windows NLB cluster). Virtual IP (VIP)
interface control scripts are used to enable and
disable UC Connector ports when UC Connec-
tors change modes.

Procedure: Creating application objects for VIP
control scripts (Windows NLB cluster), on
page 182. Application objects allow the VIP
control scripts to be run as applications.

Procedure: Creating alarm reaction scripts
(Windows NLB cluster), on page 183. Alarm
reaction scripts are called when HA-related
alarm conditions are activated.

Procedure: Creating alarm conditions (Windows
NLB cluster), on page 184. When an
HA-related log event occurs, such as a log event
that records when a UC Connector changes
from primary to backup mode, Alarm Condi-
tions are activated.

NLB cluster), on page 185.

Windows NLB Cluster HA Deployment Prerequisites

* Two separate physical host computers, one for the primary UC Connector
and one for the backup UC Connector.

* Software requirements:

+ UC Connector must be installed and configured on both host

computers.

+ A Local Control Agent (LCA) must be installed and configured on

both host computers.

+ A Message Server must be installed.

174
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* Networking requirements:

+ A name resolution method such as Domain Name System (DNS), DNS
dynamic update protocol, or Windows Internet Name Service (WINS)
is required.

+  Both host computers must be members of the same domain.

+ A domain-level account that is a member of the local Administrators
group is required on each host computer. A dedicated account is
recommended.

+ Each host computer must have a unique NetBIOS name.

+ A static IP address is required for each of the network interfaces on
both host computers.

Note: Server clustering does not support IP addresses assigned through
DHCP.

+ A dedicated network switch or separate VLAN for cluster adapters is
recommended to reduce switch flooding that may be caused by
Windows Network Load Balancing.

+ Access to a domain controller is required. If the cluster service is
unable to authenticate the user account used to start the service, the
cluster may fail. It is recommended that the domain controller be on
the same Local Area Network (LAN) as the cluster to ensure
availability.

+ Each node must have at least two network adapters; one for the
connection to the public network and the other for the node-to-node
private cluster network.

+ A dedicated private network adapter is required for HCL certification.

+ All nodes must have two physically independent LANs or Virtual
LANSs for public and private communication.

+ Ifyou are using fault-tolerant network cards or network adapter
teaming, verify that firmware and drivers are up to date and check with
your network adapter manufacturer for Windows NLB cluster
compatibility.

Windows NLB Cluster HA Deployment Procedures

Procedure:
Configuring Windows NLB cluster parameters

Purpose: To configure Windows Network Load Balancing (NLB) parameters
required for a UC Connector HA deployment.
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Start of procedure

1. Open the Microsoft Network Load Balancing Manager tool.
2. Select a cluster host and open the Cluster Properties window.

3. Onthe Cluster Parameters tab, select the Cluster operation mode. You
can choose Unicast (default) or Multicast mode. For information about
Windows NLB Unicast and Multicast modes, refer to your Microsoft
Windows Server documentation.

4. Click the Port Rules tab.

a. Specify a Port range that includes the port that you will assign as the
web port.

b. Inthe Protocols section, select Both (for both UDP and TCP).

Inthe Filtering mode section, select Multiple host and set Affinity to
None or Single.

d. SetLoad weight to Equal.

5. Click the Host Parameters tab. In the Initial host state section, set the
Default state to Stopped.

For more information about Windows NLB cluster parameters, refer to your
Microsoft Windows Server documentation.

End of procedure

Next Steps

*  Procedure: Configuring the primary UC Connector (Windows NLB
cluster)

Procedure:
Configuring the primary UC Connector (Windows NLB
cluster)

Purpose: To configure the primary UC Connector Application object for high
availability.

Start of procedure

1. Stop the UC Connector service on the primary and backup hosts. Genesys
UC Connector services can be stopped using the Windows Services dialog
box.

2. Change the HTTP host to the virtual IP address for the Windows NLB
cluster. In the UC Connector Application object, go to the Start Info tab
and modify the Command Line Arguments as follows:

-ucc_host <Virtual_IP_address_of_NLB_cluster)
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Make sure that the HTTP port is one that can be shared on both primary
and backup UC Connector hosts. To check the primary HTTP port, go to
the Command Line Arguments and take note of the port number specified by
the following parameter:

-http_port <shared_port_number>

Note: Modifying the Command Line Arguments is suggested for enabling
HA on existing UC Connector instances only. If you are deploying
new instances of UC Connector for HA, you can specify these
Host and Port parameters in the User Parameters page of the
Installation wizard. The same rules apply:

+ Set ucc_host for both primary and backup to the same virtual IP
address of the Windows NLB cluster.

» Set http_port for both primary and backup to the same value.

Open Configuration Manager.

Select the Applications folder and right click the UC Connector
Application object that you want to configure as the primary UC
Connector. Select Properties.

Click the Options tab, Log section.
a. Set the standard option to “network”.

b. Set the verbose option to “all”.

Note: Setting logging options is required for this UC Connector HA
configuration. HA-related log events pass through the Message
Server to activate alarm conditions and reaction scripts necessary
for managing failover between the primary and backup instances of
UC Connector.

c. Click Apply to save the configuration changes.

Click the Server Info tab.
a. Set the Redundancy Type to Warm Standby.

b. For the Backup Server option, select the UC Connector Application
object you want to use as the backup UC Connector. If necessary,
browse to locate the backup UC Connector Application object.

c. Click Apply to save the configuration changes.
Click the Start Info tab.
a. Select Auto-Restart.
b. Click Apply to save the configuration changes.

Click the Connections tab, and then click Add to create a connection to the
Message Server.
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10. Click Apply and OK to save the configuration changes.
End of procedure

Next Steps
*  Procedure: Configuring the Backup UC Connector (Windows NLB cluster)

Procedure:
Configuring the Backup UC Connector (Windows NLB
cluster)

Purpose: To configure the backup UC Connector AppLication object for high
availability.

Start of procedure

1. Stop both primary and backup UC Connectors if they are running. You can
stop the UC Connector service using the Windows Services dialog.

2. Change the HTTP host to the virtual IP address for the Windows NLB
cluster. In the UC Connector Application object, go to the Start Info tab
and modify the Command Line Arguments as follows:

-ucc_host to ucc_host <Virtual_IP_address_of_NLB_cluster)
3. Assign the same HTTP port as used in the primary UC Connector host. Go

to the Command Line Arguments and enter the shared port number in the
following parameter:

-ucc_port <shared_port_number>

Note: Modifying the Command Line Arguments is suggested for enabling
HA on existing UC Connector instances only. If you are deploying
new UC Connectors for HA, you can specify these Host and Port
parameters in the User Parameters page of the Installation wizard.
The same rules apply:

» Setucc_host for both primary and backup to the same virtual IP
address of the NLB cluster.

+ Set http_port for both primary and backup to the same value.

4. Open Configuration Manager.

5. Select the Applications folder and right click on the UC Connector
application object that you want to configure as the backup UC Connector.

6. Click the Start Info tab.

a. Select Auto-Restart.

b. Click Apply to save the configuration changes.
7. Click the Options tab, Log section.

a. Set the standard option to “network”.
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b. Set the verbose option to “all”.

Note: Setting Log options is required for this UC Connector HA
configuration. HA related log events pass through the Message
Server to activate alarm conditions and reaction scripts necessary
for managing failover between the primary and backup UC
Connectors.

c. Click Apply to save the configuration changes.

8. Click Apply and 0K to save the configuration changes.
End of procedure

Next Steps

* Procedure: Configuring HA for Custom Server

Procedure:
Configuring HA for Custom Server

Purpose: To complete the configuration steps required to support integration
of Custom Server with the Windows NLB virtual IP address.

Custom Server does not need to be deployed in an HA pair. However, the
Custom Server application must be configured on a host created for the virtual
IP address.

Start of procedure

1. In Configuration Manager, create a new Host object, specifying the [P
address that you configured as the virtual IP for the NLB cluster.

2. Create a new Custom Server Application object, specifying this virtual
IP-based Genesys host. For details about creating this object, see
Procedure: Creating the Custom Server Application object, on page 121.

End of procedure

*  Procedure: Creating Virtual IP Interface control scripts (Windows NLB
cluster)
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Procedure:
Creating Virtual IP Interface control scripts (Windows
NLB cluster)

Purpose: To create Virtual IP (VIP) control scripts for each of the UC
Connectors. Each UC Connector host requires VIP control scripts to enable or
disable the Virtual IP (VIP) interface on the host computer when the role of the
UC Connector changes. The scripts are used to enabled the VIP interface on
the host where the UC Connector is in primary mode and disabled the VIP
interface on the host where the UC Connector is in backup mode.

In this procedure, you will create the following four VIP Control Scripts:

* uc_connector prime up.bat: Enables the VIP interface on the primary
host.

* uc_connector_prime down.bat: Disables the VIP interface on the primary
host

* uc_connector_backup up.bat: Enables the VIP interface on the backup
host

* uc _connector backup down.bat: Disables the VIP interface on the backup
host

Notes: You can use the script names listed above or you can specify your
own script names.

If you get security-related error messages for these scripts, you may
need to add a password parameter to the wibs.exe commands. For
example, add /PASSW <your_password) to the command:

wlbs.exe enable 5060 123.45.68.90:2 /PASSW yourpassi123

Start of procedure

1. On the primary UC Connector host, create a batch file named
uc_connector_prime_up.bat and input the following commands:

etitle Enable Virtual IP Control Script

@echo *¥*xkxkxkxkrkk Primary VIP Enabled *#xsxkx**x*kx*kx >> vipl.log
eecho %time% >> vip1l.log

wlbs.exe start uccluster:1 >> vip1l.log

wlbs.exe enable <your_web_port)> uccluster:1 »> vip1.log

wlbs.exe enable <your_Custom_Server_port> uccluster:1 »> vip1.log
wlbs.exe disable <your_web_port) uccluster:2 »> vip1.log

wlbs.exe enable <your_Custom_Server_port) uccluster:2 »> vip1l.log
exit
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2. On the primary UC Connector host, create a batch file named
uc_connector_prime_down.bat and input the following commands:

etitle Disable Virtual IP Control Script

@echo ***xkxxkx**x**xx Primary VIP Disabled #*x**x**xx**x >> vip1.log

eecho Ztime%Z >> vip1l.log

wlbs.exe disable <your_web_port)> uccluster:1 >> vip1.log

wlbs.exe disable <your_Custom_Server_port) uccluster:1 >> vip1.log

ping -n 2 127.0.0.1

exit

3. On the backup UC Connector host, create a batch file named
uc_connector_backup_up.bat and input the following commands:

etitle Enable Virtual IP Control Script

@echo **kkxkkkdkkikk*x Backup VIP Enabled sskksskskkskokksokksk > vip2.log

eecho %time% >> vip2.log

wlbs.exe start uccluster:2 >» vip2.log

wlbs.exe enable <{your_web_port) uccluster:2 »> vip2.log

wlbs.exe enable <your_Custum_Server_port)> uccluster:2 »> vip2.log

wlbs.exe disable <your_web_port> uccluster:1 »> vip2.log

wlbs.exe disable <your_Customer_Server_port> uccluster:1 >> vip2.log

exit

4. On the backup UC Connector host, create a batch file named
uc_connector_backup_down.bat and input the following commands:

etitle Disable Virtual IP Control Script

@echo *¥*xsxsrksrkrkikkx Backup VIP Disabled #x*x****kx*kx >> vip2.log
eecho %time%Z >> vip2.log

wlbs.exe disable <your_web_port> uccluster:2 »> vip2.log

wlbs.exe disable <your_Custom_Server_port) uccluster:2 >> vip2.log
ping -n 2 127.0.0.1

exit

Note: The scripts above include commands to log script execution. The
logs are created in the directory where the script is located.

End of procedure

Next Steps

* Procedure: Creating application objects for VIP control scripts (Windows
NLB cluster)
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Procedure:
Creating application objects for VIP control scripts
(Windows NLB cluster)

Purpose: To create the four “Third Party Server” application objects listed
below; one for each of the VIP control scripts created in Procedure: Creating
Virtual IP Interface control scripts (Windows NLB cluster).

* uc_connector Prime Up

* uc_connector Prime Down

* uc_connector Backup Up

* uc_connector Backup Down

Creating application objects for the VIP control scripts allows the scripts to be
run as applications within the Genesys framework.

Prerequisites

e The Third Party Server template must already exist in the Application
Temp Lates folder. If not, right-click this folder, select Import Application
Template, and import the Third Party Server template from your
Management Framework CD.

Start of procedure

1. In Configuration Manager, select Environment > Applications.
2. Right click and select New > Application.

3. Select the Third Party Server template from the Application Templates
folder and click oK.

4. On the General tab, enter a name for the application object.

Note: You can use the application object names listed above or you can
specify your own.

5. Select the Server Info tab.

a. Select the host name of the UC Connector where the corresponding
VIP control script is located.

b. Ifnecessary, specify a valid communication port number using the Edit
Port option.

Note: This port will not be used. However, because of the way the
application works, the port may have to be specified in order to
save the application.
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6. Select the Start Info tab.
a. Setthe Working Directory to the location of the control script and enter
name of the script in the Command Line field.

b. If you are configuring an application object that disables a VIP
interface (uc_connector_Prime_Down and uc_connector_Backup_Down),
set the Timeout Startup value to 8.

7. Repeat the steps in this procedure to create application objects for each of
the four VIP control scripts.

End of procedure

Next Steps

* Procedure: Creating alarm reaction scripts (Windows NLB cluster)

Procedure:
Creating alarm reaction scripts (Windows NLB cluster)

Purpose: To create alarm reaction scripts for HA-related alarm conditions.
When an HA-related alarm condition occurs, the associated alarm reaction
script is run. Alarm reaction scripts are configured to call the application
objects you created in Procedure: Creating application objects for VIP control
scripts (Windows NLB cluster).

Start of procedure

1. Open Configuration Manager.

2. Select Resources > Scripts.

3. Right click and select New > Script.
4

Create four scripts, one for each of the applications objects you created in
Procedure: Creating application objects for VIP control scripts (Windows
NLB cluster). Select Alarm Reaction as the Script Type. For example,
create the following four Alarm Reaction scripts:

* AR Script Prime Up

* AR Script Prime Down

* AR Secript Backup Up

* AR _Script Backup Down

5. For each of the Alarm Reaction scripts, use the Alarm Reaction Wizard to
configure the Alarm Reaction Type.

a. Select an Alarm Reaction script and right-click to open the Alarm
Reaction Wizard (selectWizard > Configure).

b. Inthe Alarm Reaction Wizard, click Next.
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¢. Inthe Alarm Reaction Type dialog, select Start a specified
application and click Next.

d. Browse to select the corresponding application object. For example,
for the AR_Script_Prime_Up Alarm Reaction script, select the
uc_connector_Prime_Up Third Party Server application object.

e. Repeat the previous steps to configure each of the Alarm Reaction
scripts you created in Step 4.

End of procedure

Next Steps

* Procedure: Creating alarm conditions (Windows NLB cluster)

Procedure:
Creating alarm conditions (Windows NLB cluster)

Purpose: Alarm Conditions are required to handle log events that occur when
a UC Connector changes its mode from primary to backup or backup to
primary. When you create the Alarm Conditions, you configure them to trigger
the alarm reaction scripts you created in Procedure: Creating alarm reaction
scripts (Windows NLB cluster).

Four alarm conditions are required for your HA configuration, two for the
primary UC Connector application and two for the backup. Refer to the
procedure that follows to create the alarm conditions required for your
configuration.

Table 31: Alarm Conditions for Warm Standby

184

Name Log Event ID Application Reaction Script

ALRM_Primary_down_456| 4560 {Primary UC Connec- AR_Script_Prime_Down

0 tor)

ALRM_Primary_up_4562 | 4562 <{Primary UC Connec- AR_Script_Prime_Up
tor>

ALRM_Backup_down_4560| 4560 {Backup UC Connector)| AR_Script_Backup_Down

ALRM_Backup_up_4562 4562 {Backup UC Connec- AR_Script_Backup_Up
tor>>

Start of procedure

1. Open Configuration Manager.

2. Navigate to the Environment > Alarm Conditions folder.
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3. Rightclick and select New > Alarm Condition to open the New Alarm
Condition Properties dialog.
4. On the General tab:
* Enter a Name for the Alarm Condition.
* Optionally, enter a description.
* For the Category value, select Critical.
*  Set Cancel Timeout to 3.

5. On the Detect Event tab:
* Set the Log Event ID.
o Setthe Selection Mode to Select By Application.

* For the Application Name field, click the folder icon to browse for the
UC Connector Application object. If you are creating an Alarm
Condition for the primary UC Connector, select the primary UC
Connector application object. If you are creating an Alarm Condition
for the backup UC Connector, select the backup UC Connector
application object.

6. Click OK.

7. On the Reaction Scripts tab, add the alarm reaction script as defined
according to the table at the beginning of this procedure.

8. Repeat the steps in this procedure to create each of the four Alarm
Conditions for your hot or warm standby configuration.

End of procedure

Next Steps

* Procedure: Testing alarm conditions (Windows NLB cluster)

Procedure:
Testing alarm conditions (Windows NLB cluster)

Purpose: To verify that the alarm conditions work as expected.

Start of procedure

1. Open the Solution Control Interface (SCI).

2. Under Alarm Conditions, select the “ALRM_Primary_4561" Alarm Condition,
right click, and click, Test. The “ALRM_Primary_4561" Alarm Condition
indicates that the primary UC Connector is in backup mode which triggers
the alarm reaction scripts that disable the Virtual IP interface at the primary
UC Connector and disable the VIP interface at the backup UC Connector.
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3. Use an wlbs queryport <your_web_port) or <{your_Custom_Server_port)
command to verify that the Virtual IP interface is active on the backup UC
Connector and that the Virtual IP interface is inactive on the primary UC
Connector.

End of procedure
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Part

Appendixes

The following chapters describe additional reference information for your UC
Connector deployment:

+  Configuration Options, page 189

« Log Events for UCC HA, page 211

«  T-Server Compatibility with UC Connector, page 213
«  Presence Definition Document Examples, page 215
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Appendix

Configuration Options

This appendix describes the configuration options that are modified during the
procedures included in this guide. Options are organized according to
component type, and include the following:

«  UC Connector Application Options, page 189

«  Switch/DN Level Options, page 205

UC Connector Application Options

You must configure the sections UC-Connector, License, Log, and either
Microsoft-0CS or IBM-Sametime.

UC-Connector Section

audio-on-preview

Default Value: No default value
Valid Values: URL or file name
Changes Take Effect: Immediately

Specifies the location of the audio file that will be played when the Preview
pop-up window is displayed.

audio-on-ring

Default Value: No default value
Valid Values: URL or file name
Changes Take Effect: Immediately
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Specifies the location of the audio file that will be played when the Ringing
pop-up window is displayed.

Note: The audio-on-ring and audio-on-preview options are only applicable
when UC Connector is used in non-gateway mode
(presence-gateway-mode is set to false).

chat-title

Default Value: Chat
Valid Values: Any string
Changes Take Effect: Immediately

Specifies the name used for the Chat window. By default, the window uses the
name Chat. You can use any other name for this section by changing the value
of this option.

chat-consult-title

Default Value: Consulting Chat
Valid Values: Any string
Changes Take Effect: Immediately

Specifies the name used for the Chat window that opens for consultation chat
interactions. By default, the window uses the name Consulting Chat. You can
use any other name for this section by changing the value of this option.

presence-location

Default Value: blank
Valid Values: string format, URL or file location
Changes Take Effect: Immediately

Specifies the location of the XML presence configuration file.

Notes: The configuration file is only reloaded when the option changes.
The default definitions will be used if the option is empty.

If the XML is not valid, the current definition in use will remain in
effect.

If the resource directory location is specified, then all the files the
presence.xml file requires must be in the same directory.

login-queue

Default Value: Blank

Valid Values: A valid DN

Changes Take Effect: Immediately

Specifies the value used to populate the agent login request parameter queue.
SIP Server can use this value for default routing in case of URS failure. The
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effects of this parameter depend on the T-Server and other solution
components. See the deployment guide for your T-Server/SIP Server for
information on whether it supports this feature.

dnd-off-timeout

Default Value: 300000

Valid Values: Any positive integer

Changes Take Effect: Immediately

Specifies the duration, in milliseconds, that UC Connector will set an agent to

Do-Not-Disturb (DND) if the Knowledge Worker rejects the Preview
Notification.

Note: If UC Connector receives an agent state change event from SIP
Server/T-Server (EventAgentReady, EventAgentNotReady, or
EventAgentLogout) while the timer is active, then the timer will be
cancelled.

enable-logout-menu

Default Value: false

Valid Values: true, false

Changes Take Effect: Immediately

Specifies whether the log out menu item is displayed in the UC Connector GUI

for the particular user, if no UC system configuration annexes are present in
the Person configuration in CME.

help-callcontrol-url

Default Value: No default value

Valid Values: a valid path to an .html file

Changes Take Effect: Immediately

Specifies the URL path to the .html help file that appears when the user clicks
the He Lp button on the Call Control or Preview windows. For example, if you

copy the sample Call Control Help file from the CD to the UC Connector
installation folder, enter a path something like the following:

help/callcontrol.html
If you do not configure this option, the Help button does not appear.

If you are hosting your help file externally, use a fully qualified URL as the
value for this option. For example,

http://www.companyheLp.com

help-interaction-url

Default Value: No default value
Valid Values: a valid path to an .html file
Changes Take Effect: Immediately
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Specifies the URL path to the .html help file that appears when the user clicks
the He Lp button on the Interaction window. For example, if you copy the
sample Help file from the CD to the UC Connector installation folder, enter a
path something like the following:

help/interaction.html
If you do not configure this option, the Help button does not appear.

If you are hosting your help file externally, use a fully qualified URL as the
value for this option. For example,

http://www.companyhelp.com

help-login-url

Default Value: No default value

Valid Values: a valid path to an .html file
Changes Take Effect: Immediately

Specifies the URL path to the .html help file that appears when the user clicks
the Help button on the Login screen. For example, if you copy the sample Call
Control Help file from the CD to the UC Connector installation folder, enter a
path something like the following:

help/login.html
If you do not configure this option, the Help button does not appear.

If you are hosting your help file externally, use a fully qualified URL as the
value for this option. For example,

http://www.companyheLp.com

itx-window-close-timeout

Default Value: 9000
Valid Values: Any positive integer
Changes Take Effect: Immediately

Specifies the length of time you want the interaction to remain open after the
Knowledge Worker interaction is released or abandoned.

gla-call-match-window

Default Value: 4000
Valid Values: 2000—1500
Changes Take Effect: Immediately

Specifies the time window, in milliseconds, in which a T-Lib call is matched
against a Lync call reported by GLA. Lync and T-Lib call events do not have a
common reference and can only be matched by co-incidence in time.

gla-kpl-time

Default Value: 30

Valid Values: 4—integer greater than the value of gla-kpl-response-time
Changes Take Effect: Immediately
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The interval, in seconds, between GLA keep alive messages being sent to UC
Connector.

gla-kpl-response-time

Default Value: 4

Valid Values: 3—integer less than the value of gla-kpL-time
Changes Take Effect: Immediately

The expected time, in seconds, for UC Connector to respond to the keep alive
messages sent by GLA.

locale

Default Value: en

Valid Values: A two-character country code

Changes Take Effect: Immediately

Related Feature: “How It Works—Customized Languages” on page 47

Specifies the default language to be used in the UC Connector user interface, if
not otherwise specified by the integrated web browser. By default, UC
Connector uses English (en) for all the labels and buttons in the user interface.
To set UC Connector to a different default language, enter one of the supported
two-character country codes listed in Table 6, “Supported Languages,” on
page 48.

If you set this option to default, then the language of the local operating
system where the UC Connector is running will be used. If you do not
configure this option at all, then English is used as the absolute default
language.

presence-gateway-mode

Default Value: false

Valid Values: true, false

Changes Take Effect: Immediately

Specifies whether UC Connector prevents sending invite messages to Lync
when there is no web client UI connected for the corresponding user, and a
new call or preview call is delivered. If true, UC Connector does not send SIP
“INVITE” to Lync; otherwise, sending the invite is controlled by the
invite-message option.

preview-info-keys

Default Value: UCC_ConnId, UCC_UserId, UCC_AgentId, UCC_Reason
Valid Values: A comma-separated list of four identifiers:
<keyname>,<keyname>,<keyname>,<keyname>

Changes Take Effect: Immediately

Related Feature: “How It Works—Reporting Events” on page 42
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Specifies the ordered list of key names used for reporting the UC Connector
Preview offer parameters.

Note: The preview-info-keys values must correspond to the keys provided
in the ICON option AgentUserFields.

preview-state-name

Default Value: 3721, UCC_Preview

Valid Values: A string in the format <number>,<keyname>
Changes Take Effect: Immediately

Related Feature: “How It Works—Reporting Events” on page 42

Specifies the numeric identifier and the key name of the custom state
associated with the UC Connector Preview offer.

Note: The preview-state-name values must correspond to the value of the
ICON option AgentRecordUserTypes.

preview-shortkey-accept

Default Value: Blank
Valid Values: A string in alpha-numeric or ASCII decimal number format
Changes Take Effect: After Restart

The hotkey used to accept a call when the Preview window is displayed. If left
blank, the shortcut key is disabled.For details on the ASCII and alpha-numeric
formats, see Configuring Hotkeys for Interaction Preview.

Note: The Preview window must be in focus for the hotkey to function.

preview-shortkey-reject

Default Value: Blank
Valid Values: A string in alpha-numeric or ASCII decimal number format
Changes Take Effect: After Restart

The hotkey used to reject a call when the Preview window is displayed. If left
blank, the shortcut key is disabled. For details on the ASCII and alpha-numeric
formats, see Configuring Hotkeys for Interaction Preview.

Note: The Preview window must be in focus for the hotkey to function.

user-unregister-timeout

Default Value: 60000 (1 minute)
Valid Values: Any positive integer
Changes Take Effect: Immediately
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Specifies the length of time, in milliseconds, that UC Connector will wait after
Knowledge Worker has closed all browser sessions before it unregisters the
Knowledge Worker DN with T-Server/SIP Server.

preview-itx-arrival-timeout
Default Value: 9000

Valid Values: Any positive integer
Changes Take Effect: Immediately

Specifies the length of time, in milliseconds, that the UC Connector will wait
for the interaction to arrive after the Preview Notification was accepted by the
Knowledge Worker.

preview-expiration-timeout

Default Value: 15000

Valid Values: Any positive integer

Changes Take Effect: Immediately

Specifies the length of time, in milliseconds, that the UC Connector will wait

for the Knowledge Worker response (accept or reject) to the Preview
Notification.

A countdown timer in the preview window shows how much time is
remaining. If the timer runs out, the call is returned to the URS routing
strategy.

redirect-setup-enabled
Default Value: false

Valid Values: true, false
Changes Take Effect: Immediately

This global option enables all users to set and enable a redirect number. This
value can be overwritten by the Person-level redirect-setup-enabled option.

enable-preview-reporting

Default Value: false

Valid Values: true, false

Changes Take Effect: Immediately

Related Feature: “How It Works—Reporting Events” on page 42

When set to true, UC Connector creates records in ICON for the interaction

Preview events accept, reject, timeout, or withdrawn due to another user in the
group accepting the interaction.

Note: Enabling this option will cause extra network traffic from UC
Connector to T-Server/SIP Server, so you should check your network
limits.
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user-auto-registration

Default Value: false
Valid Values: true, false
Changes Take Effect: At application restart

Enables automated DN registration of all Knowledge Workers configured in
the Genesys environment, at the moment the UC Connector application starts.
If set to true, UC Connector will begin monitoring all user DNs and their
presence on the UC platform automatically, without requiring individual
Knowledge Workers to log in to Genesys. For example, in integrations with
Microsoft Lync Server, no custom tab is available for Knowledge Worker log
in; in this case, this option must be set to true.

Note: The auto-registration will fail if the Knowledge Worker is currently
on a call. If the registration does fail, UC Connector will try again
after the DN is no longer busy or (in the case of some other login
failure) when the Knowledge Worker's UC presence changes.

userdata-preview-format<n>

Default Value: title: <UserData_DisplayName), value: [UserData_Key]
Valid Values: title: <UserData_DisplayName), value: [UserData_Key]
Changes Take Effect: Immediately

Specifies which UserData key-value pair will be displayed in the Preview
window, as well as how it will be displayed. For example, to display the

UserData kvp custname with the title Customer Name in the Interaction window,
configure the option as follows:

title: Customer Name, value: [custname]

You can name the <n) variable in this option in numerical order (1, 2, 3) as you
add more kvps, or you can leave it empty.

userdata-call-format<n>

Default Value: title: <UserData_DisplayName)>, value: [UserData_Key]
Valid Values: title: <UserData_DisplayName), value: [UserData_Key]
Changes Take Effect: Immediately

Specifies which UserData key-value pair will be displayed in the Interaction
window, as well as how it will be displayed. For example, to display the
UserData kvp cust-account with the title Account in the Interaction window,
configure the option as follows:

title: Account, value: [cust-account]

You can name the <n) variable in this option in numerical order (1, 2, 3) as
you add more kvps, or you can leave it empty.

userdata-contact-format
Default Value: title: Contact, value: [USER-ID]

UC Connector 8.0 @



Appendix A: Configuration Options UC Connector Application Options

Deployment Guide

Valid Values: title: Contact, value: [USER-1D]
Changes Take Effect: Immediately

Specifies whether the Customer field will be displayed in the Interaction
window

If this option is enabled (with valid values), UC Connector checks the UserData
attribute for the key name customer. If found, UC Connector includes the value
for this key in the Contact field of the Preview Notification and Interaction
windows.

For example, if the key-value pair customer=Bank of Nova Scotia is found in
the UserData, then UC Connector will display Customer Bank of Nova Scotia
in the Preview Notification and Interaction windows.

userdata-note-key

Default Value: KW_ITX_NOTES

Valid Values: Any text

Changes Take Effect: Immediately

Specifies the key-name to be used for the notes taken by by the Knowledge
Worker during the interaction, and returned to the contact center as user data.

By default, the key name for Know edge Worker notes in the user data is
KW_ITX_NOTES.

userdata-onringing

Default Value: false

Valid Values: true, false
Changes Take Effect: Immediately

Specifies whether UC Connector will display UserData when the call to the
Knowledge Worker is in the ringing state.

userdata-note-onpreview

Default Value: false

Valid Values: true, false

Changes Take Effect: Immediately

Specifies whether UC Connector will display the UserData Notes (configured

in userdata-note-key) when the Preview Interaction is initially presented to the
Knowledge Worker.

Limitation: For agent notes that will appear in the Preview window, the text
cannot contain a single (‘) mark. URS does not process this quotation mark as
regular text, but as a text delimiter. In other words, any text after this quotation
park will not be included in the Preview window.

userdata-note-onringing

Default Value: false
Valid Values: true, false
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Changes Take Effect: Immediately

Specifies whether UC Connector will display the UserData Notes (configured
in userdata-note-key) when the call to the Knowledge Worker is in the ringing
state.

userdata-contact-onpreview
Default Value: false

Valid Values: true, false
Changes Take Effect: Immediately

Specifies whether UC Connector will display the contact information for the
caller in the Preview Notification sent to the Knowledge Worker.

userdata-contact-onringing
Default Value: false

Valid Values: true, false
Changes Take Effect: Immediately

Specifies whether UC Connector will display the contact information for the
caller when the call to the Knowledge Worker is in the ringing state.

userdata-title

Default Value: Case data

Valid Values: Any text

Changes Take Effect: Immediately

Specifies the title for the user data that is displayed in the Knowledge Worker
Call Control or Preview window. By default, this part of the client UI uses the

title Case data. You can use any other name for this section by changing the
value of this option.

userdata-note-title

Default Value: Notes

Valid Values: Any text

Changes Take Effect: Immediately

Specifies the title for the section of the UC client interface where the
Knowledge Worker can input notes about the interaction. By default, this area
is named Notes. You can use any other name for this section by changing the
value of this option.

popup-udata-key

Default Value: Blank

Valid Values: A string representing a User Data Key
Changes Take Effect: Immediately

If the value is blank, UC Connector will display the third-party call control
window to the user for all arriving calls. If the option value contains a User
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Data Key, UC Connector will only display the call control window for calls
with the specified User Data Key present in the User Data of the call.

Note: Calls delivered using the Preview window will not be suppressed,
regardless of user data filer. Clicking on transaction line in the main
UC Connector window will bring up the third-party call control
window regardless of user data filter.

Microsoft-OCS Section

Deployment Guide

This section must be created using the correct syntax for the supported UC
platform you are integrating with: Microsoft-0CS.

presence-acw-note

Default Value: Working after call
Valid Values: Any string
Changes Take Effect: Immediately

Specifies the presence note that UC Connector uses when an agent enters the
After Call Work state. For Lync voice terminals, UC Connector uses this value
for the presence update to Lync when the agent enters the After Call Work
phase.

Note: The ampersand (&) and less than (<) symbols should not be used in
the string value. Microsoft Lync 2010 does not accept presence
updates if the presence-acw-note option contains an ampersand (&) or
less than (<) symbol. It rejects the presence update from UC
Connector and the Lync user will not be set into the state specified by
the presence-acw-status option.

presence-acw-status

Default Value: 6500

Valid Values: Any valid MS-PRES protocol interoperability code (see Table 14
on page 90)

Changes Take Effect: Immediately

Specifies the presence state that UC Connector uses when an agent enters the
After Call Work state. For Lync voice terminals, UC Connector uses this value
for the presence update to Lync when an agent enters the After Call Work
phase.

presence-lg-note

Default Value: Statutory pause
Valid Values: Any string
Changes Take Effect: Immediately
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Specifies the presence note that UC Connector uses when an agent exits the
After Call Work state and enters the Legal Guard state. For Lync voice
terminals, UC Connector uses this value for the presence update to Lync when
an agent exits the After Call Work state and enters the Legal Guard state.

Note: The ampersand (&) and less than (<) symbols should not be used in
the string value. Microsoft Lync 2010 does not accept presence
updates if the value of the presence-Lg-note option contains an
ampersand (&) or less than (<) symbol. It rejects the presence update
from UC Connector and the Lync user will not be set into the state
specified by the presence-lg-status option.

presence-lg-status

Default Value: 6500

Valid Values: Any valid MS-PRES protocol interoperability code (see Table 14
on page 90)

Changes Take Effect: Immediately

Specifies the presence state that UC Connector uses when an agent exits the
After Call Work state and enters the Legal Guard state. For Lync voice
terminals, UC Connector uses this value for the presence update to Lync when
an agent exits the After Call Work state and enters the Legal Guard state.

agent-onnote-tstatus<x>

Default Value: No default value
Valid Values: <tserver status), <note)
Changes Take Effect: Immediately

Specifies the text for the triggering note, as well as the corresponding Genesys
status. If enabled, when the Knowledge Worker enters a note that matches the
text configured in this option, UC Connector will change the status for this
Knowledge Worker to the specified Genesys agent state. To configure this
option, enter the value <{tserver status), <note) in the following pattern:

<tserver status>  Enter the Genesys status that the note will
trigger. It can be any of the following Genesys
states: ready, not ready, logout.

<note> Enter the text for the triggering note.

For example, if you configure agent-onnote-tstatus1 to the value NotReady, I
am busy, when the Knowledge Worker enters "I am busy" in the MOC client,
the Genesys agent state is changed to NotReady.

Note: Use the variable <x> in the name of this option when creating multiple
triggering notes (set X to 1, 2, 3 and so on as you add more notes). If
you have only one triggering note, you can leave out this variable.
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agent-status-ready

Default Value: 0-4499

Valid Values: Any valid MS-PRES protocol interoperability code (see Table 14
on page 90)

Changes Take Effect: Immediately

Specifies the presence status on the Microsoft OCS-side that will be mapped to
the Genesys status of Ready.

agent-status-notready

Default Value: 4500-17999

Valid Values: Any valid MS-PRES protocol interoperability code (see Table 14
on page 90)

Changes Take Effect: Immediately

Specifies the presence status on the Microsoft OCS-side that will be mapped to
the Genesys status of NotReady. You can map several status codes to the
NotReady state, by adding a comma-separate list of status codes. For example,
6500, 9500, 12500, 15500.

agent-status-logout

Default Value: 18000-

Valid Values: Any valid MS-PRES protocol interoperability code (see Table 14
on page 90)

Changes Take Effect: Immediately

Specifies the presence statuses on the Microsoft OCS-side that will be mapped
to the Genesys status of Logout. Typically, you will map several OCS presence
statuses to match the Genesys Logout status.

contact

Default Value: No default value

Valid Values: Valid SIP URI

Changes Take Effect: Immediately

Specifies the Knowledge Worker name for the UC Connector as configured in

Microsoft OCS. This value matches the sign-in name for the Knowledge Worker
in Microsoft OCS. For example,

sip:ocs-ucceyour-ocs-address.com

enable-push-oncall-status

Default Value: false

Valid Values: true, false

Changes Take Effect: Immediately

Enables the overall Push On Call Status feature. If enabled, when the
Knowledge Worker receives a call from the Genesys environment, the MOC

status is set on the OCS side, according to the value of the oncall-status
option.
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oncall-status

Default Value: 9500 (recommended 6500)

Valid Values: Any valid OCS status. See Table 14 on page 90.

Changes Take Effect: Immediately

Specifies the status to be updated in the Microsoft Office Communicator/Lync

client when a Knowledge Worker receives a call from the Genesys
environment.

Note: Genesys recommends that you change the value of this option from
the default 9500 to the value 6500. The value 9500 corresponds to the
OCS status DoNotDisturb on the Microsoft side, in which case
interaction sessions cannot be established. Use the value 6500 (Busy)
instead.

invite-message

Default Value: "Please use the window on the right to access data about
current interactions”

Valid Values: Any text string

Changes Take Effect: Immediately

Specifies the text that will be presented to the Knowledge Worker in the
Extensibility Window when an interaction arrives. This option is used for
integrations with Microsoft Lync only. The window will only be enabled if this
option is present and has a value configured. For an example of a customized
welcome message, see Figure 13 on page 46.

registrar-uri

Default Value: No default value

Valid Values: Valid SIP URI

Changes Take Effect: Immediately

Specifies the URI that UC Connector uses to connect with Microsoft OCS. For
example,

sip:pool@1.your-ocs-address.com

IBM-Sametime Section

202

This section must be created using the correct syntax for the supported UC
platform you are integrating with: IBM-Sametime.

server-port

Default Value: 1516
Valid Values: Any valid port
Changes Take Effect: Immediately

Specifies the port number for the IBM Sametime server.
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server-fqdn

Default Value: <required)
Valid Values: Any valid FQDN
Changes Take Effect: Immediately

Specifies the fully qualified domain name (FQDN) for the IBM Sametime
server host computer.

channel-type

Default Value: 62
Valid Values: 62
Changes Take Effect: Immediately

Specifies the IBM Sametime delivery channel. The default setting of 62
specifies a voice channel.

agent-status-ready

Default Value: 32,544
Valid Values: See Table 15 on page 90
Changes Take Effect: Immediately

Specifies the presence status on the IBM Sametime-side that will be mapped to
the Genesys status of Ready.

agent-status-notready

Default Value: 8, 64, 96, 128, 512, 16384
Valid Values: See Table 15 on page 90
Changes Take Effect: Immediately

Specifies the presence status on the IBM Sametime-side that will be mapped to
the Genesys status of NotReady. You can map several status codes to the
NotReady state, by adding a comma-separate list of status codes.

agent-status-logout

Default Value: -32768, 0
Valid Values: See Table 15 on page 90
Changes Take Effect: Immediately

Specifies the presence statuses on the IBM Sametime-side that will be mapped
to the Genesys status of Logout. Typically, you will map several Sametime
presence statuses to match the Genesys Logout status.

enable-push-oncall-status
Default Value: false

Valid Values: true, false
Changes Take Effect: Immediately

Enables the overall Push On Call Status feature. If enabled, when the
Knowledge Worker receives a call from the Genesys environment, the IBM
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status is set on the Sametime side, according to the value of the oncal L-status
option.

oncall-status

Default Value: 128 (ST_USER_STATUS_DND)

Valid Values: Any valid IBM status. See Table 15 on page 90.
Changes Take Effect: Immediately

Specifies the status to be updated in the Sametime Connect client when a
Knowledge Worker receives a call from the Genesys environment.

oncall-status-message

Default Value: “I am on a call"

Valid Values: <text>

Changes Take Effect: Immediately

Specifies the text of the message to be shown in the Sametime Connect client,

accompanying the change in status when the Knowledge Worker receives a
Genesys call.

call-released-status

Default Value: "reset”

Valid Values: Any valid IBM status. See Table 15 on page 90.

Changes Take Effect: Immediately

Specifies the Sametime Connect status to be updated when the Knowledge
Worker releases a call from the Genesys environment. The default setting
“reset” means that the Knowledge Worker will revert to their last status in
Sametime Connect before the Genesys call started.

License Section

license-file

Default Value: <required)

Valid Values: Any valid port address in the format,
<your_Llicense_server_port)e<your_Llicense_server_host>

or the full path to the license file
Changes Take Effect: After restart

Specifies the location of the license file.

num-of-seat-licenses

Default Value: max (all available licenses)
Valid Values: 0 or string max, or any integer from 0-9999.
Changes Take Effect: After restart
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Log Section

Specifies how many seat licenses UC Connector checks out. UC Connector
treats a value of 0 (zero) the same as it treats max—that is, it checks out all
available licenses.

The sum of all num-of-seat-Licenses values for all concurrently deployed UC
Connector instances must not exceed the number of seat-related licenses in the
corresponding license file. The primary and backup UC Connector share the
same licenses, and therefore they need to be counted only once. UC Connector
checks out the number of licenses indicated by the value for this option,
regardless of the number actually in use.

There is one UC Connector-specific option available for the Log section. For
the common Log options, see the Framework 8.0 Deployment Guide.

internal

Default Value: error
Valid Values: Error, Warn, Info, Debug
Changes Take Effect: Immediately

Specifies the log priority for internal UC Connector components.

Switch/DN Level Options

Contact Point DNs

Deployment Guide

For Routing Point DNs used to create contact points that the Knowledge
Worker uses to direct call transfers or conferences to the contact center, the
options in this section are available. All options must be configured in the
UC-Connector section of the Annex tab.

attribute<n>

Default Value: No default value

Valid Values: format: <display text>: %s, statistic:<object),
<{0bjectType), <TenantName), <StatType), <TimeProfile), <StatServerName)
Changes Take Effect: Immediately

Specifies the statistic to be displayed when the Knowledge Worker hovers
their cursor over the contact point in their Interaction window. You can name
the <n> variable in this option in numerical order (1, 2, 3) as you add more
statistics, or you can leave it empty.

If this option contains both the format and statistic fields, UC Connector
subscribes to retrieve the specified statistic from Stat Server. All statistic types
supported by Stat Server are available.
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The valid format for this option value is as follows:

» format—Set this option to the text you want displayed in the Interaction
window. Include the Zs, for the statistic to be displayed.

» statistic—Set this option to the parameters required by Stat Server to
properly fetch the relevant data: 0bject, ObjectType, TenantName, StatType,
TimeProfile, StatServerName

Note: The parameter StatServerName is only required if UC Connector
connects to more than one Stat Server.

An example of a valid configured value is as follows:

format: Calls waiting: #s, statistic:1234eYourSwitch, RoutePoint,
YourTenantName, CurrNumberWaitingCalls, Default, StatServerl

Note: For details about statistic types, see the Framework 7.6 Stat Server
Deployment Guide.

display-name

Default Value: No default value

Valid Values: Any valid string

Changes Take Effect: After application restart

Specifies the name to be displayed for the configured contact point (typically a

Routing Point DN or ACD Queue) in the Knowledge Worker’s Interaction
window.

enabled

Default Value: true

Valid Values: true, false

Changes Take Effect: Immediately

Specifies whether this Routing Point DN is enabled for use with UC
Connector. Set this option to true to enable the contact point.

presence-gateway-mode
Default Value: false

Valid Values: true, false
Changes Take Effect: Immediately

Specifies whether UC Connector prevents sending invite messages to Lync
when there is no web client UI connected for the corresponding user, and a
new call or preview call is delivered. If true, UC Connector does not send SIP
“INVITE” to Lync; otherwise, sending the invite is controlled by the
invite-message option.
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Deployment Guide

For Knowledge Worker Person objects, the following options are available.

UC-Connector Section

enabled

Default Value: true
Valid Values: true, false
Changes Take Effect: Immediately

Specifies whether this Person object is enabled for use with UC Connector. Set
this option to true to enable this Knowledge Worker Person object.

redirect-setup-enabled

Default Value: false
Valid Values: true, false
Changes Take Effect: Immediately

Enables a user to set and enable a redirect number. This values takes priority
over the global redirect-setup-enabled option.

redirect-enabled

Default Value: false
Valid Values: true, false
Changes Take Effect: Immediately

Specifies whether the configured redirect number can be used to accept
previews. If true, UC Connector uses the configured redirect number to accept
previews.

Note: This option can only be configured for a Person.

redirect-number

Default Value: blank
Valid Values: A string representing a valid phone number
Changes Take Effect: Immediately

The redirect number available to the Knowledge Worker.

Note: This option can only be configured for a Person.

Microsoft-OCS Section

agent-status-ready
Default Value: No default value
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Valid Values: Any valid MS-PRES protocol interoperability code (see Table 14
on page 90)

Changes Take Effect: Immediately

Specifies the presence status for this Knowledge Worker on the Microsoft
OCS-side, which will then be mapped to the Genesys status of Ready.
Typically, you will map several OCS presence status to match the Genesys
NotReady status. For example, 3500, 3000-4499.

agent-status-notready

Default Value: No default value

Valid Values: Any valid MS-PRES protocol interoperability code (see Table 14
on page 90)

Changes Take Effect: Immediately

Specifies the presence status for this Knowledge Worker on the Microsoft
OCS-side, which will then be mapped to the Genesys status of NotReady.
Typically, you will map several OCS presence status to match the Genesys
NotReady status. For example, 6500, 9500, 12500, 15500, 4500-17999.

agent-status-logout

Default Value: No default value

Valid Values: Any valid MS-PRES protocol interoperability code (see Table 14
on page 90)

Changes Take Effect: Immediately

Specifies the presence statuses for this Knowledge Worker on the Microsoft
OCS-side, which will then be mapped to the Genesys status of Logout.
Typically, you will map several OCS presence statuses to match the Genesys
Logout status. For example, 18500, 0-2999, 18000-.

contact

Default Value: <required>

Valid Values: Valid SIP URI

Changes Take Effect: Immediately

Specifies the principal for the Knowledge Worker as configured in Microsoft

OCS. This value matches the sign-in name for the Knowledge Worker in
Microsoft OCS. For example,

sip:ucc_userleyour-ocs-address.com

enable-push-oncall-status

Default Value: false

Valid Values: true, false

Changes Take Effect: Immediately

Enables the overall Push On Call Status feature. If enabled, when the

Knowledge Worker receives a call from the Genesys environment, the MOC
status is set on the OCS side, according to the value of the oncall-status
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oncall-status

Default Value: 9500 (recommended 6500)

Valid Values: Any valid OCS status. See Table 14 on page 90.

Changes Take Effect: Immediately

Specifies the status to be updated in the Microsoft Office Communicator/Lync

client when a Knowledge Worker receives a call from the Genesys
environment.

Note: Genesys recommends that you change the value of this option from
the default 9500 to the value 6500. The value 9500 corresponds to the
OCS status DoNotDisturb on the Microsoft side, in which case
interaction sessions cannot be established. Use the value 6500 (Busy)
instead.

IBM-Sametime Section

agent-status-ready

Default Value: 32,544
Valid Values: See Table 15 on page 90
Changes Take Effect: Immediately

Specifies the presence status on the IBM Sametime-side that will be mapped to
the Genesys status of Ready.

agent-status-notready

Default Value: 8, 64, 96, 128,512, 16384
Valid Values: See Table 15 on page 90
Changes Take Effect: Immediately

Specifies the presence status on the IBM Sametime-side that will be mapped to
the Genesys status of NotReady. You can map several status codes to the
NotReady state, by adding a comma-separate list of status codes.

agent-status-logout

Default Value: -32768, 0
Valid Values: See Table 15 on page 90
Changes Take Effect: Immediately

Specifies the presence statuses on the IBM Sametime-side that will be mapped
to the Genesys status of Logout. Typically, you will map several Sametime
presence statuses to match the Genesys Logout status.

contact

Default Value: No default value
Valid Value: CN=<common_name >/0=<0rganization)
Changes Take Effect: Immediately
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Specifies the IBM Sametime user configured as the contact between UC
Connector and IBM Sametime. The user name must be entered in the same
LDAP format as configured in the IBM Sametime environment, where,

CN=common name
O=organization

For example, if the common name for the IBM Sametime user is Jack Smith
and the organization is City Bank, then the option should be entered in the
format:

CN=Jack smith/0=City Bank

enable-push-oncall-status

Default Value: false

Valid Values: true, false

Changes Take Effect: Immediately

Enables the overall Push On Call Status feature. If enabled, when the
Knowledge Worker receives a call from the Genesys environment, the IBM
status is set on the Sametime side, according to the value of the oncal L-status
option.

oncall-status

Default Value: 128 (ST_USER_STATUS_DND)

Valid Values: Any valid IBM status. See Table 15 on page 90.
Changes Take Effect: Immediately

Specifies the status to be updated in the Sametime Connect client when a
Knowledge Worker receives a call from the Genesys environment.

oncall-status-message

Default Value: “I am on a call"
Valid Values: <text>
Changes Take Effect: Immediately

Specifies the text of the message to be shown in the Sametime Connect client,
accompanying the change in status when the Knowledge Worker receives a
Genesys call.

call-released-status

Default Value: "reset"

Valid Values: Any valid IBM status. See Table 15 on page 90.

Changes Take Effect: Immediately

Specifies the Sametime Connect status to be updated when the Knowledge
Worker releases a call from the Genesys environment. The default setting
“reset” means that the Knowledge Worker will revert to their last status in
Sametime Connect before the Genesys call started.
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Log Events for UCC HA

This appendix describes the log events that are generated by UC Connector in
a warm standby high-availability (HA) configuration.

Log events for Warm Standby

00-04560

Level: Standard

Text: Warm Standby (backup) mode activated

Attributes: None

Description: Management Layer command: reports that the backup
server is working in Warm Standby mode.

00-04562

Level: Standard

Text: Warm Standby (Primary) mode activated

Attributes: None

Description: Management Layer command: reports that the primary
server is working in Warm Standby mode.

When you configure your UC Connector HA deployment, you will create
Alarm Conditions (two on the primary UC Connector and two on the backup
UC Connector) for warm standby HA log events. You will configure the
Alarm Conditions to trigger Alarm Reaction scripts, which will in turn run
application objects for scripts that execute the SIP Server switchover.
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T-Server Compatibility with
UC Connector

This appendix lists T-Server support for the emulated agent functionality in UC

Connector.

Table 32: UC Connector Compatibility with T-Server

T-Server Version UC-Connect
Compatibility
Alcatel A4200 7.6 No
Alcatel A4400/O0XE 8.0+ Yes
Aspect ACD 8.0 No
Avaya Communication Manager 8.0+ Yes
Avaya INDeX 8.0+ Yes
Avaya TSAPI 8.0+ Yes
Cisco UCCE 8.0+ Yes
Cisco UCM 8.0+ Yes
Digitro AXS/20 7.5 No
EADS Intercom M6880 8.0 No
Ericsson MD110 8.0+ Yes
Huawei NGN 7.6 No
Mitel SX-2000 / MN-3300 7.2 No

Deployment Guide
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Table 32: UC Connector Compatibility with T-Server (Continued)

T-Server Version UC-Connect
Compatibility
NEC NEAX/APEX 8.0 No
Nortel CS1000 8.0+ Yes
Nortel CS2000 8.0+ Yes
Rockwell Spectrum 8.0 No
Siemens Hicom 300 / Highpath 4000 CSTA 1 7.6+ Yes
Siemens HiPath 4000 CSTA III 8.0+ Yes
Siemens HiPath DX 8.0+ Yes
Tadiran Coral 8.0+ Yes
Genesys SIP Server 8.0+ Yes
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Presence Definition
Document Examples

This appendix provides an example of the presence definition document that
allows you to customize the states available to Knowledge Workers in the UC

Connector web client drop-down menu.

This appendix contains the following sections:

Example of Custom State Definitions Document, page 215
Presence Definition XML Schema, page 217

Example of Custom State Definitions Document

The example below shows a possible customization of the presence.xnml file.

Note: In this example, localization has been inserted into the file to allow for
simplicity, but other options are available as long as the file follows
the rules of the Presence Definition XML Schema.

<?xml version="1.0" encoding="utf-8"?)

{presence xmlns="http://genesyslab.com/schemas/ucc/presence"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://genesyslab.com/schemas/ucc/presence presence.xsd")

{state icon="ready.png" id="ready")

{display>
<{menuText>Set Ready</menuText>
{statusText>Ready for next call</statusText>
{/display>
{genesysAgent ready="true"/>

{/state>

{state icon="acw.png" id="acw")
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{display>
{statusText)Working after call</statusText>
{/display>
{display language="fr")
{statusText)>Travail apres appel<{/statusText)
{/display>
{display language="de")
{statusText>Arbeiten nach Anruf<{/statusText>
{/display>
{genesysAgent ready="false" mode="acw" />
{/state>

(state id="away" icon="away.png">
{display>
<{menuText>Set away</menuText)
{statusText>Away from the desk</statusText)
{/display>
{genesysAgent ready="false" mode="away" /)
{/state>

{state id="lunch" icon="away.png">
{display>
<{menuText>Lunch{/menuText)
{statusText)Away for a lunch{/statusText)
{/display>
{genesysAgent ready="false" mode="away")
{reason ext="true"»500</reason)
{/genesysAgent>
{/state>

{state id="auto-away" icon="away.png">
{display>
{statusText>Automatic away</statusText)
{/display>
{genesysAgent ready="false" mode="away")
{reason)timeout<{/reason)
{/genesysAgent>
{/state>

{state id="busy-preview" icon="busy.png">
{display>
<{menuText>0n a call<{/menuText)
{statusText>0On a remote call<{/statusText)
{/display>
{genesysAgent ready="false" mode="acw")
{reasonredirect{/reason>
{/genesysAgent)
{/state>

{state id="reject" icon="busy.png">
{display>{statusText)Busy after reject</statusText></display)
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{genesysAgent ready="false" mode="auxwork")
{reasonyreject{/reason)
{/genesysAgent)
{/state>

{auto)
{event name="preview-timeout" onevent="auto-away" />
<event name="preview-reject"” onevent="reject" postevent="ready" />
<event name="preview-redirect" onevent="busy-preview"/)

{/auto>

{/presence>

Presence Definition XML Schema

{?xml version="1.0" encoding="UTF-8"?)

{schema targetNamespace="http://genesyslab.com/schemas/ucc/presence"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:uccp="http://genesyslab.com/schemas/ucc/presence"
elementFormDefault="qualified")

<annotation)
{documentation)Presence states specification in Smart Link solution
{/documentation)
{/annotation>
{element name="presence")
<annotation)
{documentation>The root element of Smart Link presence containing all
state definitions
{/documentation)
{/annotation)
{complexType>
{sequence>
{element name="state" type="uccp:StateType" minOccurs="1" maxOccurs="unbounded")
<annotation)
{documentation)Definition of a distinct state</documentation)
{/annotation>
{/element)
{element name="auto" type="uccp:AutoStateEvents" minOccurs="0" maxOccurs="1")
<annotation)
{documentation)Automatic state transitions executed by UCC
{/documentation)
{/annotation>
<key name="event-name")
{selector xpath="event" />
{field xpath="ename" /)
{/key>
{/element)
{element name="composite"” minOccurs="0" maxOccurs="unbounded">
<annotation)
{documentation)Definitions of composite multi-channel states.<{/documentation)
{/annotation>
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{complexType)
{sequence>
<any>
<annotation)
{documentation)
The schema for complex combined presence states across multiple channels is to
be defined.
Not yet implemented.
{/documentation)
{/annotation)
{/any)
{/sequence>
{/complexType>
{/element>
{/sequence)
{/complexType>
{key name="state-id")
{selector xpath="state" /)
{field xpath="eid" />
{/key>
<keyref name="auto-ref" refer="uccp:state-id">
{selector xpath="auto/*" /)
{field xpath="eonevent" />
{/keyref>
{keyref name="auto-ref-post" refer="uccp:state-id")
{selector xpath="auto/x*" />
{field xpath="epostevent" />
{/keyref)
{/element>

{complexType name="StateText")
<annotation)
{documentation)
Localizable strings for state-related GUI.
{/documentation)
{/annotation)
<all>
{element name="menuText" type="string" minOccurs="0")
<annotation)
{documentation)
The text that is displayed as GUI menu string.
Absent element means GUI menu is not available (such state can only be
entered automatically and cannot be requested from the menu)
{/documentation)
{/annotation)
{/element)
{element name="statusText" type="string" minOccurs="0")
<annotation)
{documentation)Text string displayed as current status indicator
when in this state.
Absent element means that the status is not reflected in the status bar.
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{/documentation)
{/annotation)
{/element)
{/ally
{attribute name="language" type="language" use="optional" /)
{/complexType>

{complexType name="StateType")
<annotation)
{documentation)Full definition of a state consists of GUI string in one or more
Languages,
matching Genesys agent states and UC states.
{/documentation)
{/annotation)
{sequence>
<element name="display" type="uccp:StateText" minOccurs="1"
max0Occurs="unbounded">
<annotation)
{documentation)>GUI appearance of the state</documentation)
{/annotation)
{/element)
{element name="genesysAgent" type="uccp:GenesysAgentState" minOccurs="1"
max0Occurs="unbounded" >
<annotation)
{documentation)Genesys agent state matching this state definition.
UCC user will transition to this state if Genesys agent status
event is received matching this element.
{/documentation>
{/annotation)
{/element>
{/sequence>
{attribute name="id" type="ID")
<annotation)
{documentationpUnique ID of the state. It can be used to reference
this state from the "auto" section or "partial" section.
{/documentation)
{/annotation)
{/attribute>
{attribute name="icon" type="anyURI")
<annotation)
{documentation)
Graphic representation of this state in GUI.
Use HTTP URL or one of the pre-defined icon identifiers in the
"tag:ucc.genesyslab.com, 2013: icons/status/" namespace
{/documentation>
{/annotation)
{/attribute)
{/comp lexType>

{complexType name="AutoStateEvents")
{sequence>
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{element name="event" type="uccp:AutoState" minOccurs="0" maxOccurs="4" /)
{/sequence
{/comp lexType>

{complexType name="AutoState")
<annotation
{documentation)
State transition after event occurrence.
{/documentation)
{/annotation)
{attribute name="name" use="required")
{simpleType>
{restriction base="token")
{enumeration value="preview-reject" />
{enumeration value="preview-timeout" /)
{enumeration value="preview-redirect" />
{/restriction)
{/simpleType>
{/attribute)
{attribute name="onevent" type="IDREF" use="required")
<annotation)
{documentation)The state that is automatically entered after
the event. It must refer to a defined state id.
{/documentation)
{/annotation)
{/attribute)
{attribute name="postevent" type="IDREF" use="optional")
<annotation)
{documentation)
The state after the timer. Must refer to one of the defined states by its id.
If not specified, the state prior to the event will be restored.
This element is only used if the corresponding duration time is set in CME.
{/documentation>
{/annotation)
{/attribute)
{/comp lexType>

{complexType name="GenesysAgentState")
<annotation)
{documentationDefinition of Genesys agent state</documentation)
{/annotation>
{all>
{element name="reason" minOccurs="0" maxOccurs="1")
<annotation)
{documentation)Reason code of the state. Any string.</documentation)
{/annotation>
{complexType)
{simpleContent>
{extension base="string")
{attribute name="in")
{annotation)
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{documentation)
Whether to match or use the reason in AttributeReasons or
AttributeExtensions.
{/documentation)
{/annotation)
{simpleType>
{restriction base="token")
<enumeration value="reasons">{/enumeration)
{enumeration value="extensions">{/enumeration)
{/restriction
{/simpleType)
{/attribute)
{attribute name="keyname" type="string" default="ReasonCode")
<annotation)
{documentation)
Which data key to use
{/documentation)
{/annotation)
{/attribute)
{/extension)
{/simpleContent)
{/complexType)
{/element)
{/alld
{attribute name="ready" type="boolean" use="required")
<annotation)
{documentation)
Whether the definition concerns "ready"” or "not ready" agent state.
{/documentation)
{/annotation)
{/attribute)
{attribute name="mode" type="uccp:GenesysAgentMode" default="none">
<annotation)
{documentation)
Agent mode in the event/request. Not all modes may be supported by T-Server.
{/documentation)
{/annotation>
{/attribute)
{/complexType>

{simpleType name="GenesysAgentMode")
{restriction base="token")
{enumeration value="none" />
{enumeration value="manual" />
{enumeration value="acw" />
{enumeration value="legal" />
<enumeration value="auxwork" />
{enumeration value="away" />
<enumeration value="back" />
{/restriction)
{/simpleType)
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{/schema)
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Supplements

Related Documentation
Resources

The following resources provide additional information that is relevant to this
software. Consult these additional resources as necessary.

Management Framework

*  Framework 8.1 Deployment Guide, which provides information to
configure, install, start, and stop Framework components.

*  Framework 8.1 Configuration Options Reference Manual, which provides
descriptions of configuration options for Framework components.

Universal Routing

Consult these additional resources as necessary:

*  Universal Routing 8.1 Reference Manual, which contains descriptions of
all routing strategy objects.

*  Universal Routing 8.1 Strategy Samples, which describes the sample
strategies supplied with Universal Routing.

*  Universal Routing 8.1 Business Process User’s Guide, which contains
step-by-step instructions for using Interaction Routing Designer to design
interaction workflows. It also describes the sample business processes.

*  Universal Routing 8.1 Interaction Routing Designer Help, which is a guide
to Interaction Routing Designer, including the portion of it that designs
interaction workflows and business processes.

T-Server

*  Framework 8.1 SIP Server Deployment Guide, which provides information
to configure and install SIP Server.

*  Framework 8.1 T-Server for Alcatel A4400/OXE Deployment Guide.
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o Framework 8.1 T-Server for Cisco Unified Communications Manager
Deployment Guide.

Microsoft Lync Server

*  Microsoft Lync Server 2010 Documentation Help File. This download
contains a compiled help file (chm) of all the available Lync Server 2010
IT professional documentation on the Technical Library.

http://www.microsoft.com/en-ca/download/details.aspx?id=23888

Microsoft Office Communications Server 2007 R2

e Microsoft Office Communications Server 2007 R2 Documentation. Latest
version is available at:

http://www.microsoft.com/en-us/download/details.aspx?id=24402

* Configuring Custom Tabs in Communicator 2007 R2. Latest version
available at:

http://technet.microsoft.com/en-us/library/dd425110 (office.13) .aspx

IBM Sametime 8.5

¢ IBM Lotus Sametime 8.5.x Documentation. Latest version is available at:

http://www.ibm.com/developerworks/lotus/documentation/sametime/inde
x.html

Open Standards

* RFC 3261 SIP: Session Initiation Protocol
* RFC 3863 Presence Information Data Format (PIDF)
* RFC 3265 Session Initiation Protocol (SIP)-Specific Event Notification

Genesys

*  Genesys Technical Publications Glossary, which ships on the Genesys
Documentation Library DVD and which provides a comprehensive list of
the Genesys and computer-telephony integration (CTI) terminology and
acronyms used in this document.

*  Genesys Migration Guide, which ships on the Genesys Documentation
Library DVD, and which provides documented migration strategies for
Genesys product releases. Contact Genesys Technical Support for more
information.

* Release Notes and Product Advisories for this product, which are available
on the Genesys Technical Support website at
http://genesyslab.com/support.
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Related Documentation Resources

Deployment Guide

Information about supported hardware and third-party software is available on
the Genesys Technical Support website in the following documents:

*  Genesys Supported Operating Environment Reference Guide
*  Genesys Supported Media Interfaces Reference Manual

For additional system-wide planning tools and information, see the
release-specific listings of System Level Documents on the Genesys Technical
Support website. These documents are accessible from the system Level
documents by release tab in the Knowledge Base Browse Documents Section.

Genesys product documentation is available on the:

* Genesys Technical Support website at http://genesyslab.com/support.

* Genesys Documentation wiki at http://docs.genesyslab.com/.

* Genesys Documentation Library DVD and/or the Developer
Documentation CD, which you can order by e-mail from Genesys Order
Management at ordermanegenesyslab.com.
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Document Conventions

Document Conventions

This document uses certain stylistic and typographical conventions—
introduced here—that serve as shorthands for particular kinds of information.

Document Version Number

A version number appears at the bottom of the inside front cover of this
document. Version numbers change as new information is added to this
document. Here is a sample version number:

80fr_ref_06-2008_v8.0.001.00

You will need this number when you are talking with Genesys Technical
Support about this product.

Screen Captures Used in This Document

Screen captures from the product graphical user interface (GUI), as used in this
document, may sometimes contain minor spelling, capitalization, or
grammatical errors. The text accompanying and explaining the screen captures
corrects such errors except when such a correction would prevent you from
installing, configuring, or successfully using the product. For example, if the
name of an option contains a usage error, the name would be presented exactly
as it appears in the product GUI; the error would not be corrected in any
accompanying text.

Type Styles

Table 33 describes and illustrates the type conventions that are used in this
document.

Table 33: Type Styles

Type Style | Used For Examples
Italic * Document titles Please consult the Genesys Migration
«  Emphasis Guide for more information.
« Definitions of (or first references to) Do not use this value for this option.
unfamiliar terms A customary and usual practice is one
o Mathematical variables that is widely accepted and used within a
Also used to indicate placeholder text within particular industry or profession.
code samples or commands, in the special case | The formula, x +1 =7
where angle brackets are a required part of the | where x stands for . . .
syntax (see the note about angle brackets on
page 227).
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Table 33: Type Styles (Continued)

Note: In some cases, angle brackets are
required characters in code syntax (for
example, in XML schemas). In these cases,
italic text is used for placeholder values.

Type Style | Used For Examples
Monospace | All programming identifiers and GUI Select the Show variables on screen
font elements. This convention includes: check box.
(Looks like | * The names of directories, files, folders, In the Operand text box, enter your
teletype or configuration objects, paths, scripts, dialog | formula.
typewriter boxes, options, fields, text and list boxes, Click 0K to exit the Properties dialog
text) operational modes, all buttons (including box.
radio buttons), check boxes, commands,
tabs, CTI events, and error messages. T-Server distributes the error messages in
. EventError events.
* The values of options.
. Logical ts and d svnt If you select true for the
gical arguments and command syntax. ) )
inbound-bsns-calls option, all

* Code samples. established inbound calls on a local agent

Also used for any text that users must are considered business calls.

manually enter during a configuration or . Enter exit on the command line.

installation procedure, or on a command line.
Square A particular parameter or value that is optional | smcp_server -host [/flags]
brackets ([ ])| within a logical argument, a command, or

some programming syntax. That is, the

presence of the parameter or value is not

required to resolve the argument, command, or

block of code. The user decides whether to

include this optional information.
Angle A placeholder for a value that the user must smcp_server -host <confighost)
brackets specify. This might be a DN or a port number
(<>) specific to your enterprise.
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Index

Symbols

[l (square brackets). . . . . . ... ... .. 227
<> (angle brackets) . . . .. ... ... .. 227
A

after call work options presence-acw-note . . 199
after call work options presence-acw-status . 199
after call work options presence-lg-note . . . 199
after call work options presence-lg-status . . 200
Agent redirect number options

redirect-enabled . . . . . ... ... ... 207
redirect-number . . . . . . ... ... L. 207
redirect-setup-enabled . . . . . ... .. 207
redirect-setup-enabled (global) . . . . . . 195
alarms . . . .. ... 172
anglebrackets . . . . .. .. ... ... .. 227
audio options
audio-on-preview . . . . . .. ... ... 189
audio-on-ring . . . . ... ... ... .. 189
audio-on-preview. . . . . . ... ... ... 189
audio-on-ring. . . . . . . ... ... ... 189
B
brackets
angle. . . . .. ... 227
square. . . . ... 227
C
Call Control window options
itx-window-close-timeout . . . . . . . .. 192
userdata-call-format. . . . . . ... ... 196
userdata-contact-format. . . . . . . . .. 196
userdata-note-title . . . . . . . ... ... 198
userdata-title. . . . . . . ... ... ... 198
chat options
chat-consult-titte. . . . . . .. ... ... 190
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chatitle. . . . . . .. .. ... 190
chat-consult-title . . . . . ... ... ... 190
chat-titte . . . . . ... ... 190
commenting on this document. . . . . . . .. 12
configuration. . . . . . .. ... ... ... 178
conventions

indocument. . . . .. ... 226

typestyles. . . . ... ... 226
custom agent state options

presence-location. . . . . .. ... ... 190
customserver . . . ... ... ... L. 29,120
D
dnd-off-timeout. . . . . . ... ... 191
document

conventions. . . . ... ... ... ... 226

errors, commentingon . . . . ... .. .. 12

versionnumber . . . . . ... ... L. 226
E
enable-logout-menu . . . . . .. ... L. 191
enable-preview-reporting . . . . . ... .. 195
F
font styles

italic. . . ... .. ... 226

monospace . . . . . . . ... 227
G
Genesys Lync Agent options

gla-call-match-window . . . . ... . .. 192

gla-kpl-response-time. . . . . . . . . .. 193

gla-kpl-tme . . . . . . ... 192
gla-call-match-window . . . . . . ... ... 192
gla-kpl-response-time . . . . . . .. .. .. 193
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gla-kpl-time. . . . . .. ...

Help options
help-callcontrol-url. . . . . . . ... ...
help-interaction-uri help-interaction-uri . .
help-interaction-url. . . . . . . ... ...
help-login-url. . . . . ... ... ... ..
help-callcontrol-url . . . . . . . . . ... ..
help-interaction-url . . . . . . . . ... ...
help-login-url . . . . . . . ... ... ....
high availability. . . . . ... ... 29,171,
alarms . . . . ... 172
alarms, creating scripts . . . . . . .. ..
configuring HA. . . . . . . . ... .. ..
custom server, configuring HA . . . . . .
HAinterfaces . . . . . . ... ... ...
hotstandby . . . . . . . ... ... ...
HTTP traffic . . . . . .. ... ... ...
Microsoft OCS 2007 Standard. . . . . . .
warmstandby . . . ...

IBM Sametime integration options
agent-status-logout . . . . . .. ... ..
agent-status-notready . . . . . .. .. ..
agent-status-ready . . . ... ... ...
call-released-status . . . . . ... .. ..
channel-type. . . . . .. ... ... ...
contact (KW). . . . . . ... ... .. ..
enable-push-oncall-status. . . . . . . ..
oncall-status. . . . . . .. ... ... ..
oncall-status-message . . . . ... . ..
server-fgdn . . . ... ...
server-port. . . . ... ...

italics . . . . . . ..o

J

java version, required . . . . . . .. .. ..
jdk, required . . . . ... oL

K

Knowledge Worker. . . . . . ... ... ..
userdata-note-key. . . . . . .. ... ..

KW Person object
agent-status-logout (IBM) . . . . . . . ..
agent-status-logout (MOC) . . . . . . ..
agent-status-notready (IBM). . . . . . . .
agent-status-notready (MOC) . . . . . . .
agent-status-ready (IBM) . . . . . . . ..
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agent-status-ready (MOC) . . . . . . .. 207
call-released-status (IBM). . . . . . . .. 210
contact(IBM) . . . . ... ... ... .. 209
contact(MOC) . . ... ... ... ... 208
enabled . . . . . ... ... ... 207
enable-push-oncall-status (IBM) . . . . . 210
oncall-status (IBM) . . . . . ... .. .. 210
oncall-status-message (IBM) . . . . . . . 210
L
License options
license-file. . . . . . ... ... ..... 204
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Log options
internal . . . ... ..o 205
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M
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oncall-status. . . . .. .. ... ... 202, 209
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monospacefont . . . . . . ... ... ... 227
o
on ringing options
userdata-contact-onringing . . . . . . .. 198
userdata-note-onringing. . . . . . . . .. 197
userdata-onringing . . . . . .. ... .. 197
oncall-status-message
UC Connector option . . . . . . . .. 204,210
operating systems, supported . . . . . . . .. 71
P
popup-udata-key. . . . . . . ... 198
presence status mapping (MOC)
agent-status-logout (application) . . . . . 201
agent-status-logout (KW) . . . . . . . .. 208
agent-status-notready (application). . . . 201
agent-status-notready (KW). . . . . . .. 208
agent-status-ready (application) . . . . . 201
agent-status-ready (KW) . . . . . . . .. 207

presence status options (IBM)
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