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Preface

Welcome to the Genesys Lync Integration 8.0 Deployment Guide. This
document describes a deployment configuration for the Genesys Voice
platform in conjunction with Microsoft Lync 2010, for voice and presence
integration.

Note: For versions of this document created for other releases of this
product, visit the Genesys Technical Support website, or request the
Documentation Library DVD, which you can order by e-mail from
Genesys Order Management at ordermanegenesys lab.com.

This preface contains the following sections:

«  About Genesys Lync Integration, page 7

- Intended Audience, page 7

+  Making Comments on This Document, page 8
«  Contacting Genesys Technical Support, page 8
«  Document Change History, page 8

For information about related resources and about the conventions that are
used in this document, see the supplementary material starting on page 125.

About Genesys Lync Integration

Microsoft Lync 2010 provides an all-software, IP-based voice infrastructure to
enterprises, including contact center deployments. This architecture has been
qualified by Tekvizion, an independent interoperability testing lab, to support
the Microsoft Contact Center applications interop specifications. Testing
occurred in June / July 2012.

Intended Audience

This document is primarily intended for system engineers and other members
of an implementation team who will complete the deployment and integration

Genesys Lync Integration—Deployment Guide 7
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Preface

Making Comments on This Document

of the Microsoft Lync 2010 into the Genesys environment. It has been written
with the assumption that you have a basic understanding of:

*  Computer-telephony integration (CTI) concepts, processes, terminology,
and applications

* Unified Communications (UC) generally, as well as the specifics of the
third-party UC platform deployed on the Enterprise side.

* The Genesys Management Framework architecture and functions that
support T-Server, SIP Server, and Genesys routing.

* Network design and operation

*  Your own network configurations

Making Comments on This Document

If you especially like or dislike anything about this document, feel free to
e-mail your comments to Techpubs.webadminegenesyslab.com.

You can comment on what you regard as specific errors or omissions, and on
the accuracy, organization, subject matter, or completeness of this document.
Please limit your comments to the scope of this document only and to the way
in which the information is presented. Contact your Genesys Account
Representative or Genesys Technical Support if you have suggestions about
the product itself.

When you send us comments, you grant Genesys a nonexclusive right to use or
distribute your comments in any way it believes appropriate, without incurring
any obligation to you.

Contacting Genesys Technical Support

If you have purchased support directly from Genesys, please contact Genesys
Technical Support.

Before contacting technical support, please refer to the Genesys Care Program
Guide for complete contact information and procedures.

Document Change History

This is the first release of the UC Connector 8.0 Genesys Lync Integration
Deployment Guide. In future releases of this document, this section will list
topics that are new or that have changed significantly since the first release of
this document.
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S Genesys

Chapter

Overview

Genesys integrates with Microsoft Lync 2010 using the Genesys SIP Server,
deployed in front of the Lync server. Lync users presence is monitored through
the Genesys UC Connector, which acts as a gateway between Lync and
Genesys presence status.

This chapter contains the following sections:

«  General Architecture, page 10

Genesys Lync Integration—Deployment Guide



Chapter 1: Overview General Architecture

General Architecture

Figure 1 shows the general architecture of a Lync deployment.

SIP {Audio)

AudioCodes

SPS } 6
T

‘(@ Mediation Server

,@ Lync Server

Lync enabled @
phone 6

User3 Lync client

Userl

Figure 1: General Lync Voice architecture

The major functions shown in Figure 1 are:

*  Public switched telephone network (PSTN) calls come in through a media
gateway, which processes signaling and converts it to SIP from whatever
protocol it uses in the telephone network, samples the media and converts
it to RTP, and then converts it back again.

* The Lync Mediation Server terminates and processes all external voice and
signaling connections, policing and throttling the media.

* The Lync Front End Server manages logins, presence, and signaling for all
Lync users.

10 UC Connector 8.0 @



Chapter 1: Overview General Architecture

* Lync users have a Lync client on their desktop. This software application
provides presence, voice, IM, and video capabilities locally.

* Remote users may go through a SIP trunk or another SIP-to-PSTN
conversion managed, for instance, by an AudioCodes gateway.

Environment Information

Figure 2 shows how Genesys integrates with Lync at several levels.

i

Incoming Calls .
from Customers ; S e D

Q1L

SIP (presence 0 pclo

Lync UC Connect Lync Genesys agent
: {web pop-up & Lync Client . | desktop application
/_ Client J b S Sesaoe pplication

O ]
I I
Knowledge Worker Full Time Agent

Figure 2: Genesys integration with Lync modules

The integration levels in Figure 2 are:

*  From Lync’s point of view, Genesys SIP Server acts as an external gateway
as it receives incoming calls and forwards them to available agents. This is
done through a connection with the Lync Mediation Server.

* Genesys UC Connector subscribes to Lync users’ (agents and knowledge
workers) presence, to make their status available to Stat Server. This
allows routing of interactions to available personnel.

Genesys Lync Integration—Deployment Guide 11



Chapter 1: Overview General Architecture

* Agents can use either Genesys Interaction Workspace as their desktop
client along with the Interaction Workspace Plug-in for Lync, or another
Genesys desktop client with Genesys Lync Agent, in addition to the Lync
client on their desktop. Genesys integrates with the Lync client to allow
third-party call control and, in particular, answering calls from the Genesys
desktop. For more information on Genesys Lync Agent, see Appendix ,
“Genesys Lync Agent,” on page 107.

Lync Enterprise Voice integration

Figure 3 shows the architecture for Genesys SIP Server and Lync Voice for
contact center integration.

The SIP Server is positioned in front of Lync Voice, and manages the initial
queuing and qualification of calls, transferring the call to Media Server as
necessary. The calls are then forwarded to the Lync Mediation Server,
depending on agents' availability.

AudioCodes

StatServer

Media
Server S|

2@

Lync client
User2

B
Lync enabled @
phone 6 6

User3 Lync client Userl

Figure 3: Genesys integration with Lync general architecture
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Chapter

Deployment Task Flow

This chapter guides you through the various actions you must take to deploy
Microsoft Lync 2010 and Genesys components.

This chapter contains the following sections:
Deployment Overview, page 14

Genesys Lync Integration—Deployment Guide
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Deployment Overview

Deployment Overview

Complete the following tasks to deploy and integrate Lync and Genesys

14

components.

Task Summary: Deploying Lync and Genesys components

Objective

Actions

1. Complete prerequisites.

Verify that all prerequisite components
are in place:

* “Installing Active Directory
Domain Services” on page 17

* “Installing Active Directory
Certificate Services” on page 27

2. Install and configure Microsoft Lync
2010.

Install, connect and configure Lync and
Lync-related components. Complete
these steps:

1. “Building the Environment” on
page 37

2. “Creating the New Topology” on
page 54

3. “Lync Server Front End Setup” on
page 65

4. “Defining Users in Lync” on
page 75

5. “Genesys-Specific Lync
Configurations” on page 83

5. Generate certificate for Genesys
applications.

1. First generate a client certificate to
trust the Lync Front End Server. See
“Generate Client Certificate” on
page 87 for details.

2. Next generate a server certificate
using one of three methods. See
“Generate Server Certificate” on
page 89 for details.

UC Connector 8.0 @
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Task Summary: Deploying Lync and Genesys components
(Continued)

Objective Actions

6. Configure Genesys components for | To configure SIP Server, see “SIP
Lync interoperability. Server Configuration Tasks” on
page 94.

To configure UC Connector, see “UC
Connector Configuration Tasks” on
page 99.

The Interaction Workspace Plug-in for
Lync must be installed for agents
deployed with the Lync integration. See
“Interaction Workspace Plug-in for
Lync” on page 102 for details.

7. Review current Lync integration For details about how the limitations

limitations. affect the Phase 1 version of Lync
integration, see “Current Limitations”
on page 104.

Genesys Lync Integration—Deployment Guide 15
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Chapter

Deployment Prerequisites

This chapter discusses prerequisites to installing Microsoft Lync on the server.
In order to do this, Active Directory must also be installed and configured,
together with Active Directory Certificate Services.

This chapter contains the following sections:

- Installing Active Directory Domain Services, page 17

- Installing Active Directory Certificate Services, page 27

Installing Active Directory Domain

Services

The process of installing Active Directory on your Windows Server 2008
environment consists of two steps: the first step is to install Active Directory
and the second step is to configure your installation. Once this is complete,
your Windows server will become a Domain Controller.

Procedure:
Installing Active Directory

Purpose: To install Active Directory on a Windows Server 2008 environment.

Start of procedure

1. Access the Server Manager screen. From the Windows taskbar, select
Start > Administrative Tools > Server Manager.

2. Under Roles Summary, click Add Roles.

3. At the welcome page for the wizard, click Next.

Genesys Lync Integration—Deployment Guide 17



Chapter 3: Deployment Prerequisites Installing Active Directory Domain Services

4. On the Select Server Roles screen, select Active Directory Domain

Services.
Add Roles Wizard Eli

ﬁ Select Server Roles
Before You Begn Select one or more roles to nstall on this server,

Rodes: Desoription:

i Active Directory Demain Serviges (AD
Actve Dwectory Domain Services | Actve Drectory Cerbficate Servces DEYstorss Informatian about obiscts
Confirmation QoCErELNECEY s SENRrER on the netwark and makes this

| Active Drectory FederaBon Services infarmatian avaslable to users and

o || Actve Drectory Lightweight Drectory Services netwerk administrators., AD DS uses

Results [ Actve Drectory Rights Management Services demain contrallers to give natwerk

] okention Sarwar ugsers access to permitted resources

- srywhere on the netwark thiasgh a

L_| DHCP Server single lagon pracess.

L_| DS Server

[ Fax Server

: | File Services

L Hyper-¥

] meetwork Pobcy ard Access Servioes

[ Print Sarvices

[ | Terminal Services

L W00l Services

] web server (=)

Windows Degloyment Services

{ml hext > I Irectal I Canced I

Figure 4: Selecting Active Directory Domain Service

5. In the new dialog, click Add Required Features.

Add Roles Wizard i x|
Cﬁ . Add fealures required for Active Directory Domain Services?
; You cannol install Active Directory Domain Services unless the required features are also installed.
Features: Description:
= NET Framework 3.5.1 Features Microsoft NET Framework 351 combines
Erame the power of the NET Framework 2.0 AFis
NET work 3.5.1 with new technaologies for building
applications that offer appealing user
interfaces, protect your customers’ personal
identity information, enable seamless and
secure commanication, and provide the
ability to model a range of business
ProCesses.
[ a0d Required Features | Cancel |
Why are these festures required
@ 4

Figure 5: Add Required Features

6. Click Next.
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Chapter 3: Deployment Prerequisites Installing Active Directory Domain Services

7. Review the information presented in the Active Directory Domain Services
screen, and click Next.

Add Roles Wizard _E"

ﬁ Active Directory Domain Services

Introduction to Active Directory Domain Services
Active Directory Domain Services (AD DE) stores information sbout users, computers, and other devices on the
retwork. AD D6 helps administrators securely manage this information and fadlitabes resource sharing and

Exchange Server and for other Windows Server technologies such as Group Policy.

Things bo ote
| Tahelp ereure that users can st g on o the network in the cate of & server outage, netal & mirimum of
two domain controders for & doman.

1 AD DS requires & DMNS server ba be installed on the network, IF you do not have a DNS server installed, you
wiill be prompied (o instal the DNS Server robe on this server,

i Afier you rstal the AD DS rols, use the Active Directory Domain Services Inskallason Wizard
(deproma.exe) to make the server a fully functional domain controlier,

i Instaling AD D5 wil also instal the DFS Mamespaces, DFS Repication, and Fle Replicaiion services which
are required by Directory Service,

Additional Information

Crverview of A0 05
Tresalire AD 05
Common Confiourations fir AD 05

Figure 6: Active Directory Domain Services
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8. Review the information on the Confirm Installation Selections screen, and
click Install.

Add Roles Wizard - ﬁli

ﬁ; Confirm Installation Selections

Before You Begin
To instal the following roles, role senvaces, o features, dick Enstall.
ey (i) 2informatonal messages below
2
Actrve Drectory Domain Services
@anﬂtmedmbcrsmmdah:’ﬂﬂmuhummujﬂrs.
Progress = Active Directory Doman Services
Results (i) After you instal the AD DS role, use the Active Directory Domain Services Instalaton Ward
{dopromo.exe) to make the server a fly funcional domain controller,
| NET Fr rk 3.5.1 F

JHET Framework 3.5.1

e ErEe

Figure 7: Confirm Installation Selections
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Chapter 3: Deployment Prerequisites Installing Active Directory Domain Services

9. On the Installation Results screen, click Close.

Add Rodes Wizard = x|

ﬁ‘ Installation Results

Before
e Yuhdth The followang roles, role services, or features were instalied successfuly:

Server Roles =

Actrve Directory Doman Services @ 1 fmaliane] mesmge el

Confirmaton | Active Directory Domain Services & nstallation succeeded
Progress The follipwing role services were nstalied:

Active Directory Domain Controller

() Use the Active Drectary Domain Services Instalation Wizard (deprome.exe) to make e server a
fully functional domain controler,

Close this wizard and launch the Actnee Drectory Domain Services Installabon Wizard (doproma. exe).

# MNET Framework 3.5.1 Features ﬂ' Installation succeeded

The follovang features wers irstaled:
HET Framework 3.5.1

Figure 8: Installation Results
End of procedure

Next Steps

*  Procedure: Configuring Active Directory
Procedure:

Configuring Active Directory

Purpose: To configure Active Directory in a Windows Server 2008
environment.

Prerequisites

* Procedure: Installing Active Directory
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Start of procedure

1. Access the Server Manager screen. From the Windows taskbar, select
Start > Administrative Tools > Server Manager.

2. Confirm that the Role added in Procedure: Installing Active Directory is
displayed under “Roles Summary”.

Note: The Active Directory Domain Services may indicate errors because
the software is installed but is not yet configured.

3. Click the Windows Start button and select Run.

4. Type dcpromo.exe in the box and click OK. This will launch the Active
Directory Domain Services Installation Wizard.

5. On the welcome page, click Next.
6. On the Operating System Compatibility page, click Next.

7. On the Choose a Deployment Configuration page, select the Create a new
domain in a new forest option, and click Next.

Choose a Deployment Configuration
‘s can creats a domasn controller for an eesting forest orfor 8 new forest

" Edsting forest
i

Figure 9: Choose a Deployment Configuration Page
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8. On the Name the Forest Root Domain page, enter the fully qualified
domain name (FQDN) of the forest root domain and click Next.

:'TI Active Directory Domain Services Installation Wizard

Hame the Forest Aool Domain
Thee fest domain in Ehe losest is te forest oo doman. It name & o the name of k
thee st o .

T thee fully cualhed domain name [FODMN) of the new lorest oot domain

FODOM of e Borest root doman:
IlLvm:DCG.IahI
Example: coipocontoso.com

<ﬂankr|;{aﬂ—>1 Cancel

Figure 10: Name the Forest Root Domain Page
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9. On the Set Forest Functional Level page, select Windows Server 2008 R2
and click Next.

ﬁ'] Active Directony Domain Services Installation Wizard ﬂ

Select the forest functional level

T Winidkews Server 2003 R Torest furctionsl ivel peovides ol the featires that ;I
are avalable i the Windows Server 2008 forest functional level. plus the folowing
_lhﬂundim:

- Recycis Bin, which, when & s enablad, provides the abdity to nestons
debstad objects in their entinty whie Active Diectory Doman
| Sanvices & running
mewnamdnhtmum-hﬂudh
Mmmmmwm LI

i You wil be sble to add only domain controlier that are nning
Windowa Senver 2008 H2 or laber bo this fonest.

More sbout domain and forest funclional levels

Figure 11: Set Forest Functional Level Page
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Chapter 3: Deployment Prerequisites Installing Active Directory Domain Services

10. On the Additional Domain Controller Options page, ensure that DNS server
is selected, and click Next.

@ Active Directony Domain Sendces Installation Wizard x|

Select addtional opticns for this domain controliar.
I DNE seir

FF Giobinl catalog

IT Beod orly domar conkzoles [HODE
Acditionsl inflomation:

Ths first deennin coniroliar in & forest must ba a global calaiog senver and =
be an RODC J

recormemand that you nstall the DHS Senver service on the firel domain

More sbout addtional dompin controlier ootions

Figure 12: Additional Domain Controller Options Page

11. Click Yes on the delegation for DNS server warning.

@1 Active Directory Domain Services Installation Wizard

; & delegation for this DNS server cannok be orested because the
y lh autharitstive parent zone cannat be Fourd or & does not run
Windows DNS server. If you are intesgrating with an existing DHS
Infrastruchure, you should manually create a delegation bo this
OS5 sarver inthe parent 2one bo ensure rebsbls name reschition

Frowm cutside the domain “hynedoodab® . Ctherwise, o action is
required,

Do you weank bo conbinus?

= e« |

Figure 13: DNS Server Warning
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12. On the Location for Database, Log files, and SYSVOL page, accept the
defaults, and click Next.

|'|"I Active Directory Domain Servioes Installation Wizard Ell
Location for Dalsbase. Log Files, and SYSWVOL

i
Specy the folders that will contain the Active Directony domain cortrmlier L
database_log fles, and SYSVOL i §

For better perfiormance and recowenbity, stone the databass and log files on separate

Database folder.

Log fles fcider
rc.xm-rmmms Brompe.. I

SYSWOL febdar:

|c Windows\SYSVOL Browe.. i

<Back > Cancel |

Figure 14: Location for Database, Log Files, and SYSVOL Page
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13. On the Directory Services Restore Mode Administrator Password page,
enter and confirm a password, and click Next.

o Active Duectory Domain Services Installation Wizand x|

Direclory Services Reslone Mode Adminisiralor Password

The Direciory Senvices Rasiors Mode Admirssiraion account is difenent from the domain
Admunisiralor account

Asmgn & password for the Administrator account that wil be used when this domain
coniralar it siadied in Deeclony Services Rastoes Mode . We recommend that you

choose o strong password,
Pasawond: Irinﬂ--ilu
Cordrm passwerd. Iilillllili.!ll

<ok | Not> | Canca |

*

Figure 15: Directory Services Restore Mode Administrator Password Page

14. On the Summary page, verify the information and click Next.

15. Select the Reboot on completion option to reboot the server when the
installation is complete.

End of procedure

Next Steps

* Procedure: Installing Active Directory Certificate Services

Installing Active Directory Certificate
Services

Once your Windows server is configured as a Domain Controller (see

Procedure: Installing Active Directory Domain Services), you must install the

Active Directory Certificate Services.

Genesys Lync Integration—Deployment Guide
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Procedure:
Installing Active Directory Certificate Services

Purpose: To install Active Directory Certificate Services on the domain.

Prerequisites

* Procedure: Configuring Active Directory

Start of procedure

1. Log on to the Domain Controller as [server name]\Administrator.
2. Goto Start > Administrative Tools > Server Manager.

3. Access the Server Manager screen. From the Windows taskbar, select
Start > Administrative Tools > Server Manager.

4. Under Roles Summary, click Add Roles.
5. At the welcome page for the wizard, click Next.

Add Roles Wizard = x|

ﬁi Before You Begin

This wizard helps you instal roles on this server. You determine which roles to install based on the asks you

Server Roles want this server o pérform, sisch as sharing documents or hostng & Web site.
Confrmabon Before you continue, verify that:

Frogress « The Adminssirator account has a strong password

Resute « Nebwork settings, suth as static P addresses, are configured

i » The latest security updates from Windows Update are instaled

Ifm.ndhhtmwun of the preceding steps, cancel the wizard, compiete: the steps, and then run the
WATAnd BOAE,

To contrue, dick Next.

™ Slip this page by default

Figure 16: Add Roles Wizard
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6. On the Select Server Roles page, select Active Directory Certificate
Services and click Next.

Add Rokes Wizard i _ﬂi

Deseription:
iy Di Cectificate S
ey - (A0 C3)is used to create certification
f| Active Do & e suthorities and related role services
o [ Actrve Directory Federation Services that allaw you te isgus and manags
g Type [} Actrve Directory Lightweight Directory Services certificates wsed in a variety of
CAType [] Active Directory Rights Management Services appiieatiars.
Pitvate [ Apphcaten Sarver
sl [ DHCR Server
CiA Nams [[] Fax Server
skl P [ File Services
[ Hypery
Cerbificate Database [} Metwork Pobcy and Access Services
Confrmaton L Print and Doqument Services
& [] Remate Desitop Serdces
roress [ Web Server (115}
Reite [ windows Deploymant Serviess
[ Windows Server Update Services
More: sbout server roles

< Pravious m cancel |

Figure 17: Select Server Roles Page

7. On the Introduction to Active Directory Certificate Services page, click
Next.
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8. On the Select Role Services page, ensure that both Certification Authority
and Certification Authority Web Enrollment are selected, and click Next.

Add Roles Wizard = .!.l

Before You Begn Selact the role services to install for Active Diectory Cartificate Senvces:
Server Roles Riole dasiizes: Description:
el [ Certifcaton Authority Certification Authority [CA) is used to
iszue and manage certificates,
l_ Certification mlﬂ' ‘iveb Enrplment Miﬂuph Cls mbﬁ |mk¢d ta rm'
= [ Gnline: Responder public key infrastructure.

SEND Type [ Meeturerk Device Enrolment Service

CAType [ Cartificats Envolimant Wb Service

Private Key [] Certificate Enrolimant Polcy Web Service

Figure 18: Select Role Services Page
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9. On the Specify Setup Type page, ensure that Enterprise is selected and
click Next.

5 k4

Aucld Roles Wizard

ﬁi Specily Setup Type

mwgmmﬂuhmwwm&emﬂmﬁ

Before You Begn
e cerificates. Spedfy whether you want to set up an Enterprise or
ADCS & Ent
Role Services Select this option If this CA is a member of a demain and can use Dinectory Service to issue and manage
ceshificates.
CAType -
Private Key Selart this opbon if this CA does not use Drectony Senics data o s or mansge certificates, &
o ; standalone CA can be a member of & doman,
CA Hame
Valdity Period
Certificate Database
Confrmaton
Progress
Reifts

Figure 19: Specify Setup Type Page
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10. On the Specify CA Type page, ensure that Root CA is selected and click

Next.
Add Robkes Wizand — -_ -ﬂl
~ Specify CA Type
Before You Bagn A combanabon of oot and subordnate CAs can be configured to create & hisrandhacal publie key infrastruchse
{PKI). Arcok CA is a CA that issues its own self-signed cerificate. A subordinate CA receives its certificate
Server Roles from ancther CA. Specify whether you want to set 1 & root or subordnate CA.
ADCS
Fioke Services % RootCA
Sehp Type Select this oplion if you ane mstaling the first or only certficaton suthority in & publc key nfrastructure.
" Subordinate CA
Frivate Key Selact this oplion If your A wil obtsin its CA certficate from another CA higher in & public key
nfrastructure.
Crypiographvy
CA Mama
Vabdity Period
Certificabe Database
Confrmaton
Privgress:
Resufts

Figure 20: Specify CA Type Page
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11. On the Set Up Private Key page, ensure that Create a new private key is
selected, and click Next.

Add Roles Wizard e x|
ﬁ'- Set Up Private Key
Before You Bege To generate and Baue cortificates to dhenls, & CA must have & private key. Speafy whither you want o
| reate a new private key or Use an exdsting one.
_—— = Create a new private key
Rode Sarvices Use this option If you don't have a private key or wish to creabe & new private key to enhanoe seaurity.
Yo will be scked to salect & oryptographic sendce provider snd specfy a key length for the private key,
Sehip.Type To tssue new certficates, you must also select a hash algoeithm,
CAType ™ Use existing private key
Use this option to ensure continuity with previously ssued certificates when remsialing a CA.
Crypiography {7 Selecta crthicate and wie i assodinted privabe key
CA Mams Seiect this option if wou have an existing cer h‘t:sle ort s compuber o if you venl bo mport &
esrsficati 3 ute HT SEoaointed o aie k.
Wabdity Periad {7 Chlard ey s tineg v ke b B computer
Certificate Database Sl Hhem opdion if you have retaned privals eys from & previols irstalston of wiand o use s privake

ey from an sftermate source

Figure 21: Set Up Private Key Page

Genesys Lync Integration—Deployment Guide 33



Chapter 3: Deployment Prerequisites Installing Active Directory Certificate Services

12. On the Configure Cryptography for CA page, accept the defaults and click

Next.
I Add Roles Wizard i _3_'("
ﬁi Configure Cryptography for CA
Before You Begn Tio.ereate 8 AEw private key, you must first select s cryplographic service provider, hash slagnthm, snd
key length that are appropriate fior the intended wse of the certificates that you issue, Selecting a higher
Server Roles walue for key length will result in stronger security, but increase the time needed to complete signring
ADCS operations.
Rk Services
Select & aryplographic service provder (C5P): Ky character lengith:
Sebpn T
S e [rsa=ticrosoft Software Key Storage Provider =B A
CAType
Private Key Select the hash sigorithm for signing certificates msued by this CA:
[ Coposeony [ -
SHA3E4
A e SHASL2 =
i - | 2
Certificate Database
Confemation ™ ABow admiristrator interaction when the peivate key is accessed by the CA,
Prisgress
Resufts
Mote about crvpioarachic options for & CA
Lot ]| = | oo |

Figure 22: Configure Cryptography for CA Page

13. On the Configure CA Name page, accept the defaults and click Next.
14. On the Set Validity Period page, accept the defaults and click Next.

15. On the Configure Certificate Database page, accept the defaults and click
Next.
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16. On the Confirm Installation Selections page, click Install.

Add Robes Wizard = ) x|

ﬁ_ Confirm Installation Selections

To instal the follovwing roles, role services, or features, diok Inetal.
1 Dwarning, | informations mestages below

ADCS
Fihe Services (I Thes server maght need 1o be restarted after e matallaten completes,
Setp Type = Active Directory Certificate Services
CATyoe Certification Authority 1
Private Key §, The name and doman settngs of the computer carnot be changed after Certfication Authorty has
been rstalled.
Cryptography CA Type : Enterprice Root
CA Mame (= RSA sMicrosoft Software Key Storage Pronider
Huarsh Algesrighm = SHAL
Cerbficate Database Allcs C5P [nferaction @ Disablied
B | Coveoswavrews:  anw usa
Datrguashed name M= LyncDCO-DCOLYNC2-CALC = LyncDO0 D =iocal
Progress Cortficnte Diatahate | oeamon © Crindoes gyatem 32\ Cert g
Brewits Certficate Database Log Locaton 1 C: indows wystemiZ\Certlog
1
Erind. e-madl, or gapee fhis information

Figure 23: Confirm Installation Selections Page

17. Once the installation is complete, click CLose.
End of procedure

Next Steps
*  Procedure: Installing Lync Server 2010, on page 37
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S Genesys

Chapter

Lync Installation

This chapter discusses creating and configuring the Lync Server environment
on your Windows 2008 server.

This chapter contains the following sections:

+  Building the Environment, page 37

«  Creating the New Topology, page 54

« Lync Server Front End Setup, page 65

«  Defining Users in Lync, page 75

«  Genesys-Specific Lync Configurations, page 83

Building the Environment

Procedure:
Installing Lync Server 2010

Purpose: To install Lync Server 2010 on your Windows 2008 server.

Prerequisites

» Installing Active Directory Certificate Services, page 28

Start of procedure

1. Log on to the host where Lync Server 2010 will be installed. Log in as
[Domain-Name]\Administrator.

2. Mount the Lync Server 2010 installation media.

3. Navigate to the appropriate hardware-specific directory in the installation
media, for example \Setup\amd64.
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4. Execute the setup.exe file to start the Deployment Wizard.

5. Ifitis not already installed, you will be prompted to install Microsoft
Visual C++ 2008. Click Yes to install it.

Microsolt Lync Server 2010 x|

In order to run the software on this C0, the Miorosoft Visual C++ 2008
Redistributable - x649.0.30729. 4148 Padage must be instalied. Do you
wish to instal it*

Figure 24: Visual C++ 2008 Installation Prompt

6. You will be presented with the following window. Adjust the installation
location if you desire, and then click Install.

& Microsoft Lync Server 2000

ﬁ:ﬂhhﬂnfuuﬂﬂmh &ny additional Lync Server companents that yeu install wil
a6 Lo this foldar,

T install Lync Server 20140, Core Componenis and start the Deployment Wizard, dick Irstall,
Installation Location:
IC'.'IFrng'xn Filas\Microsoft Lync Server 2000 Browss... I

[ ] concal |

Figure 25: Microsoft Lync Server 2010 Installation Location

7. On the License Agreement page, accept the end—user license agreement,
and then click 0K.
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8. Once the installation of the Deployment Wizard is complete, you will be
presented with the Lync Server 2010 Deployment Wizard. Click Install
Topology Builder. After installation, the Deployment Wizard displays a
green check mark next to Install Topology Builder.

F2 Lync Server 2010 - Deployment Wizard x|
Lync Server 2010
Welcome to Lync Server deployment.
Deploy 2
Prepare Active Directory Prepare first standard Edition server
Prepares the Active Directory schema, forest, and domain for Lync Server, Prepares a single Standard Edition senver to host
Helo » Central Management Service.
Nate: This task requires local administrator rights.
This task does not apply to Standard Edition
Servers that are not planned to host the Cantral
Install or Update Lync Server System M e 5!n'icupl:l for denk that
Irestall or update & Lync Server Server deployment member system. inchade Enberpri Ed"rtion
This option installs Lync Sarver core components, and a local replica &
configuration stora. Install Topology Builder o
Mote: Before installing a sarver, you need to have a valid topology created and Irstalls the Topolsay Builder and Administrative
published, Toals to the cumrent system,
Help » Your deployment requires at least one installation

of the Topology Builder,

Deploy Monitoring Server Reports
Deploy Monitoring Server Reports to selected SOIL
Server Reporting Services (SSRS) instances.

First Run Videos
Chick to view getting stanted videos,

Documentation

Chick to view the latest Lync Server
documentation online for deployment, planning,
and operations.

Tools and Resources

Chck to access tools and other resources anline to
help manage your Lync Server deployment.

Read the privacy statement online

Figure 26: Lync Server 2010 Deployment Wizard

9. Click Prepare Active Directory.
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10. On the Prepare Active Directory for Lync Server page, click Run under

Step 1.
"'_='_ Lync Server 2010 - Deployment Wizard _Xl
Prepare Active Directory for Lync Server
o =
.
Deploy > Active Directory Preparation :‘
Step 1: Prepare Schema =
[Run once per deployment. Extends the schema for Lync Server.
Prerequisites
Help » Fum
Step 2: Verify Replication of Schema Partition
Manual Verify that the schema partition has bezn replicated before preparing the forest.
Help »
Step 3: Prepare Current Forest
Ruin once per deployment. Creates global satings and univarsal groups for Lync SErver Samer components.
Not Avadlable: The schema must be prepared before you can prepare the forest,
Preraguisites »
e » [ ]
Step 4: Verify Replication of Global Catalog
Manual Verify that settings in the global catalog have been replicated before preparing & domain.
Help »
Step 5: Prepare Current Domain
Run once per Lyn Senver user or senser domain, Sets access control antries (ACES) for Lyne Sarver universal groups.
Mot Available: The schema and forest rmust be prepared before you can prepare the domain,
Prerequisites »
e » —~n_|
-
Back | Bxit
Figure 27: Prepare Active Directory for Lync Server Page
11. On the Prepare Schema window, click Next.
B Prepare Schema x|

jé Prepare Schema

Run ance per deployment. Extends the schema for Lync Server

__heo | gk [ Net | cancel

Figure 28: Prepare Schema Window
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12. On the Executing Commands page, verify that the Task Status shows

Completed, then click Finish.

f& Prepare Schema ]

é Executing Commands

x|

> Prepare Schema

Install-CSAdServerschema -Confirm:$false -Verbose -Report "C:\Users\Administrator, LyNCDCO\AppDataiLocal
\Tmpﬂnﬂdﬁﬂﬁwﬁana{!ﬂll_ﬁ_ﬂ][lﬁji 05].htrml™

Creating rew log file "C:\Users\Administrator. LYNCDCO\AppData\Local\Temp\Install-
CsAdServerschema-2097h530-87de-4b54-2557-9c38058bbde 7. 0ml ™,

Modify the Active Directory schema to support Lync Server 2010,

Creating new log file "C:\Users\Administrator, LYMCDCO \AppDatalLocal\Temp\Install-CSAdServerschema-
[2011_02_28][16_24_06].hemi™.

“Install-C5AdServerSchema” procassing has complated successfully.

Detailed results can be found at "C:\Users\Administrator. LYNCDCO\AppDataiLocaliTemplInstall-
CSAdServerSchema-[2011_02_28][16 24 0&).html".

Task status: Completed.

|Prepare Schema =] Viewtog |

Heo | Back Fnsh |  Concel

Figure 29: Task Status Completed
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13. On the Prepare Active Directory for Lync Server page, click Run under

Step 3.
F—‘_ Lync Server 2010 - Deployment Wizard EI
Prepare Active Directory for Lync Server
These tasks prepare Active Directory for your Lync Server installation.
i
Deploy > Active Directory Preparation :'
-

Step 1: Prepare Schema
Fun once per deployment. Extands the schema for Lync Server.
Brerequisites »

Help » ' Complete Run I

Step 2: Werify Replication of Schema Partition
Manual Verify that the schema parttion has been replicated before preparing the forest.
Help »

Slep 3: Prepare Current Forest
Run once par deployment. Creates global settings and universal groups for Lynd Server Sarver components.

Srerequistes

i |

Step 4: Verify Replication of Global Catalog
Manual Verify that settings in the global catalog have been replicated before preparing & domain.
Help »

Step 5: Prepare Corrent Domain -
Fun once par Lync Server user or server domain, Sebs access control entries [ACES) for Lync Server universal groups.

Mot Available: The schema and forest must be prepared before you can prepare the domair
Prenequisites »
Help » Run

Step 6: '\Fmﬁ' Hq)icahnn inllhc Domain

|4

Figure 30: Prepare Schema Completed
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14. On the Prepare Forest window, click Next.

F_‘, Prepare Forest

Lé) Prepare Forest

Run once per deployment to create global settings and universal groups for Lync Server components.

_neo | gk [[ et |  cancel |

Figure 31: Prepare Forest Window
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15. On the Universal Group Location page, leave the Local domain option
selected and click Next.

[ Prepare Forest i 5'

l‘_% Universal Group Location

Specify the domain where the universal groups will be created. By default, the local domain is used. If you do not
want the universal groups to be created in the kocal domain, please specify the FQDN of the domain where you
‘would like the universal groups to be created.

* Local domain
" Domain FODN

Example: domain.contoso.com

hep | Bock |[ et | conce

Figure 32: Universal Group Location Page

16. On the Executing Commands page, verify that the Task Status shows
Completed and click Finish.

& Prepare Forest ; x|

L% Executing Commands

> Prepare Forest

Enable-CSAdForest -Verbose -Confirm:$false -Report “C:\Users\Administrator, LYNCDCO \AppData'Local\Temp
\Enabla-CSAdForest-[2011_02_28][16_29_35).html"

Creating new log file “C:\Users\Administrator, LYNCDCO\AppOata\Local\Temp'\Enable-CSadForest-374892fd-
ba06-4841-b1 T4-2a8008f55a2d 3ml”,

Enable the Active Directory forest bo host Lync Server 2010 deployments.

Creating new log file “C:\Usars\Administrator, LYNCDC0\AppDataLocal\Temp\Enable-CSAdForest-
[2011_02_28][16_29_35].html".

“Enable-CSAdForest” procassing has completed successfully,

Detailed resulte ean ba found at "C:\Users\Administrator. LYNCOC0VAppData\Local\ Tamp\Enable-CSAdForast-
[2011_02_28][16_29_35].htmi".

Tasck stabus: Completed.

[Prepare Forest v viewtog |
Help I Back Fiish | concel |

Figure 33: Task Status Completed
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17. On the Prepare Active Directory for Lync Server page, click Run under
Step 5.

’__'?—'.'._-. Lync Server 2010 - Deployment Wizard

lx

Prepare Active Directory for Lyne Server
These tasks prapare Active Directory for your Lync Server installation,

Deploy > Active Directory Preparation

|» it

Step 1: Prepare Schema
Run once per deployment. Extends the schema for Lyne Sarver,
Prerequisites »

Help & «" Complats Run |

Step 2: Verify Replication of Schema Partition
Manual Verify that the schema paristion has been replicated before preparing the forest,
Help »

Step 3: Prepare Current Forest
fun once per deployment. Creates global settings and universal groups for Lync Server sanver components.
Prerequisites »

Help » " Complete LI

Step 4: Verify Replication of Glabal Catalog
Manual Verify that sethings in the global catalog have bean replicated before preparning a domain.
Help »

Step 5: Prepare Current Domain
Run once per Lyne Server user or sarver domain, Sets access control entries (ACES) for Lync Server universal groups. —
Frerequistes »

el __n |

Step 6: Verify Replication in the Domain
Manual Verify that the domain has finished replicating ACEs before deploying Lync Server machines.

Figure 34: Prepare Current Forest Completed
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18. On the Prepare Domain window, click Next.

L% Prepare Domain

Run once per Lync Server user domain or server domain to set access control entries (ACEs) for Lync Server
universal groups

_re | sk |[ Net | concel

Figure 35: Prepare Domain Window
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19. On the Executing Commands page, verify that the Task Status shows
Completed, and click Finish.

x
‘é) Executing Commands

> Prepare Domain

Enable-CSAdDomain -Verbose -Confirm:§false -Report "C:\Users\Administrator, LYNCDC0\AppDatalLocal\Tamp
\Enable-CSAdDomain-[2011_02_28][16_31_38].html"

Creating new log file "C:\Usars\dministrator. LYNCDCO\AppData'\Local\ Temp\Enable-CSAdDomain-
Co8eRA32-607F-420b-b328-3d8a5das4eas . xmil”,

Enabla an Active Directory domain to host Lync Senver 2010 deployments,

Creating new log file "C:\lsers\Administrator, LYNCDCO\AppData\Local\Temp\Enable-CSadDomain-
[2011_02_28]{15_31_38].htmil".

" in” processing has completed successfully.

Detailed results can be found at “C:\Users\Administrator. LYNCOC0\AppData'Local\Temp!\Enable-CSAdDomain-
[2011_02_28){15 31_38].html".

Task status: Completed.

|F‘repare Domain j View Log I
Help Back Finish I Canced |

Figure 36: Task Status Completed

End of procedure

Next Steps

* Granting Setup Permissions, page 45

Procedure:
Granting Setup Permissions

Purpose: To grant permissions to users so that they can run the Lync Server
2010 setup program.

Note: In this procedure, the machine has a single user account which also
happens to have built-in Active Directory elevated permissions.
However, this account still needs some specific Lync Server 2010
permissions.
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Prerequisites

* Installing Lync Server 2010, page 37

Start of procedure

1. Log into the Lync Server host as [Domain-name]\Administrator.

2. GotoStart > Administrative Tools, and then click Active Directory
Users and Computers.

3. In the console tree of Active Directory Users and Computers, expand the
domain that you are using for Lync. Select the Users container.

4. In the details pane, locate the RtcUniversalReadOnlyAdmins group,
right-click on it, and select Properties.

5. On the RtcUniversalReadOnlyAdmins Properties window, click the
Members tab.

RTCUniversalReadOnlyAdmins Properties I
General Members | Member Dfl Managed B_I,II LM Attnbutes |

b embers:

i ame | Active Directary Domain Services Fo
" ARTCSBAUniversalServi

:i'?_J RTCUniverzalSBATechnicians  LyncDCO.lab/U sers
i’;_?_, RTCUniverzald sertdrmins LyncDCO lab U sers

Figure 37: RTCUniversalReadOnlyAdmins Properties Window

6. Click Add.
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7. On the Select Users, Contacts, Computers, Service Accounts, or Groups
window type Administrator in the Enter the object names to select
field, and then click OK.

Select Users, Contackts, Computers, Service Accounts, or Groups ﬂ

Select thiz object twpe;

ILI zarz, Service Accounts, Groups, or Other objects Object Types..

Fram thiz lacation:
IL_I,Inu:D C0.lab Locations. .

Enter the object names to select [examples]:

Adrimiztratod Check Mames

i

Advanced... | )4 I Cancel

Figure 38: Select Users, Contacts, Computers, Service Accounts, or Groups
Window

P

8. On the RtcUniversalReadOnlyAdmins Properties page, click 0K.

9. Leave the Active Directory Users and Computers console open.
End of procedure

Next Steps

* Procedure: Granting Administrative Permissions
Procedure:

Granting Administrative Permissions

Purpose: To grant permissions to users so that they can run the Lync Server
2010 administration program.

Prerequisites

* Procedure: Installing Lync Server 2010

Genesys Lync Integration—Deployment Guide 47



Chapter 4: Lync Installation Building the Environment

Start of procedure

1. In the details pane of the Active Directory Users and Computers console,
locate the CsAdministrator group, right-click it, and select Properties.

2. On the CSAdministrator Properties window, click the Members tab.

CsAdministrator Properties el
General Members | MembeerI Managed E‘yrl
Members:
MName | Active Directory Domain Services Folder
Add... | Hemave |
| OK I Cancel Apply

Figure 39: CSAdministrators Properties Page

3. Click Add.
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4. On the Select Users, Contacts, Computers, Service Accounts or Groups
window, type Administrator in the Enter the object names to select
field and then click OK.

Select Users, Contacts, Computers, Service Accounts, or Groups

Select this object type;

|Llssr.s, Service Accounts, Groups, or Other objects Object Types. .,
From this bocation:

]L,m:DDJ.Iab Locations. .

Erer the obiect names o select (examples)

Adrrinishiatod Chack Mames |

Advanced.. [ ok ]| cancel |

Figure 40: Select Users, Contacts, Computers, Service Accounts or Groups
Window

End of procedure

Next Steps
* Procedure: Adding DNS Records

Procedure:
Adding DNS Records

Purpose: To add the following DNS records as part of the infrastructure
preparation:

Table 1: DNS Records

Deployment Scenario DNS Requirement

Standard Edition Server An internal A record that resolves the fully
qualified domain name (FQDN) of the server to its
IP address.

Note: This record will already exist. It was created
when the virtual machine was joined to Active
Directory.
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Table 1: DNS Records (Continued)

Deployment Scenario DNS Requirement

Admin URL An internal A record that resolves to the FQDN of
the admin URL to its IP address.

Automatic client sign-in For each supported SIP domain, you must create a
_sipinternals SRV record that maps to the FQDN of
the Standard Edition server.

Start of procedure

1. Log on to the Domain Controller host as [Domain-name]\Administrator.
2. Goto Start > Administrative Tools, and then select DNS.

3. Inthe Console Tree, expand the tree, expand Forward Lookup Zones, and
then select your domain

4. Right-click the name of your domain in the Console Tree, and then select
New Host (A or AAA).

5. In the New Host window, type admin in the Name field, enter the IP in the IP
address field, and then click Add Host.

x

Mame (uses parent domain name if blank):

I deolyncl

Fully qualified domain name (FQDMN):
I doolyncl. LencDCO. lab

IP address:
|1 040102

[T Create assodated pointer (FTR) record

[ Allow any authenticated user to update DNS records with the
SaIMe OWNer name

Figure 41: New Host Window

6. On confirmation that the host record was created, click 0K.

7. In the console tree, right-click the your domain and then select 0Other New
Records.
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8. On the Resource Record Type window, select Service Location (SRV) and
then click Create Record.

x

Select a resource record type:

Pointer (PTR) |
Public Key (KEY)

Renamed Mailbox (MR)

Responsible Person (RP) |

Description:

Service (SRV) record. Allows administrators to use several servers ;]
for a single DNS domain, to easly move a TCP/IP service from one

host to another host with administration, and to designate some
service provider hosts as primary servers for a service and other

hosts as backups. DNS dients that use a SRV-type query ask for a
spedfic TCP/IP service and protocol mapped to a specific DNS

domain and receive the names of any avalable servers, (RFC 2052)

=

| createRecord.. | cancel |

Figure 42: Resource Record Type Window

9. On the New Resource Record window, click Service and type
_sipinternaltls

10. Click Protocol and type _tcp
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11. Click Port Number and type 5061

Mew Resource Record E

Service Locakion [SRY) |

Camain: | LynicCiZo, lab
Service! | _sipinternaltls ;I
Protocal: | _tep j

Pricrity: | 0
Weight: | 0
Pork number: | 5061

Hosk offering this service:
I dealynct LyncDCO,lab

[ allow any autherticaked user to update all DNS recards with the same
name. This setting applies only to DM records for a new name.

| Ik I Zancel Help

Figure 43: New Resource Record Window

12. In the Host offering this service field, type the string corresponding to
[Lyncserverhostname] . [domain-name]. [high-level-domain]

13. Click 0K, and then click Done.
End of procedure

Next Steps

*  Procedure: Creating the Lync File Share

Procedure:
Creating the Lync File Share

Purpose: The user account used to publish the topology must have full control
(read/write/modify) on the file share in order for Topology Builder to
configure the required permissions. In the case of a Standard Edition Server,
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the file share resides on the same server. In this example, the Administrator
account is used to publish the topology and it already has sufficient NTFS
permissions. However, you must still create a file share.

Start of procedure

1. Log on to the Lync Server host as [Domain-name]\Administrator.

2. Goto Start > Computer > Local Disk (C:).

3. Right-click in the Details Pane, select New, and then select Folder.

4. Name the new folder LyncShare.

5. Right-click the LyncShare folder and select Properties. Click the Sharing
tab, and then click Advanced Sharing.

6. On the Advanced Sharing window, select the Share this folder option
and leave the Share Name field as LyncShare.

Advanced Sharing

¥ share this folder

 Setkings
Share name:
SharedFalder ;I

Add | Remoye |

Lirnit the number of simultaneous users to: l 15???;3:

Carnments:

Permissions | Zaching |

(] 4 I Cancel | Apply

Figure 44: Advanced Sharing Window

Click Permissions.

On the Permissions for LyncShare window, check Al Low next to Full
Control (in addition to Read and Change) and then click 0K.

Click 0K, and then click Close.

End of procedure
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Creating the New Topology

After installing Lync, you must define an initial topology. This section
discusses the use of Lync Topology Builder, a Microsoft tool to manage
topologies.

Procedure:
Creating a Topology

Purpose: To create an initial topology using Lync Topology Builder.

Start of procedure

1. Click Start > ALL Programs > Microsoft Lync Server 2010 > Lync
Server Topology Bui Lder.

2. In Topology Builder, select New Topology and then save the topology

.tbxml file.
3. On the Define the primary domain page, enter the Primary SIP domain and
click Next.
i

S%J Define the primary domain

Identify the prmary SIP domain for your organization, for example, contoso.com.
Primary SIP domain: *
| LyncDCO.lab

[[het | concel

Figure 45: Define the Primary Domain Window

4. On the Specify additional supported domains window, click Next.
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5. On the Define the first site page, enter a site name into the Name field, enter
a description into the Description field, if desired and click Next.

Create New Topology b — il

li _J Define the first site

Every deployment must have at least one site. If your deployment has multiple sites, you can add the other ones
later by using the New Site wizard.

Name: =

| pco_see

Description:

Figure 46: Define the First Site Name

6. On the Specify site details page, enter the location details and click Next.

x
: J Specify site details

Provide additional location details for your site.

City:
] Daly Gity

State/Province:
|ca

Country/Region Code:
[usa

nep | gock |[_nee | cance

Figure 47: Specify the First Site Details
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7. On the New topology was successfully defined page, ensure that the Open
the New Front End Wizard when this wizard closes option is selected and
click Finish.

Create New Topology ..’S]

i L.J New topology was successfully defined

You have successfully complated the New Topology wizard. Before you publich the topology, you must define at
least one Fronk End pool. If you are ready to do that now, select the check box below, and then click Finish.
[+ Open the New Front End Wizard when this wizard closes

To dose the wizard, dick Finish.

| |

Figure 48: New Topology was Successfully Defined Window

8. On the Define the New Front End Pool wizard, click Next.
x|

- Define the New Front End pool
o

This wizard helps you to create and configure a Front End pool for your site.
Before you begin, ensure that you have the following information:

= Do you plan to use the Front End pool for conferencing and/or voice?
»  How much scalability will you nesd now or in the future?

= What is the FQDN for the pool and for sach computer in the poal?

= If you are using conferencing, what is the external web address?

When you are ready to proceed, click Mext.

Help gk |[ Net | cancel

Figure 49: Define the New Front End Pool Wizard
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9. On the Define the Front End pool FQDN page, type

[pool-name.domain-name] into the Pool FQDN field. Ensure that the
Enterprise Edition Front End Pool option is selected and click Next.

| J Define the Front End pool FQDN
You may deploy your Front End Server as aither an Enterprise Edition pool or & Standand Edition senver.

Poal FQON: =
| poolo1.LyncDCO.Iab

(¥ Enterprise Edition Front End Pool
An Enterprise Edition Front End Pool can contain a5 many a5 10 computers for large scale deployments that
require load balancing and/for high availability. The S0L Server instance that hosts the user store and the
application store for this pool must be on a server or pool that is nunning Microsoft SOL Sarver.

™ Standard Edition Server
A Standard Edition Server is a single computer for smaller daployments that do not reguire high availability.
Thee SQL Server instance that hosts the user store and the application store for this Standard Edition senver is
an instance of SQL Server Express Edition, which is sutomatically installed.

o | s

Figure 50: Define the Front End Pool FQDN Page

10. On the Define the computers in this pool page, specify the host where the

Front End Server needs to be installed, and then click Next.

eine hew rontindpool x|

| j Define the computers in this pool.

Define the computers that make up the pool. At ksast one computer is required, and as many as 10 computers are

Computer FQDN:

[dcdyncl.Lwﬂ)CO.lah Add |

deolyncl, LyncDC0 lab Update

Ramaove |

hew_ | ookl (] s

Figure 51: Define the Computers in this Pool Page
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11. On the Select features page, leave all options unchecked and click Next.

x

—
W
Instant messaging and presence are always enabled, Selact the additional features that you would ke this Front
End poal to handle.

[ Conferancing, which incdhudes audio, vides, and application sharing.
™ Dialin (PSTN) conferancing

Select features

[ Enterprise Vioice
[T Call Admission Control

Call Admission Control is an cptional component that manages the bandwidth usad by unified communications
traffic within the deployment. Only one Front End pool per site can enable Call Admission Control.

Figure 52: Select Features Page

Notes: The Conferencing option can be enabled later if required. For an

example, see
http://social.technet.microsoft.com/Forums/en-GB/ocsconferencing/th
read/5a005491-72ec-4388-8e67-73419a69fec8

Lync Enterprise Voice is required, but it will be added later.

12. On the Select collocated server roles page, leave all options unchecked and

click Next.

Define New Front End Pool ] il

d Select collocated server roles

The AV Conferencing Service and Madiation Server can be collocated on a Front End pool. Collacation requires
fewer computers, but in larger deployments a standalone A/V Conferencing pool and/or Madiation Server pool can
provide better voice quality and greater scalability. For a Standard Edition Front End Server, the A/V Conferencing
sarvica is always collocated.

Select which server roles and senvices you would like to collocate on this Front End pocl.

[T Collacate &fv Conferencing sanvice.

We recommend collocation if you plan to home fewer than 10,000 users on this pool and A/V conferencing is

[ Collocate Mediation Sarver

You can collocate the Mediation Server on the Front End Server if your PSTN media gateway of your IP-PEX
supports media bypass and if Enterprise Vioice is not misskon-critical for your crganization.

_ e | Back |[ Met | concel

Figure 53: Select Collocated Server Roles Page
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13. On the Associate server roles with this Front End pool page, ensure that all

options are unchecked and click Next.

X

J Associate server roles with this Front End pool

Some features are carried out by other server roles. You can anable those features by associating them with the
Front End pool that you ane creating now.

Sehact the servers and features that you would like to associate with this Front End pool:
[ Enable archiving.

[T Enable monitoring (call detal recording and legging of quality of expenience metrics).
I~ Enable an Edge pool to be used by the media component of this Front End pool,

Hep | gack  |[ met | cance

Figure 54: Associate Server Roles with this Front End Pool Page

14. On the Define the SQL store page, point to the location where SQL Server

2008 SP1 is installed and click Next.

Define New Front End Pool E3

" Define the SQL store

o

Selact esisting or define a new SOQL Server instance to store usar information. For this Enterprise Edition Front End
Pacl, the SOL Server instance cannot be collocated on the pool; it must be on a single-server pool. Note: SOL
Server must be installed, and the SQL instance must be created before installation.

sz a previously defined SQL store.

l =

(% Define a naw S0QL store,
SQL Server FQDN: *
||:|cu|‘,‘nr:1.Lyn:ﬁC0.lab

SOL [nstance:
" Named Instance
| Defaul

{* Default Instance

e | pack  |[ met | concal

Figure 55: Define the SQL Store Page
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15. On the Define the file share page, type LyncShare (the name of the share
file defined in Procedure: Creating the Lync File Share, on page 52) in the
File Share field, and click Next.

x
L:' Define the file share

Selact an existing file share, or define a new one, to be used by the server. For this Standard Edition Front End
Server, the file chare can be collocated, or it can be on ancther single-server pool. The file share must be created
maniually before you can install it.

" Use a previously defined file share,
' Define a new file chare.

File Server FQDN: *

| deolyncl. LyncDCO, lsb

File Share: *
I SharedFolder

_reo | gack | met |  conce |

Figure 56: Define the File Share Page

16. On the Specify the Web Services URL page, click Finish.
x4

j Specify the Web Services URL

You can specify an alternate FODN for the external side of the Wb Services. For a Standard Edition Front End
Server, the internal FQDN is fived.

[T Ovemide internal Web Services pool FQDN
Intermad Basa URL:

1 poodl 1. LyncD00. 1ab

External Base URL: =
[pooloL.LyncDCO.Ia0

b | i (]| e

Figure 57: Specify the Web Services URL Page
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Y& Lync Server 2010, Topology Builder
File  Action Wiew Help

Creating the New Topology

17. On the Topology Builder page, view and modify the topology that was just
created, if desired.

i [=] E3

= k] pco_site
(2 Standard Edition Frant End Servers
= [ Enterprise Edition Front End pools
= [F poolot.LyncDco lab
[ i@ deolync1.LyncDCO.lab
[# [ Director pools
[ 3 AV Conferencing pools
=1 [ 5QL stores
14 deolynct.LyneDCO. lab'iDefaulk

SIP domain

Default SIP domain:

Additional supported SIP
domains:

LyncDCO.lab
Mot configured

Actions
-
2010

(] New Central Site...
Edit Properties. ..
Mew Topology...
Open Topalogy. ..

Download Topology...

=1 3 File stores kS -
B (3 Vi deolynct . LyncDCo.lab \SharedFolder Save a copy of Topology As...
218 e P ErtiRcze e Active| Simple URL | Publish Topolagy...
i [ PSTN gateways —
[ [ Manitoring Servers https://dialin.LyncDCO.lab Install Database...
[ Archiving Servers Mesting URLs: Active| Simple URL | swpdo Merge 2007 or 2007 R2 Tapal...
¥l [ Edge pooks " hitpsy//meet.LyncDCO.lab LyneDCO.|
# [ Trusted application servers l | = Remaove Deployment. ..
[# [ Branch sites
- Administrative access Nt configured Wiew »
URL: ol
Central Management Server a

Central Management
Server:

pool0L.LyncDCO.lab (DCO_site)

Figure 58: Review the new topology

End of procedure

Procedure:
Configuring the Administrative URL

Purpose: To configure the Administrative URL in order to access services
through the Web. Three simple URLs can be created, but this procedure
focuses on the third URL type:

1. Meet—Helps users connect to Conferencing Service.
2. Dial-in—Helps users access dial-in Conferencing Service.

3. Admin—Helps users connect to Lync Server 2010 Control Panel as an
Administrator (optional).
Start of procedure

1. In the Topology Builder window, select the Lync Server 2010 node in the
console tree.

2. Inthe Actions pane, click Edit Properties.
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3. In the Edit Properties dialog box, click Simple URLs.

4. Inthe Administrative access URL text box, specify the URL as
https://admin. [domain-name] and click OK.

Edit Properties —5=

SIP domain

Central Management
Server

s
Simple URLs i
Simple URLs will be sent to your users and used by them to access the web pages for dial-in conferencing phona
numbers, meetings, and administration. The active URL is the one that is used when new meetings are scheduled.
Other URLs are used to support any meetings that have been scheduled in the past by using those URLs, Meeting
and Phone access Simple URLs are reguired and must be full URLs, including https://. Changing a Meeting or
Phone access URL after it has been published will prevent users from joining existing meetings or conferences. In
order to change the active URL, you should create a new active URL and leave the current URL inactive. An
inactive URL can be removed after all conferences or meetings that use it have expired or been deleted.
Phone access URLs:
Simple URL |
https://dialin.LyncDCO.lab Add... |
Remowve |
Make Active | Edit URL |
Meeting URLs:
simple URL SIP domain | |
J/ https:/{meet.LyncDCO.1ab LyncDCO.lab Add...
Remove
Make Active Edit URL |
Administrative access URL:
Central Management Server a =

Help

=

0l I Cancel

Figure 59: Simple URLs Page
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End of procedure

Next Steps
*  Procedure: Publishing the Topology

Procedure:
Publishing the Topology

Purpose: In order to take effect, the topology that you have created needs to be
published in a Central Data Store.
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Prerequisites

*  Procedure: Creating a Topology

*  Procedure: Configuring the Administrative URL

Start of procedure

1. In the Topology Builder window, open the topology created in Procedure:
Creating a Topology, on page 54.

2. In the console tree, right-click on the Lync Server 2010 node, and then
choose the Publish the Topology option.

3. On the Publish the Topology window, click Next.
x

Publish the topology

InurderfanmSewa'zﬂll}hmrmdhrmnemm deployment, you must publish your topology.
Before you publich the topalogy, mﬂuthhhﬂwhﬂshwbemmmm

A wvalidation check on the root node did not return any errors.

A file share has besn created for all file stores that you have configured in this topology.

All simple URLs have been defined,

For Enterprise Edition Front End pools and for Monitoring Servers and Archiving Servers: All SQL stores are
installed and accessible remotely; firewall exceptions for remote access to SQL Server are configured,

For a single Standard Edition server: The task “Prepare first Standard Edition server” was run.

* You are currently logged on as a SQL administrator, for example, as a member of the SQL sysadmin role.

= If you are removing a Front End pool, all users, common area phonas, analog devices, application contact
objects, and conference directories have been removed from the pool.

When you are ready to procesd, click Next.

Hebl Back Next Cancel

Figure 60: Publish Topology Window
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4. On the Create Databases page, check that the back-end database is selected
and click Next.

Publish Topology = ﬂ

Create databases

hlmiqdaﬁmaddahbusmmﬁmmhw Some of the databases listed below have not been
created. If you have the appropriate permissions on the SQU Server, you can create the databases when you
uﬁﬂnmw Nmmmmmmmmmmmm

create the databases later.
Craate the following databases during publishing:
| soercon | st [

b deolyncl LyncDConlab Do _ste

Note: Only databases on dedicated SQL servers can be installed from hers. Databases on SQL servers that are
collocated with other sarver components must be installed by running local setup on the machine.

Figure 61: Create Databases Page

5. On the Select Central Management Server page, ensure that the Front End
Pool is selected and click Next.

Publish Topology x|

Select Central Management Server

Only one Front End pool in the deployment can have a Central Management Store. All pools will use the same store,

Select the Front End pocl that will host the Central Management Store:
| poolot.LyncDCO.lab DCO_site -]

M‘aﬂced...l
ot [[oer ] owed |

Figure 62: Select Central Management Server Page
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6. Publish the Topology. When the Topology Builder shows Complete Status,
ensure that each step shows a Success status. Click Finish.

Publish Topology |

Publishing wizard complete

Your topology was successfully published.

I Step I Status I =
" Creating Central Management Store Success
" Setting Central Management Store location...  Success
" Publishing topology ... Success
/" Downloading topclogy ... SuCCEss
/~ Updating global simple URL s=ttings... Success
/" Publishing global simple URL settings... Success j

Mext steps:
<» Click here to open to-do list

In order for Lync Server 2010 to correctly route traffic, your deployment must match the published topology.
The linked text file contzins a list of any servers that need to be updated, as well as any databases that need
to be created.

To close the wizard, click Finish.

Help | Back | Finish I Cance

Figure 63: Publish Topology Complete

End of procedure

Next Steps

*  Procedure: Installing the local configuration store

Lync Server Front End Setup

This section explains how to setup and configure the Lync Front End Server.

Procedure:
Installing the local configuration store

Purpose: To install the local configuration store for the Lync Front End Server.
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Start of procedure

1. On the Lync Server 2010 Deployment Wizard window, click the Install
or Update Lync Server System link.

2 Lync Server 2010 Deployment Wiorard !I
Lync Server 2010
Welcome to Lyne Server deployment. .
Deploy -~
Prepare Active Directony Prepare first Standard Edition server
Prepares the Active Dsrectory schema, forest, and domain for Lyne Senver. Prepares a single Standard Edition server to host
Help » v Cantral Management Senace.
Complete  pose: This tack regures local adminstrator nghts.

This task does not apply to Standard Edition
| Install or Update Lync Server System — EM,,"‘?!.““““:'&!TFW“ it
S Bt Inchude Erterpose Edbon.
This option installs Lync Server cone components, and a kocal replica
: Install Topobogy Bailder o

e,

Mote: Before instaling o server, you need to have a valid topology created and Irstalic the Topology Bullder and Sdmiristratre

published, Tools to the current system.

Hep - Your deployrnent requires st laast one instalisssn
of the Topology Builder.
Deploy Monitoring Server Reports
Deepiloy Server Reports to sehected SOL
Server Reporting Services (S585) instances.

First Run Yideos
Chck to view getting started wideos.

Documentation

Click to view the labest Lync Server
documantation anling for deploymant, planning,
and operstons.

Tools and Besources
Chck: to access tools and other resources online to

help rarage your Lync Sanvar deployrmant,
Read the privacy statement online

mx | em |

Figure 64: Lync Server 2010 Deployment Wizard Window
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2. On the Lync Server 2010 page, click Run under Step 1.

2 Lyne Server 2010 - Deployment Wizard

[x

- Lync Server 2010
Welcome fo Lync Sarver deployment.

Deploy > Lync Server 2010

|» [t

Step 1: Install Lecal Configuration Store
Installs local configuration store and populates with data from Central Management Store,

Brerequisites »

Help » R

Slep 2: Setup or Remove Lync Server C
Install and activate, or deactivets and uninstall Lync Sarver Components based on the topology definition,
Mot Available: Local configuration store not available

0
Prerequisites »

Help » —IFI-L..-I

Step 3: Reguest, Install or Assign Certificates
This step starts the Cantificate Wizard, Create certificate request for local system. Install, and assign certificates for this
systern based on the topology definition.

ipuration store not availabla

Mot Avadlable: Local con

Prerequisites »

Help » Rumn

Step 4: Start Services
Initiates & start request for all Lync Server services.
Note: This step does not venify that the senices have actually started. To do so, launch the Sarvices MMC tool through the
"Sarvica Status” step in the Deploymeant UL

Mot Available: Local configuration store not available

Preraguisites »

Help » Rum

- = — LN S 151 ﬂ

B T

Figure 65: Lync Server 2010 Page

3. On the Configure Local Replica of Central Management Store window,
select Retrieve directly from the Central Management Store option and
click Next. When prompted, provide the location of the Lync Server
installation media.

4. When the task is completed, click Finish.
End of procedure

Next Steps

*  Procedure: Installing the Front End Server
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Procedure:
Installing the Front End Server

Purpose: To install the Lync Front End Server.

Prerequisites

* Procedure: Installing the local configuration store

Start of procedure

1. On the Lync Server 2010 Deployment Wizard window, click the Install
or Update Lync Server System link.

2. On the Lync Server 2010 page, click Run under Step 2.

3. On the Setup Lync Server Components window, click Next.

4. Once the installation is completed and the host machine is restarted,
complete the installation by clicking Finish.

F} Setup Lync Server components il

\_é Executing Commands

LTNECKINg prerequisite POWETSNEelL... prerequisiie sausied. ﬂ
Checking prerequisite SupportedServer0s...prerequisite satisfied.

Checking prerequisite I15...prerequisite satisfied,

Checking prerequisite 1IS7Features... prerequisite satisfied.

Checking prerequisite SglExpressRicLocal...prereguisite satisfied,

Checking prerequisite WCredist...prerequisite satisfied.

Checking prerequisite SglNativeClient...prerequisite satisfiad.

Checking prerequisite SglBackcompat...prerequisite satisfied.

Checking prereguisite UcmaRedist....prerequisite satisfied.

Checking prereguisite RewriteModule...installing...success

Checking prerequisite Wmf2008...prereguisite satisfied.

Checking prerequisite Wmf2008R2...installing...failure code 3010

The server must be restarted before installation can continue, To continue the installation after the server
has restarted, start the Deployment Wizard and complete this step again.

Task status: The cmdlet completed with errors.

IBGDGtrap local machine j View Log

Help I Back | Finish | Cancel |

Lync Server Front End Setup

Figure 66: Setup Lync Server Components Completed

End of procedure
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Requesting, installing and assigning certificates

All communication within Lync is done over TLS, which means that a security
certificate issued by a proper Certificate Authority is necessary for Lync
installations. Lync includes a facility to automate the process of requesting,
installing, and assigning certificates. This section explains how to manage the
installation of a suitable certificate.

Procedure:
Requesting, installing and assigning certificates

Purpose: To request, install, and assign certificates on the Lync installation.

Prerequisites

* Procedure: Installing the Front End Server

Start of procedure

1. On the Lync Server 2010 Deployment Wizard window, click the Install
or Update Lync Server System link.

2. On the Lync Server 2010 page, click Run under Step 3.
3. On the Certificate Wizard window, click Request.
x

Select & Lync Server Certificale Type and then select & task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificnte SIatLA Friercly Nama Exparation Cate __________IH‘.BGH
H[:-:f.yj:m:ru::mr_- Lamaar I
_ vemove |

v |

Figure 67: Certificate Wizard Window

4. On the Certificate Request page, click Next.
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5. On the Delayed or Immediate Requests page, select the Send the request
immediately option and click Next.

I Certificate Request x|

Lé') Delayed or Immediate Requests

Da you want to prepare a certificate request to be sant later, or do you want to sand it now to an online
certification authority?

(¥ Send the request immediately to an online certification authority
€ Prapars the raquest now, but sand it later (offline certificate request)

heo | | (e s

Figure 68: Delayed or Inmediate Requests page

6. On the Choose Certificate Authority page, select the CA for which the
certificate needs to be requested and click Next

fE Certificate Request i x|

‘_é Choose a Certification Authority (CA)

m;mmmmwmmmwﬂmmh
salected CA's certificate chain if necessary,

(¥ Salact a CA from the list detected in your environmant
| LyncDCO-DCOLYNCI-CA :]

" Specify ancther certification authority

_ ne | Back |[ Net |  concel

Figure 69: Choose a Certification Authority (CA) Page

7. On the Certificate Authority Account page, click Next.

8. On the Specify Alternate Certificate Template page, leave the Use
Alternate Certificate option unchecked and click Next.
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9. On the Name and Security Settings page, specify a friendly name and click
Next.

E. Certificate Request B _il

Lé) Name and Security Settings

Type a name for the new certificate. The name should be easy for you to refer to and remember.

Note: The friendly name should not be confused with the Subject Name which will be determined automatically
basad on the certificate’s usages on this machine.

Erizndly Name:
| Lyne Poclt Cerd

Bit length:
| 2048 =

[T Mark the certificate’s private key as exportable

e | ok |[ met | camel

Figure 70: Name and Security Settings Page

10. Specify the Organization and Geographic information, and click Next.

11. On the Subject Name / Subject Alternate Names page, click Next.

& Certificate Request I x|

l_é) Subject Name / Subject Alternate Names

The following will be automatically populated for the Subject Mame and Subject Alternate Name [SAN)

Subject Mame:
oot e b

Subject Alternate Name:
poolL knedco i

dialin recdcs b

et kncdco. b

dirvsin. kmerco b

b | e

Figure 71: Subject Name / Subject Alternate Names Page
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12. On the SIP Domain Setting page, select the SIP domain and click Next.
Bcorthoaterequest x|
l _é_) SIP Domain setting on Subject Alternate Names (SANs)

If your deployment mests any of the following conditicns, you may need additional SANS for each configured SIP
domain:

* Your deployment uses automatic sign-in without DNS SRV configuration

» Your deployment performs strict domain
» Your deployment inchades devices that run Lync Phone Edition

Configured SIP domains
F LyncDCO.lab

Selact one or more SIP domains for which & sip. <sipdomain entry is to be added to the SAN list.

__Heb | Bock

Figure 72: SIP Domain Setting on Subject Alternate Names Page

13. On the Configure Additional Subject Alternate Names page, click Next.
14. On the Summary page, review the content and click Next.

15. On the Executing Commands page, ensure that the Task Status shows as
Completed and click Next.
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16. On the Online Certificate Request Status page, check that the Assign this
Certificate to the Lync Server Certificate option is selected and click

Finish.
& Certificate Request I _E]
\_é Certificate Request Summary
To generate a requeast with the following information, dick Mext
Property | Valua | s
Server default, Web services
Certificate Use internal Web services axtemal
Country/Region
State/Province
City/Locality
Friendly Name Lync Pooll Cert
Key Size 2048
Exportable False
Organization
Organizational
Linit.
E:"'S::]'“t T LyncDCO.Iab o

Figure 73: Certificate Request Summary Page

17. On the Certificate Assignment page, click Next.
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18. On the Certificate Assignment Summary page, review the information and
click Next.

X

é Certificate Assignment Summary

Ta assign the following certificate to the Lync Server usages listed, dick Next

Property | Value |-
Friendly Name Lync Pooll Cert
. Ba13CECS1B63343A0E44A1BD00DAC
Thumbprint S1AFEGF74CH
= Server default, Web services
GCartificats lice internal, Web services axtemal
Isgue date 10M201110:31:03 PM
Expiration date 9432013 10:31:03 PM
f‘;ﬁj}"“ NamE et LyneDCO Jab
Subjact Alternate i W
Names (SANS) sip. LyncDCO.lab
pool1, LyncDCO lab
disl, LyncDCO.Jab =]

hep | Bak |[ Nt | cancel

Figure 74: Certificate Assignment Summary Page

19. On the Executing Commands page, check that the Task Status is
Completed and then click Finish.

20. In the Certificate Wizard window, review the list of assigned certificates
and click Close.

x

Sedact @ Lync Server Cartificats Type and then salect 3 tasic. Evpand the Cartificate Type to perform advanced certificate usage tasis.

__Reauest |
n Cocfault cortificate Lyne Pool1 Crt
e |
& Server default Lync Pocll Cert
_E‘J Wed servces inbermal Lyne Pocll Cert :
= Web services external = Lyne Poall Cert
__vew_|

Figure 75: Certificate Wizard Window

End of procedure
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Next Steps

* Procedure: Creating users in Active Directory

Defining Users in Lync

Once the environment is set up, you will need to create users who will be both
Lync users and Genesys agents. This section describes the manual user
creation process in Lync. This is appropriate for smaller deployments.

Procedure:
Creating users in Active Directory

Purpose: Since Lync uses AD for user data, users need to be created in Active
Directory.

Start of procedure

1. Open Active Directory Users and Computers.

2. In the console tree, right-click the folder in which you want to add a user
account. Point to New and click User.

3. On the General tab, enter the first and last name, display name, and e-mail.
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4. On the Account tab, enter the user login name and account options.

¥ladimir Mabokov Properties E |

Dial-if | Environment I Seszions I Femote control
Femaote Dezktop Services Profile I Perzonal Virtual Deszkiop I COrM+
General I Address  Account | Prafile I Telephones I Organization I tdember Of

Uzer logon name:

Ivnabu:uku:w I (Scampanta. com j

IJzer logon name [pre-Windows 2000];
|COMPANYAY | vnabok oy

| Logon Hours. . I LogOn To... |

[ Unlock account

Account options:

[ User must change password at nest lagon ﬂ
™ User cannat change passward
¥ Password never expires

[ Store password using reversible encryption ;I
— Account expires

i plever

" End of: Saturday . August 04, 2012 j

] | Cancel Amply | Help |

Figure 76: User Properties for Account Tab

5. On the Telephones tab, enter the user telephone number(s).
6. Click OK.

End of procedure

Next Steps

* Procedure: Configuring users through the Lync Control Panel
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Procedure:
Configuring users through the Lync Control Panel

Purpose: Further configuration can be done from the Lync Control Panel. The
control panel allows you to edit/modify users, although it cannot create new
Active Directory users.

Prerequisites

* Procedure: Creating users in Active Directory

Start of procedure

1. To launch the Lync Control Panel, open a browser window and enter the
Lync Admin URL (https://admin.[domain-name]). Alternatively, on the
Lync Front End Server, go to Start > ALL Programs > Microsoft Lync
Server 2010 > Lync Server Control Panel.

2. Select the pool that you would like to connect to.
Ef select URL

Please select the URL to connect Lync Server Control Panel

https://pool0l.lyncdco.lab/Cscp

Ok I Cancel

Figure 77: Select URL Window
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3. Specify the [Domain-Name]/Administrator login credentials and click 0K to
open the Lync Control Panel.

B8 Microsoft Lync Server 2010 Control Panel

Microsaft*
Lync Serverzo10 P
B Users
User Information Resources
Welcome, Administrator Getting Started
View your roles First Run Checklist
%@  Voice Routing Using Control Panel

Microsoft Lync Server 2010
%, Voice Features =
Top Actions Getting Help

Downloadable Documentation
Online Documentation on TechNet Library

2 Res oG
f3 Response Groups
Enable users for Lync Server

Configuration

@ EEE = \E,?E‘:,,D:umz;: us;r:lus Lync Server Management Shell

[E Clients : poioay Lync Server Management Shell Script Library
- » View Monitaring Server reports Lyne Server Resource Kit Tools ‘
-, External User . |
B e Community |

Access

Forums !
= Monitoring Blogs 1
— and Archiving |
8 Security |
@ Network :
|

Figure 78: The Lync Control Panel

4. Click Users in the left-hand side options list. The window displays a list of
users who have already been created. To enable a new user, the user must
already exist in Active Directory. Select Enable Users from the Users Tab.

EZ Microsoft Lync Server 2010 Control Panel [_[O]

Sign out

Microsolt
~ Lync Serverzoio

i Home I

B Users
(s) Search () LDAP search
4 Topology
s nome or clicking Add fiiter Find # b+ Add filter b
& IM and Presence
2 Voice Routing & Enable users | v /7 Edit ¥ Action ¥ @
Voice Features Display name =  Enabled SIP address Registrar pool Telephony

73 Response Groups

& conf Select the type of search that you want to perform.
onferencing

Clients IMPORTANT: Search returns users already enabled for Lync Server, but
Externil Ueae does not include users enabled for previous versions. To see these
Nicbase users, select Legacy users in the search filter query.

Monitoring
and Archiving

B

Security

Network
Configuration

]

Figure 79: Lync Control Panel Enable Users
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5. Search to find the user(s) to add and select the Enabled for Lync Server
check box. Click each user to edit the user's properties. Initially, the other
options such as the Dial plan policy, voice policy, conferencing policy,
Client Version policy, Pin policy, External access policy, archiving
policy, Location and client policy can be left as automatic.

Edit Lync Server User - LynckKWw1
H{{:mmit A Cancel
Display name:

| vk W
LYTICAR YL

[+| Emabled for Lync Server
SIP address:*
sipelynckWl @ | LyncDCO.lzb hd

Registrar pool:
7

e lab
FLaL T LA A b

padc

Telephony:

Enterprise Voice v

Line URL

tel+16504660001
Figure 80: Edit Lync Server User Window
6. Click Commit.
End of procedure

Next Steps

*  Procedure: Configuring voice routing for users

Procedure:
Configuring voice routing for users

Purpose: To configure voice routing for users on the Lync Control Panel.

Genesys Lync Integration—Deployment Guide 79



Chapter 4: Lync Installation Defining Users in Lync

L]

q

Home

Users

Topology

IM and Presence
Voice Routing
Voice Features
Response Groups
Conferencing
Clients

External User
Access

Meonitoring
and Archiving

Security

Start of procedure

1. In the Lync Control Panel, click Voice Routing in the left navigation bar.

I Dial Plan Voice Policy P5TM Usage Trunk Configuration Test Vioice Routing

Create voice routing test case information

Edit Dial Plan - Global

o ok | K cancel
Name:*
Globa

l Simple name:*

DefaultProfile

Description:

Dial-in conferencing region:

chennai

External access prefix:

El

Figure 81: Voice Routing Page

80

2. IntheDialed number field, type in the phone number you want to use. This
number will be normalized and displayed in the Normalized number field of
the Results pane.

Associated Normalization Rules

% New L2 B 5= Select...
Mormalization rule State Pattern to match
Extension Dialing 10nwx Committed  A{100d{2])%
Extension Dialing &0ux Committed  A(6CND{21E
Custom Prefix All Committed  \=7[sOh-% TP DsDh-Y/ T s ([2-Sdhd e 2 D) M T

Figure 82: Associated Normalized Rules
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3. Click the Route tab to configuring route details.

icrosoft Lync Server 2010 Control Panel M=l B3

Microsolt Sign out
Lync Serverzo1o P
& Im Hoke ol H FSINUmge | Tnccontgurtion | TestVoie Routing _
fi Home
R Users Create voic ting test case information ¥
34 Topology
G IM and Presence 2
0 s
i ascicsRouting S New SEdit ¥ HMoveup J-Movedown Action ¥ Commit ¥ (%]
%, Voice Features Name State PSTN usage Pattern to match
73 Response Groups LocalRoute Committed g
B @i CCRoute Committed  Local A(\+1889[0-SKT))S
B Clients InternalRoute Committed  Intemal ~(\+1865[0-S17))$
GWWRoute Committed  Local #(\+1630[0-8171]5
5. External User
B¥  Access
Monitoring
= 2

and Archiving
4 Security

‘?, Network 7
Configuration

Figure 83: Voice Routing—Route Tab
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82

4, Ifrequired, change the route by moving each route up and down in the list.
To specify the detailed route configuration, click Edit

B8 Microsoft Lync Server 2010 Control Panel [_ O]
Microsof Ad ator | Sign out
Lync Serverzoio P

S Im — Pom Usage | Tk Confuration | Tet Voie Routing _
s Home
B Users Create voice routing test case information ¥
I4 Topology
& IM and Presence Edit Voice Route - CCRoute
@2 Voice Routing of oK | X Cancel @
E ) Name:* =
Voice Features
CCRoute
32 Res e G
f3 Response Groups
Description:
G Conferencing
B Clients Build a Pattern to Match
Eitorri Add the starting digits that you want this route to handle, or create
= External User E ok .
=5 the expression manually by dlicking Edit.
Access
) Starting its for numbers that you want to allow:
Monitoring
= G I Add
and Archiving )
8 Security +1899(0-91{7) Exceptions
= Remove
@ \Ie._.-f,_-\ k._
Configuration
Edit ?
|_| Suppress caller ID
Alternate caller ID:
Associated gateways:
PstnGateway:192.168.10.199 Add..
Remove
Associated PSTN Usages
S=Select...
PSTN usage record Associated voice policies
Local ©)Gioba
Translated number to test:
Go

Figure 84: Edit Voice Route Window
End of procedure

Next Steps

* Procedure: Creating a new PSTN Gateway
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Genesys-Specific Lync Configurations

This section discusses specific Lync configurations that allow SIP Server and
UC Connector to integrate with Lync.

Procedure:
Creating a new PSTN Gateway

Purpose: To create a new public switched telephone network (PSTN) gateway.
The SIP Server is seen by Lync as a PSTN gateway that talks to the Mediation
Server. PSTN gateways are configured in Lync through the Topology Builder.

Start of procedure

1. Click Start > ALL Programs > Microsoft Lync Server 2010 ) Lync
Server Topology Bui lder.

2. In the site tree on the left-hand panel, right-click PSTN gateways and select
New.
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3. In the Define New IP/PSTN Gateway window, specify the Host, Port and
Transport.

"'-:'r"_; Lync Server 2010, Topology Builder

File  Action  Yiew Help

&= iz
Lé Lync Server 2010 The properties for this item
= ] DCo_site
[ Standard Edition Front End Servers
[ Enterprise Edition Front End poals
[ Director poals
3 AN Conferencing pools
[ S0L skores
[ File stores
= [ Mediation pools
LELQ\ dealync?, LyncDiC 0, lab
= [ PSTH gateways

Define New IP/PSTN Gateway E3

Gateway FODN or IP Address *
deolyncg.LyncDCO.lab (%]

Listening port for IF/PSTH gateway: *

Help 0K Cancel

Figure 85: Define New IP/PSTN Gateway Window

Note: When TLS is the transport chosen for SIP Server, the configuration
option TServer\sip-tls-cert should be set to SIP Server’s host
certificate thumbprint that is issued by Lync CA. You should also set
the TServer\sip-port-tls to the port.
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4. Right-click the Mediation Server pool host and select the PSTN Gateway tab.
The newly created PSTN Gateway (the SIP Server) should be added to the
associated list of the Mediation Server, and selected as the Default
Gateway.

File Action ¥iew Help General
[ Lync Server 2010 ESThH[gatevwar,
F (] DCo_site Next hop pool:

_|Opx

Next hop selection -

[ Standard Edition Frant End
[ Enterprise Edition Front Eni [ pooloz Lyncpcalan peo_site |
(23 Director pocls
[ AJv Conferencing pools
3 50L stares
Mediation Server PSTN gateway -

[ File stores

e CfTenenen oo
2 deolyne7 LyncDCO.lab Listening ports: = TLS: | 5067 TCP: | 5068
B ey
deolyncg.LyncDCO.lab I Enable TCP port
deolync-perf1 LyncDCC The TCP port of this Mediation Server must be enabled because a TCP gateway depends on it.
drolyne-clientl.LyncDC

The following gateways are not associated with any Mediation Server. Click Add to associate them with this

Monitoring Servers
= J Mediation Server.

| Archiving Servers
3 Edge pools Gateway Site | |

(23 Trusted application servers deolync-perfl.LyncDCO.lab DCO_site Add...
3 Branch sites deolync-client1 LyneDCO.lak DCO_site

The following gateways are associated with this mediation server. Click New to define a new gateway and add it
to the list. Click Remove to remove a gateway from the list.

|- Gateway

+/  dcolyncB.LyncDCO.lab New...

Remove

Make Default

wep | [ o | concel
Figure 86: Mediation Pool PSTN Gateway

Note: In this sample configuration, Mediation Server uses ports 5067 for SIP
TLS and 5068 for SIP TCP.

5. Publish the Topology.
End of procedure

Next Steps

*  Procedure: Configuring UC Connector as a trusted application

Procedure:
Configuring UC Connector as a trusted application

Purpose: To add the UC Connector host as a Trusted Application Host in the
Lync Topology Builder.
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Start of procedure

1. Click Start » ALL Programs » Microsoft Lync Server 2010 > Lync
Server Topology Bui lder.

2. Right-click the Trusted Application Servers item on the left-hand-side
panel and click New.

3. Enter the FQDN for the UC Connector host and select Single computer pool.

& Lync Server 2010, Topology Builder

File Action View Help
o A [l )
Lé Lynic Server 2010 )
= (L] DCo_ste 3 . )

[ Standard Edition Front End Servers | } Define the Trusted Applications pool FQDN

[ Enterprise Edition Front End pools

[ Director pools

3 Afv Conferending pools Define the fully qualified domain name (FQDN) for the Trusted Applications pool, and indicate whether the pool will

[ 3QL stares be single-server or multiple-server. Important: A single-server pool cannot be converted later to a multiple-server
[ File stores pool.

3 Mediation pools W
[ PSTH gateways

[ Moritaring Servers I deolync-cme.lyncdee.lab I
3 Archiving Servers

[ Edge pools " Multiple computer pool

[ Trusted applicatian servers Select this option if you want this pocl te support lead balancing and high availability.
[ Branch sites

Define New Trusted Application Pool [<]

|
(= { Single computer pool. N
IS option If you have a small deployment and you do not need load balancing or high availability.

Help Back || e |

Figure 87: Define the Trusted Applications Pool FQDN Window

4. Specify the pool, which is selected by default, and click Finish.

& Lync Server 2010, Topology Builder

File Action Yiew Help
o ANl

Lé Lync Server 2010

Define New Trusted Application Pool [ x]

= ] Doosite :
(3 Standard Edition Front End Servers u“é) Select the next hop
3 Enkerprise Edition Front End poals
3 Director poals
3 AW Conferencing pools
[ 5L stores
[ File stores Next hop poal:
[ Mediation pools pool01.LyncDCOJab  DOO_site
[ PSTN gateways
1 Monitoring Servers
3 Archiving Servers
3 Edge pools
(57 Trusted application servers
(1 Branch sites

Select the Front End pool that is to be used as the next hop for the Trusted Application pool.

Help Back |I Einish I Cancel

Figure 88: Select the Next Hop Window

5. Publish the Topology.

End of procedure
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Chapter

Certificate Generation for
Genesys Applications

To enable connections between the Genesys application (SIP Server for IM,
UC Connector for Contact Center Agents, UC Connector for Experts) and the
Lync Front End Server, Lync Enterprise requires the use of TLS. MTLS
(mutual TLS) is used for this.

In order to enable MTLS, both server and client need to obtain certificates. In a
lab setting, certificates can be self-signed, while in public deployments they
need to be issued by a Certificate Authority (CA), such as Verisign.

This chapter contains the following sections:
«  Generate Client Certificate, page 87
- Generate Server Certificate, page 89

Generate Client Certificate

The first certificate is a regular client/user certificate, used to trust servers of
the domain, like the Lync Front End Server(s). It is not necessary to export
private keys for this certificate, or to have private keys exportable.

This is the same type of certificate that would have to be installed on a user's
workstation to start a Lync client and to connect to Lync server (TLS
connectivity).

Procedure:
Generating the Client Certificate

Purpose: To generate a client certificate used to trust the Lync Front End
server.
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88

Start of procedure

1. Request the certificate through Certification Authority (CA) Web Access
https://[server_namel/certsrv

2. Select ‘Download a CA certificate, certificate chain, or CRL’
3. Select ‘Download CA certificate’

4. Save the certificate as “DER encoded binary X.509 (.CER).” For example,
CompanyA_Certificate.cer

End of procedure

Next Steps

*  Procedure: Processing the Client Certificate

Procedure:
Processing the Client Certificate

Purpose: To convert the .cer certificate file to JKS format (Java keystore).

Note: keytool.exe is a tool provided by the Java Development Kit and
can be found in the bin directory of the JDK installation

Prerequisites

*  Procedure: Generating the Client Certificate

Start of procedure

1. Copy the certificate that you created in the previous procedure (for
example, CompanyA_Certificate.cer)

2. Place this certificate in the JDK\bin directory of your prerequisite JDK
installation.

3. From the JDK\bin directory, run the following command:

keytool -import -alias "CompanyA_Certificate" -file
CompanyA_Certificate.cer -keystore CompanyA_Store.jks

4. Note the keystore password requested during keytool procedure (for
example, ghijkl)

5. Place this file in a logical location. For example:
<ucc_root>\etc\CompanyA_Store.jks

End of procedure
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Next Steps

* Continue to one of the following:
+ Procedure: Generating the Server Certificate Using Lync Management
Shell
+ Procedure: Generating the Server Certificate Using Microsoft
Management Console or CA Web Access

Generate Server Certificate

This is a server certificate (enhanced key usage: Server Authentication -
Private keys exportable), the same type of certificate that is required by any
server belonging to a Lync infrastructure (such as A/V MCU, Edge Server,
Mediation Server).

As a MTLS (mutual TLS) connection is to be established between the Genesys
application (SIP Server and / or UC Connector) and Lync Front End Server,
each side needs to have its own server certificate, which establishes trust
between the two servers. This is a standard Lync procedure.

Procedure:
Generating the Server Certificate Using Lync
Management Shell

Purpose: To generate a server certificate. This is the same type of certificate
required by any server belonging to a Lync infrastructure (A/V MCU, Edge
Server, Mediation Server).

Start of procedure

1. On the host computer where the Lync Front End Server is installed, open
the Microsoft Lync Shell and type
Request-CsCertificate -New -Type Default -FriendlyName
"GenesysServerCertificate" -CA
"labdc@1.companya.com\companya-LABDC@1-CA" -ComputerFQDN
[server_name]-Verbose

Note: The [server name] must match the FQDN of the host where UC
Connector is running.

This will request the certificate through Lync. If authorized/granted, it will
be installed on the Certificate Store (Personal) of the host where the
request was issued.
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2. Open the Microsoft Management Console (MMC):
a. Click Start > Run.
b. Type MMC and click 0Ok.
3. Add the certificates snap-in:
a. GotoFile > Add/Remove Snap-In.
b. Click Add.
c. Select the Certificates Snap-In and click Add.
d. Select Local Computer and click Finish.
4. Find the Genesys Server certificate that you want to export:

a. Under the Certificates tree, locate your domain certificate; for
example this could be in the Personal folder.

b. Click Certificates.

Right-click the certificate you want to export, select ALL Tasks >
Advanced Operations > Export.

5. Follow the wizard to export the certificate to a .pfx file (“Personal
Information Exchange - PKCS #12 (.PFX)”).

a. Choose 'Yes, export the private key'.

b. Choose 'Include all certificates in certificate path if
possible'.

Note: Do NOT sclect 'Delete Private key'.

c¢. Enter a password (take note of it). (Example: mnopqr)

d. Select a location to save the file, then click Finish (Example:
GenesysServer Certficate.pfx)

6. When you get the message "The export was successful"”, click OK.

7. Copy the certificate file on to the UC Connector host and place it in a
logical location. For example:

{ucc_root)\etc\GenesysServer_Certificate.pfx

End of procedure
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Procedure:
Generating the Server Certificate Using Microsoft
Management Console or CA Web Access

Generate Server Certificate

Purpose: To generate a certificate for the host running UC Connector with the
Microsoft Management Console or Certification Authority (CA) Web Access.

Note: Note that such a certificate template may not exist by default at the
Certification Authority level (certificate template including Server
Authentication as enhanced key usage and allowing Private keys to be
exported). If operational policies permit it, a copy of the “Web Server”
certificate template can be made, adding permission to export Private
keys. This can be achieved on the Certification Authority host running
the client tool “certtmpl.msc”.

Start of procedure

1.

On the host computer where Genesys is installed, request the certificate
through CA Web Access:

https://[server_namel/certsrv

Select Request a certificate

Select Advanced certificate request

Select Create and submit a request to this CA

Type - Select a Server Template with Private Keys exportable
(NDLR: custom Server template with Private Keys exportable)
Name: demosrv.genesyslab.com (Subject)

New keyset: Microsoft RSA, Key Size 2048, Mark Keys as
exportable

Friendly Name: (Example: GenesysServerCertificate)

Export the certificate and save it into a .pfx file (Example:
GenesysServer_Certficate.pfx). [password - Example: mnopqr)]

Copy the certificate file on to the UC Connector host and place it in a
logical location. For example:

{ucc_root>\etc\GenesysServer_Certificate.pfx

End of procedure
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Chapter

6 Genesys Component
Configuration for Lync
Interoperability

This chapter contains the following sections:
SIP Server Configuration Tasks, page 94
UC Connector Configuration Tasks, page 99
Interaction Workspace Plug-in for Lync, page 102
Current Limitations, page 104
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SIP Server Configuration Tasks

SIP Server Configuration Tasks

This section describes the list of SIP Server options that need to be configured
for Lync integration. No changes have been made in SIP Server to integrate
with Lync; however, a specific configuration is necessary.

94

Task Summary: Configuring SIP Server

Objectives

Actions

Set up MSML-enabled treatments.

Set the following configuration option
on the SIP Server application level:
TServer\msml-support = true

Set up music on hold.

To enable music to be played when the
caller is on hold, set the following
configuration option on the SIP Server
application level:
TServer\sip-enable-moh = true

Set up early media support.

In integration with Microsoft Lync,
early media support should be disabled
in the SIP Server. For details, see
“Current Limitations” on page 104.

On the SIP Server application level, set
the following configuration option:
TServer\sip-enable-100rel = false

Set soft switch properties.

A soft switch configuration simplifies
the common configuration required on
Endpoint DNs. Use a DN of type Voice
over IP Service, with
TServer\service-type = softswitch.

Create Extension DNs with the number
corresponding to the Lync Enterprise
Agent's Phone number, with no
sections added to them specifically.

See Procedure: Configuring a soft
switch DN for Lync.

Create a trunk for Mediation Server.

Since SIP Server is seen by the Lync
Mediation Server as a media gateway, a
trunk needs to be created on SIP Server
pointing to the IP address and port of
the Mediation Server.

Create a DN for MSML VoIP Service.

See Procedure: Creating a DN for
MSML VoIP Service
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Task Summary: Configuring SIP Server

Objectives Actions
Create a DN for Recorder VoIP Call recording can be configured using
Service. NETANN. This is how the recording

test cases were tested during the SIP
Server qualification tests with Lync.
Additional and more advanced
recording capabilities can be
configured, but were not tested
officially during the qualification tests.

Configure the request-uri section in
NETANN format, as shown in
Procedure: Creating a DN for Recorder
VoIP Service

Configure a route point. When a call is made from a Lync Client

to a SIP Endpoint, the call progresses
through the Lync Server and lands on
SIP Server on a route point.

Create a Routing Point DN and set
Register to true.

Procedure:
Configuring a soft switch DN for Lync

Purpose: To set up a soft switch DN for Lync.

Start of procedure

1. In Genesys Administrator, create a new extension DN. Under the Options
tab, select Advanced View (Annex) and add the following options:

TServer/contact—The contact should point to the Mediation Server,
which by default runs on port 5068 for TCP transport, and port 5067 for
TLS transport.

TServer/dual-dialog-enabled—The dual-dialog setting should be
false. As with most PSTN devices, Lync Mediation Server handles
one call at a time. This makes SIP Server reuse the same dialog for the
Consultation call. This is also required to have a Media bypass applied
to the consult call. Otherwise, by default SIP Server sends a Consult
Call INVITE message without SDP.

TServer/make-cal L-rfc3725-f Low—The call flow should be set to RFC
3725 flow 1, in order to make third-party call control calls without
sending an Initial INVITE with Black Hole SDP to Lync Mediation
Server.
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* TServer/refer-enabled—The refer support is set to false, in order to
make the RFC 3725 call flow effective.

* TServer/reuse-sdp-on-reinvite—Lync Mediation Server doesn't
apply Media Bypass for calls, which go by Late Media. In order for a
valid SDP from the caller to reach the Mediation Server, the SDP is
reused. The value for this option should be set to true.

* TServer/service-type—The service type is set to sof tswitch.

1| Lync_%55 - "Switches Switch_Lync_1%DNs"

2 Cancel = A sl Save & Mew 2 Reload
Configuration Dptions Permissions Dependencies
o | New unDeIete iExpDrt 3Impurt Wiewy Advanced View [Annex)
Mameg « Section Option Walue
T | Fiter Fitter Filter Fitter

= TServer (6 Items)
TServericontact TServer  contact dealyncF 3065 tranzpart=tcp
TEZerveridual-dialog-enabled TZerver  dual-dialog-enabled falze

TServerimake-cal-rfc3v2a-flowe TServer  make-call-rfc3T2a-flow: 1

Tserverirefer-enabled Tserver  refer-enabled falze
TZerverireuse-sdp-on-reinvite TZerver  reuse-zdp-on-reinvite true
TServerizervice-type TServer  service-type softswitch

Figure 89: Configuration options for the soft switch DN

End of procedure
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Procedure:
Creating a Trunk DN for Mediation Server

Purpose: To create a trunk DN on SIP Server pointing to the IP address and
port of the Mediation Server.

Start of procedure

1. In Genesys Administrator, create a new trunk DN. Under the Options tab,
select Advanced View (Annex) and add the options as shown in the figure
below:

i_| Trunk_Mediation - "Switches'Switch_Lync_1%DNs"
2L Cancel L‘;_-‘ Save & Close L‘g‘ Save ._‘;_-‘ Save f Mew | |“Z Relnad

Configuration Options Permissions Dependencies
0 Mew ug;DeIete QEXDDH 3Impurt Wiew: Advanced Wiew [(Anngx)
hlame = Section | Option Walue
= |Fitter Fitter Fitter Filter

= TServer (b Items)
TServericontact TServer  contact deoolyne T 5068 transport=tcp
TEerveridual-dislog-enabled TZerver  dual-dialog-enabled falze

T=Zerverimake-call-rfc3725-flowe  TZerver  make-call-rfc3725-flow 1

TZerverfrefix TZerver  prefix +141 5466
TZerverrefer-enabled T=Zerver  refer-enabled falze
TServerireuse-sdp-on-reinyvite TServer reuse-sdp-on-reinvite true

Figure 90: Configuration options for the trunk DN

End of procedure
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Procedure:

SIP Server Configuration Tasks

Creating a DN for MSML VolIP Service

Purpose: To provision GVP/Media Server for Treatment of the Inbound Calls.

Start of procedure

1. In Genesys Administrator, create a new DN. Under the Options tab, select
Advanced View (Annex) and add the options as shown in the figure below:

i | MSML_¥oIP_partition - Switches' Switch_Lync_1%DNs' Outbound®,
L'i" Sawve & Mew | |“ZReload

¥ Cancel = s |

Canfiguration Options

0| Mew uuDeIete iExpDrt 3Im|:u:|rt

Mame
T

= TServer (8 Items)
TServerfoontact
TZervericpd-capakility
TServerimake-call-rfc37 25-flaw
TServeriprefix
TServerfrefer-enabled
TZerveriring-tone-on-make-call
TZerverizervice-type

TZerverfzubscription-id

Section

TServer
TServer
TServer
TServer
TServer
TServer
TServer

TServer

Figure 91: DN configuration options

End of procedure

Perrnissions

Dependencies

Siew: | Advanced View [Annex)

Option

contact

chd-capakility
make-call-rfo37 25-flow
prefix

refer-enakbled
ring-tone-on-make-call
zervice-type

subscription-id

Walue

172.21.81.195:5060
mediaserver

1

msml=

falze

falze

msml

Lync
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Procedure:
Creating a DN for Recorder VoIP Service

Purpose: To create a DN for Recorder VoIP Service.

Start of procedure

1. In Genesys Administrator, create a new DN. Under the Options tab, select
Advanced View (Annex) and add the options as shown in the figure below:

i | Recorder_¥oIP - '\ Switches' Switch_Lync_1%DNs",
2L Cancel 15_-‘ Save & Close 15_" Save 15_" Save & MNew _;.jiReInad

Configuration Options Permissions Dependencies

0| Mew uuDeIete iExpDrt 3Impurt Yiew: Advanced View (Annex)
Mame = Section Option “Walue

T | Fitter Fitter Fitter Fitter

= TServer {3 Items)

TServericontact TServer contact 101011 .7:5070
TEZerverirequest-uri - TServer recuest-uri annc@10.10.11 75070 recard=recording/call-
TEerverizervice-type TServer service-type recorder

Figure 92: Configuration options for Recorder VolP Service DN

End of procedure

UC Connector Configuration Tasks

The Genesys UC Connector is used in integration with Lync to provide
presence synchronization of remote Lync users, who act as contact center
agents for the Genesys solution. To do this, UC Connector subscribes to the
Lync presence service and monitors presence events for all registered users. It
reports presence status variations to Stat Server through a configurable
mapping filter.

UC Connector connects with the Front End Pool and subscribes to Agent
statuses periodically. The Lync Front End Server notifies Genesys when there
are any status changes to the Lync Contact Center Agents.
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UC Connector Configuration Tasks

Task Summary: Configuring UC Connector

Objectives

Actions

Configure UC Connector for the Front
End Server.

UC Connector registers with the Front
End Server, and then Subscribes to
each Lync Agent Status separately. See
Procedure: Configuring UC Connector
for the Front End Server.

Configure UC Connector for multiple
Front End Server hosts.

UC Connector can be provisioned to
connect to multiple Front End Server
hosts belonging to the same pool. This
is compulsory when connecting to
Lync Enterprise Edition. See
Procedure: Configuring UC Connector
for multiple Front End Server hosts.

Procedure:

Configuring UC Connector for the Front End Server

Purpose: To configure UC Connector to register with the Front End Server and
Subscribe to each Lync Agent Status separately.

Prerequisites

* Procedure: Processing the Client Certificate

*  One of the following:

+ Procedure: Generating the Server Certificate Using Lync Management

Shell

+ Procedure: Generating the Server Certificate Using Microsoft
Management Console or CA Web Access

Start of procedure

1. In Genesys Administrator, open the UC Connector application and click

the Options tab.

2. Set the value of the Microsoft-0CS\contact option to a valid Lync User

URL

3. Set the value of the Microsoft-0CS\registrar-uri option to the Lync Pool
at the UC Connector application level.

4. Click the Configuration tab. In the Command Line Arguments field, enter

the following information:
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ucc-launcher.exe -host demosrv.genesyslab.com -port 2020 -app
UCConnector_AG -1l 7260edemosrv -http_port 8092 -cert_store_file
“client_certificate_path)>" -cert_store_pass
{client_certificate_password) -cert_store_type jks -key_store_file
“{server_certificate_path)>" -key_store_pass
{server_certificate_password)" -ket_store_type pkcs12

Note: <client_certificate_path>—location of the client certificate
created in Procedure: Processing the Client Certificate.

{client_certificate_password>—the client certificate password
created in Procedure: Processing the Client Certificate.

{server_certificate_path)>—location of the server certificate
created in either Procedure: Generating the Server Certificate
Using Lync Management Shell or Procedure: Generating the
Server Certificate Using Microsoft Management Console or CA
Web Access.

{server_certificate_password)>—the server certificate password
created in either Procedure: Generating the Server Certificate
Using Lync Management Shell or Procedure: Generating the
Server Certificate Using Microsoft Management Console or CA
Web Access.

End of procedure

Procedure:
Configuring UC Connector for multiple Front End
Server hosts

Purpose: To configure UC Connector to connect to multiple Front End Server
hosts in the same pool.

Note: In order to provide the correct security certificates for different front
ends in the same pool, the certificate keystore must contain two (or
more) entries corresponding to the front ends in the same pool.

Start of procedure

1. Export pfx (pkcs12) files from both front ends using mmc on Windows (so
you would have certificatel.pfx and certificate2.pfx). To export, you
must set a password for each file.

2. Import the files from Step 1 into a new keystore with a new password (for
example pwd_final):
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» Ifthe final keystore is java keystore, use the following commands:

Type: keytool.exe -importkeystore -v -srckeystore certificatel.pfx
-destkeystore final_certificate.jks -srcstoretype pkcsi2
-deststoretype jks -srcstorepass pwdl -deststorepass pwd_final

Type: keytool.exe -importkeystore -v -srckeystore certificate2.pfx
-destkeystore final_certificate.jks -srcstoretype pkcs12
-deststoretype jks -srcstorepass pwd2 -deststorepass pwd_final

» Ifthe final keystore is pkcs12 keystore, use the following commands:
Type: keytool.exe -importkeystore -v -srckeystore certificatel.pfx

-destkeystore final_certificate.pfx -srcstoretype pkcs12
-deststoretype pkcs12 -srcstorepass pwd1 -deststorepass pwd_final

Type: keytool.exe -importkeystore -v -srckeystore certificate2.pfx
-destkeystore final_certificate.pfx -srcstoretype pkcsi2
-deststoretype pkcs12 -srcstorepass pwd2 -deststorepass pwd_final

Start UC Connector with the following arguments in command line:

» for java keystore:

-cert_store_file final_certificate.jks -cert_store_pass pwd_final
-cert_store_type jks

» for pkcs12 keystore

-cert_store_file final_certificate.pfx -cert_store_pass pwd_final
-cert_store_type pkcs12

Notes: keytool.exe is a tool provided by the Java Development Kit and can

be found in the bin directory of the JDK installation

For multiple Front End Server support, UC Connector and Lync must
be in the same subnet.

End of procedure

Interaction Workspace Plug-in for Lync

102

Interaction Workspace, Genesys' Agent Desktop application, includes a plug-in
for Lync 2010. This plug-in is distributed through the UC Connector CD, since
UC Connector is necessary for integration with Lync.
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Installation of this plug-in is mandatory for an Agent deployed with Lync
Integration. The plug-in exercises the Lync Client local APIs to allow
answering calls from Interaction Workspace.

i} customerl - Interaction Workspace
Case Information -

Origin: Inbound call to 1000
Quewe: 1000

)

Figure 93: Answer Call Interaction Workspace toast

In effect the Answer Call Interaction Workspace toast, shown in Figure 93,
implements a third-party call control answer command on the Lync 2010
Client residing in the same host. Clicking it also opens up the Interaction
Workspace Call Control window, as shown in Figure 94.

| CLISTOHTIEN - CxTelMmici - (nrercac:Tiomn vyworksooaoc e

customerl ‘j (00:02:08)

Case Information

Origin: Inbound call to 1000
Quewe: 1000

w customerl gy Connected

6% 65 o~ o~ 1] @ 8~

l& Anonymous Caller |Z| |E| ['5__<|
Anonymous Caller
Guest (Other) (;
M = Video = £~ I *

o
<

HH
l‘ (1 -
H

Figure 94: Interaction Workspace Call Control Window
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Current Limitations

This section describes the current limitations in the SIP Server integration with
Microsoft Lync 2010. This is Phase 1 of the integration with Lync Server—as
the support evolves this section of the document will change and shrink.

Multiple Front End Server support on the same subnet

The Multiple Front End Server support of UC Connector depends on the
mechanism used by the Windows host's DNS Client to resolve the pool's Front
End IPs.

First pick from the set of resolved IPs is the default DNS Client behavior in
Windows 2003 Server, usually with the DNS Server re-ordering in round-robin
fashion.

Windows 2008 R2 Host DNS Client complies with the RFC3484 Rule of
Destination Address selection; the unreachable destinations are automatically
avoided. This is limited to hosts within the same subnet.

Genesys UC Connector is limited to provide Front End Failover support when
provisioned on a Windows 2008 R2 host, and has to be in the same subnet as
the Lync.

IP Phone support

Genesys only supports the use of the Lync 2010 desktop client as a soft-phone
for voice communication.

This Genesys deployment does not interoperate with Lync-supported IP hard
phones, such as Polycom CX 600. Currently, use of these phones has the
following limitations:

* The AnswerCall option through Interaction Workspace cannot be used to
answer the call on the Lync IP phone.

* Ipcc call handling, such as transfers and conference done using the IP
phone, does not coordinate with the call control on the Genesys suite. Only
Interaction Workspace-based 3pcc call control through Interaction
Workspace should be used.

Early Media support should be disabled

104

When a SIP User Agent supporting Early Media (such as the SIP Server)
contacts the Lync Mediation Server, the Mediation Server does not apply
Media bypass condition for the call. The Mediation Server responds with a 183
Session Progress containing its own SDP, Required:100rel and an RSeq
header. The SIP Server sends a RAck in the PRACK.
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The Mediation Server contacts the Front End Server to reach the Lync Client—
this call is Early Media enabled. When the Lync Client responds with its Early
Media SDP, the Mediation Server attempts to update the UAC with the Lync
Client's Early Media SDP; however, the 2nd 183 Session Progress response
doesn't contain an incremented RSeq header value—the UAC doesn't process
it. This is no compliant with RFC 3262 guideline.

As aresult, SIP early media does not work with the Lync Mediation Server,
and should be disabled as a SIP Server option.
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Appendix

Genesys Lync Agent

This appendix contains the following sections:
What is Genesys Lync Agent?, page 108
Deploying Genesys Lync Agent, page 110
Using Genesys Lync Agent, page 116
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What is Genesys Lync Agent?

108

Genesys Lync Agent (GLA) is a piece of software that allows the use of
Microsoft Lync for voice interaction, regardless of the type of Genesys agent
desktop client in use. Genesys Lync Agent is installed on an agent's machine
where it runs in the background and executes remote answer commands for
Microsoft Lync calls on behalf of the agent. This enables third-party call
control from Genesys desktop applications. In particular, GLA supports the use
of web-based Agent Desktop Clients with Microsoft Lync Enterprise Voice.

Genesys Lync Agent when running on the same machine as the Microsoft Lync
Client, communicates with UC Connector to allow agents to answer incoming
calls and perform call control.

When Microsoft Lync is used as Enterprise Voice, Genesys offers an
integration solution which conducts telephony through Genesys SIP Server and
Lync presence synchronization through UC Connector. Full Genesys desktop
functionality is not supported with this solution because Microsoft Lync does
not support third-party answer call and make call. The calls can only be
initiated and answered using the endpoint, because neither the standard SIP nor
Microsoft SIP extensions provide the means to send the command to the
endpoint to accept the call.

Genesys Lync Agent solves this problem by accepting remote call control
commands and executing them using the Microsoft Lync Client API. When
GLA is installed on each agent desktop, it runs at the same permission level as
the logged in Windows user. GLA works in the background, where it waits for
the answer command and invokes the appropriate Lync Client API calls.

Genesys Lync Agent is an interface to UC Connector through cometD, and to
Lync client through the Lync 2010 SDK. When a Lync client conversation
window pops up, GLA signals UC Connector. UC Connector then instructs
GLA to answer the active conversation.

Under normal operations, GLA is only visible as the Genesys icon in the
system tray.

Genesys Lync Agent

S ¥

® 4

Customize...

i 1
E |-i IIJ;I I': e

Figure 95: GLA in the system tray.

UC Connector 8.0 @



Appendix : Genesys Lync Agent What is Genesys Lync Agent?

Redundancy

Genesys Lync Agent supports redundant UC Connectors in the traditional
HTTP redundancy mode, which means that no special measures are made to
support UC Connector redundancy in the application itself.

If the cometD connection attempt fails, GLA initiates another connection to the
same URL. The minimum interval between two connection attempts is 1
second to avoid network flooding.

GLA only supports active connections to UC Connector; it does not support
the warm standby redundancy method for high availability.

High Availability Support

Genesys Lync Agent only supports active connections to UC Connector. It
does not support warm UC Connector standby.

Localization

Genesys Lync Agent supports the following languages:
* English (en)

* French (fr)

* Germany (de)

o [talian (it)

* Spanish (es)

* Russian (ru)

Genesys Lync Integration—Deployment Guide 109



Appendix : Genesys Lync Agent

Deploying Genesys Lync Agent

Deploying Genesys Lync Agent

Complete the following tasks to install and configure Genesys Lync Agent:

110

Task Summary: Deploying Genesys Lync Agent

Objective Actions
1. Complete prerequisites. * UC Connector 8.0.300.04+ is
installed
* SIP Server 8.1.0.001+ is
installed.

* The Lync client has been
installed, and operates correctly.

* The Lync SDK redistribution has
been installed.

* A valid desktop to connect to the
Genesys environment exists.

* Procedure: Prepare the UC
Connector Solution

2. Install Genesys Lync Agent.

Procedure: Installing Genesys Lync
Agent

3. Set the host and port for all
Genesys Lync Agent users.

Centralized Administration of Host and
Port Settings for all GLA Users

Procedure:

Prepare the UC Connector Solution

Start of procedure

1. In Genesys Administration, go to Environment > Applications and
double-click on the UC Connector Application object.

2. Go to the Options tab.
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3. Inthe UC-Connector section, configure the following options (see UC
Connector 8.0 Deployment Guide for more information on the
configuration options):

Table 2: UC Connector—UC-Connector Section

Option Name Default Value Description

gla-kpl-time 30 The interval, in seconds, between
keep alive messages sent from
GLA to UC Connector. This
value must be greater than the
value for the
gla-kpl-response-time option.
The valid values range from 4 to
any integer greater than the
kpl-response-time.

gla-kpl-response-time 4 The expected time, in seconds,
for UC Connector to respond to
the keep alive messages sent by
GLA. This value must be less
than the value for the
gla-kpl-time option. The valid
values range from 3 to any
integer less than the kpl-time.

gla-call-match-window 4000 The time window during which a
T-Lib call is matched against a
Lync call reported by GLA. Lync
and T-Lib call events do not have
a common reference and can only
be matched by coincidence in
time. The valid values range from
2000-15000.

4. In the In the Microsoft-0CS section, configure the following option:

Table 3: UC Connector—Microsoft-OCS Section

Option Name Default Value Description

invite-message “Please use the window on the Configure this option to be
right to access data about current | blank/no value in Genesys
interactions” Administrator. This prevents an

additional Lync IM conversation
window from appearing on the
desktop.
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5. Click Save.
End of procedure

Next Steps

» See Procedure: Installing Genesys Lync Agent.

Procedure:
Installing Genesys Lync Agent

Start of procedure

1. On the UC Connector 8.0 product CD, locate the Genesys Lync Agent
setup.exe file in the Lync folder.

2. Follow the Wizard instructions, clicking Next through each of the
following pages:

a. Choose Destination Location—Select the path where Genesys Lync
Agent will be installed.

b. Genesys Lync Agent Parameters—Enter the host name where UC
Connector is running and the UC Connector HTTP port.

¢. Ready to Install—Click Install to proceed.
4. In the final Installation Complete page, click Finish.

End of procedure

Next Steps

» See Centralized Administration of Host and Port Settings for all GLA
Users.

Centralized Administration of Host and Port Settings for all

GLA Users

112

The two procedures below are examples of ways to centralize the set-up of
host and port registry settings for a Genesys Lync Agent user.

To complete either of these procedures, you must first have Administrator
access to the Domain Controller within your network. See Procedure: Set up
Administrator access to the Domain Controller.
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Procedure:
Set up Administrator access to the Domain Controller

Start of procedure

1. Open the Group Policy Management Console.
+ Click Start > ALL Programs > Accessories » Run and type gpmc.msc
in the text box. Click 0K.

2. Select Forest > Domains > <your domain)> > Group Policy Objects and
double-click Default Domain Policy.

E Group Policy Management !El E
= File  Action  View Window  Help | —18]=l
i Al o iE=l =N, RN 7 B
H, Group Palicy Management Default Domain Policy
H _'L\ Foresk: LyneDCO.lab S cone |D " I et I Deleat I
a %Domains p etals | Settings elegation
= 3 LyneDColab Links
[ Default Domain Paolicy Di I -
LA} izplay links in this location: LuncDCO lab =
2 | Domain Controllers I ne A J
I genesysucusers The following zites, domains, and OUs are linked ta thiz GPO:
:,—. LynFcUsers Location | Enforcedl Link. Enabledl Path
# 3| performanceucusers
- LyncDCO. lab i ¥ LyncDCO. lab
Bl [ 5¢ Group Policy CObjects ﬁ il s & Bs U3 4
[ Defaulk Domain Controller:
JEIl D= =ult Domain Palicy i | _'I
S WM Filters —— d
E Starker GRS Security Filtering
H_a Sites The zettings in thizs GPO can only apply ta the following groups, users, and computers:
565 Group Policy Modeling Name |

1) Group Policy Results 82 Authenticated Users

Add. . Remove | Froperties |

Wl Filtering
Thiz GPO iz linked ta the fallowing 'l filker:

|<none> j Dpen |
Kl | W
| | |

Figure 96: Group Policy Management window.

End of procedure

Next Steps

* Complete one of the following:
+ Procedure: Run script when the computer starts up
+ Procedure: Change registry entries directly
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Procedure:
Run script when the computer starts up

Prerequisites

* Procedure: Set up Administrator access to the Domain Controller

Start of procedure

1. Select Computer Configuration » Policies MWindows Settings >Scripts
(Start-up/Shut-down).

2. Select Startup.
3. Onthe Scripts tab, use the Add button to add the following

1
Startup Properties ﬂ I_

Scripts I PowerShel Scripts I

% Startup Scriptz for Defaulk Domain Policy

| Mame | Paametes |
regedit exe tp
Doty
Add...

Edi...

Remove

i

To view the zcript files stored in this Group Policy Object, press
the buttan belaw,

Show Files... |

| k. I Cancel Spply

Figure 97: Startup Properties.

4. The script will run a single line to modify the registry with the parameters
in l.reg. The contents of 1.reg are:

Windows Registry Editor Version 5.00

[HKEY_LOCAL _MACHINEN\SOF TWARE\GCTI]

[HKEY_LOCAL _MACHINE\SOF TWARE\GCTI\GenesysLyncAgent]
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"Host"=hex(2) :53, 00, 62, 00, 68, 00, 61, 00, 6¢, 00, 64, 00, 65, 00, 72, 00, 69, 00
,2d, 00,50, \

00, 43,00, 00,00
"Port"=dword: 0000190

5. Add this file to the group policy object. Select Show Files... and add the
file at the same location.

HI startup
Ly neDeCC sysvoliLyncDC 0. labiPo

i I } viPalicies’{31B2F340-0160-1 1 D2-945F-00C04F BSB4F 9} \Machine) Script sl Startup j ,(H, | Search S
Organize »  Mew Folder = w |
r Favorites MName « Diate modified Type Size I
B Desktop 311 1/29/2013 11:00 AM  Registrakion Entries 1¥B
i Downloads

-, Recent Places

3 Libraries
¢ Documents
& Music
| Pictures

B8 videos

1% Computer
&L Local Disk (C:)

i Network
K LyncDCO.lab
8 eschent
T UE-FRM-LYNC L

1 item

Figure 98: Startup file location.

End of procedure

Procedure:
Change registry entries directly

Prerequisites

* Procedure: Set up Administrator access to the Domain Controller
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Start of procedure

1. Select Computer Configuration > Preferences > Windows Settings >
Registry.

2. Add the entries in the figure below:

B Group Policy Management Editor M= E r
File Action  Yiew Help
IR EEEE R |
gj' Defaulk Domain Policy [DCOLYMCZ LYNCDCO.L
= & Computer Configuration 1,

B ks ::~' Registry

] Software Settings

5 ] windows Sektings I
[ Hame Resolution Policy Processing SOFTY) a REG_E3PAND_5Z SthanderiFC
(] Seripts (Startupfshutdown) S e Raplaca HKEY_LOCAL MACHINE SOFTWARE\GCTI\GenesysLyr\cAgent Port REG_DWORD 00D01F30
Security Settings Extension on error:
ol Folicy-based o5 Run in user's context:
(] Admnistrative Templates: Policy d Gi=ioe (izpe =ik
1 prferres e
&1 [ Windows Settings Fitered by ancestar:
Enwiranment Disabled directly:
5 Files Disabled by ancestor:
(¥ Folders
) Ini Files
 registry
§2) Hetwork shares Description

[2] Shorteuts
Control Panel Settings
= & User Configuration
7 Policies
[ Prefererces

No descrption provided.

N 21" Preferences  Extended , Standard

|Last changed: 1/23/2013 11:55:56 AM

Figure 99: Scripts Registry.

End of procedure

Using Genesys Lync Agent

Under normal operations, Genesys Lync Agent is only visible as the Genesys
icon in the system tray.

Genesys Lync Agent

Figure 100:GLA in the system tray.
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To see the menu options, right-click the GLA application in the system tray.

Configure

Exit
About

Figure 101:GLA menu options.

Configure—Opens GLA.
Exit—Terminates GLA.
About—Displays details about GLA.

P

Genesys Lync Agent

Version : 5,000

Contact : genesys support<support@genesyslab.com>

Copyright @ 2012 Genesys Telecornmunications Laboratories, All Rights
Reserved,

Figure 102:GLA About window.
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How GLA Connects to UC Connector

At the start, GLA tries to check the connection to UC Connector by sending a
“test” message. If successful, UC Connector acknowledges the message and
the tray icon changes to indicate the results of the test.

® 4

Customize...

Figure 103:A bad connection icon.

As soon as GLA starts running, it begins the heartbeat process with UC
Connector. If UC Connector responds, the connection is good and the
corresponding icon is shown in the system tray. If there is no response, the
connection is bad and the corresponding icon is shown in the system tray. A
bad connection will also open the Genesys Lync Agent GUI; once you close
this GUI, the heartbeat process will be restarted.

Heartbeat (Keep Alive) to UC Connector

Figure 104 shows how the keep alive mechanism interacts with UC Connector.
The UC Connector option gla-kpL-time is set to 30 seconds, which is the
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heartbeat rate. The UC Connector option gla-kpl-response-time is set to 4
seconds, the time in which a response must be received.

[Any incoming message]
Restart KPL timer

[KPL timer fires]
Restart KPL timer
Send KPL

KPL timer active
lcon "bad"

KPL timer active
lcon "good"

[Initial]
Start KPL timer
Send KPL

Response timer active
KPL timer active
lcon "good”

rest
3 expire
gmer
onse

(Res?

Figure 104:Keep alive and UC Connector.

Heartbeat failure

If Genesys Lync Agent’s attempt to connect to UC Connector fails (the
heartbeat fails), GLA displays a balloon tip.

Genesys Lync Agent % *

WARMIMG: Server is unreachable.

28/05/2013

Figure 105:No response from UC Connector warning.
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Us

ing Genesys Lync Agent

In the system tray, GLA changes its icon to a grey Genesys icon with a red

exclamation mark and displays a warning message.

Genesys Lync Agent
WARMIMNG: Server is unreachable.

Figure 106:No response from UC Connector system tray warning.

Understanding GLA window controls

Genesys Lync Agent is normally minimized to the system tray, but it is

displayed on the desktop in the following scenarios:

e The Lync client is not started.

* The Lync client user is not logged in.

* The Host and Port are not available in the GLA registry entry.

e The user double-clicks Configure in the GLA menu.

G. Host name

L. 7. Host port in use

~ 8. Test connection

Genesys Lync Agent
UC Connector

1 The "Edit" or "Save" button Host Mame: |Sbhander-PC i-—"‘"'_ﬁ_'__'_‘
lets you modify and save Port: anan -

the configuration Rl ' —

"'\-\.‘_\_‘*
[ Edit J [ Cancel ] [ Test Connection ]1
— Tl
2. Cancel changes and | £3-€J Connected to server
a ' L

close to the system tray ’;

M
| R
& Status string

z/

-
3. Lync connection state |

4. Test connection progress

Figure 107:GLA window controls.

In Figure 107:

1. Click Edit to modify the Host Name and Port, then click Save. See

Modifying the Host and Port Entries.
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2. Click Cancel to cancel the changes to Host Name and Port, or to minimize
GLA to the system tray without making any changes.

3. Shows the Lync client connection state. The icon is green if GLA is
connected to the Lync client. The icon is red if:
+ The Lync client user is not logged in.
+ The Lync client is not started.
+ Genesys Lync Agent cannot connect to the Lync client.

4. Shows the test connection progress when the user clicks Test Connection.
The icon can be one of three colors:
+  Yellow—GLA has sent a message to UC Connector.

+ Red—The message response from UC Connector is invalid or the
connection cannot be established.

+ Green—The connection has been established.

+  Blue—The host and port details have been modified and saved, but
Test Connection has not been clicked.

5. Displays the Lync user name, if available, or the test connection progress
state if the user clicks Test Connection.

6. The host name of the machine where UC Connector is running.
7. The UC Connector HTTP port.

8. Click Test Connection to test the connection to UC Connector. The Lync
client must be running and the user must be logged in. When testing the
connection, normal operations to UC Connector will be suspended, so the
answer call and make call features will not work.

Note: The Lync Client must be running and the user must be logged in
before attempting to test the connection.

Modifying the Host and Port Entries

When the GLA user is not an Administrator, the following changes are seen in
the GLA window:

* The Save button is replaced with Edit.
e The Host Name field is disabled and modifications are not allowed.
e The Port field is disabled and modifications are not allowed.

If the user is in the Administrator group and User Account Control (UAC) is
enabled, then GLA can be promoted to Administrator by clicking Edit in GLA.
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The UAC menu appears and, if successful, the button name will change to Save
in GLA.

¥

@ User Account Control @

o

@ Do you want to allow the following program from an
" unknown publisher to make changes to this computer?

Program name:  GenesysLyncAgent.exe

Publisher Unknown
File origin: Hard drive on this computer
(v) Show details ves || Mo

Change when these notifications appear

Figure 108:User Account Control window for a user in the Administrator
group.
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If the user is not in the Administrator group and clicks Edit, UAC displays a
window asking the user to login to the application as Administrator. If
successful, the button name will change to Save in GLA.

[ 4
@ User Account Control @

g

U Do you want to allow the following program from an
*unknown publisher to make changes to this computer?

Program name:  GenesysLyncAgent.exe
Verified publisher: Unknown
File origin: Hard drive on this computer

To continue, type an administrator password, and then click Yes,

' | “..lser name |
' | Password |
!

Domain: LYNCDCO

(v) Show details Y J[ Me

Figure 109:User Account Control window for a user not in the Administrator
group.

Note: If the user is not in the Administrator group and GLA is running as
Administrator, then it is possible that GLA will not be able to
communicate with the Lync client.

When the user successfully accesses GLA as Administrator, the Host Name and
Port fields are editable.
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Supplements

Related Documentation
Resources

The following resources provide additional information that is relevant to this
software. Consult these additional resources as necessary.

UC Connector

* UC Connector 8.0 Deployment Guide, which provides information to
configure and install UC Connector.

T-Server

*  Framework 8.1 SIP Server Deployment Guide, which provides information
to configure and install SIP Server.

Microsoft Lync Server 2010

*  Microsoft Lync Server 2010 Documentation Help File. This download
contains a compiled help file (chm) of all the available Lync Server 2010
IT professional documentation on the Technical Library.

http://www.microsoft.com/download/en/details.aspx?id=23888

Open Standards

* RFC 3261 SIP: Session Initiation Protocol
* RFC 3863 Presence Information Data Format (PIDF)
* RFC 3265 Session Initiation Protocol (SIP)-Specific Event Notification
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Related Documentation Resources

Genesys

*  Genesys Technical Publications Glossary, which ships on the Genesys
Documentation Library DVD, provides a comprehensive list of the
Genesys and computer-telephony integration (CTI) terminology and
acronyms used in this document.

*  Genesys Migration Guide, which ships on the Genesys Documentation
Library DVD, provides documented migration strategies for Genesys
product releases. Contact Genesys Technical Support for more
information.

Information about supported hardware and third-party software is available on
the Genesys Technical Support website in the following documents:

*  Genesys Supported Operating Environment Reference Guide
*  Genesys Supported Media Interfaces Reference Manual
Consult the following additional resources as necessary:

*  Genesys Hardware Sizing Guide, which provides information about
Genesys hardware sizing guidelines for the Genesys 8.x releases.

*  Genesys Interoperability Guide, which provides information on the
compatibility of Genesys products with various Configuration Layer
Environments; Interoperability of Reporting Templates and Solutions; and
Gplus Adapters Interoperability.

*  Genesys Licensing Guide, which introduces you to the concepts,
terminology, and procedures that are relevant to the Genesys licensing
system.

*  Genesys Database Sizing Estimator 8.x Worksheets, which provides a
range of expected database sizes for various Genesys products.

For additional system-wide planning tools and information, see the
release-specific listings of System Level Documents on the Genesys Technical
Support website. These documents are accessible from the system level
documents by release tab in the Knowledge Base Browse Documents Section.

Genesys product documentation is available on the:

* Genesys Technical Support website at http://genesyslab.com/support.

*  Genesys Documentation wiki at http://docs.genesyslab.com/.

* Genesys Documentation Library DVD and/or the Developer
Documentation CD, which you can order by e-mail from Genesys Order
Management at ordermanegenesyslab.com.
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Document Conventions

Document Conventions

This document uses certain stylistic and typographical conventions—
introduced here—that serve as shorthands for particular kinds of information.

Document Version Number

A version number appears at the bottom of the inside front cover of this
document. Version numbers change as new information is added to this
document. Here is a sample version number:

80fr_ref_06-2008_v8.0.001.00

You will need this number when you are talking with Genesys Technical
Support about this product.

Screen Captures Used in This Document

Screen captures from the product graphical user interface (GUI), as used in this
document, may sometimes contain minor spelling, capitalization, or
grammatical errors. The text accompanying and explaining the screen captures
corrects such errors except when such a correction would prevent you from
installing, configuring, or successfully using the product. For example, if the
name of an option contains a usage error, the name would be presented exactly
as it appears in the product GUI; the error would not be corrected in any
accompanying text.

Type Styles

Table 4 describes and illustrates the type conventions that are used in this
document.

Table 4: Type Styles

Type Style | Used For Examples
Italic * Document titles Please consult the Genesys Migration
«  Emphasis Guide for more information.
« Definitions of (or first references to) Do not use this value for this option.
unfamiliar terms A customary and usual practice is one
o Mathematical variables that is widely accepted and used within a

Also used to indicate placeholder text within particular industry or profession.

code samples or commands, in the special case | The formula, x +1 =7
where angle brackets are a required part of the | where x stands for . . .
syntax (see the note about angle brackets on
page 128).
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Table 4: Type Styles (Continued)

Type Style | Used For Examples
Monospace | All programming identifiers and GUI Select the Show variables on screen
font elements. This convention includes: check box.
(Looks like | * The names of directories, files, folders, In the Operand text box, enter your
teletype or configuration objects, paths, scripts, dialog | formula.
typewriter boxes, options, fields, text and list boxes, Click 0K to exit the Properties dialog
text) operational modes, all buttons (including box
radio buttons), check boxes, commands, ’ o '
tabs, CTI events, and error messages. T-Server distributes the error messages in
* The values of options. EventError events.
Logi If you select true for the
* Logical arguments and command syntax. ) .
inbound-bsns-calls option, all
* Code samples. established inbound calls on a local agent
Also used for any text that users must are considered business calls.
manually enter during a configuration or . Enter exit on the command line.
installation procedure, or on a command line.
Square A particular parameter or value that is optional | smcp_server -host [/flags]
brackets ([ ])| within a logical argument, a command, or
some programming syntax. That is, the
presence of the parameter or value is not
required to resolve the argument, command, or
block of code. The user decides whether to
include this optional information.
Angle A placeholder for a value that the user must smcp_server -host <confighost)
brackets specify. This might be a DN or a port number
(<>) specific to your enterprise.
Note: In some cases, angle brackets are
required characters in code syntax (for
example, in XML schemas). In these cases,
italic text is used for placeholder values.
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Index

Symbols
[l (square brackets). . . . . . ... ... .. 128
<> (angle brackets) . . . .. ... ... .. 128
A
Active Directory . . . . . . ... ... .. 45,49
Active Directory Certificate Services . . . .17,27
Active Directory Domain Services . . . . . . 17
Active Directory Users and Computers . . . 46
Administrative URL. . . . . . ... ... .. 61
Agent Desktop Client. . . . . . . ... ... 108
anglebrackets . . . . . .. ... 128
audience, fordocument . . . . .. .. .. .. 7
B
brackets
angle. . . . . . ... 128
square. . . . ... 128
C
CA .. ... 70,87, 88,91
Central DataStore . . . . . . . . ... ... 62
Client certificate . . . . . . ... ... ... 100
client certificate. . . . . . .. .. ... ... 87
commenting on thisdocument . . . . . . . . . 8
contact . . . . . .. .. ... ... 95,97, 98, 99
contact (Microsoft-OCS) . . . . .. ... .. 100
conventions
indocument. . . . ... ... ... ... 127
typestyles. . . . . ... ... ... ... 127
cpd-capability. . . . . ... ... L. 98
CTl. . .. 8
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DN options
contact . . .. .. .. .. ... 95, 97, 98, 99
cpd-capability . . . . ... 98
dual-dialog-enabled. . . . . . . . . .. 95, 97
make-call-rfc3725-flow . . . . . . . 95,97,98
prefix . . ... .. ... .. 97,98
refer-enabled . . . . . . ... ... 96, 97,98
request-uri . . . .. ... ... ... 99
reuse-sdp-on-reinvite . . . . . . .. .. 96, 97
ring-tone-on-make-call . . . . . ... ... 98
service-type. . . . . . ... .. 94,96, 98, 99
subscription-id . . . . .. ..o 98

DNSrecords. . . . ... ... ... ..... 49
_sipinternals SRVrecord . . . . . ... .. 50
internal Arecord . . . . .. .. .. .. 49, 50

document
audience . . ... ... ... 7
changehistory . . . . . .. ... ... ... 8
conventions. . . . . ... ... ..... 127
errors, commentingon . . . . .. .. .. .. 8
versionnumber . . . . . ... ... L. 127

Domain Controller . . . . . . .. 17,27,50,112

dual-dialog-enabled . . . . ... ... .. 95, 97

E

Early Media . . . . .. ... ... ... .. 104

F

font styles
italic. . ... ... ... .. ... 127
monospace . . . . . . . ... 128

Forward Lookup Zones . . . . .. ... ... 50

FQDN . . . .. ... ... 49, 50
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invite-message . . . . . ... .. .... 111
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intended audience . . . . .. ... ... ... 7
Interaction Workspace Plug-in
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J
Java DevelopmentKit . . . . . ... .. 88,102
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K
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